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Secure Networking: Security Fused into the Network
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Cisco Security
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Extending zero trust to agents
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Secure access service edge

SASE
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SD-WAN +

Converged set of dynamic
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Zero Trust Access from Cisco

Cisco SD-WAN
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Security for Agents

Protect the world
from the agents

Protect the agents
from the world

Security

Detect and respond
at machine speed



Agents everywhe

No inventory = No accountability

33%

Agents built using
third-party platforms
(e.g., AWS AgentCore)

307

Desktop agents created with
low-code / ho-code tools
(e.g., ChatGPT, Claude)

Source: Cisco commissioned survey. February, 2026. N= 1113
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37%

Custom-built agents
deployed across public
or private cloud

Agents
everywhere
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Sprawl creates fragmentation
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Designed for humans, challenged by agents
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Zero Trust for Agents

CONSISTENT ENFORCEMENT AT ACCESS BOUNDARY
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Know every agent

Agent & Tool Agent Agent Lifecycle Human
Discovery Access Policy Directory Management Accountability



Know every agent

Agent & Tool Agent Agent Lifecycle Human
Discovery Access Policy Directory Management Accountability

Resource 1 Resource A
i Resource 2 I Resource B
Resource 3 Resource C
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Secure Client

Authorize every action

Secure Access Agent Gateway
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Just long enough

JL



Agent-aware protection, built into Secure
Client
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Authorize every action

Enforce at the Enterprise Tool Boundary: SaaS + Private Apps

Shadow
c Al Agents
> 723 =), Company apps %
@ ({‘\\‘éf\//‘)} =
Sanctioned Al Gateway m Company data X
Agents (policy enforcement point)

% Company tools X

Policy decision point

el
© 2026 Cisco and/or its affiliates. All rights reserved. PSOSEC-2344 Cisco



Powered by Cisco SASE and Identity
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Cisco Cloud
Control

One operating model

Network

Security

|ldentity

Splunk

alb Cloud Control Bata APJ Production
O Chat 1 Canvas Actions *
Close Canvas » v

0 You

What is the cause of the latency?

(¥ Al Assistant 1505 am
Title oL X
Product name
Name . Device type  Connected AP
losrinly MacBook SIC23-22A-AP1S
rohanarno Apple-Dev. SJC23-22A-AP29
summetha Intel-Device  SJC23-32A-AP21
nntjas Apple-Dev SJCZ3-32A-AP22
I ™y
Ask anything, / for prompts
+ Auto -

-

@ Home M Meraki

Fraud-Scoring Cluster Utilization

PER-MOST RESOURCE SATURATION (LAST 15M AVG)

fraes-sest-

=
"
fraes-tast-

—
o

Application & Network Telemetry

Request succens rale

TCP sesslon ectors

9 Security

N coms——

£ Nexus Dashboard

4N —

Missing DNS reaponses

TCP retransmity

(D Intersight

[3] splunk



One investigation. Every domain.

Me
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Cisco networking and security
for the modern era

Networking |dentity-driven End-to-end Al-powered Single
leader security visibility operations vendor

Global advanced services and flexible deployment
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