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Cisco powers how people and technology work
together across the physical and digital worlds
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, ' The state of the WAN

=]
Branch //\ SASE

Inside a (Small)
~ Branch 8 e gfg \
' ® oranch ||\ Last Mil - G(.og. e
4 @E r ol Overlay \
" oplence | | anen [\ [\ (1EO TEN: Cimaw @ > i"L%

\& ) (Large)
| C H ~  SD-WAN

Data
( ( Cellular /—6 IPsec Tunnels _ | Center
Branch — / Azure
(Large) (~ Fiber =~
; &
O )
B [:::: :|
Remote = SaaS Apps
User vl

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Challenges in the branch
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Delivering
amazing CX at
the branch

Securing the
branch, users
and applications
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Scaling branch
operations with
confidence
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These challenges requires a
hew branch architecture
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~ Our approach:
rchitecture for a
2 Al-ready

ure network
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Simplified operations,
powered by AgenticOps

Security fused into
the network

Scalable devices
ready for Al
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Simplified operations b=
powered by AgenticOps =T .;
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Cisco Cloud Control

The power of one

One login
Sign in once. See everything.

One inventory and topology

Every asset. See how it all connects, in real time.

One view for alerts
Actions correlates alerts across every product.

One assistant
Quick answers and tasks with Al Assistant.

One agentic workspace

Investigate, execute and resolve with Al Canvas.
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Unified Branch Service Degradation

WAN transport degradation detected at Branch 04,
causing Webex call quality issues. Root cause identified
as WAN underlay instability. Recommended: Fail over...

2428 clients ) 13 devices

20

@® Today, 11:05 am

A . Meraki

Branch 04: WAN1 Resource Exhaustion

MX_Appliance_Branch04: High CPU utilization (92%)
detected on WANT1 interface. Interface errors: 450
detected in last 5 minutes. Throughput throttling
active.

@® Today, 9:41 am

Network Connectivity Alert - Branch 04

We have detected significant latency and packet loss
impacting network performance at the Branch 04
location, which is currently affecting Webex session s...

© us-west-2

++ Site B— Main Campus

@ Intersight

. Meraki

2 Nexus Dashboard 1) Security R +2

Unified Branch Service Degradation

Correlated from 3 products. View alerts —

© Critical Alert

[CRLLEACR N 9  Sean McGinnis x

(¥ Al Assistant

WAN transport degradation detected at Branch 04, causing Webex
identified as WAN underlay instability. Recommended: Fail over to b

Duration and impact

Packet Loss

B Packet loss
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B Transaction failure rate

Recommendation
Rollback policy ‘BranchOptimize-v2'.

Confidence

High

Would you like to roll back the policy?

[ Rollback policy ] [ Recommendation 2 ]
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ifi Network deployed at scale t
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Building a flexible & modular Branch

Customer Inputs

Critical Apps

Service Connections

uG.tLab\ | Teilel

Cisco

Automates

QoS Policy SLA Policy Traffic Optimization
[ Segmentation ( 1 (
(Guest, Voice, Resiliency Profile Secure Routing
Data, loT) i

Management Services

Security Policy
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Branch Management

Access Profiles

AP and RF Profiles

Security Rulesets

ZTNA User Security

User and Device

Policy Authentication
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Unified Branch Demo




‘dsco’ Cloud Control  UnifiedBranch ~ 335 @ Home | 1 Meraki

QU search Meraki (¥ Assistamt 57 Canvas ®@ Q K
Al Assistant

& Newchat | 31 v X

How can | help today?

Choose a suggestion or usa the text field to ask a question. | have limitations and won't always get it right, but your feedback will heip me improve

= Network Overview ' Troubleshooting

& Client & Device Insights 4 Policies & Configuration

Ask the Al Assistant a question

+

Default v >

Assistant can make mistaxes. Verfy responses. Learmn how the Al Assistant handles your aata at Al Assistant disclosures



"ases’ Cloud Control Unified Branch ~ 33+ (& Home i W Meraki QU search Meraki (9 Assistamt  §] Canvas ® Q A

Al Assistant | B Newchat | 3 X

Here are the detalls of the workflow you selected:

Unified Branch in Cloud Control

Unified Branch CVD - Create Network, Onboard Devices, Net/Org
Not started

Unified Branch CVD - Identity, Radius, Access Policies
Not started

Cisco Unified Branch CVD - Secure Router, NGFW and SASE
Not started

Cisco Unified Branch CVD- Smart Switch
Not started

Cisco Unified Branch CVD- Access Points
Not started

Do you confirm that you want to proceed with this workflow?
O D

® You

confirm

Ask the Al Assistant a question

. Default v »

Assistant con make mestokes Vanfy responses. Learn how tha Al Asustant handles your aata at Al Asuistant disclosures



‘éics’ Cloud Control  UnifiedBranch v 331 © Home | i Meraki Q search Meraki @ assisat L cawas @ Q K

Al Assistant % Newechat | 32 v X

Input - RADIUS Secret (REMOVE VAR) @ Input - Policy Object CIDR (30f 3) © Input - Appliance VLAN ID 999 (VLAN Name) * ©

| test123456 Rl | | INFRA

Input - SNMP V3 Privacy Password (REMOVE VAR) O Input - Policy Object CIDR (1 of 3) (REMOVE VAR) ©

test123456 10.102.1.160/32

Input - Appliance VLAN ID 20 (MXP) © (D Input - Appliance VLANID 30 (MXP) © ©

10.20.11 | | 10.3011
Input - Appliance VLAN ID 1 (VLAN Number) * ( Input - Remote Full-Tunnel VPN Hub Network Name (REMOVE-VAR) *
1 | NYDC-DND |
> Input - Appliance VLAN ID 1 (VLAN Name) * ©
[oa )
o
& ©

’”

Ask the Al Assistant a question

+ Default v »

Assistant can make mestakes. Venfy responses. Learn how the Al Asustant handles your data at Al Assistant disclosures



el Cloud Control UnifiedBranch 32 &, Home | Iv Meraki Q search Meraki (¥ Assistant B0 Canvas ® Q R~

Al Assistant [ Mewehat | 32~ X
INFUL = IMANTF V.S AU @i FassWUaill (REMWJIVE VAR) TS 1L 3820
Input - Remote Full-Tunnel VPN Hub Network ID =
Input - RADIUS Secret (REMOVE VAR test123456

Input - Policy Object CIDR (3 of 3) —

input - Appliance VLAN ID 999 (VLAN Name) INFRA
Input - SNMP V3 Privacy Password (REMOVE VAR) test123456
Input - Policy Object CIDR (1 of 3) (REMOVE VAR) 10102.1.160/32
Input - Appliance VLAN 1D 20 (MX IP) 10.2011
Input - Appliance VLAN 1D 30 (MX IP) 103001
Input - Appliance VLAN 1D 1 (VLAN Number) 1

» Input - Remote Full-Tunnel VPN Hub Network Name (REMOVE-VAR) NY DC - DND
Input - Appliance VLAN ID 1 (VLAN Name) Default

This workflow will configure a unified branch network in cloud control, including VLANS, device claims, policy objects, and network settings.
Please confirm if you would like to proceed with these settings.

&
confirm|
+ Default ~»

Assistant can make mistakes Venfy responses. Learn how the Al Assistant handies your data at Al Assistant disclosures



Security fused into -
the Network



Reference design @ Agenticops
for fusing security

: Hybrid mesh Zero Trust

|nt0 the nEtWOrk firewalling access
dentity-first Scalable network segmentation
Continuously verified

Comprehensive threat intel

Distributed enforcement mnon Policy

|
|
| Enterprise-wide policies Secure infrastructure
|
|
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Now is the time to make your network
Juantum ¢

Harvest now Decrypt later

/ Sectors affected now \
\ )
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S AL S REES
ﬁ & N\ ol e W\ A%
Government & Financial Energy & Healthcare Manufacturing

Defense services Utilities
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Building a quantum resistant WAN

Quantum-safe

Quantum-safe

communication product
010110 \ \ \
110010
001011
Encryption Authentication Secure Boot
Generate the encryption key for Verify the authenticity of the Ensure authenticity and integrity of

secure communication / communicating devices / users/ software and hardware /

ML-KEM ML-DSA LMS
Key Exchange Mechanism Digital Signature Algorithm Leighton-Micali Signature
NIST SP 800-208

FIPS-203 FIPS-204
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Scalable network segmentation

Continuously verified identity and group policy applied across the network

Private Apps*

Cisco
ISE tags

segment

SSE POP
Network

IOT devices
network G
segment Bedside
Monitor
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Zero Trust access: Cisco SASE

Secure access for people, things and Al Agents

Every device, person, Zero downtime: Zero friction:
thing, everywhere Experience and Policy Assurance We do the plumbing
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Client WiFi Broadband Networ App
k

/ Private Apps
X | g
/ | Internet Apps

— Traditional Apps

@ N
° Data Loss Remote Browser Al Access
Z e ro I m p O Sto rS : Prevention Isolation
: @ — SaaS Apps
I d e ntlty Tru St Firewall as a Secure Web Zero Trust p p
Service Gateway Network Access
Cloud Access

Security Broker DNS Securi 18 VPNaa$S

Consistent Security:
Security Service Edge
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Scalable devices
ready for Al




— Unified hardware

Smart Switches
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Scalable devices, ready for Al

—— Unified software —— Unified management — Post-quantum ready
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Industrial devices Secure Firewall Scalable Wi-Fi 7
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Cisco Enterprise Routing portfolio

Catalyst 8000
ISR 1K/4K
ASR 1K

N
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|OS XE with Routing
and SD-WAN
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( NEW!

Cisco 8000 Series
Secure Router
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Taking the best into a
converged portfolio

Continued investment in
|IOS-XE and MX OS

Meraki
MX
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MX OS and
Meraki Dashboard

]
cisco



Welcome to the interactive CLI IOS XE terminal
Verifying your device configuration. Please wait...Done

You are in Configuration Mode
GA JUNE A1l configuration commands are logged as user avramesh@cisco.com

Establishing connection to your device. Please wait...
Connection established successfully

Router#
Cloud CLI
ashboard Manage
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#j]
‘&5’ Cloud Control SecureWANTMED.. v 335 (G, Home | v Meraki Q search Meraki (® Assistant

Deliver operational simplicity, automation e ——— = e L

Organization

with full-stack locations O emwine o Pos

aalal
. . . e T CoooooOmE O
Unified management, configuration, and @ e
monitoring on the Meraki dashboard — S e = ==
world class security + networking . - =

Client usage 0
Organization >
WAN 2

End to End AgenticOps : Access > WAN Brmn n S efataad

SERIAL

FD0292

—> cloud workloads o iy s

TAGS
Lrecemly-added
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Cisco Secure Networking Processor

Cisco 8000 Series Secure Routers purpose built for the Future Al Workloads

Security

Secure data with high
performance and low latency

Post quantum
cryptography capable

Firewall acceleration

Built-in Al/ML
inferencing engine

© 2026 Cisco and/or its affiliates. All rights reserved.

Networking

Higher performance
and power efficiency for
demanding traffic

Support for high-speed
ethernet up to 25GE

Scalable processor operations
for up to 30% savings

Programmable microcode for
seamless feature upgrades

alfretfn.
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Cisco 8000 Series Secure Routers
for every size location

EEEe =
R T ..--1-.1'.-‘. 8553 o

Small Branch: Medium Branch: Large Branch: Campus: Data Center:
8100 8200 8300 8400 8500/8600
10 Variants 9 Variants 2 Variants 2 Variants 3 Variants
IPsec: IPsec: IPsec: IPsec: IPSec:
Up to 1.5 Gbps Up to 5 Gbps Up to 20 Gbps Up to 45 Gbps Up to 45 Gbps/225
SD-WAN: SD-WAN: SEVANE SPEVANE L
Up to 1 Gbps Up to 4 Gbps Up to 15 Gbps Up to 23 Gbps SD-WAN:
, : , : Up to 23 Gbps/80
Threat Protection: Threat Protection: Threat Protection: Threat Protection: Gbps
Up to 1 Gbps Up to 2.5 Gbps Up to 7 Gbps Up to 11 Gbps

Route Scale up to
8M/16M

]
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. C
Rect In clace TdLOS
hranch firewallina 99.3% Intrusion prevention

(IPS) effectiveness
(0] WEIWEIE
9 9 o 8 /O detection rate

NetSec QPEN

< Independent evaluation

( Open standard RFC 9411

Cisco 8000 Series Secure Routers ( Real-world traffic mixes

alfbal ]l
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Security
is fusedin ...

hot bolted on

Why Cisco Unified Branch

One platform
from

Access -> WAN
-> Cloud

020
alR

Experience
assurance...

Is a first-class
outcome

Branch-as-code
and AgenticOps

For drastically
simplified
operations
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