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Why Modernize Now?

Security in the Network

The Next Gen Campus Portfolio

Simplified operations, powered by AgenticOps



Al is the biggest disruption
we have seen yet

Internet Mobility Cloud

Al




Creating new network demands

Changing traffic patterns

Increased sustained east-west traffic

Agentic execution
Beyond DC, across environments

Need for AgenticOps

Keeping Agents running, moving
beyond human-paced operations

Al-driven threats
Rapidly evolving security needs

© 2026 Cisco and/or its affiliates. All rights reserved.
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Agentic Al in the Campus

Agentic Al is moving into the campus. Why?

» Cost Reduction: Local hardware solutions reduce persistent agent
deployment costs by up to 80%

» Token Multipliers: Agentic workloads consume 4x to 15x more
tokens than basic chat applications because multi-step autonomous
reasoning triggers continuous loops.

« Growth in Reasoning: Global reasoning workloads have surged 320
times year-over-year, driving projections for token consumption to
grow 3,400% by 2030.

As Agentic Al moves closer to the data, networks need to adapt

© 2026 Cisco and/or its affiliates. All rights reserved.

Dell Deskside Agentic Al is

one of CRN’s ‘Hottest
Agentic Al Products of 2026’

Bringing organizations greater control
over cost, security and data.

( BREAKING - AUGUST 25, 2026 )

APPLE'S NEW MAC MINI

IS NOW AN AICOMPUTER

The M6 chip changes everything. Starting at $899.

~

f

MAC MINI M6 — WORLD'S FIRST DUAL NEURAL ENGINE DESKTOP
2 ¢k Faster Al Performance than M4

: 4 x Dual ¥6-core Neural Engine — first ever

g 3 Apple M6 — World's fastest CPU core
1@]2 2 nm 12-core CPU « 12-core GPU with Newral Accelerators

13 5x Faster LLM processing vs. M1
. Up to 4.8x faster than M4
Agentic Al Computing
@ A.ways.m Apple's own words - runs local Al agonts natively

o

$899 | Sold Out

Starts at — pre-order now M4 Mac Mini had 2-month wait

Ships September 22, 2026 Al sgent demand drove previous sell-out

Personal Al computing just became real. This is the device.



Threats are increasing in volume and speed
https://ZeroDayClock.com

Vulnerability exposure 2026: 57,903 in 8 months From Vulnerablllty to Explmtatlon

Every published CVE record, by CVE Project publication date.

= Mean TTE

Source: CVE Project - NVD - CISA KEV - EUVD KEV - CIRCL KEV - VulnCheck KEV
2023 2024 2025

Time-to-Exploit Milestones

1 1 1 1

Year Month Week Day

REACHED REACHED REACHED REACHED

ol I 1l I b
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https://zerodayclock.com/

Post Quantum is Approaching

CNSA 2.0 Timeline

2022 2023 20242025 2026 2027 2028 2029 pAs{ty 2031 2032 QALK

Software/firmware signing JUUEUNANNNNNNN ()
Web browsers/servers and cloud services et
Traditional networking equipment )
Operating systems NN ————a
Niche equipment JNNNNNNNNNNNNNNNNNN =
Custom application and legacy equipment ——®
s~ CNSA 2. )ption and tested
s CNSA 2. ‘and preferred
@ Exclusiv .0 by this year
]
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Commercial National Security Algorithm Suite 2.0



https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF

The Modern Campus Needs

o

Performance to Meet Agent Identity and Defend Against Al- PQC-Ready
Agent Demands Distributed Security Accelerated Exploits

]
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Security fused into
the network




* North-South Protected ¥

GE FIREWALL

I I Endpoints / PCs Servers / Printers
H OW SeC u rlty IS Use?workstations, "'\‘f’,\f’ Local servers,

deployed toda
ploy Y
Edge .flrewall appllances only inspect tra.fflc T S (R
crossing the perimeter — not traffic moving Cameras, sensors, (o Aconss points,
laterally within your network medical devices controllers

Campus & Branch

Edge firewalls are blind to internal traffic

Ransomware spreads endpoint-to-endpoint on campus — no micro-segmentation, no inline encryption, no identity-based access control

]
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Why the network is the answer

Only the network has the position, visibility, and scale to deliver security everywhere

Sees all Line rate One policy
Universal Enforced consistently
- Zero performance penalty
visibility everywhere
Every packet traverses the Security in silicon at wire speed. One policy model, coordinated
network — no agent or appliance No hairpinning, no overhead. enforcement at every point.

matches this reach.

The network is the only universal control point.
Fuse security into it, and every device is protected by default.

]
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Scalable network segmentation

Continuously verified identity and group policy applied across the network

S ®
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robot
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Factory

N control

Policy Tags 4’, x. @
RN ® R

Identity-first Cisco Secure Scalable systems
access & Fabric Group Tag
classification (SGT)
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Protecting your infrastructure and apps, including Al

( Cisco Cloud Control 1
L )

< Hybrid Mesh Firewall } .

Exploit Protection Firewall Microsegmentation

all

ork oad

Cisco Firewall | 3 party Smart Switch | ACI Hypershield Agent




Reference design
for fusing security
into the network

|ldentity-first
Continuously verified

|

|

| Enterprise-wide policies

| Comprehensive threat intel
|

Distributed enforcement

© 2026 Cisco and/or its affiliates. All rights reserved.

Zero Trust

Hybrid mesh firewalling access

Scalable network segmentation
Secure infrastructure

icy




Secure Infrastructure




Patching takes time

-

.

Software Maintenance Upgrade (SMU)

5-6 weeks turnaround

May require reload

Limited coverage

Needs an available fix for CVE

Release-specific

v

© 2026 Cisco and/or its affiliates. All rights reserved.

-

Turnaround in days for high priority

Compensating Controls

Never requires reload

Can cover ~25% non-SMUable

Blocks CVE even when fix unavailable

Works across releases

.

v
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Secure infrastructure - Cisco Live Protect

Vulnerability shielding for Cisco networking devices

=

ALK

Stop the attack... ...but don’t stop the network.

\ 4
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In Early Field Trials Now
Switches, Wireless, Routers

alfbal ]l
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"dss Cloud Control

Iw Meraki
Network

* Security Advisory
Switch Network

Network-wide
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Assurance
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2 switching

Organization
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“Q. Find in Menu ($8+K)
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Day-0 threat is shielded, but
patching is still needed




The New Scheduled Disclosure Model

Twice-monthly, fixed days

Security-hardened software publishes on the 1st and 3rd Wednesdays of each
month at 1600 GMT.

Seven-day advance notice

The list of covered technologies and platforms is published 7 days ahead. No
release planned = no notice.

Two extended maintenance releases per year

IOS XE, I0S XR, NX-0OS, Firepower/ASA and SD-WAN; Cisco will not release two
core operating system updates on the same day.

© 2026 Cisco and/or its affiliates. All rights reserved.

/

Why the change

Frontier Al models and agentic
analysis are surfacing bugs across
large codebases faster than ad-hoc
disclosure was built to absorb — while
the gap between disclosure and
exploitation has effectively closed.

A fixed cadence with advance notice
turns patching into a planned activity
that aligns to change control.

]
cisco



New IOS-XE Release Strategy

Longer time between OS upgrades with fewer operational distractions

2

Extended Maintenance
Release / Year
(48mo Support)

om

Gap between
Recommend Releases

Apr 2026
FCS GA RR
26.1.1 @— ® ® O
X Q@ |o-amswono0o 223222022338l JRIAJIJ83 3588338388383 33I335352°2
\k®\®®%\®(b%
%@\ K<2$7J QY Maintenance Phase Restricted Phase PSIRT Phase
D QO @
0 & Y .
Q \\
] SO No new features after FCS | Focus on absolute stability by RR
R
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High-Availability Campus

C8K-G2
Secure Routers

Active-Active HA Pair Hitless

Path Failover (MPLS, Broadband, 5G)  Hitless

CORE/EDGE ISSU with Dual Supervisors <200msec
Sgggugwm EVPN ESI Multihoming / SDA Hitless
GIR (Graceful Insertion/Removal) Hitless

DISTRIBUTION SVL (StackWise Virtual) 500msec
C9500
C9550 EVPN ESI Multihoming / SDA Hitless
GIR (Graceful Insertion/Removal) Hitless
ACCESS StackWise + xFSU <1sec
C9300 , :
09350 ISSU with Dual Supervisors <200msec
C9400 Power Redundancy/Pooling Hitless
(StackPower — no RPS). N+1, N+N
Perpetual PoE Minimizes AP / endpoint
recovery during switch
WIRELESS eboots
CW917x ISSU (9800 WLC) Hitless

Rolling AP Upgrades Hitless cisco

© 2026 Cisco and/or its affiliates. All rights reserved.




PQC Ready




Cisco Post Quantum Cryptography

Cisco Modern Campus is Quantum-Resistant

Securing the Device

Step 1: Image Signing & Secure Boot
Cisco Trust Anchor Module on FPGA chipset:
1. Verifies PQC-sighned Rommon
2. Verifies unmodified I0S XE

Hardware
PQC
3. Protects the datapath between TAM and CPU Ha;%\"gre | IQ |
SPI-1 :ﬁR —
SPI-2 s L

é 26.2.1/26.2.2 )
o

Securing the Data

Step 2: Quantum-Resistant Key

Exchange & Data Encryption

Cisco Trust Anchor Module on FPGA chipset:
1. Quantum-resistant key exchange

HW data encryption on Silicon1 chipset

2. Quantum-resistant data encryption

C9350 | C9550 | C9610 | WiFi 7 | G2 Routers

© 2026 Cisco and/or its affiliates. All rights reserved.

Rommon verification using LMS

OS image signing and verification using ML-DSA

Bus encryption between CPU and TAM using ML-KEM
SSH key exchange with ML-KEM

IKEv2 with ML-KEM alialin
EAP-TLS 1.3 with ML-KEM cisco
TLS 1.3 with ML-KEM

SED @S =



The Modern Campus
Portfolio




Scalable devices ready for Al

Smart Secure Campus Secure Large Venue
Switches Routers Gateway Firewall Wi-Fi 7

]
© 2026 Cisco and/or its affiliates. All rights reserved. Ccilsco




Cisco C9350
Smart Switches

High-performance, low latency

.I.I.l)h.. .I.Ih.l.l-l

PERTRD FETRET|

POSt‘quantum secure . ,V ~ ST T TEEL T EEEE .a.n.n.na.aT ] 7 M l

FFIIIY ’7,1’7 2RTPEPP 7’!’!7

Cisco Silicon One + co-processor for
security and Al

Smart Switches for the
Intelligent energy efficiency Al-powered campus

]
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C9350 Portfolio Expansion

Providing fiber-to-the-desktop, collapsed core, and more ways to power Wi-Fi-7

Q4CY26
1G Downlinks mGig Fiber Downlinks

Cisco C9350-48S Cisco C9350-24S Cisco C9350-24Y Cisco C9350-12Y
48x 100Mbps / 1G SFP 24x 100Mbps / 1G SFP 24x 25G/10G/1G SFP28 12x 25G/10G/1G SFP28
. . Q4CY26
mGig Downlinks mGig Copper Downlinks

Cisco C9350-48HXN Cisco C9350-24HX Cisco C9350-48HXG Cisco C9350-48HM

12x 10G-mGig & 36x 5G-mGig w/ 90W UPoE+  24x 10G-mGig w/ 90W UPoE+ 24x 10G-mGig & 24x 1G w/ 90W UPoE+ 48x 2.5G w/ 90W UPoE+

]
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Cisco C9550 Fixed
Core Smart Switches.
Built for Al Scale.

400G Campus Core

B 3 o e
5 i | . a ;
1 BEEET 1 | JEEEEE| B B o | A
<! BRI S &
) o ) o o 3 e

Up to 6.4 Tbps switching capacity

3.9B packets/second

Quantum safe

© 2026 Cisco and/or its affiliates. All rights reserved.




INTRODUCING

Cisco C9550 Series Smart Switches

Powerful, secure, easy to manage

Cisco Silicon One NPU2.0: High-performance, High-throughput, Secure Cisco I0S XE Post-Quantum
industry’s most powerful, Next-gen Multi-core On-device w/ Cisco Smart Secure Boot &
programmable ASICs x86 CPU & DRAM Application Hosting Stacking (NGSVL) Trust Anchor
Orderable
A -
C9550-48L4CD C9550-24L4CD C9550-96L4D
48x 1/10/25/50G + 4x 100G/ 2x 400G 24x 1/10/25/50G + 4x 100G/ 2x 400G 96x 1/10/25/50G + 4x 400G (2RU)

Coming Soon

C9550-32C C9550-64C-XL
32x 40/100G 64x 40/100G (2RU)
+8GB HBM with on-chip buffers
]

© 2026 Cisco and/or its affiliates. All rights reserved. CcIsco



Wi-Fi 7 for the Modern Campus

“New

Coffee shops Residence Classrooms High Density Outdoor Highest Density Stadiums,
halls large venues

S 6 8 v ® 9 @

CWa171i CWO9172I/H | CW9174l1/E | CW91761/D1 | CW91771/D/E CW9178 CW9179F

Lower density Moderate- Moderate to high- High- High-end outdoor, Ultra-high High-density,
deployments, density density performance, 3 variants for performance, large venues,
compact form deployments, deployments omni & directional | optimal coverage, high-density configurable beam
factor wall plate antenna options, URWB deployments, patterns
URWB URWB

@ available Avaiable T Available Available 7 Available 7 Available 7 Available

]
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Cisco Campus Gateway

CW9800H1-MCG CW9800L-MCG
Scales up to 12,000 APs and 64,000 Scales up to 1,000 APs and 10,000
clients clients
Throughput up to 100 Gbps Throughput up to 10 Gbps

Cloud management simplicity with L3 roaming scale
Easy migration for existing WLC architectures
Supports clustering and disaster recovery failover

© 2026 Cisco and/or its affiliates. All rights reserved.




Cloud Management
Updates

lllllllll
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Cloud management

across the networking portfolio

Wireless

Full WiFi6E & WiFi7
support

Campus Gateway for L3
roaming

© 2026 Cisco and/or its affiliates. All rights reserved.

Switching

C9200, C9300, C9500
switches

New | C9350 & C9550

New | C9400 & C9600
Modular switches

New | IE3500 OT Series

Routing

New | Secure Routers

Cellular Gateways for 5G
connectivity

]
cisco



C9000 Switches are now
cloud-managed, but what
about every |I0OS-XE feature?




Introducing CLI Profiles

cisco

Cloud Control

Iw Meraki

@

*»
—

c))

@l

/r,//

3 @

Global

Organization
ShaunsOrg

Network
Shaun-Home

» Network-wide

Assurance
Security & SD-WAN
Switching

Wireless

Cameras

Sensors

Insight
OtganizatioQ
Security

Automation

ShaunsCCcO1 v  33:

Clients

Uplinks 1 total

All
Online @

Usage and clients [ All clients

300 Mb/s
250 Mb/s
200 Mb/s
150 Mb/s
100 Mb/s

50 Mb/s

©, Home ' v Meraki ’ ) Security

WAN appliances 1 total |

All
Online &

Q Search Meraki

Switches 17 total

3

Offline ©

v ] [ ® Last 2 hours v ] [ Applications

)

Alerting A

(® Assistant B3 cCanvas

® 0« 1

-+ Add client

Access points 6 total -

All
Online @

— Usage 24.94 GB (4 11.88 GB, 13.06 GB)

0 Mb/s o~ :
10:15 10:30 10:45 11:00 11:15 11:30 11:45 12:00 Applications details
[ Q Search for clients ] = Filters 92 results
D Status * Description Usage IPv4 address Policy Adaptive policy User MAC address S
group
D © Wired KgBaby7-2 1KB 192.168.2.104 Normal — — 84:b8:02:08:00:f
P
O @ Wired 00:0c:29:36:ad:79 3 KB 192.168.2.16 Normal = = 00:0c:29:36:ad:7
9
D © Wired shaun-VMware- 1KB 192.168.2.51 Normal — — 00:0c:29:ca:a7:1

Virtual-Platform

0



e Cloud Control | CiscoMeraki %32 # Home | in Meraki = @ Security ol
E l l h a n C e d Networkingactions o = = 7 . 0 Rogue RADIUS server e

* Updated Tm ago =~
L £ 173.36.46.146 © 4 networks June1,2026 at 9:23am EDT « Assurance « ID:280382... (
Cisco Meraki

experience metrics " et e

Network-wide

BRIEFING (< AlMonitoring ) Hiah confidence ®

[ Pacue DADILIS corvor Em ann

\ates
[ ] Incident created

ContinUOUS real_time Jun 1, 9:23am EDT
exp e ri e n Ce a SseSS m e nt (3 ~ Wireless successful connects degraded (£ 76% at peak Source: Experience Metrics

Jun 1, 8:10am EDT n failures.

co Meraki organiz

© Wireless connections @

Monitors user outcomes and
creates incidents

& J
S h ift fro m O bse rVi n g Syste m S to CaEras @ Re-authenticate clients ~
understa nding expe riences ~ Target.endpoints

Collapses thousands of signals e censonine Los -
into a single view

& ~ Action plan defined
Organization Jun 1, 9:54am EDT

© 2026 Cisco and/or its affiliates. All rights reserved.




Al Packet Analyze

Automatically seizes the
moments of client failure and
uploads PCAP files to the Al
cloud

Quickly analyzes PCAPs with Al
summary

Isolates fault with reasoning
view or visually with packet flow
view

Actionable recommendation
provided to resolve issue

Al Summary

Reasoning

el Meraki

a8 & (¥

9)

o]

Network
Welcome2Helz v

Network-wide

Assurance

Security & SD-WAN

Switching

Wireless

Cameras Learn more

Organization

Automation

Find in Menu

New capture

< All captures

Intelligent Capture

Q search o ® 8 Q

([ J
Reasoning Al-generated @ Complete PCAP analysis X

Stored captures Scheduled captures Proacti'

([
Summary Al-generated € Complete PCAP analysis

The client experienced a connection issue related to an invalid PMKID during t
"Welcome2Helz 6G" network. Initially, the client attempted to reassociate usin
access point rejected this attempt due to an invalid pairwise master key identi
significantly during the early connection attempts, dropping from -50 dBm to :
conditions that may have contributed to the connection difficulties. After the il
completed a fresh SAE authentication process and was able to reassociate wif
ultimately established, as evidenced by the successful completion of the four-
transmission, with signal strength improving to more acceptable levels around

[ Packet Flow ] [ Reasoning ]

ce:0e:f4:59:6a:2b_vPQ6W9_assoc._invalid_f

HType or drag+drop a display filter...

No. Time Source Destination Trar
1 0.000000000 ce:0e:f4:59:6a:2b Broadcast ce:0
2 0.009151000 ce:d6:66:66:c9:80 ce:0e:f4:59:6a:2b ce:d
3 0.591894000 ce:0e:f4:59:6a:2b Broadcast ce:0

Frames 21-35 : Action Frames

Various management and optimization actions are performed including radio
measurement reports, neighbor discovery requests, and Block ACK setup for
improved data transmission efficiency. These frames indicate normal post-
connection network optimization activities.

Frames 28-33 : ARP

Client performs ARP requests to discover network resources and establish IP
connectivity. Signal strength has improved significantly to around -60 dBm,
indicating better positioning or reduced interference. Multiple ARP requests
suggest the client is actively trying to establish network layer connectivity.

Frames 36-37 : DNS

Client initiates DNS queries, indicating successful network layer connectivity
and the beginning of application-level network usage. The connection is now
fully operational with good signal strength around -58 dBm.

In order to solve the issue, try performing the following suggested actions:

« This often indicates a fast roaming (OKC, Sticky Key, or 802.11r)
misconfiguration or stale key cache entry. Ensure the AP controller and
client driver is up-to-date and supports the feature correctly

« If the issue is persistent after client driver update and controller/AP firmware
upgrade, verify the fast roaming configuration

o o

Remediation suggestion




Digital twin

Validates before applying changes

Emulates devices, connectivity,
and configuration in a true
Digital Twin

© 2026 Cisco and/or its affiliates. All rights reserved.

‘el Cloud Control | Cisco Meraki

r 53

Networking actions

lindated 1m aan 7>

© Rogue RADIUS server Acive

/

+ Nook-HQ-SF — I0S-XE 17.12.4 Upgrade Validation Summal Complet \
+ Digital Twin & 2 i Exit b ——
Target image 10S-XE 1712.4
02 Dashboard A . @ Reasoned abou
0 €9300-1 17.09.5 - 17.12.4
Here are all 11 devices in the twin. The 5 Catalyst switches (2x C9300, 3x
¥ Projects €9200) are eligible for an I0S-XE upgrade — I've pre-selected them. The & R0 i 37209:3 i aMe
MS120 access switches are on a different firmware track. €9200-3 | 17.09.4a 17.12.4
You can pick manually, or | can choose a minimal representative set (3 of
Tests to be Run

5) that still covers every hardware model, stack configuration, and starting
version — saving validation time without losing coverage.

Q Search devices. (A1) coe  Distribution  Access

DEVICE MOODEL VERSION ROLE STACK STATUS
€9300-  C9300-

17095  Core StackWise Eiigible
1 48P
€9300- 9300~

17095  Core StackWise | Eligible
) 48P
€9200-  C9200-

17095  Distribution — Eiigible
1 48P
€9200-  ©9200-

2 a8p 17.09.5 Distribution — Eligible
©€9200-  C9200-

- S 170942 Distribution — Eligible

o

]

Type your response.

Image compatibility Flash space

MDS/SHA integrity Inactive package cleanup
Boot mode License state
DRAM Image install
Boot verification Feature regression
StackWise reconvergence Config comparison
Validation Results
3/3 devices
¥ C9300-1
v 92001
~» C9200-3

NEXT sTEP Deploy the twin-validated image to production via the Meraki controfier for Nook-HQ-
SF.

Q_ search

ce « ID:280382... ¢

ptes
co Meraki organiz

n failures.

Insight

>
—+

Organization

REASONING LOG v

& ~ Action plan defined
Jun 1, 9:54am EDT




Modernize the Network ol
CISCO

Scale for the Al Era Proactive Cyber Defense

* Network performance, agility, and security must » Blocking Day-0 exploits is critical

evolve to keep up « Structured, seamless patching to minimize

» Cisco has a full suite of campus products ready disruption
for these modern challenges ‘ + Plan for PQC today

Security Fused into the Network

Operational Transformation
» Perimeter FWs are not sufficient for lateral :
« Complete cloud-managed portfolio
movement

* No feature compromise - Full IOS-XE feature

» The network has visibility, is pervasive, and set

provides east-west segmentation
* Intelligent assurance and proactive prediction
for greater network stability

]
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