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Security from the 

The AI Transformation is here 
and we must transform for it
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Unrelenting Pressure on SOC Teams

The result: a record 50%+ of security leaders1 and practitioners likely plan to quit their role in the next 12 
months2.

Staggering data growth, 
workload complexity, and 
costs are compounding risk 

Siloed solutions, manual and 
reactive capabilities wear on team 
effectiveness 

Attacks, increasingly AI-fueled, 
are increasing in velocity, 
frequency and sophistication
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The way forward

An integrated system bringing 
together Data, Analytics, 
Tooling, and AI for a powerful 
analyst experience. 
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• Complete visibility

• Contextual understanding
• Intuitive analyst experience
• Machine speed & scale

A Foundation of High-Fidelity Data

Analyzed at Machine Speed

With Intuitive SOC Tooling

And Human-led AI & Automation

Data fabric
Data management 
Data pipelines

TI enrichment & context
Correlated detections
Investigation & hunting

Single work surface for TDIR
Team coordination
Integrated workflows

Customizable agents
Reasons and acts decisively
Prevents emerging threats

Analytics

Data

AI and automation

Tooling
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Why 

All to power the Agentic SOC

by turning high-volume data 
into high-fidelity visibility

To focus on what matters With AI and automation
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A G E N T I C  O P S A I  M O D E L S

Cisco Data Fabric

Understand the entire 
attack surface

Unlock machine data for 
training and inference

C R O S S  D O M A I N  V I S I B I L T Y

Drive context aware action 
from correlated insights 

AI native data fabric for full-stack security 
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Leverage the Fabric for secure AI

Block emergent attacks 
at any level

High fidelity detection across every 
layer of AI infrastructure

Discover AI assets – known and 
unknown - in your environment

C I S C O  DATA  FA B R I CAI models, 
agents, and 
applications

AI workloads and 
infrastructure

Splunk brings together disparate 
sources and tools for unified protection

Unparalleled visibility 
across every AI layer
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Detection 
Studio

• Streamline detection creation 
workflows

• Evaluate detection health

• Expand versioning and 
detection-as-code 

Tune and author detections

General Availability for Cloud 
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Lateral Movement

Reverse
Shell

Data Exfiltration

Deliver high-fidelity runtime security across cloud 
workloads

• Kernel Monitoring: Suspicious 
process detected on workload

• Splunk correlates findings and 
to identify lateral movement to 
an s3 bucket with highly 
sensitive data

• Guard Duty: Command and 
Control traffic detected

• Analyst triggers playbook to 
contain and remove the threat
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Exposure Analytics

Asset Threat Profile:

Anomaly: Excessive Data Transfer Detected

Process Event: Known Malicious tool execution detected

Connection: Later Movement attempted 

Access Violation: Multiple unauthorized file reads

Persistence: Unauthorized cron-job created

Autonomous Entity Discovery

Entity-aware Investigations

Risk based prioritization



Intelligence for 
Enterprise 
Security

• Native integration for all Enterprise 
Security cloud customers

• Enrich findings with relevant 
intelligence from Cisco Talos

• Helps analysts quickly understand 
potential threats

Threat Intelligence



Fuel 

• Single unified work surface to 
complete the full TDIR workflow 
without leaving Splunk Enterprise 
Security.

• AI Assistant in Security: Generate 
SPL queries using natural language, 
summarize findings, generate 
investigation reports, and next-
step/remediation guidance. 

• Execute response workflows 
directly in ES Essentials for faster, 
more efficient remediation.

SIEM
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Dedicated and purpose-built 
Security AI Agents

TriageDetection Investigation
S P E E D

Response

Orchestration/
SOP Agent

Malware 
Reversing Agent

Guided Response 
+ Automation 
Agents

Detection
agent 

Triage 
Agent
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AI Assistant in 
Enterprise 
Security

• Embedded across all analyst 
workflows

• Guide investigations with AI-
powered query generation and 
summarization

• Accelerate workflows with 
embedded, context-aware AI 
insights

• Empower decisions with AI-
driven next step and 
remediation guidance

General Availability for Cloud 

Currently available for Cloud users
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Detection 
Builder Agent
Go from detection hypothesis to 
production in minutes with 
accuracy; quickly import, tune, and 
tag detections; and personalize 
detections for your environment.

Alpha coming soon
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Malware 
Reversing 
Agent
• Explains malicious scripts line-

by-line 

• Extracts IOCs, flags evasion, and 
groups recurring behaviors 

• Gives analysts actionable insight 
in seconds, not hours. 

General Availability
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Triage Agent

• Streamline alert prioritization 

• Plan and execute investigations

• Automate insights to reduce 
MTTR

Alpha | Spring 2026



Triage Agent Demo
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SOP Agent
Import security standard operating 
procedures into Splunk Enterprise 
Security response plans so AI 
agents can act on them. 

Cloud availability coming soon
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Splunk AI Toolkit
• Empower every user to 

create custom, 
extensible AI solutions 
using top LLMs over 
your Splunk data.
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Stop threats at machine speed with AI & Automation (AI Assistant in ES & AI Agents)

Delivering the Agentic SOC
Where human expertise, AI, and data work together to stop 
threats at machine speed.​

SIEM / Security Analytics Behavioral AnalyticsSecurity Automation Exposure Analytics Attack Analytics

Streamline detection and response to focus on what matters

Out-of-the-box 
content

Integrated
workflows

Detection & playbook 
authoring

Scale operations by turning high-volume data into high-fidelity visibility 

Threat Intelligence 
enrichment

Risk scoring, analysis, 
and prioritization

AI-powered 
data management

Federated Search 
and Analytics

AI-Native Experiences
and Platform

Machine 
Data Lake>

Unifying data for complete visibility with the
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The complete
experience with 
Enterprise 
Security Premier

• Includes UEBA, SOAR 

• Agents and AI Assistant

• Simplify your analyst experience 

• Gain full visibility and control 
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Enterprise Security
Now available in two editions

SIEM TIM Agents
Attack 

Analyzer
UEBA SOAR

Essentials Premier

Detect
Studio

Exposure
Analytics
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The Agentic SOC* vs. HAFNIUM

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and AI for the analyst

Install web shells to persist, 
execute commands, and 
escalate control.

Plant Web Shells

Continuous 
Monitoring

Dump memory and 
directories to harvest 
passwords and tokens for 
expansion.

Steal Credentials Move Laterally Export Mailboxes Exfil Data to Cloud Maintain C&C
Targets unpatched
Exchange servers to gain 
quiet footholds and access.

Exploit Exchange
Zero-Days 

Enriched Threat 
Context

Unified 
Investigation 
Workflow

DETECT INVESTIGATE

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6 Phase 7

RESPOND STOP

Use stolen accounts and 
tools to spread across 
systems and domains.

Leverage Exchange tools 
and shells to copy and 
export emails.

Compress files, send to 
cloud shares, hide theft in 
traffic.

Encrypt communications 
and tunnel over DNS to 
evade network detection.

Map Lateral 
Movement

Detonate 
Malware

Automated 
Actions

Stop C&C: 
Immediate 
Isolation

*Includes future capabilities
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An open, data-native foundation data federation and a unified TDIR platform 
backed by the industry’s deepest ecosystem

Unmatched Strengths that Set Splunk ES Apart

Deploy on-premises, in the 
cloud, or in hybrid 
environments, with 
seamless IT and OT 
integration for broad attack 
surface coverage wherever 
you operate.

Unique data management 
capabilities, like routing, 
filtering, masking, and 
federation to maximize 
performance and ROI.

Architectural flexibility
Data management and 

federation

Splunk is the market share 
leader, recognized as a 
leader by Gartner, IDC, and 
Forrester. Demonstrating 
that our platform is trusted 
by a broad user base, 
providing confidence in 
your security investments.

Market leadership

With 2,200+ global security 
partners, thousands of 
partner and community-
built apps, and an active 
user forum, Splunk delivers 
unmatched collaborative 
innovation and support. 

Innovating together



Splunk is a recognized in cybersecurity
Splunk Security provides an unparalleled foundation to power the SOC of the future

Leader
Forrester Wave : Security 
Analytics Platforms, Q2 2025

Leader
2024 IDC MarketScape for SIEM 
for Enterprise

Ranked #1 
2023 IDC Market Share for SIEM 

Trusted by leading organizations

Eleven-Time Leader
2025 Gartner® Magic Quadrant
for SIEM

Ranked #1 in all 
three Use Cases
2025 Gartner® Critical 
Capabilities for SIEM

5 awards for 
SIEM and SOAR

Leader Award 
SIEM and SOAR

A leader in
SOAR

Leader
Omdia Universe: Next-Generation 
SIEM Solutions
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+

The future of security operations

AI-Driven Risk 
Optimization 

Adaptive and Intelligent Data Fabric

Proactive and Predictive 
Security Operations

Autonomous Resolution 
at Machine Speed

+

A I Da taHuman  Expe r t i se

Pioneering into the future
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It's time for an agentic SOC platform that: 

Automates the mundane

Clarifies the complex

Stops threats at machine speed
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for the AI era



Thank you
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