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About This Session

Marc Belle-Isle - DCN CSE Chris Barrett - DCN AE
Cloud and Al Infrastructure Cloud and Al Infrastructure

-Session Abstract-

Enterprise data centers must keep core applications running while preparing for Al and other next-generation
workloads. Most organizations cannot start over, so modernization must happen in stages across existing
infrastructure. This session lays out a practical path for modernizing without a disruptive rebuild. Attendees

will learn how to modernize networking infrastructure (Nexus One, Silicon, Nexus platforms, and Optics),
simplify management (Nexus Dashboard) from one foundation, all while building in security (Live Protect and
Smart Switches).

el
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco



Cisco powers how people and technology work
together across the physical and digital worlds

[ES]] Al-ready data centers
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Jo _oC Future-proofed workplaces

DAC

Secure global connectivity
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Digital resilience

Accelerated by Cisco Al > > >
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Modernization requires two foundations

without forcing a rebuild.

Modern Infrastructure Modern Operations
Upgrade the estate across compute, Manage change across every domain with
network, security, and workload platforms I shared visibility, automation, and policy.




Modernization Drivers

Business Drivers

. _ A\
Continuity Velocity Readiness

~ Keep Launch new Create runway for
mission-critical services Al workloads

apps running faster

IT Drivers
Cost
Pressure
- Ex%endt : Standardize VMs,  Modernize without
S%%Sr@gﬂng’s containers, and ops disruption




Simpler, smarter and agile with Ciscc
Compute ‘



Three paths to modernize without starting over

Meet workloads where they are: stabilize today’s VM estate, create platform choice, and build a runway to cloud-native and Al

Retain Rehost Re-platform
Modernize Move Build
in place without rewriting cloud-native
Nutanix and other Red Hat OpenShift on Cisco
Cisco UCS + Intersight converged infrastructure

solutions Nutanix NKP / NAI



Cisco Unified Computing System C

Simpler, smarter, more agile

vmware NUTANI>

© 2025 Cisco and/or its affiliates. All rights reserved.

Retain )

Cisco UCS Servers Managed by
Cisco Intersight

Modular, sustainable, Fabric-based architecture with
easily upgradeable solution  unified fabric connectivity

Cloud-based management  Designed with sustainability
to automate operations and energy efficiency in mind

]
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Rehost VM workloads on a validated ( Retot )
Cisco + Nutanix platform

C Platform Choice Validated Stack )

Cisco compute and networking with
Nutanix Cloud Platform, engineered to
run together.

Move beyond legacy virtualization while
keeping a familiar VM operating model.

Cisco Compute
and Networking

( Simpler Path Joint Accountability )

Easier buying, deployment, and AN _
scaling across VM, edge, and Al- DA Ny
ready workloads. A~

Integrated support model across Cisco
and Nutanix reduces handoff risk.

< Rehost path takeaway: change the platform, not the application estate. >

]
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Cisco UCS Converged Infrastructure Portfolio

Offering choice and flexibility

FlexPod

l'l NetApp

Virtual Hybrid Enterprise
infrastructures cloud applications Al/ML

© 2025 Cisco and/or its affiliates. All rights reserved.

FlashStack

O PuresTORAGE

SAP
Containers HANA

( Rehost )

] I
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Cisco and Hitachi
adaptive solutions

HITACHI
Desktop Data
virtualization protection

Use cases
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( Re-platform )

Cisco Server Virtualization and Kubernetes with Red Hat

on-premise and public cloud

platform built on open-source
Innovation

with turnkey experience and
iIntegrated automation

\.‘ RedHat

Bare metal and virtual

Red Hat OpenShift for K8S
Red Hat OpenShift Al

Red Hat Ansible Automation
Red Hat Enterprise Linux

Joint
Solutions

L E—

Simplified Operations and Support

with Cloud managed infrastructure and
Cisco Solution Support across Red Hat
on converged infrastructure stacks

TIIr
CIsCcO

Cisco UCS Series
Cisco Intersight

Cisco Nexus Series
Cisco Nexus Dashboard

Cisco validated designs Reduced Risk
with Cisco Validated Designs, delivering
tested architectures for standardized,
repeatable deployments.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Connect and scale with Cisco Netw




Nexus One Architecture - Let’s be Clear!

WHATITIS
® OPEN ARCHITECTURE
ORDERABLE SKU | | | Open standards—for any use case.
ONE PLACE TO OPERATE
® = .
Deploy, monitor, secure and
NEW PRODUCT interconnect any fabric.
® @ OPERATIONAL. I.EXPERIENICE
= A consistent, unified operational
REPLACEMENT OF experience leverage Agentic Operations
AN EXISTING
ARCHITECTURE CUSTOMER CHOICE, BY DESIGN

® O
] Standards-based Nexus “Open
NEtworking.”

One architecture. One experience. Customer choice.

]
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Cisco Nexus One delivers Intelligent Al Networking

Network Intelligence that propels Al to deliver secure, power-efficient, scale-out & scale-across fabrics with assured performance

[ (T wmom

Operating model

API-driven

On-premises Cloud-managed
Nexus Dashboard Nexus Hyperfabric

Systems, Optics and Software

Aupigensasqo
Aunoag

Cisco N9000 Systems and Cisco Optics
Choice of NX-OS, ACI, SONiC

Silicon
Cisco CloudScale, Silicon One, NVIDIA Spectrum-X Ethernet

Open Choice. No Compromises.

]
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Modernize Data Center Networks with Cisco Nexus One

Nexus Dashboard Nexus Hyperfabric

On premises Managed Cloud management

~

MODERNIZE DATA CENTER NETWORKS

Modular Switches M Fixed Switches H Ultra Low Latency Switches ‘

» Feature rich fixed spine and
B  High capacity
E= E= high-radix

leaf options
(1/10/25/100/400/800G/1.6T)

// i e . V \\‘ '//V V\\\‘ / V . 0 \
{ New Silicon One Line cards ) i\ Silicon One E-Series | Cloud Scale FX3/H/CS100 /:w L L100 (Nano-sec precision) )

™~

£ . = | %
~
\.

Silicon One E-100 ASICs | AMD DPUs

FUSE SECURITY IN NETWORKS

Smart Switches with Hypershield

Distributed Segmentation )

© 2025 Cisco and/or its affiliates. All rights reserved.

OPTICS, SECURITY AND OBSERVABILITY

]
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Modernize Data Center Networks with Cisco Nexus One

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Nexus
(Dashboard)

Private cloud managed, flexible solution

Versatile data center solution
Nexus Dashboard for simplified ops
Nexus 9000 series switches

22
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Cisco Nexus: Network Fabric for the Al Era

B e e e e i e T e e e

Frontend
network

Hl\_& Storage
oQo network

Customizable and
turnkey ready solutions

© 2025 Cisco and/or its affiliates. All rights reserved.

High performance 400G /
800G N9000 platforms

Management
network

i)
D—fl'l—EI

Managed with Nexus Dashboard | Deployed in Enterprise Al,

and Nexus Hyperfabric

Sovereign Al and Neo Clouds

~
e

——=~Consortiu
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Network Topology Design

Three-Tier Hierarchical

Inherent scale up topology building blocks
Requires multiple independent protocols configured in
concert to be able to use all network links
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“l always thought Ethernet forwarding with STP was a kludge, and the
right solution was to do layer 3 forwarding...”
~Radia Perlman

© 2025 Cisco and/or its affiliates. All rights reserved.

Clos Fabric

Fully Interconnected ‘fabric’ with multiple design variations
Inherent modular scale out design (intra and inter-fabric)

alfret .
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Oversubscription and Non-Blocking

Oversubscription happens when an intermediate network device
(switch) or link doesn't have enough capacity (bandwidth) to allow line
rate communication between the two devices

Oversubscription Ratio
[Number of Downlink Ports * Speed] = [Number of Uplink to Spine * Speed] : 1
Uplink Ports Oversubscription Ratio
4x100Gbps = 400 Gbps )
\ /}\’ e T
| Y 2T aNA —|—>| 30
Downlink Ports l

48x25Gbps = 1.2Tbps __—" lll lll ll' lll lll ll'

alfbal ]l
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-Modernize In Place-
Cisco Silicon | Nexus 9K | Optics




Fully Programmable Multi-Slice Architecture

Deep Visibility &

Features & Performance Observability

Efficiency Switches

Cisco ASIC Innovations - Nexus 9000 Series E
-w

Secure Connectivity Low Latency & Power Modular & Fixed

200G
100G SERDES

50G <:SEEOI§(?Eosrt . <= 1.6T Ports
SERDES _ <= 102.4Tbps
25G <=51.2Tbps
<= 400G Ports 5nm 3nm
SERDES <= 25.6Tbps
<= 100G Ports 7nm

<= 3.6Thps

16nm

Cloud Scale | Cisco Silicon One

]
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https://ultraethernet.org/wp-content/uploads/sites/20/2025/06/UEC1.0Whitepaper.pdf

Cisco Nexus 9000 ASICs

102.4 Tbhps

51.2Tbps

25.6Tbps

12.8Tbps

6.4Tbps

3.6Tbps

Shipping
G200
(Silicon One)
GX2A
H1 (ioon O

€ € € CY24 CY25

© 2025 Cisco and/or its affiliates. All rights reserved.

ACI
Ready

(23240]0]
(Silicon One)

64 800G
ports

CY26

G300

(Silicon One)

ACI
Ready

CS100

6 800G
uplink

3nm; 200G SERDES
3 or 5nm; 100G SERDES

7nm; 50G SERDES

ports and

48 100G

CY27 2> > >

]
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Cisco Nexus 9000 Series Switches Evolution

Cisco N9300

48p 25G + 6p 100G
36p & 64p 100G

Cisco N9300

48p 50G + 4p 400G
32p & 64p 400G

Cisco N9300 Smart Switch
24p 100G &
48p 25G + 2p 100G + 6p 400G

Nexus Fixed ‘

Shipping

Cisco N9100 Spectrum-4
64p 800G (QDD & OSFP)
64p 800G (QDD & OSFP)

Cisco N9300 SG2

New

Cisco N9300 SG2X
64p 800G (QDD & OSFP/QSFP)

Cisco N9300 SP2R

-

>

Nexus Modular

: Cisco N9500

Up to 576
100G ports

Cisco N9800 |

Up to 288 j#=
400G ports &

64p 400G (or)
128p 200G

Cisco N9800 SP2R
36x800G OSFP LC

Port Speed ) ( 400G )
<=36T ) 'é 4.8 - 25.6T
ASICs 25G Serdes j \ 50G Serdes

© 2025 Cisco and/or its affiliates. All rights reserved.

)

)
800G )

>=51.2T

\ 100G Serdes J
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Data Center Network Modernization - Nexus 9K Platform

Available on ALL Recommended N9K Models {%}

Upgrade Complexity Visibility Automation

N \ )
@ Enhanced ISSU L1 &2 ND Federation

N
L= K@/
[%j . 010110 =
E, Live Protect 110010 HW Telemetry e
001011 Prestaging

Fabric Availability .
% Zones Predictive Ops

Day 0 & 1 Device &
Fabric Automation

Network as Code

ol [N
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Modernized DCN Building Blocks - Spines

Modular Spines

100G Line Cards - x9736C-FX 400G Line Cards - x9716D-GX

Nexus 9508

Supervisors - SupB+

2244444 4444444

Fabric Modules - FM-G




Nexus 9500 Dual Input 3150W HV AC/DC PSU

Cisco Nexus 9500 3150W HV AC/DC Power Supply
Nexus 9508 3150W | 200V to 277V | 2 inputs (3150 each) | Frequency 47Hz to 63Hz

PSU Capacity = 3150W / /

Max PSUs per Chassis = 8
Total Max Available Watt = 25,200

Inputs per PSU = 2 (Grid Redundancy Input)
Infrastructure Grid Redundancy [ A || B ] Per PSU

T m———— ~s
\ ‘ \
In Chassis PSU @
Redundancy N+1

: bt
: ore-a%
-0

-4

: b : -t = -t = -t = -t
‘e e-a% ‘e e-a% ‘e e-a% ‘e e-a% ‘e e-a%
oooooooooooooooooooo

''''''

-—-—-—--\
——— -

Link -> 9508 PSU Specs

o ———— -
N ——— -
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https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/datasheet-c78-729404.html#CiscoNexus9500platformpowersupply
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/datasheet-c78-729404.html#CiscoNexus9500platformpowersupply
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/datasheet-c78-729404.html#CiscoNexus9500platformpowersupply

Power Redundancy, Resiliency and Requirements

Power Mode Combined (with Dual Input PSUs) Power Consumption Terms from Worksheet

» Allows for maximum power availability

« Redundancy handled by A and B DC Infra UPS Typical Power

« Dual input PSUs continue to operate at full capacity in the event of a UPS .| Cisco data driven power usage measured with a combination of
infra (A or B) failure . low powered optics + passive cables, 50% traffic, and at 27C
- Combined power mode does not reserve PSU power and as such we do not - ambient
require as many PSUs X
Max Power
Power Mode N+1 (With Dual Input PSUS) 5 Upper limit / Maximum power a given component is able to draw

Custom percentage of Max

Variable power consumption numbers based of a percentage of
the max power number - ex. 85% would provide the power usage
for a given component at 85% of it’s maximum (higher than
‘typical’ and lower than max)

« Additional power capacity protection when coupled with external grid
redundancy

*  Per PSU redundancy handled by A and B DC Infra UPS

* Dual input PSUs continue to operate at full capacity in the event of a UPS
infra (A or B) failure

* N+1 power mode does reserve PSU power, however current and future power ,
requirements will not exceed total of 18KW (6 PSUs) leaving +2 for standby

B'

uzzz s

. 9504-9508 Power
: Calc Worksheet

© 2025 Cisco and/or its affi cisco




Modernized DCN Building Blocks - Spines

Fixed 64 Port Spines

Nexus 9364C-H Nexus 9364D-GX2A

[t =} 913 g4 giegs 6. 1aii ;
Uihessse Tams a 0
...... i

64p 40/100G Breakout (ex. 4x 100G) Supported on All ports

© 2025 Cisco and/or its affiliates. All rights reserved. 64p 40/1 00/400G CcIsco



Cisco High-Density Fiber Patch Panel -> Data Sheet

Structured cabling and breakout cassettes

Key features:
Back of the Panel

2RU Panel has 36 Rear MPO12 Ports which enables
1:1 mapping to Cisco’s 36 port line cards

Color Coded 3 X 8F MPO per Cassette - Angled ports
Fiber Mapping Diagram: MPO to LC to reduce bend stress

TRU == 72 LC Ports (18 MPO)
2RU == 144 LC Ports (36 MPO)
3RU == 216 LC Ports (54 MPO)

© 2025 Cisco and/or its affiliates. All rights reserved.

Rear Access
Door latch

A 4

Key features:
Panel Trays

Laser Etched Port
Numbering

Label

Color Coded mmmmmmth,
Spreadable Duplex
Adapters

Unparalleled
accessibility using
spreadable
o adapter

Each Patch Panel tray comes equipped with technology

2 Fiber management sleeves
Fiber Panel can support:
1.2mm, 1.6mm, 2.0mm jumpers

64p 400G + Dedicated 2RU Patch Panel
144p 100G LC MMF + 28 400G MPO-12 MMF


https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/transceiver-modules/high-density-fiber-patch-mpo-ds.html
https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/transceiver-modules/high-density-fiber-patch-mpo-ds.html

Modernized DCN Building Blocks - 1RU Leafs

Link to 2RU Cloudscale (FX2) Leafs Link to 2RU Silicon One (S1 E100) Leafs
Server Access and Border Leaf Server Access |eaf
Nexus 93180YC-FX3 Nexus 93108TC-FX3
48p 10/25G SFP + 6p 40/100G QSFP28 48p 1/10G Base-T + 6p 40/100G QSFP28

48 10/25G and 6 40/100G Ports

ﬁ Network ready for 50G Access ToR ﬂ

400G Server Access Leaf

Nexus 93400LD-H1
48p 10/25/50G SFP + 4p 40/100/400G QSFP-DD

© 2025 Cisco and/or its affiliates. All rights reserved.

& 48 10/25/50G and 4 40/100/400G Ports J

]
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https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/datasheet-c78-742282.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9300-se1-switch-ds.html

Modernized DCN Building Blocks - High-Performance Leafs

| | 2RU High-Capacity Access Leaf
1RU High-Capacity Access Leaf
Nexus 9364C-H1

Nexus 93600CD-GX 64p 40/100G QSFP
28p 40/100G QSFP | 8p 100/400G QSFP-DD

Nexus 9364D-GX2A
64p 40/100/400G QSFP-DD

]
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Modernized DCN Building Blocks - Edge Connectivity

QSFP Heavy Edge SFP Heavy Edge
Nexus 93600CD-GX Nexus 93400LD-H1
28p 40/100G QSFP | 8p 100/400G QSFP-DD 48p 10/25/50G SFP + 4p 40/100/400G QSFP-DD

28 40/100G and 8 100/400G Ports 48 10/25/50G and 4 40/100/400G Ports

alfbal ]l
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Modernized DCN Building Blocks - Out of Band Network

General Sizing Rule
Quantity of OOB Access Switches -> ~~Total Platforms / 2

OOB Aggregation OOB Access (L2)
Nexus 93180YC-FX3 Nexus 92348GC-X
48p 10/25G SFP + 6p 40/100G QSFP28 48p 1G Base-T + 4p 10/25G + 2p 40/100G QSFP28
i.iiiii-ﬁﬂ-_%- l
48 10/25G and 6 40/100G Ports 48 1G Base-T, 4 10/25G and 2 40/100G Ports
m——— 7= p—— -Optional- D

Multi-Site OOB with ¢
vPC BGW Aggregation

e o o e o o o o o o o o 'llll|||'
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco




Pluggable Optical Modules Options

OSFP OSFP-RHS QSFP-DD QSFP

Module capacity (Gbit) 400, 800, 1600 400, 800, 1600 400, 800 40, 100, 200, 400
Cooling Integrated heatsink Riding heatsink Riding heatsink Riding heatsink

High-speed IO Compatibility 50-100-200 50-100-200 50-100-200 1-25-50-100
(Gbps)

Port compatibility OSFP OSFP-RHS QSFP-DD & QSFP
Management CMIS

System and ASIC design dictate which modules are supported and speed backwards compatibility

]
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Pluggable Form Factors - a Wealth of Options

OSFP

400G/800G/1.6T

OSFP-RHS

=
400G/800G/1.6T

QSFP-DD

OSFP-XD

16x‘

1.6T

[
»

400G/800G

E= Gompute NIC
———1 Compute S

Port Compatibilit
Everything within a square is
compatible with each other

100G/200G/400G
QSFP28, QSFP56, QSFP112

© 2025 Cisco and/or its affiliates. All rights reserved.
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QSFP-DD - 400G BiDi Pluggable Optic

4 )

400G BiDi Pluggable Optic

400G BiDi is the Third Generation of BiDi Optics

A breakthrough optical technology enabling 400 Gigabit link data rates over duplex
multimode fiber (MMF).

It’s the next generation of the popular 40G and 100G BiDi optics deployed widely in
data centers.

First 400G BiDi in the market (no other vendor offers 400G Duplex MMF solution)

. BiDi value to customers: “Fiber re-use” from 10G to 40G to 100G to 400G y
]
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TMG Matrix — Authoritative Optics Compatibility

https://tmagmatrix.cisco.com/

© 2025 Cisco and/or its affiliates. All rights reserved.

Comprehensive list of Cisco hardware

Cisco validated compatibility
« QOptics <-> Platform <-> SW release

Responsive support team

Continuously maintained to ensure up to date
information

Search by HW platform and/or Optic name

« Cisco tested and validated Optic compatibility
 Optics specs & platform software release mapping

. 1-click to datasheet

]
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-Looking Forward-
800G | 1.6T




Cisco Nexus 64-port 800G Portfolio

Built for Ethernet-Based Al Clusters That Scale

Silicon Diversity NX-0S or SONIC Common Operating Model

-OEShipping v Q Shipping

Cisco Silicon One G200 (N9364E-SG2) Cisco NVIDIA Spectrum 4 (N9164E-NS4)
64 800G ports | 256MB packet buffer 64 800G ports | 160MB packet buffer

Cisco Cloud Reference Architecture (CRA) NVIDIA Cloud Partner (NCP) Reference Architecture
NVIDIA Spectrum-X Technology Enabled NVIDIA Spectrum-X Technology Built-In

Al Frontend and Backend Al Backend

]
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Cisco N9K 102.4T Liquid Cooled System

Unleashing 102.4T to
Accelerate Al at Massive
Scale

Powered by Cisco Silicon One
G300

64p 1.6T OSFP ports

Future

Delivering lossless, low-latency switching for Al fabrics

Scale-Out networking for next-generation Al/ML  Supports ORv3 rack

N9364F-SG3-L
936 SG3 100% liquid cooled switch Choice of network operating systems (NX-OS and SONiC)

High performance in a compact 20U switch Liquid cooling delivers lower power, higher efficiency for Al networks

]
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Modernize Data Center Networks with Cisco Nexus One

@ S
-’h? ms 0=
= =] = =
(i =]
Cisco Nexus Hyperfabric
( Cisco cloud-managed, fully integrated >
Easily design, order, deploy, monitor and upgrade fabrics
Purpose built vertical stack
Cisco 6000 series switches
*2H’26* Cisco Nexus 9000 series switches

© 2025 Cisco and/or its affiliates. All rights reserved.
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C Available Now )

Cisco Nexus
Hyperfabric

Y Design, deploy, and operate
on-premises fabrics located anywhere

~ Streamlined operations for IT generalists,
application, and DevOps teams

Outcome driven using purpose-built
vertical stack

© 2025 Cisco and/or its affiliates. All rights reserved.

< Cisco Nexus Hyperfabric

~
>

e
CIsCoO

Pods of plug-and-play ﬁbédﬁ g
leaf-spine fabrics %

qi
47
47

>4 > >

—»
—»
—»

Cisco Nexus
Hyperfabric
Switches

47

4>47

>

g B = O
Design Order Deploy Validate Monitor

i A
B¢
e

Upgrade Collaborate

v
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Use cases
Single global GUI/API endpoint for all owned fabrics

] [—] Nexus Hyperfabric

Data center modernization CISCO

+ Simplified operations, less complexity
» Scalability and flexibility
- Cost efficient, rapid time to value Nexus Hyperfabric for AI/ML/HPC clusters

* Full stack Al Infrastructure: NVIDIA GPUs, Cisco UCS® and
switches, optional VAST storage

C </> API ) * Compliant with NVIDIA Enterprise Reference Architecture
* High bandwidth, low latency

m| GPU | m| GPU | m| GPU |m m|GPU |
ITT TTT [ TTT

[ ] * Low operational overhead

Manage multiple customer data centers

Edge data centers

» Zero-touch provisioning
» Scales from small mesh to large spine/leaf

* Built-in security and high availability

» Traditional services and BYO Al inference * Rapid and predictable service delivery

* Flexibility to scale up or down easily

\_ » Operational support system-friendly integration )

]
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Nexus Hyperfabric Customer Value

: Hyperfabric
' — Hyperfabric + BYO Al - .
U REEIC SRR full stack Al infrastructure
O? IE]
Full lifecycle management:
design, order, deploy, _ _ _
operate, scale Hyperfabric supporting NVIDIA compliant
Al Applications
Cloud-controlled, with Prescriptive and simplified
fabrics anywhere Inference use cases design to deploy process
Scales down to one switch Bring any GPUs, servers, Monitoring from switch to
and storage server NICs

\Designed for automation/ \ / K /

]
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Simplify Management with Nexus Da:



Simplification

Unification

§ .
TR
’-.7.‘ /

© 2025 Cisco and/or its affiliates. All rights reserved.

BR)

Nexus Dashboard
Fabric Controller

@
Nexus Dashboard
Orchestrator

%‘

1S

Nexus 0% 99
Dashboard 4.3 & &

Nexus Data Broker

Nexus Dashboard
Insights

]
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Unified Domains, Architectures and User Experiences

-~

@

Provision

Once, deploy anywhere

Secure

One source of truth

Nexus Dashboard Physical or Virtual Cluster

©)

Manage

One logical network

©)

O @,
Analyze
Identify, troubleshoot, and fix faster

S~

\_

MDS

SAN

~

%%

N N O R
Nexus Extensible to other networks
.
e — [ ][ — HH @
e e
Classic Ethernet VXLAN Campus WAN/Transport
ACI IP Media Fabrics Catalyst 8000 CSR 1000v
Al Fabrics Hypershield Virtual, Kubernetes & 3" party Networks
O\ RN J

< Consistent and open operating experience across architectures >z'.:z';-




Al-assisted operations for modern data center networks

Find root cause faster Keep the fabric healthy Protect Al job performance

"Why is my app slow?" “Is my fabric at risk?” "Is the network holding back my
Al workloads?"

Correlate app, fabric, and server Detect drift, capacity, and Connect network behavior to Al job
signals. connectivity issues before impact. completion time.
Nexus One + Intersight Nexus One Nexus One

G / G O\ /

SKILLS POWERED BY DEEP NETWORK MODEL

Nexus One: Fabric Discovery & Topology - Health & Connectivity - Anomalies & advisories * Al Workload Observability - Network Analytics

Intersight: Compute, networking & storage Inventory - Change Correlation (audit-record)

]
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MCP Server Integration in Nexus Dashboard

Enables seamless integration with customer-managed Al/LLM environments — bringing internal models into operational

workflows.
Internal Al Models Operational Control
Leverage org-owned LLMs without external Maintain data sovereignty with customer-managed
dependencies infrastructure
Insights Automation
Surface Al-driven analytics within Nexus natively Trigger alerts, tickets, reports based on data from
the dashboard

]
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Unlock Network
Intelligence Without
Moving Data

Native Solunk in Nexus One

DISTRIBUTED ANALYTICS

‘4l Nexus Dashboard

et
a
e
—
Q
Rl

3o

Admin

Analysis hub

il

8.9

splunk>®|:| Apps ¥ [] admin~ Messages v Settings v
Search Analytics Datasets Reports Alerts Dashboards
Data Center Network Anomalies siowfiters
Anomalies by Fabric
15
10
5
P, > 1 L N
N S
/\ — 7 AN s
e Sehilanil e Semeoes Sancons teomeeon Fri Dec 26 Tue Dec 30 SatJan 3 Wed Jan7
Q QO ® | K admn v 2026
Refresh
Analyze and troubleshoot your network with advanced analytics tools optimized for you to gain valuable insights into the performance and health of your network. Access to different tools and Anomalies by Category Anomalies by
analytics is based on your license level, View License Mode Details
Compliance ACi anly. Conformance
poey cav [ [ raswere i
onitor your fabrics compliance wi
Monitor your networks policies Y Eibtont snomaly e We cycles SYSTEM "
HARDWARE
Cohnactv Traffic analytics o~ Energy management
S e s Monitor your networks tatency congestion Ky Explore your fabric’s energy usage, cost,
i pol and drops and emissions
Ma
CONNECTMITY

Delta

Compare configurations and differences in
your fabric(s) between two points in time

Bug Scan
Learn about active and potential bugs
affecting your networks

FEDERATED SEARCH

Pre-change | ACi only
View the potential impact of configuration
changes

Endpoint locator | NX-08 Only

Real-time tracking of endpoints based on
BGP EVPN route advertisements

FLEXIBLE DATA

B
o

Log collector
Collect and analyze logs from your devices

Splunk

Launch Splunk

&

INGESTION

Faster Troubleshooting

Data Sovereignty

Reduced Cost



Start your journey with Cisco Cloud Contr



Meraki -

ThousandEyes - Security Cloud Control - Splunk - Nexus Dashboard - Catalyst SD-WAN - Intersight -
% Cloud Control |  WayneEnterprise  i3i [ i Home | 3 Globalinventory . Topology W Meraki () Intersight . Hyperfabric  {) Securty > Splunk Oy WebexControl Hub

= Threads

[Z Create new

Cisco Cloud Control

One platform. Every domain. The foundation everything else is built on.

= Canvas 4 Actions @

8% Canvas overview

[ jiemictes

Today

Network Health Dashboard (4)

Hey, DJ

© There are 10 new actions that require review.

Show me all networks that are out of co...
Show me all networks that are out of co...

Show me health trends for the past 14 ... =

Critical Ethernet uplink speed degra... ¢ %

Which sites are down? ]

[ Ask anything ]

Debug DHCP issues in a specific VLAN =

Debug DHCP issues in a specific Which clients are using the most

Wireless Performance Audit (3) Which sites are down? PR A e

Webex - 1Q - & more




End-to-end management platform: Cisco Intersight

One platform: From reactive to proactive with Cisco Intersight®

Unified, intelligent management of all Cisco UCS®
compute infrastructure.

All locations:

Across data centers, co-location facilities, and edge
locations.

Simplifies operations:

Cloud-native platform consolidates tools, automates
tasks, delivers proactive insights.

Business outcomes:

Accelerate traditional deployments and new Al initiatives,
strengthen security, free up IT resources.

]
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Cisco Cloud C

Support for
Data Center
domains

Leverage cross-domain
visibility and telemetry for
autonomy — from
troubleshooting to continuous
management.

Skills powering deep reasoning agents

Nexus One

» Fabric Discovery & Topology < Al Workload Observability

» Health & Connectivity
* Anomalies & advisories

* Network Analytics

© 2026 Cisco and/or its affiliates. All rights reserved.

il Cloud Control ' Beta

Acme Corp, Inc v

Chat *. Canvas = Actions

Key findings:

« Fraud-scoring 5-tuple is matching the default class
instead of a low-latency class

* Tail drops on Leaf1 Eth1/1 default-queue track 1:1
with fraud-decision latency spikes

« Compute (Intersight) and startup fabric (Hyperfabric)
are healthy — this is a queueing-policy issue, not
capacity

Recommended fix: correct the QoS classification and
queue policy on the leaf path so fraud-scoring traffic
gets priority bandwidth and dedicated buffer. | can
create a ServiceNow ticket to implement this change.
Would you like me to proceed?

& 0 g C

Approve and Create Ticket I

>

Al Canvas can make mistakes. Verify responses. Learn how Al Canvas
handles personal data at

Intersight

L @ Home @ Intersight

> Nexus Dashboard

= Nexus Hyperfabric

1) Security R +2

Fraud-scoring latency investigation - [ & Generate report ] [ View ac(ivilyJ m

Topology Nexus Dashboard

Fraud-Scoring Service
Srodes

Startup Fabric Health = Nexus Hyperfabric

SWITCHES

& Leaf-01
& Leaf-02
& spine-01

&) spine-02

Leaf

Leaf

Spine

Spine

* Health and connectivity context
« Change Correlation (audit-record)

10.0.1.11

10.0.1.12

10.0.1.21

10.0.1.22

* Compute, networking & storage Inventory

® Active

® Active

® Active

® Active

= Y&
9 9
Smart-Border-1  Smart-Border-2

DISCOVERED NEIGHBORS

Eth1/1 fraud-host-01 Host @up
Eth1/2 fraud-host-02 Host © Up
Eth1/54 Spine-01 Fabric @ Up
Eth1/55 ol

thl/5! Spine-02 |1| T —  90%

Security Cloud Control

* VPN tunnel health

* Traffic flow & routing context
» Guided remediation

NEW Q

Limite
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Secure every layer of the modern da‘
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Protecting your apps and infrastructure, including Al

Cisco Cloud Hybrid Mesh Firewall :
Control < y Identity

Exploit Protection Firewall Microsegmentation

Nexus Smart Switch | Cisco

; : d
Cisco Firewall | 3 party ACI | NVIDIA Bluefield DPU

Hypershield Agent

alfret .
cisco



X &

Apply policy to live system

© 2026 Cisco and/or its affiliates. All rights reserved.
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Live Protect

Vulnerability shielding for Cisco products

Stop the attack... but don’t stop the network.

T

Protect now;
patch in planned window

No downtime or switch reboot

N
v
(_ \
“ . P";‘.“:.tﬁr
S~ VULNERABILITY >>> i
S C CLCRN Fa g, e At
S - ) ol
CISCO PRODUCTS

Continuous re-validation

i
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Resources

a N
Cisco Data Center Networking

Cisco Compute

Cisco Security

Cisco Compute with Nutanix



https://www.cisco.com/site/us/en/products/networking/cloud-networking/index.html?utm_source=chatgpt.com
https://www.cisco.com/site/us/en/products/computing/servers-unified-computing-systems/index.html?
https://www.cisco.com/site/us/en/products/security/index.html
https://www.cisco.com/site/us/en/products/computing/hyperconverged/nutanix/index.html

Thank you
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