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Manufacturing

Predictive maintenance
Quality control
Demand forecasting

N

Public sector

Smart cities
Security and safety

Services improvement

Al demand is spreading across every industry

Retail Financial services

Fraud detection

Personalization

Inventory optimization Risk assessment

Sales forecasting Trading
N _J I\ J
~ A R

Healthcare Education

Diagnosis Learning & teaching

Drive-thru optimization experiences

Patient support Smart & secure facilities
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Al adoption is high.
Scaling to production is still hard. <40%
Have scaled

88% — 70-80%

Enterprises Al projects
use Al today still fail
What breaks when Al
becomes a production data center workload?
Infrastructure Platform & data path
GPU, storage, power, Kubernetes, pipelines,
cooling, and fabric placement, dependencies
Security Operations

Trust zones, policy, risk and
governance
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Full-stack design changes how production Al gets built

...S0 production Al is designed as a system, not assembled as parts

~y
Validated Faster Day-one Trust &
architecture integration Operations accountability
Capacity, fabric, Fewer handoffs, Visibility, lifecycle, Policy, ownership,
security, operations fewer surprises change control governance

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco Is the critical infrastructure for the Al era
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Recent Al networking innovations
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Cisco Silicon One Advanced Scale-

G300 Out Systems
102.4 Tbps Cisco N9000 +
Network Switching Cisco 8000 Systems

Silicon

Cisco N9100 Systems
with NVIDIA Spectrum-X
Ethernet

SCALE-OUT | HYPERSCALE | ENTERPRISE

© 2026 Cisco and/or its affiliates. All rights reserved.

OPTICS

High-Quality
Optics

Cisco OSFP 1.6T
Pluggable Optics

Cisco OSFP 800G Linear
Pluggable Optics

| NEOCLOUD |

SOFTWARE OPERATING MODEL

Cisco
Nexus
One

Enhanced Nexus One

Software Features
Unified operations across

on-premise and cloud-
based deployments with
flexible OS support

Al Job Observability
Native Splunk Integration
AgenticOps Capabilities

SOVEREIGN CLOUD | SERVICE PROVIDERS



Cisco Secure Al Factory with NVIDIA

Cisco Security
Embedded at every layer

a I
NVIDIA Software
A reference design with validated _ Kubernetes
architectures to accelerate Al adoption
- Security-first architecture Cisco Networking

- High-performance networking, compute,

Cisco Compute
storage, and Al software P

° FleXible deployment OptiOﬂSZ Vel’tica”y Partner Storage
integrated or modular system

N
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Unified approach to enterprise and Al workloads

Broad spectrum of Cisco Al servers to meet any requirement

TRAINING OPTIMIZATION & INFERENCING INFERENCING

Dense GPU Servers Modular Servers Unified Edge

HGX Servers w/ RTX Pro 6000 & 4500 GPU RTX Pro 6000 and RTX Pro 6000 & 4500,
(8) B300 GPUs Servers w/ up to 8 GPUs 4500 GPU Servers L40S, L4 GPU Platform
G = ified operations and fleet management
CORE EDGE

]
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Cisco IT deploys Al-ready data center in weeks

Challenges

Critical business need with
short build timeline

Existing data center facilities
weren't built to power
modern Al

Extensive technical
requirements

including ethernet-based
lossless fabric

Operations for new
environment needed to be
automated

© 2025 Cisco and/or its affiliates. All rights reserved.
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Solutions

Cisco 8100 Series
embedded with Silicon
One

Cisco N900O Series
running NX-OS

Cisco Nexus
Dashboard

SONIC running on
Cisco 8000 series
switches

99,
9%,

Results

Speed of deployment: Al Cluster
was designed and deployed in 3
months, 80% faster than
alternative rebuild

Enhanced Al capabilities: Al
Cluster supports more than 25
use cases with more added each
week

Designed to support future
needs: Maximized agility to
power any workload, traditional or
Al, at massive scale, no matter
where the data lives

See the
full story
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Not only were we able to
support the needs of the
business today, but we'’re
designing how our data
centers need to evolve for the
future.

The modularity and flexibility
of Cisco’s infrastructure gives
us confidence that we can
keep scaling with the
business.”

Jon Woolwine
Director, Technical Systems Engineering,

Cisco IT
.|||.|I|J/

cisco



Cisco Al Network Fabric keeps the Al loop moving

Front-end services feed the Al loop. Back-end fabric keeps accelerators moving.

Cisco fabric bUIldlng blocks Users Agents Storage Tools/APIs Ops

Build the fabric Front-end network

. Cisco N9000 == == = =] 10G
. Cisco Silicon One | NVIDIA Spectrum-X Silicon i =€
» Cisco Optics °°
© NX-0S| ACI| SONiC s  HEEHE BEEE BEEE ™
Tune the Al traffic 400G
» ROCEV2 lossless Ethernet L—1-—] —=1—] == 800G
* Intelligent Packet Flow 1.6T
« Intelligent buffering | deep and shared — lm_B;;;!;et_W!;L_l .

Operate it

* Cisco Cloud Control
» Cisco Nexus One

« Automation | telemetry | congestion insight

Lossless | High throughput | Low latency | Low jitter | Telemetry-ready
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Secure the Al era: new stack, faster attackers

Security for Al The Risks

Models, Agents, New Al attack surface

[ and Applications J
Workloads Runtime behavior, lateral
l J movement, container risk
_ Exposed systems,
NetWOI‘kIng |nfraStl’UCture unpatched CVES, trust
{ ‘ boundaries

- 9
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Vulnerability

B =S
Live Protect shielding
|l - Ky oe o L o o L
N_WA oN_ A
MANAGEMENT AND CONTROL PLANE .
A~ 4 | |
: [ NETWORK OS ][ KERNEL .
o [0l
EXTENDING ACROSS CISCO NETWORKING AND SECURITY

Apply policy to Protect now, No downtime or Continuous

live system patch in planned window switch reboot re-validation



Threat containment at massive scale built into your network

Networking Security

Hardware-accelerated on every port

© 2026 Cisco and/or its affiliates. All rights reserved. CcIsco



Cisco Hybrid Mesh Firewall

Distributed security at the speed of change

L e N s [ ] el Tar e
Cisco 3rd Party NVIDIA Bluefield DPU Smart
Firewalls Firewalls Firewall on Al Servers Switches

Physical | Virtual | Cloud | FWaaS

Define policy once, enforce everywhere

© 2026 Cisco and/or its affiliates. All rights reserved.

eBPF

Workload
Agents
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Cisco Al Defense

Securing Custom Agents and Al

Apps
X &
Discover Detect Protect
Adaptive red teaming Protecting the full agent Ecosystem to work with
and guardrails supply chain any cloud, any GPU

© 2026 Cisco and/or its affiliates. All rights reserved.
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Splunk Observability enables unified visibility

splunk>  spiunk Observability Cloud

Al Agent Monitoring

4h ¥ Environment: prod ¥

Total cost

Monitoring the | = i e
‘ 1.7k ‘21% 693  :16% B3k +12% $885

vs 4 hours ago vs 4 hours ag

performa_nce, quality, s o e g
security, & cost o _

Top quality issues
By lowest scores 50% 60% 7% By highest unblocked 8

2 y
L Agents Requests Errors Latency (P90) Tokens T Cost Quality issues (.
Infrastructure
Incoherent: 60%

Inaccurate

.-‘ S CustomerDataAnalyst

Al agent mo

TrendDesign @ Noissues

PricingPromo

Al infrastructure |

Data management

© 2026 Cisco and/or its affiliates. All rights reserved.

G > SupportAnalyst I - o $ B
t S ol o K $ Hallucinated: 58%

Alexander
D @ 6 o } Business Corp, Inc

Total traces

149% {3k T+11%

vs 4 hours

& Privacy A\ Safety

2 1

Agents 1-10
Security risks C Traces

@ Security:3

& Privacy: 1 detected

D Security: 2

A Safety: 1 detec

© Noissues

® Not evaluated
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Cisco Cloud Control

One platform. Every domain. The foundation everything else is built on.

ThousandEyes - Security Cloud Control - Splunk - Nexus Dashboard - Nexus Hyperfabric - Catalyst SD-WAN - Intersight - & more

W Cloud Control | WayneEnterprise 333 | Home | . Globallnventory . Topology '\ Meraki () Intersight .- Hyperfabric ~ {) Secwity > Spink QU WebexControl Hub 0

2 Canvas 4 Actions @

| o

Today
Network Health Dashboard (4)

Hey, DJ

© There are 10 new actions that require review.
Show me all networks that are out of co...

Show me all networks that are out of co...

Show me health trends for the past 14 ... =2

Critical Ethernet uplink speed degra... ¢
Which sites are down? n

[ Ask anything J

Debug DHCP issues in a specific VLAN 2
) S Debug DHCP issues in a specific Which clients are using the most
Wireless Performance Audit (3) Which sites are down? VLAN bandwiith right now?
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Stack Automation by Quali

Click-To-Deploy Solutions Hub, Cisco Cloud Control Marketplace-Ready

Cloud Control Beta | APJProduction v “AHome @ Intersight

™ Meraki LE [rm—

Marketplace

Apps that extend Cisco Cloud Control into your ecosystem

[ Q Search l [ Recommended v ] [ Group by v ] = Filters

Stack Automation Salesforce

By Quall By Salesforce

An agentic Al automation platform to quickly deploy Cisco CRM and engagement platform spanning sales, service, and
and 3rd party full-stack solutions marketing clouds.

Connector + Add Connector + Add

17
o Auvik

ServiceNow Salesforce
By Amazon Web Services By Salesforce

IT service management and digital workflow platform for

the enterprise.

Connector

=

Forward Networks Mathematical
By Forward Networks Mathematical

© 2026 Cisco Systems, Inc.

Blueprints embedded with

© 2026 Cisco and/or its affiliates. All rights reserved.

CRM and engagement platform spanning sales, service, and
marketing clouds.

Connector
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RunReveal
By RunReveal

vmware Bare Metal ESXi 8.0 Ins...

This blueprint is part of the ESXi 8.0 family of
blueprints. Install VMware ESXi 8.0 on a...
bare-metal UCS Intersiaht-manaqed server.

 Category: Applications  Validated 1

On-pi virtual router p g Layer 3
routing services deployed as an OVA on...
vSphere.

n ONTAP Select Deploy ...

NetApp

Deploy ONTAP Select Deploy 9.18.1 utility
VM on VMware vSphere from OVA. ONTAP...

Deploy an OpenShift cluster on Cisco UCS
servers from bare metal.

@ ’
Dataiku
' Category: Applications

Deploy Dataiku on Ubuntu 22.04 LTS on
vCenter. Provisions a VM from OVA, validat...
svstem compatibility (OS version. disk. RAM.

‘Qumulo Core NAS (Kio...

Deploy Qumulo Core 7.8.1.1 (Kiosk Edition)
as a 4-node virtual cluster on vCenter....

Select Deploy is the NetApp

AMDI1  AMD Enterprise Suite -s‘,oq

AMD Enterprise Suite - high-performance
and Al ions for...
enterprise data centers and cloud workloads.

four Qumulo Kiosk OVA instances

0.,%*
@ Baremetal RTX Pro 45.. *s,

UCS-based pipeline for provisioning
Baremetal RTX Pro 4500 for GPUaaS.

Install Proxmox VE on a bare-metal
Intersight-managed server using Virtual...
Media and automated answer file

el intersight Assist

A virtual appliance in your data center that
acts as a bridge between your on-premises...
infrastructure and Cisco Intersiaht cloud

Splunk Enterprise 10.2.2

Deploy Splunk Enterprise 10.2.2 on Ubuntu
22.04 LTS using a cloud-image OVA....
Supports optional HTTP proxy for both apt

1 P ey

NetApp

Cisco and NetApp FlexPod — a validated
g ining Cisco...
UCS compute, Cisco Nexus networking, and

*
Bare Metal Ubuntu 26....

Install Ubuntu 26.04 LTS Server on a UCS
server managed by Intersight. Allocates a...

*

Deploy NetBox Community Edition on Ubuntu
24.04 LTS on vCenter. Provisions a VM fro...
OVA. then installs and confiaures

880 Veeam Software Appli...

This blueprint is part of the Windows 2025
family of blueprints. Install Windows Server...
2025 Datacenter (Desktop Experience) on a

tleilie Nevus Dashboard *
cisco

' Category: Applications  Validated <1

This blueprint is part of the Nexus Dashboard

family of Install Nexus D:

4.1 or 4.2 on VMware.

il *
cisco AIPOD

Deploy Veeam Backup & Replication 13.0.1
Software Appliance on VMware vSphere....
Provisions the pre-confiqured Rocky Linux

Kubernetes data services platform that
provides persistent storage and data...

From O to Al-ready in minutes. Deploys a
full-stack Cisco Al Pod including UCS...
Nexus switches, Red Hat Of

" VAST Data

VAST Data platform provides high-
performance, scalable persistent storage an...
data management for.




Cisco delivers the critical components to modernize data

centers
/\ Full-stack infrastructure engineered as one system

+ Cisco 6000 + Silicon One + Al PODs
» Cisco 8000 » Cisco Optics * Hyperconverged Infrastructure
* Nexus 9000 « NVIDIA/Intel/AMD « Converged Infrastructure
+ Cisco MDS « UCS-X + Virtualization
* Smart Switch - UCS Al Servers - Kubernetes
+ Unified Edge * Frameworks and automation
I: e — Al-ready data Distributed security fused into every layer
s — Ce nte rs » Al Defense « Secure Firewall * Network segmentation
» Hypershield « Secure Workload * Identify services engine
* Isovalent Enterprise * Multicloud Defense + Security Cloud Control
* Live Protect
Agentic operations align speed with precision
/  Cisco Cloud Control * ThousandEyes * Splunk Observability Cloud
) Digital resilieﬂce ¢ Intersight * Splunk Enterprise
* Nexus One * NVIDIA Al Enterprise & NIMs

* enhanced with CVDs

© 2026 Cisco and/or its affiliates. All rights reserved. CcIsco



Next steps

Pick one Al use case to pressure-test

» Begin the next technical discussion

with your Cisco team Start the next technical discussion and

« Map Al goals to solutions achieve your Al goals.

« Al POD / SAIF architecture, fabric
visibility, Al security, or day-2 ops

]
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Resources

-

Cisco and NVIDIA

Bringing Al to the alialn ' |
enterprise CISco ‘ NVIDIA

Al your way, with Cisco and NVIDIA

© 2026 Cisco and/or its affiliates. All rights reserved.

SecureAlFactory.com

FAQ

Recent Cisco Validated Designs

FlexPod with Cisco Al POD: Infrastructure for Al Training and Fine-Tuning Deployment Guide

Cisco Al POD for Enterprise Training and Fine-Tuning with Everpure Deployment Guide

Cisco Al Defense on Al PODs

Cisco Al POD for Enterprise Training and Fine-Tuning Design Guide
FlashStack for Enterprise RAG Pipeline with NVIDIA NIM
FlexPod for Accelerated RAG Pipeline with NVIDIA NIM

NVIDIA Reference Architecture Compliant Cisco RAs

Cisco Enterprise RA with Cisco Nexus 9000 switches, compliant with NVIDIA ERA

Cisco Nexus Hyperfabric Enterprise Reference Architecture (RA), compliant with NVIDIA Enterprise RA

Cisco Cloud RA with Cisco Nexus 9000 switches, complaint with NVIDIA NCP RA

]
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http://secureaifactory.com/
https://www.cisco.com/c/en/us/solutions/collateral/artificial-intelligence/secure-ai-factory-nvidia-faq.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flashstack_rag_nim.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flashstack_rag_nim.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_rag_nim.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_rag_nim.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-ai-era-ds.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-ai-era-ds.html
https://www.cisco.com/c/en/us/products/collateral/data-center-networking/nexus-hyperfabric/hyperfabric-ai-era-ds.html
https://www.cisco.com/c/en/us/products/collateral/data-center-networking/nexus-hyperfabric/hyperfabric-ai-era-ds.html
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Cisco Unified Computing System

Unified approach to Enterprise and Al workloads

< ................................................................ Va”dated Solutions for AI With Compute, network’ Storage, and Software >

GPU Accelerated GPU Optimized Unified Edge
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