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Who Am I?

• Father of four one, do cats count?
• Texas born and raised
• Customer Network Architect for 15 

years
• Joined Cisco in 2020 right before 

the pandemic
• Previously a Certified Meraki Hater

jasoncl2@cisco.com



Cisco Unification
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Our Unified Platform

PL ATFO RM

Intelligence - AgenticOps

Management  Assurance API / Integrations 

HARDWAR E

Smart 
Switches

Secure 
Routers

Wireless
Industrial 

IoT
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Simplifying the Cisco Networking Portfolio
With a New Unified Network Experience

Unified Support

Unified Platform and Licensing

Unified Hardware

Consistent, reliable product support included for hardware and software 
with RMA Upgrade options

Unlock the power of the platform, whether you choose on-prem, cloud, or hybrid management.

One Unified Experience

Smart Switches Secure Routers Wireless Industrial IOT
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We are now making it simpler to choose how you 
experience our platform

Configuration: Device
via Meraki dashboard and CLI

On-Premise Management
via CLI and Catalyst Center

Configuration: Cloud
via Meraki dashboard

One Device, One License, One OS, Multiple Ways to Manage

Smart Switches Secure Routers Wireless Industrial IOT
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Configuration: Cloud
Full Cloud-Managed Experience

• Same look and feel as traditional 
Meraki

• Existing C9000 devices can be 
migrated to Cloud Configuration

• Migration = configuration ‘wipe’

• Rich telemetry and assurance

• Cloud CLI – Limited Write*

• Cloud-based configuration, ZTP, 
and firmware management

Cloud Native 
IOS XE

*Limited config override with guardrails
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Configuration: Device
Bringing Assurance to Brownfield

• Uses existing DNA Licensing

• Ideal for brownfield deployments – 
no data-plane configuration changes

• Troubleshooting telemetry and 
alerting

• Cloud CLI – Read or config mode

• Configuration local on the device

• Cloud stored configuration history 
and diff

• Firmware management is road-
mapped



Troubleshooting Methodology
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Non-Platform IOS XE CLI Troubleshooting 
A Difference in Philosophy

Show Commands / 
Live Tools / Show Log

Debug 
Commands

Packet Capture
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Cloud Management Troubleshooting 
A Difference in Philosophy

Dashboard GUI 
Live Tools
Event Logs

Assurance / Root 
Cause Analysis / 
Alerts

Intelligent PCAPs 
and Analysis

Meraki Platform 
APIs

Platform Intelligence
Contextual analysis of available network 
data in the right place, at the right time

Machine Learning
Proactive response to changing conditions

Evergreen and no need to maintain management infrastructure 
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Meraki Monitor / Configure
Like IOS XE Show Commands and Configure Terminal

Show 
Commands

Conf Terminal



Platform Tools
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Resilient Connectivity to the Cloud
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Uplink Auto Config (UAC)

• Uplink Auto Configuration facilitates 
automatic identification of uplink interfaces, 
eliminating the need for manual 
configuration of the switch. 

• UAC supports new and 
existing deployments

• UAC selects the uplink interface, connects 
to dashboard, and maintains the uplink 
connectivity.

Requirements:
• Underlying network has connectivity to Dashboard

• DHCP or static IP

• DNS 

• Minimum 60 packets per 2 minutes 

• Preference is uplink port in Trunk Allowed All
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Automatic Rollback of Bad Uplink / IP Config

Note: Uplinks are extra resilient
Uplink config is tracked on node 

1. Change made in 
dashboard config

2. Synchronize 
config to device

3. Determine Impact to 
Management Tunnel

4. Rollback 
configuration Change

5. Update Dashboard 
with config error/alert
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Config Safe Mechanic

If the configuration is not safe (loss 

of connectivity)
• Device will try to obtain an IP 

address on an alternate VLAN 
• Device will revert to previous 

safe configuration after 2 
hours

• After reverting to a safe 
configuration, the former 
configuration will be marked 
bad

• Configuration changes are marked safe 30 
minutes after a configuration change

• Configuration changes are marked safe 2 hours 
after firmware upgrades

1. Change made in 
dashboard config

2. Synchronize 
config to device

3. Device starts 30-
minute timer to ensure 
configuration is safe

4. After 2 hours of lost 
connectivity the config 
will roll back

Config

Note: Power cycle during 2-hour 
outage window will force rollback to 
last known good configuration
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Break Glass Option
Local Status Page for Cloud Mode

Verify or restore cloud connectivity:
• View or edit

• Static IP assignments and DNS servers
• Port type, speed, and duplex
• VLAN assignments

Methods to access:
• Connect directly to mgmt. port or any LAN port
• All modern smart phones / tablets support 

USB-C style NIC
• Can be remotely accessed (Security!)

Tip: The LSP is intended to restore cloud 
connectivity, not to make configuration changes
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Factory Reset
Force Config Reset and Pull Config

If configuration is in a state that 
cannot recover you can reset factory 
and force re-download. This also 
resets the firmware.

1. Wipe configuration with 
reset

2. Synchronize config to 
device

Hold reset button for 10-15 seconds

Factory Reset in a platform world 
is not a defeat! Configuration, logs, 
and analytics are stored in the 
cloud
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Packet Capture Intelligent Capture

Now multi-switch!

Tip: Run captures simultaneously on 
source/destination for troubleshooting

ICMP

ICMP

Example ICMP filter with real-time 
packet output
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Packet Capture – Meraki Powered
Simplified Troubleshooting for Tier 1 Support and Help Desk – No IOS XE CLI Experience 
Required



Change Log and Event Log



© 2025 Cisco and/or its affiliates. All rights reserved.

Change Log

The fastest way to get your bearings during 
an outage is to look for what has changed

Searchable by Admin, Network, Tag, Time

Can be consumed by API, download-able as 
a CSV

Fulfills change-log compliance requirements 
such as PCI

AI Assistant can summarize changes and look 
for anomalies

Tip: Support usually 
starts here

https://developer.cisco.com/meraki/api-v1/get-organization-configuration-changes/
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Event Log

Tip: When trying to find issues leverage the ‘event type ignore’ option 
(remove the hay to find the needle)

Logs can be exported to 
syslog servers

AI Assistant can now 
summarize and make 
recommendations



Firmware
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Firmware = Troubleshooting?
Firmware is Absolutely Part of the Troubleshooting Methodology 

• Recent firmware changes may 
be impacting the network

• Firmware bugs do exist

• Firmware features may change 
packet flow behavior

• When comparing, check 
Firmware differences

• Good excuse to reboot

Release Phase rename - Dashboard

Beta

Stable Release 
Candidate

+ 
Other Available 

Versions

Stable

Existing

Beta

General 

Availability

Cisco

Recommended

*Gold Star

New

20.X → 26.X [year].[feature release]
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Firmware Management – Traditional Approach

1. Obtain the Firmware

2. Copy to device

3. Set Boot Variable

4. Run install command

5. Reload

6. Clean up
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Firmware Management – Platform Approach

1. Select your Firmware

2. Schedule your 

Upgrade

3. Take a break – you 

earned it!

Configuration Source: Device mode 
firmware upgrades road-mapped

NEW Firmware Upgrade Details



Just the Right Amount 
of Info at the Right Time
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Just the Right Amount of Information at the Right Time

Elegant but too 
simple

OBD2 – Data 
Overload

Just Right



AI Powered Assurance
Dashboard Intelligence, 
Root Cause Analysis, 
Intelligent Alerting
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Baseline
and Detect

Localize 
and Diagnose

Mitigate and 
Remediate

Predict and 
Optimize

Assurance

Monitor end-to-end 
digital experience 
from critical 
vantage points

Visualize, localize, 
and diagnose 
across every 
network segment

Closed-loop 
actions across 
digital domains 
and teams

Forecast disruptions, 
optimize path, and 
plan connectivity 
and migrations

Reactive Monitoring

Four Stages of Assurance
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Operationalize and Day N NetOps
Introducing the Assurance Menu

• Org-Wide summary

• Full stack network 
health

• Tools haven’t moved

• Health score and trends

• Cat Center integration

Organization-wide Network-specific

or
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Operationalize and Day N NetOps

• Client, device, apps, 
and infrastructure health

• Drill-down to detected 
issues

• See impacted clients

• Direct link to 
troubleshoot

Network-specific
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Operationalize and Day N NetOps
ThousandEyes Assurance Integration

BRKTRS-2008

• Per-application health

• Visibility beyond the 
WAN

• Differentiate internet 
and application issues

• Single-client topology

• ‘Time Travel’ to see the 
topology when an issue 
occurred
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Organization Wide Intelligent Alerts
What’s Happening Across Your Network

• Start your day or NOC view

• Alert filtering

• Alert trends

• Dismiss acknowledged alerts

• View recently resolved alerts
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Root Cause Analysis
Impact, Evidence, and Data-Driven Recommendations to solve Complex Problems

• Fast, contextual identification of 
the root cause of issues across 
the network

• Clear recommendations to 
remediate detected problems

• Natural-language description of 
client connection behavior



© 2025 Cisco and/or its affiliates. All rights reserved.

Device Health Tab
Providing Visibility Into Health Metrics for Switching and Wireless

• Track physical statistics

• Power

• Temperature

• Resource Metrics

• CPU/Memory

• TCAM

• PoE
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Intelligent Capture
Streamline Troubleshooting - Schedule, Store, and Proactive Captures
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Intelligent Capture Analysis
Quick and Simple Identification of Issues at a Packet Level

• Quickly detect common 
issues in DHCP, ARP, and 
ICMP packets

• Analyze uploaded, 
scheduled, or ‘proactive’ 
captures

• Review findings and 
evidence



Agentic Ops
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AI Assistant for Networking
Accelerate Network Management through Gen-AI Conversational Interface

AI-generated summarization of Cisco 
document libraries and best practices

AI-driven RCA, end-to-end network 
correlation orchestrated through 
conversational interface

Client troubleshooting using unique 
partnership with Apple, Intel, Samsung

Conduct network change 
management by conversation

GA
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ALPHA

AI Canvas

One shared workspace for 
NetOps, SecOps, IT, and execs

Troubleshooting and execution 
across multiple domains

Interface to ask and explore in 
natural language 

Built on the foundation of the 
Deep Network Model

Guides you through diagnostics, 
decisions, and action inside the 
canvas

AI Assistant embedded in AI Canvas
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Introducing AI 
Canvas
• Single canvas for cross 

domain troubleshooting

• Generative UI with reasoning  
built-in

• Keeps NetOps, SecOps, IT 
and execs on the same page

AI Assistant Shared Workspace Users
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• More precise reasoning for 
troubleshooting, configuration, and 
automation

• Fine-tuned on 40+ years of expertise 
and expert-vetted for accuracy

• Evolves with live telemetry and real-
world Cisco TAC and CX insights 0.00

0.25

0.50

0.75

1.00

GPT-4o Llama 30B GPT-4o mini Gemma Cisco Deep
Network

Outperforms general-purpose models by ~20%

Accuracy on CCIE-style multiple choice questions (590-question benchmark), May 2025

Deep Network Model

Purpose-built for networking, 
Expert accuracy



© 2025 Cisco and/or its affiliates. All rights reserved.

AgenticOps with Cross-Product Skills and Unified Data

Security & connection events

Firewall

Authentication & compliance

Duo

Private & SAAS Resource 

Access

Secure Access

                           

     

Topology, client details, 

location, etc.

Cisco Meraki

User trust level, identity checks 

& reasons

Identity Intelligence

Related Threat Incidents

XDR

WAN, Internet, App Insights

Cisco and th ird-party insightsTopology, client details, location, etc.

Catalyst Center

Authentication Insights

ISE

Voice and video experience

WAN Details

SD-WAN

Data center network management.

Nexus Dashboard

Data center network management.

Hyperfabric

Unified management, automation, 

security.

Intersight

Campus and Branch Data Center Security and Observability

AI Assistant

AI Canvas
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Introducing – Cisco Cloud Control

The Cisco Cloud 
Platform

• View inventory and 
topology across 
domains

• Integrate Cisco 
platforms such as 
Meraki, Canvas, 
Thousand Eyes, Webex

• Built with Cisco AI 
intelligence and 
insights

Alpha



Summary
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Summary

• Operationalize using a platform approach

• Lean in and trust the dashboard

• Change troubleshooting from reactive to proactive

• Leverage AI Powered Assurance

• Embrace PCAP (it makes you a better network engineer)



Thank you
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