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The AI Threat Landscape
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Every App Is Becoming an AI App

User

Application

AI Model

Data

Infrastructure

Application Stack New Risk Vector

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

A new threat landscape is emerging
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Adversarial Attacks: Prompt Injection and Jailbreaks

• Jailbreaks are a type of 
direct prompt injection 
technique where an 
attacker provides inputs 
that cause the model to 
disregard its alignment or 
safety protocols

• Intended to bypass a 
model’s guardrails
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What is Model Alignment?

• Alignment refers to the intended way a model *should* respond

• Uses guardrails to ensure it doesn’t respond in a an out-of-policy way. 
Involves content filters (e.g. Bomb making, copyright data, etc.)

• Fine-tuning can completely destroy intended alignment! 
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Fine-Tune: Pros and Cons

7

Base model Fine-Tuned model

Prompt: Help me diagnose this: a patient complains of a fever, 
cough, and difficulty breathing."
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Malicious data accessed 
by AI agent or application

AI Agent or 
Application

User 
Prompt

System Prompt
+

User Prompt
+

Malicious Data

LLM

Indirect AI Attacks
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Prompt Injection via RAG
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The AI Threat Landscape

Reconnaissance

Resource Development

Privilege Escalation

Initial Access

ML Model Access

Execution

Persistence

Impact

Exfiltration

ML Attack Staging

Collection

Discovery

Credential Access

Defense EvasionLLM01 Prompt Injection

LLM02 Sensitive Information 
Disclosure

LLM03 Supply Chain

LLM04 Model Denial 
 of Service

LLM05 Improper Output 
Handling

LLM06 Excessive Agency

LLM07 System Prompt 
Leakage

LLM08 Vector and Embedding 
Weaknesses

LLM09 Misinformation

LLM10 Unbounded 
Consumption
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Attack Success Rate: Ranked by Model
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AI Defense
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Development Production

Shift left with Cisco AI Defense

Security Across the AI Development Lifecycle

1

2

4

5

3

Test models & apps 
for vulnerabilities

Re-test the model & app
for new vulnerabilities

Enforce guardrails to 
safeguard AI apps

Test for supply
chain security risks

Fit custom guardrails
to each model

Fit new guardrails to
mitigate new risks
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AI Defense: Coverage Across the AI Lifecycle

AI Cloud
Visibility

Identify AI assets

Inventory the Al models, 
agents, and connected data 
sources across distributed 
environment to understand 
usage and gauge risk.

AI Supply Chain 
Risk Management

Scan for threats

Scan model files, repos, 
and MCP servers to 
proactively block malicious 
or unsafe AI assets before 
operations are impacted.

AI Model & App 
Validation

Detect the vulnerabilities

Identify safety and security 
vulnerabilities across 
models at scale with 
algorithmic red teaming 
technology.

AI Runtime 
Protection

Mitigate threats in real time

Protect production Al apps 
and agents with guardrails 
embedded in the network. 
Block attacks and harmful 
responses in real time.

Discovery Detection Protection
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Cisco AI Defense: Discovery

AI Cloud Visibility

• Automatically uncover AI assets across 
your cloud environments

• Understand usage context of connected 
data sources

• Show controls around the models to 
gauge exposure
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Cisco AI Defense: Detection

AI Model & Application Validation

• Identify vulnerabilities in models and 
applications through automated 
algorithmic AI red teaming

• Create guardrails that address specific 
model vulnerabilities and better protect AI 
applications
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Cisco AI Defense: Detection

AI Model & Application Validation
Automatically evaluate models for 200+ security and safety subcategories

• Jailbreaking

• Role playing

• Instruction override

• Base64 encoding 
attack

• Style injection

• Etc.

• PII

• PHI

• PCI

• Branded content

• Privacy infringement

• Etc.

• Data extraction

• Model information 
leakage

• Copyright extraction

• Intellectual property 
piracy

• Etc.

• Toxicity

• Hate speech

• Profanity

• Sexual content

• Malicious use

• Criminal activity

• Etc.

45+ Prompt Injection 
Attack Techniques

30+ Data Privacy
Categories

20+ Information Security
Categories

50+ Safety Categories
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AI Validation Workflow

Establish Baseline Risk 
of AI Assets

Foundation 
Model 1

Foundation 
Model 2

Foundation 
Model 3

Runtime Protection

AI System

Guardrails, System 
Prompt etc.

Model 1 Model 3

App Data

Design Runtime 
Policies

Establish Risk of AI 
Systems

Model 1

App Data

AI System

Guardrails, System 
Prompt etc.

Model 3

Policy
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Cisco AI Defense: Protection

AI Runtime Protection

• Define bi-directional guardrails that block 
harmful prompts and model responses

• Configure guardrails to cover specific 
model vulnerabilities and fit unique
AI applications

• Stay protected against cutting-edge AI 
threats



© 2025 Cisco and/or its affiliates. All rights reserved.

API Gateway
Agent 
input

AI Defense: Input Guardrails

LLM with built-in behavior alignment

AI Defense: Output Guardrails

Prompt 
Injection

Topic Filter Input Sanitizer

System Prompt 
Enforcement

Model Alignment 
Mechanism

Content Filter PII Filter
Policy 

Validation

Model 
Output
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  Data/Control flow

L
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M

AI Defense 
Guardrail System
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AI Defense Deployment Models
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Cisco AI Defense

Deployment Options for Every Situation

SaaS
Fully hosted and managed in 

the cloud

VPC
Virtual private cloud environments 

with cloud control

Data Center
Combines physical  

infrastructure with cloud control

Data
Plane

Control
Plane

Data
Plane

Control
Plane

Cisco-Hosted Cisco-HostedCustomer VPC

Best for customers looking for 
a simple, flexible deployment 

with zero infrastructure to 
manage

Best for customers looking to 
balance data control and 
compliance with cloud 

scalability

Best for customers that want to 
manage AI workloads 

themselves rather than relying 
on hyperscalers

Data
Plane

Control
Plane

Customer Data Center Cisco-Hosted
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Cisco Secure AI Factory with NVIDIA 

• Full-stack, validated reference architecture from 
Cisco and NVIDIA

• Consists of processors, servers, networking 
devices, storage, management, and software

• Cisco Security embedded at every layer, 
including AI Defense to secure AI applications

• Two deployment options: cloud-based or on-
premises with Cisco AI PODs

Power AI workloads in your environment
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Secure AI Applications with AI Defense
Mitigate safety and security risks across the AI lifecycle

AI Defense 

Partner Storage

Cisco Compute

Cisco Networking & Optics

Platform Software

NVIDIA Software

• Continuously evaluate AI models and 
applications for vulnerabilities

• Protect runtime AI applications with 
enterprise guardrails that offer a 
common layer of security

• Map to AI security standards from 
OWASP, MITRE ATLAS and NIST

• Enforce guardrails locally via gateway 
or API

Hybrid Mesh 
Firewall

Isovalent

Secure 
Firewall

Hypershield 

Cisco Security embedded at every layer
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Agentic AI Systems
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What Is an Agent?

• An agent is a system that can 
autonomously perceive, reason, and act 
in pursuit of a goal

• Often uses LLMs as a core 
component

• Agents work with LLMs and other 
applications to execute a task

• Agents don’t work alone – they are often 
part of multi-agent systems involving a 
complex workflow
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What Agents Do:

• Interpret goals from user input or system instructions 

• e.g., "Book me a flight to Rome next Friday"

• Break down tasks into sub-tasks, often using a planning module.

• Take actions by calling tools or APIs, accessing databases, or 
interacting with external environments (such as browsing the web 
or sending an email).

• Evaluate outcomes of its actions and adapt its next steps 
accordingly.
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Agent Workflows

Chatbot

Virtual 
Assistant

Prompt: Why is 
Webex so slow 
right now?

Agent needs to 
interpret the prompt 
and determine what 

to do next

LLM 
Interprets 
Prompt

Answer 
returned 
to user

API call to Webex to 
pull contextual data

API call to 1000eyes 
to get telemetry data

API call to Splunk to 
pull network data and 

other relevant logs

Chatbot

Virtual 
Assistant

Executes the API 
calls. What dose this 
data mean? Ask the 

LLM!

LLM reasons 
on the data 
provides by 

agent

Thanks, I’ll report 
back to the user
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Compare How APIs Work

Client
(browser)

Application

Service #1

Service #2

API call

API call

API consistency is *always* a problem
If service 1 changes their API, dependant 
applications won’t work!
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The Evolution of Agentic Systems

LLM + 
agent

Tool #1

An LLM by itself 
doesn’t really do 
anything except 

generate text

LLM +
Agent

When an LLM 
interacts with 

tools it becomes 
powerful, but 
relies on API 
consistency

Tool #2

Tool #3

Tool #4
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What Are Agentic Tools?

• External system integration (API calls)

• Web search

• Calculators (for math functions)

• Code execution

• Transformation tools (e.g. Text-to-JSON)

• Identity services (e.g. authentication, etc.)

• Access to a file or database

• Physical actuators (robots, IoT systems, etc.)

• Self reflection tools (debugging, analysis, etc.)
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The Evolution to MCP

Tool #1

LLM + 
Agent

When an LLM 
interacts with 

tools it becomes 
powerful, but 
relies on API 
consistency

Tool #2

Tool #3

Tool #4

LLM + 
Agent

MCP 
Server

Tool #1

Tool #2

Tool #3

Tool #4

MCP is a 
gateway function 
between the LLM 

and tools

MCP 
Protocol
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How MCP Works

MCP 
Server

Service / 
Tool

Maintained by 
the Service / 
Tool provider

MCP 
ProtocolMCP 

Client

Claude Desktop, 
Cisco AI Agent, 

Cursor, etc.

MCP Client
• A software agent with integration to 

LLM model(s)
• Orchestrates conversation flow
• Initiates connections to MCP servers
• Handles user requests and responses

MCP Server
• Connects to tools and functions
• Acts like a “translator” between the 

tool and the client
• Can act as a security gateway 
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How Might Troubleshooting Look Like?

Chatbot

Virtual 
Assistant

Prompt: Why is 
Webex so slow 
right now?

Agent Determines 
What Tools Are 

Needed

API call to Webex to 
pull contextual data

Answer 
returned 
to user

API call to 1000eyes 
to get telemetry data

API call to Splunk to 
pull network data and 

other relevant logs

Chatbot

Virtual 
Assistant

LLM
Cisco 
MCP 

Server

Cisco 
MCP 

Server

Cisco 
MCP 

Server
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Rug-Pull Attack

Chatbot

Virtual 
Assistant

Prompt: Why is 
Webex so slow 
right now?

Agent needs to 
interpret the prompt 
and determine what 

to do next

LLM 
Interprets 

Prompt

Answer 
returned 
to user

Hacker site

API call to Splunk to 
pull network data and 

other relevant logs

Chatbot

Virtual 
Assistant

Executes the API 
calls. What dose this 
data mean? Ask the 

LLM!

LLM 
reasons on 

the data 
provides by 

agent

Thanks, I’ll report 
back to the user

Cisco 
MCP 

Server

Tracing
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Protecting the Agentic AI With AI 
Defense
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Cisco AI Defense: Threat Intelligence

Defensive Alignment in an Agentic Era

Prevent harmful actions

Focus on risky actions 
in addition to risky text outputs

System-wide security

Design best practices; threat modeling, 
comprehensive logging, execution 

sandboxing and isolation

Context-aware defense

Define guardrails that understand one-
shot, multi-turn, and tool use contexts

Increased agency creates increased attack surface.
We innovate to stay ahead.
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AgentUser

Agent

Agent

MCP Server

MCP Server

MCP Server

Web Search

SaaS APIs

RAG

SaaS APIs

Files

Tools

Agents Bring 
Massive Potential 
and Greater Risk

LLM

LLM
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Cisco AI Defense: Detection – NEW!

AI Supply Chain Risk Management

• Scan model files or model 
repositories to identify vulnerabilities 
like code execution, suspicious 
import, and suspicious TensorFlow 
operations

• Prevent the usage of insecure models 
and third-party assets
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Cisco AI Defense: Detection – NEW!

MCP Scanner

• Scan MCP servers to inventory tools and 
detect tool poisoning attacks

• Released Oct 2025

• Leverages 3 powerful scanning engines 
(Yara, LLM-as-judge, Cisco AI Defense)



© 2025 Cisco and/or its affiliates. All rights reserved.

Demo

Cisco AI Defense



Thank you
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