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Cisco powers how people and technology work 
together across the physical and digital worlds

AI-ready data centers
Transform data centers to power AI workloads anywhere

Future-proofed workplaces
Modernize everywhere people and technology work and 
serve customers

Accelerated by Cisco AI

Digital resilience
Keep your organization securely up and running in the face of any disruption

Secure global connectivity
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Cisco Security Cloud

Security

Network 

Compute

Storage

Other Services

Infrastructure
as a Service

Security and Networking
as a Service Cisco Security Cloud

Applications

ServicesPlatform as a Service

Software as a Service

…

…

PRIVATEAZURE
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What used to happen 
every time you bought a 
Cisco Security product?
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Secure 
Firewall

Multicloud 
Defense Hypershield

Secure 
Workload

Secure 
Access AI Defense

Security Cloud Control
AI-native unified security management
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Simplified user experience

Faster time to value

Access full product capabilities
One integrated environment

Efficiently onboard new products
Guided set-up experience

Minimize learning curves           
Consistent UX across products

Quickly access essential features
Customizable interface
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Common search, help, and notifications

→ Quickly search 
across product data 
and policies

→ Seamlessly onboard with 
guided, consistent setup 
flows 

→ Access central 
portal for 
documentation

→ Easily navigate 
between Cisco 
products
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Onboarding and provisioning
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Onboarding and provisioning (continued)
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Bring your own identity (or use ours)
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Simplified user experience

Centralized role-based access control (RBAC)

Accelerate access control
One interface

Streamline user management
Consolidated IDP integration

Strengthen compliance & oversite
Comprehensive audit log

Ease collaboration
Shared content across personas



© 2025 Cisco and/or its affiliates. All rights reserved.

Faster, more intelligent security

Unified AI Assistant

Single conversational interface
One assistant augments troubleshooting 
across products

Centralized product insights
Capabilities from Secure Firewall, Secure 
Access, and Hypershield

Unified knowledge hub
Documentation access across products 
for comprehensive guidance
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Discover patterns in security events
using predictive analytics

Quickly strengthen security posture
with AI-guided best practices

Reduce mean time to resolution
through risk-based prioritization

Get the most out of security spending
by leveraging the feature utilization overview

Faster, more intelligent security

Informed decisions with AIOps
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Integrations & 
Common Services
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Unified Endpoint Experience – Cisco Secure Client

• Zero Trust Network Access

• VPN

• Security Services Edge

• Observability

• Endpoint Detection and Response

• Posture

• Full Endpoint Visibility

Cloud management capable



Firewall 
Management

#CiscoConnect
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Firewalling needs to evolve to meet today’s challenges

OUR NORTH STAR

Make it easy for organizations 
to reduce attack surface, prevent 
compromise, and stop lateral 
movement in the modern data 
center, cloud, campus, and factory

NGFW 
Mesh

Manage NGFW in 
multiple form factors 
at key chokepoints 

Every server

Every app

Every VM

Every container

Every IoT device

Every user

Encrypted traffic at scale

Prevent exploit — 
known & unknown threats

Identity intelligence

AI app runtime guardrails

Microsegmentation

Protect vulnerable IoT

Cisco’s 
Hybrid Mesh 

Firewall

P
L

A
C

E
M

E
N

T

THREAT PROTECTION
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Unified Device 
Onboarding
For Network Security Devices
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Zero-touch Provisioning
FTD 7.2+
FMC 7.4+ (on-prem)
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Cloud-delivered Firewall Management Center
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Single-click object cleanup
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Enhance security

Optimize policies tailored to your environment

Policy analyzer 
and optimizer

Minimize misconfigurations
and downtime

Speed up policy deployment 
and updates

Improve firewall performance

Aid collaboration with the 
AI Assistant

Address issues such as overlapping, 
hidden, or overly broad rules 

Improve overall security 
posture
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Policy Analysis and Optimizer
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Policy Analysis and Optimizer for on-prem
FMC 7.6+ (on-prem)
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Dynamic Attribute Connector
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Dynamic Firewall Objects
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Simplify operations

Achieve instant visibility into
network and security logging

Supports all FTD & ASA firewall devices

Centralize event viewing and log retention
for 90 days (default) up to 3 years

Scales to 200,000 events per second
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How easy is it to send event data?
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Unified event viewer
Consolidated event view for ASA and FTD

Background Search
• For complex time and consuming queries 
• Continue with other tasks
• Notification upon completion
• Schedule Searches

Historical and Live View
• View events as they roll in 
• Use time range for past events
• Search in past and live view 

Customizable Event View Tables
• Use Event Filters to create custom event views
• E.g., Separate Event View for a group of 

Firewalls or a type of Firewall

Historical Monthly Log Usage
• Monthly limit
• Monthly consumption 
• Request for additional storage
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Dashboards
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Consolidated RA-VPN monitoring dashboard
• Consolidated RAVPN dashboard

• Customers who have both ASA 
and FTD as VPN headends

• Customers migrating their VPN 
deployment from ASA to FTD 

• Filter, search, and export the data

• Historical reporting of VPN sessions

• Usage patterns

• Ability to terminate sessions

• FMC customers adopting Security 
Cloud Control have the same look 
and feel as the RAVPN dashboard 
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Cisco Confidential

Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security controls

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

Cisco Multicloud 
Defense Gateways 

(PAAS)

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

API

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”
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Enabling Multicloud Defense Control
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Turning enforcement on in public cloud
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Turning enforcement on in public cloud
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Actionable visibility and insights
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Migration support in Security Cloud Control
• Easy migration workflow to move the 

management of firewalls from an on-prem 
FMC to cloud-delivered Security Cloud 
Control

• The migration will move the policies, 
objects, licenses, and anything 
associated with 
the firewall 

• Firewall migration tool natively hosted 
in Security Cloud Control

• Easily migrate from ASA or 3rd party 
firewalls
to Security Cloud Control-managed FTDs



How to get started

#CiscoConnect
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What to expect with Security Cloud Control
Cloud assist features for FMC customers

• Device & service inventory view

• Unified object view

• Global search

• AI Assistant for on-prem FMC

• Policy Optimizer for on-prem FMC

• Remote Access VPN monitoring

• Site-to-site VPN config and monitoring

• Dynamic attribute connector

• Hosted Firewall Migration Tool

• Unified notifications and alerting

Licensed Features (subscription)

• FTD Management

• ASA Management

• Multicloud Defense

• Secure Access

• Secure Workload

• AI Defense

• Hypershield

• Security Logging and Troubleshooting

• Meraki MX Policy & Object Management
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Integrate your 
on-prem FMC today!
https://secure.cisco.com/secure-
firewall/docs/cisco-security-cloud-
integration

https://secure.cisco.com/secure-firewall/docs/cisco-security-cloud-integration
https://secure.cisco.com/secure-firewall/docs/cisco-security-cloud-integration
https://secure.cisco.com/secure-firewall/docs/cisco-security-cloud-integration
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Ready to try Cisco 
Security Cloud Control?

getcdo.com

Need logging, firewall management or 
Multicloud?  Talk to me after the session.



Additional platform 
use-cases

#CiscoConnect
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Manage security outcomes, not products 

ZTNA across hybrid environments

One policy, simplified access
For all users, everywhere

Improved user experience
Reduced latency whether on-prem or remote

In-country data sovereignty
For private application traffic

Remote 
user

On-prem 
user

Private apps 
in data center

One ZTNA 
policy

Cloud

On-prem
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AI Defense EARLY
ACCESS
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Delivered via the Hybrid Mesh Firewall

Cisco 
Security Cloud 

Enforcement Points

Multicloud Defense

Secure Firewall

Hypershield

Secure Access
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Segmentation for workloads

All types 
of workloads

Windows | Linux | Cloud

BareMetalVirtual Machine

SaaS 
delivered

Get started quickly without 
hardware investment

Confident 
outcomes

Speed up time to value 
with implementation services

VM
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Automating your microsegmentation

Secure Workload

Visibility &
Context

Enforcement

Traffic Analysis
& Policy Automation
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Telemetry

Platform
Integrated network security | Kernel-level enforcement (built on Isovalent) 

AI-native security | Self-qualifying updates

Security Cloud Control

Cisco Hypershield

Public Cloud        Private Cloud

Workload Enforcement
Linux Windows (soon)Kubernetes

Network Enforcement
Cisco N9300 Series    

Smart Switches
VM appliance Server DPU NIC (soon)

Future servicesDistributed Exploit 
Protection

Autonomous 
Segmentation

L4 Zone 
Segmentation 



Thank you

#CiscoConnect
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