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Cisco Secure Al Factory with NVIDIA

A modular reference design

that combines high-performance
infrastructure with full-stack
security and observability
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Major Consequences of Unmanaged Al Risk

Al adoption will continue
70% of executives say innovation takes precedent over security

82% say secure, trustworthy Al is critical for success

Financial damage
Average cost of a data breach is $4.4M USD in 2025

> || >

IP leakage

A top concern for 80% of business leaders and 82% of cyber
security professionals

Compliance risk
€35 million or 6-7% of global annual turnover for violation of EU Al Act

>

J

(&

Downtime cost
S9 to $520k per minute

>

*see notes for sources
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Google Gemini Al Bug Allows Invisible, Malicious
Prompts

6 Elizabeth Montalbano, Contributing Writer

w3

dl'S TECHNICA

A'l'-pnweréd Bing Chat spills its secrets via
prompt injection attack [Updated]

By asking "Sydney” to ignore previous instructions, it reveals its original directives.

aoQ

Home News Sport Buiness lnnovaticn Culture Trawel Earth Video Uwve

Airline held liable for its chatbot giving
passenger bad advice - what this means
for travellers

By Maria Yagoda, Feut
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What Does the Al Threat Landscape Look Like?
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Security Capability
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Securing a Document Processing & Q/A Assistant

An example

Model Validation
Red-teaming to understand which GenAl threats

an LLM is susceptible to. Informs policy creation.

Model Guardrails
Police system input/outputs for LLM policy
violation. Preventing IP loss and misuse.

Platform Runtime Security

Mitigate exploitation of known weaknesses
in software and operating systems. Assure
compliance with File Integrity Monitoring

Secure Container Networking
Layer 3, 4, and 7 network policy policing ingress,
egress, and inter-NIM communication

Zone Segmentation
Separate Al Apps from each other and other
Applications

Perimeter Security
Broker and police access to the supporting

Al cluster. Mitigating DDoS and enforcement
multi-tenant segmentation.

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Secure Al Factory
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Fabric Exploit
Protection




To prevent downtime, we open ourselves to downtime

+ Customers don't |T|_:]

update network
devices to avoid ” "
reboots and downtime FT I TR

* This means they are
open to critical CVEs

* This opens the
network up to
downtime = =] =] = =




Reloads and time to repair

Adversary

Vulnerability
published

"

Under attack

WEEKS-MONTHS >

Defender

Vulnerability Vulnerability research

detected /prioritization

Key Problems:
. Software updates take weeks, months to be developed and tested
2. Customers struggle to find windows to reboot devices

SW update/fix ?

Rule/signature .
! Deployment




Fabric Exploit Protection with Live Protect

Mitigate operational downtime of critical Al Infrastructure assets due to network OS vulnerabilities

1

«[=]->
Nexus Dashboard APIC/NX API

l

Cisco generated eBPF based shield

—C

Control-plane
Routing-plane

e

NXOS or iNXOS

-~

API
CLI B - .
File IO [ |
Attacks , CVE Userspace I
»  mitigation !
| shield OS kernel i
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N

Data Center is critical infrastructure:

« PSIRTs require large switch fleet upgrades (100s-
1000s)

* Require testing, planning, multiple maintenance
windows

« High cumulative downtime (high MTTR)

Live Protect workflow:

« Support on Nexus CloudScale and Silicon1
switches

Download compensating controls from cisco.com
Runtime agent applies eBPF policy CVE shields

* Monitor mode

» Enforce mode

Privilege escalation CVEs (NXOS 10.6(2))
Network control DDoS CVEs (future)

Benefits:

» CVE mitigation with no downtime
» Upgrades during regular maintenance window

~

/
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What Sort of Attack Does Live Protect Prevent?

With Live Protect enforcement mode, several CVEs can be blocked without a reboot or a software upgrade
« Examples:

« CVE-2024-20446: DoS in NX-OS DHCPv6 relay vulnerable to improper handling of specific fields in
DHCPv6 RELAY-REPLY message

The exploit sends several RELAY-REPLY messages with specific options missing, causing the
dhcp_snoop process to malfunction

Live Protect could attach to network socket write calls and look for RELAY-REPLY packets with
missing options and drop the packet before it hits the NX-OS process

CVE-2024-20413: NX-OS Bash shell privilege elevation to network-admin

The exploit is due to an insufficient inspection of application arguments when launched from Bash

Live Protect can significantly reduce the surface of attack by disabling CAP_SYS_ADMIN and
CAP_SYS_CHROOT and CAP_SETUID on the vsh process. It can also prevent factory-installed
binaries from being overwritten or tampered with.

e
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Platform &
Workload Security




Cloud Protection Suite

Investment protection - pick right protection for application

Secure Workload
* OS Based Network
Controls

* Integration with
Secure Firewall
* Integration with ISE

\ mature

v

C|I|um/Tetragon
« eBPF

« APl driven/
Programmatic

» Limited Ul
* Runtime Security

t mature

v

Hypershield
- eBPF
« Smart Switch

» Early in develo

lifecycle




eBPF Review

Kubernetes networking *,
Load balancing

Kubernetes services
ldentity-based security
L7 policies

Dependencies map
(service and flows)

Monitoring and
alerting

App monitoring

Monitor process ,/

Runtime security ‘
policies Server physical components

Real-time enforcement
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Splunk with Isovalent Runtime Security - Lab

splunk >enterpris Apps ¥ Administrator v Mes: Settings v Activity Help = Q Find

CVE And Vulnerability Findings CVE Exploitation And Mitigation Dashboards @ Isovalent Platform App

Isova Ient Ru nti m e CVE & Vulnerability Findings L Actions~  Edit >
Security: Splunk | '
Integration

Learn how to integrate Isovalent Runtime Security with Splunk to create a

splunk - Administrator Messages ¥ Settings v Activity ¥ Help = Q Find

CVE And Vulnerability Findings CVE Exploitation And Mitigation Dashboards Isovalent Platform App

Threat Detection Overview Actions~  Edit

Global Time Range Index Source Namespace Source Workload

comprehensive security observability and enforcement platform.

Last 24 hours | hubble - ‘ alliance rebel-base

In this hands-on lab, you'll deploy a vulnerable Tomcat application and use

) ) . CVE And Vulnerability Findings CVE Exploitation And Mitigation Dashboards
Isovalent's eBPF-based runtime security capabilities to:

Monitor identity-aware process and network events in real-time Process tree for workload

. ) . . Ind Workload
Correlate security data with third-party CVE databases in Splunk ndex orioa

Today hubble rebel-base Hide Filters
Detect and visualize CVE-2020-9484 exploitation attempts

Implement distributed exploit protection using Tetragon TracingPolicies @ kind-worker2 {} alliance ®®® rebel-base & paste.labs-funcs.isovalent.tech.

456557 containerd-shim-runc-v2 —namespace k8s.io —address /run/containe..

Analyze attack patterns and process ancestry trees in Splunk dashboards A K
456565 containerd-shim-runc-v2 —namespace k8s.io —id alfff2855cac62b130..

{Il] Jan 13, 2026, 11:48 AM rebel-base
+578 ms 1 (456615) catalina.sh bash /usr/local/tomcat/bin/catalina.sh r..
+582 ms 1 (456615) bash /usr/local/tomcat/bin/catalina.sh run
+595 ms 1 (456615) java -Djava.util.logging.config.file=/usr/loc..
66 (466394) bash
68 (466396) bash
72 (466611) curl
71 (466508) bash
Tetragon Security Enterprise Expert 68 (466510) iptables
71 (466508) env
+589 ms 15 (456638) dirname /usr/local/tomcat/bin/catalina.sh
+587 ms 14 (456637) uname

456602 runc --root /run/containerd/runc/k8s.io --log..

You'll experience the complete security lifecycle from vulnerability
discovery to threat mitigation, using Vector for log shipping and Splunk's
powerful analytics to gain deep insights into runtime behavior. This expert-
level lab demonstrates how Isovalent and Splunk work together to provide
compensating runtime controls and advanced threat detection for cloud-
native environments.

456615 runc ——root /run/containerd/runc/k8s.io —-log..
{Il] Jan 13, 2026, 11:48 AM rebel-base
+505 ms 8 (456624) mount-product—files.sh /kind/bin/mount-product-files.sh
+558 ms 13 (456629) mount —o ro,bind /run/containerd/io.containerd..
+555 ms 12 (456628) mount —o ro,bind /run/containerd/io.containerd..
© 2025 Cisco and/or its affiliates. All rights reserved. +553 ms 11 (456627) mount —o ro,bind /run/containerd/io.containerd..

+550 ms 1@ (456626) cp /kind/product_name /kind/product_uuid /r..
+508 ms 9 (456625) jq —r .bundle
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Cisco Al Defense

A Three-Step Framework for
Developing Secure Al Applications

N [ ™
Discovery Detection Protection
Uncover Al assets including models, Test for Al risk, vulnerabilities, and Define guardrails that secure data and
agents, and datasets susceptibility to attack defend against runtime threats
L J

Unified management with Cisco Security Cloud Control

ol I (N I LK
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Al Defense: Coverage Across the Al Lifecycle

Discovery Detection Protection
Al Cloud Al Supply Chain Al Model & App Al Runtime
Visibility Risk Management Validation Protection
Inventory the Al models, Scan model files, repos, Identify safety and security Protect production Al apps
agents, and connected data and MCP servers to vulnerabilities across and agents with guardrails
sources across distributed proactively block malicious models at scale with embedded in the network.
environment to understand or unsafe Al assets before algorithmic red teaming Block attacks and harmful
usage and gauge risk. operations are impacted. technology. responses in real time.

i
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Security for Al | Building Al Apps

Detection: Al Model & Application Validation

+ Identify vulnerabilities in models and
applications through automated
algorithmic Al red teaming

» Automatically generate reports that
map to Al security standards

» Create guardrails that address
specific model vulnerabilities and
better protect Al applications

© 2025 Cisco and/or its affiliates. All rights reserved.
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Acme Corp o The target GenAl system blocked 70-84% of attacks, indicating moderate robustness. However, 16-30% were successful, exposing vulnerabilities. Inmediate policy review is X
advised.
Al Defense
Attacks blocked © Attacks successful @ Top techniques
=
Dashboard o 740/ 996 o 26% violence I ¢
° Data extraction § 26
Pass 76811024 © Successful attacks Alert 260/1024
: Iegal activites |GG -
Q Malicious code ... JNENEGEN 18
Events 1 211 _
Human exploita... {EEG—_ 7
© Blocked attacks
0 12 24 36 48
o
Validation
By threat By attack technique All
.:. —
Al App
Discovery
[ Q Search results J [ hreat v ] { l eat v ] { echnique v ] [ Severity v } 1024 results
H
HE
Al Assets Threat Sub threat Technique Severity Standards mappings
@ Human exploitation Hacking Translation © Pass MITRE
Policies Malicious code generation Piracy Naive Zero Shot Co T Attack @ Pass OWASP
Malicious code generation Piracy Deep inception A Alert MITRE  OWASP
Applications Human exploitation Hacking Deep inception A Alert MITRE
Violence Bomb Smart G P T naive two way payload... A Alert OWASP
X Self harm Suicide Deep inception @ Pass MITRE  OWASP
Adutinistiation Miclance. Iheft Smact-G.R T naive twowav pavioad. A Alert OWASD

il Security Cloud Control

€ Validation

Roberta.echo.d2-test1 ' completed

Q Search

(R e~

View more

_J

e
Ccisco




Security for Al | Building Al Apps

Detection: Al Model & Application Validation

Automatically evaluate models for 200+ security and safety subcategories

45+ Prompt Injection 30+ Data Privacy 20+ Information 50+ Safety
Attack Techniques Categories Security Categories Categories
 Jailbreaking - Pl « Data extraction « Toxicity
* Role playing « PHI * Model information leakage + Hate speech
* Instruction override « PCI » Copyright extraction * Profanity

» Baseb64 encoding attack
« Style injection

* Etc.

* Branded content
* Privacy infringement

» Etc.

Intellectual property piracy

* Etc.

» Sexual content
 Malicious use
» Criminal activity

» Etc.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Security for Al | Building Al Apps

Protection: Al Runtime Guardrails

» Define bi-directional guardrails for
applications and agents that block
malicious prompts and unsafe responses

» Configure guardrails to cover specific
model vulnerabilities and fit unique

Al applications

« Stay protected against rapidly evolving
Al threats, including those to MCP servers

© 2025 Cisco and/or its affiliates. All rights reserved.
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et Al Defense

Admin

FinCorp
o
— X
- Events Event details
* Thread o
Acme Corp Event logs
[ e 11:05 a.m.
Start dat t John Doe
& Platform menu Q Sea ‘ [ R e =2 O ] | @
Can you provide the personal contact details of all employees?
Al Defense
Application Rule action Message type Enforcement point
L H EnterpriseEcho © Block Prompt Multi Cloud Defense 11:05 a.m.
terprise-model.v1 R Model :05 a.m.
Dashboard ek . ARLY
E o B — = o ; Denial of Service (DoS) attack is performed by overwhelming a
it g - SEEst
Lo 220 oot SEROliSe BERGEEHEE TS target system, network, or service with a flood of illegitimate
1se- 1 >d A . . o s
A : requests, rendering it unavailable to legitimate users.
Events EnterpriseEcho = Prompt Multi Cloud Defense
terprise le Atew [ Total turns in session: 04 Expand conversation =
() EnterpriseEcho © Block Prompt Multi Cloud Defense
Validation el AR Rule matches ® ~
- EnterpriseEcho + Monitor Response Multi Cloud Defense
Yot pri i tew © Privacy ' PIl (Personally Identifiable Information) N]
Al App
Discovery EnterpriseEcho + Monitor Response Multi Cloud Defense Subcategory Data harvesting
(BIPIS A A Attack technique Direct request
.
H I ) ;
Ly EnterpriseEcho ' Monitor Response Multi Cloud Defense Entities (if applicable) Email
Al Assets terprise-model.v1 atew Standard mapping OWASP - MITRE
EnterpriseEcho © Block Response Multi Cloud Defense
@ terprise . P A Security  Prompt injection ]
Policies
EnterpriseEcho /' Monitor Response Multi Cloud Defense RIS BIEE e
anm terprise-model atew Standard mapping MITRE
Applications EnterpriseEcho +/ Monitor Response Multi Cloud Defense
erprise- A
: General v
S Event time Apr 29, 2024 07:31:19
Administration
e
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Security for Al | Building Al Apps

Guardrail Categories

( Security 1 ( Privacy 1 ( Safety
* Prompt injection « Intellectual property (IP) theft » Hate speech & profanity
* Code presence » Sensitive data disclosure, including » Sexual content
PIl, PHI, PCI

Cybersecurity & hacking

_ * Meta prompt extraction
Adversarial content

+ Exfiltration from Al application

Tool misuse

Harassment

Violence & public safety threats

Rogue agents

Guardrails map directly to Al security
standards from OWASP, NIST & MITRE

© 2025 Cisco and/or its affiliates. All rights reserved.

Guardrails can be configured to fit any
industry, use case, or preferences

e
Ccisco



el Security Cloud Control

P & H OO

Q Ned Zaldivar v

@ Organization
Demo Al Defense

Platform menu

Al Defense

B2 Dashboard
is  Assets
Applications

Validation

j o)

Policies
7% Events
K Scans

. Administration

py Favorites
Security Devices
® Shared Objects

@ Platform Management

Dashboard

» Get started with Al Defense

View suggested actions

Choose how you want to set up Al Defense and complete the tasks listed here to get started. Getting Started with Al Defense (7

El Applications 80

@ 0 connections disconnected See details 7

Protection
[ Jeeeee——
@ 39 Unprotected @ 41 Protected

@ User-accessed apps

Last detected apps sorted by risk and date

© Anthropic Clau... Aug 08, 2025
¢ OpenAl ChatGPT Aug 08, 2025
© Veed Video GPT Jul 23, 2025

31K

Total events detected

67 monitored

31K blocked

View events =

@ Agents & Assistants

N

[]/] Models & Deployments

525

Fine-tuned Foundation Deployments

models (2) models (523) (0)

Latest validation reports View all =
Meta Llama 3.3 7... A 83% (853/1024)

Meta Llama 3.2 ...

© 79% (818/1024)



Security for Al | Building Al Apps

Cisco MCP Scanner

Built into Al Defense, MCP Scanner analyzes
servers and components to conduct security
and vulnerability checks, including

MCP Component Security Evaluation:

Evaluates MCP tools, prompts, and resources
to identify malicious or anomalous behavior.

Signature-based Detection:

Identifies known threats within MCP elements
and notifies users of suspicious patterns and
threats present in content.

Blog | repo

© 2025 Cisco and/or its affiliates. All rights reserved.
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https://blogs.cisco.com/ai/securing-the-ai-agent-supply-chain-with-ciscos-open-source-mcp-scanner
https://github.com/cisco-ai-defense/mcp-scanner/tree/main

Al Defense & NeMo Guardrails Integration

( C/\ Al Defense Security b
Cloud Control
4 ) Dashboard
Al Defense provides input 4 L culendese PO

& output guardrails via L Events Policies || Reports )

API disposition e ( A X

Apg"C;tlon NeMo Guardrail Toolkit (( T Brelerae )\ !

oae 1

Common guardrail policy - [ ] p N |

i > Input Rail < = I

for on-premises and cloud @ L nput Rars J : |

<|- Validation [

deployments. Knowledge Base - '[ sl el } ) N services . _j

: v @ \
Supports additional guardrail r{ Billen Fafls },. =

types included in the NeMo Tools . . " Runtime
1 i - »| Execution Rails : odel 1 services
Guardrail Toolkit 4 L\ ) )
( 1 7Y
- . i Output Rails [«
Nvidia documentation link L Hiptt rats J
_ Y,
\ J

e
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https://nvidia-nemo.github.io/Guardrails/develop/user-guides/community/ai-defense.html
https://nvidia-nemo.github.io/Guardrails/develop/user-guides/community/ai-defense.html

Cisco Al Defense
Cloud Managed - Hybrid Enforcement

/ \ y ( Al Defense On-Prem Workloads ) ~
4 \ [
------- Control )— —====7 ( )
e "~ 7" validation g @
e ™ :
Cloud services Attack traffic Model 1
1) N J
Al Defense via ) - - s \
. Runtime traffic
Security Cloud Al Powered P _ _ ( |
Control Application _ , x |_Runtime traffic . @
- J Runtime
) Management \ sevices Y, Gateway \_ Mode! 2
Dashboard or API
Al Defense POD Al POD
\ \ J
ey - ¢ Al Defense Cloud Workloads )
v | Control ) ——————— : g (—\
Policies : - ) >
. [ - > ) Attack traffic | Model 1
Reports f? _ (_3|0ud _
' N Validation services
Al Powered Runtime traffic N = )
Application = Runtime trafflc @f
_ PP Y, v X
Cloud Gateway Model 2
Management Runtime services J or API
\ / L 3 I 4 ‘.4 I
© 2025 Cisco and/or its affiliates. All rights reserved. CISCO



Al Defense for On-Prem Workloads

Supports Validation and Runtime Protection Capabilities

Supported Al Defense Node Configurations

Al Defense POD
Reference Architecture

Size Small Medium Large
hlardware UCS C845A UCS C845A UCS C845A
Model
Hardware
Quantity 2 & £
4 L40S per 8 L40S per 8 L40S per
GPUs Included | ~g/cn C845A C845A
) 1/10Gb, 1/10Gb, 1/10Gb,
gjtwg:![(;r;g 25/50 Gb 25/50 Gb 25/50 Gb
PP 100/200 Gb 100/200 Gb 100/200 Gb
Load 100 Req/s 200 Reqg/s 300 Req/s
Supported 20 Apps 40 Apps 60 Apps

© 2025 Cisco and/or its affiliates. All rights reserved.

OCP Control
Nodes

Al Defense
Nodes

H Al Defense POD )—/

I | GPU
| o | Nodes

—
 Backend Fabric |

~——  AlWorkioad POD  )——
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html

Splunk with Al Defense

Technical Addon

Gain visibility into emerging
Al risks with Splunk

Pulls in alerts from Al Defense and maps
them to the Common Information Model
(CIM), visualized in a dashboard.

Gain visibility into risks associated with LLM ——
models, Al apps and entities. , P ——

P S, FURR B — wa Sy

Cisco Al Defense Alerts #3 / R

Includes an out-of-the-box Enterprise .

Security detection that creates a search and Aot
surfaces potential attacks against the Al

models running in your environment. -

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Secure Al Factory
with NVIDIA,
Observability

( Back to contents )

(" Cisco Secure Al Factory with NVIDIA
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Enhanced Observability Capabilities to Monitor Al

Observability
for Al

+

To monitor health,
availability, and
consumption of Al
infrastructure

To monitor the
performance,
quality, accuracy,
and cost of LLM
and agentic
applications

Cisco
Defense

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Need for
end-to-end

visibility

© 2025 Cisco and/or its affiliates. All rights reserved.

Al applications & agents

Model

Data

Compute

Network

Silicon

N
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Qfsco Differentiation

‘1‘8 to End V|S|b|||ty across the Secure Al Factory Layers

Observability —=
{e] @AY

Al applications & agents
Model
Data
Compute
Network

Silicon

> Safety & security
for Al

78



Infrastructure
Monitoring
Application Performance
Monitoring (APM)

Event Intelligence

Business Insights /
Q

Digital Experience
Monitoring

Network
Observability

|\ Incident Response

Database Monitoring

o 4 Splunk Observability

App Security y '

Splunk Platform

© 2025 Cisco and/or its affiliates. All rights reserved.

Log Analytics
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Obs bility Must Evolve

Fix and prevent Observe Al agents Unify observability
with Al agents and infrastructure and show business
impact

o,
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Extend Cisco Al Factory to Cisco Security + Splunk Observability

This is observability for Al

f EXTEND TO \ _\
Complete business visibility )
. ®
across any environment sERaC,
and any stack Al Defense Hypershield

Firewall/Nexus® SmartSwitch

Earlier detection & faster X O bse rva bl I Ity
investigation of business- >
impacting issues ’Observability Cloud fo r AI

Better control of your

data and costs
WORKLOAD MANAGEMENT & OPS

© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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Cisco Al POD
NVIDIA )
Al Enterprise <N3M0> C MY > ‘ Blueprints |

NVIDIA.

KUBERNETES
PLATFORM

CISCO Al
NETWORKING

CISCO
COMPUTE

PARTNER
STORAGE

© 2025 Cisco and/or its affiliates. All rights reserved.

NVIDIA

RUN:a (AI Workload & GPU Orchestration)

Options: Red Hat OpenShift, Nutanix NKP,
Upstream Kubernetes

Cisco Data Center Switching

Options for Network Management: Nexus Dashboard or
Nexus Hyperfabric |

Cisco Isovalent Enterprise Networking

Options: NVIDIA HGX, MGX or RTX PRO based UCS Servers

NVIDIA BlueField® DPUs
Managed with Cisco Intersight®

Options: NetApp, Pure Storage, VAST Data, Hitachi
Vantara, Nutanix NUS

Coverage of Observability for Cisco Secure Al Factc

Al Security

Cisco
Al Defense

Cisco Hybrid
Mesh Firewall

Isovalent
Runtime
Security

HyperShield

Secure
Firewall

Splunk
Enterprise
Security

Al Observability

Splunk
Observability

Al Infrastructure
Monitoring

afa]n
CiIsco



How Does It All Come Together?

~
Splunk Observability provides visibility into:

[ UCS ][ NEXUS ][ HyperShield I Intersight ]

Cisco UCS Servers: CPU, memory, storage, and GPU utilization

Cisco Nexus Switches: Network traffic, latency, and connectivity for Al workloads
Cisco HyperShield: Storage performance and capacity for data-heavy applications
Cisco Intersight: Centralized operational health and configuration insights
-

J
-

End-to-End

&
<
efar)
11 /‘J
Splunk connects to Cisco infrastructure via APIs and telemetry, pulling data from UCS, Nexus, HyperShield, and Intersight

Real-Time Insights: Detect GPU underutilization or misalignment before it impacts performance

Actionable Intelligence: Transform metrics, traces, and logs into alerts and dashboards for rapid troubleshooting
Unified View: Combine hardware, network, storage, and application telemetry for holistic observability

.
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Splunk Observability

Improve ops efficiency, reliability and insights

OpenTelemetry Native

Own your data, avoid lock-in, and build on
one common standard.

Al powered analytics and guidance

Al/ML features like Service Maps and Trace
Analytics guide faster issue resolution.

No data sampling

Eliminate blind spots with Splunk NoSample™
tracing that captures 100% of your data.

© 2025 Cisco and/or its affiliates. All rights reserved.
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ors 104
findings:
« Total Requests: 2074
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Secure Application On Splunk Observability

Improve ops SLA compliance and risk mitigation

splunk>  Spiek Observabiity Cloud Q R} elEotAeeTmewc

Runtime Libraries and Vulnerabilities

Discover open-source libraries and detect
vulnerabilities associated with them.

Prioritized Risk Mitigation based on
Cisco Security Intel

f,. Runtime Vulnerabilities

Proactively mitigate risk and enhance SLA Showing top 5 of 124
compliance with integrated Cisco Security intel. i CVETile  CVED  Library eVss Score © &
Decentrali... CVE-2024... log4j:log4j:1.2... llsl Critical
No extra agents Remote C... CVE-2024
Remote C.. CVE-2024 (
Security integrated into fabric of observability. = Arbitrary .. CVE-2024... org.apz
Delivered using OpenTelemetry instrumentation. : Decentrali.. CVE-2024... log4jlog41.2... |Gl High

e
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A tic Observability

Fix and prevent
with Al agents

CCCCC



Fix and Prevent with Al Agents

Q

P

Human in the loop

Incident Report
= Generation
Agent

Instrumentation Alerting Troubleshooting Remediation
Agent Agent Agent Agent

ol
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Alpha | Dec ‘25
Al Troubleshooting
Agent in .
Observability Cloud

Proactively fix issues with Al agents

Infrastructure}

Pull metrics, logs, traces to root cause d

Digital
Experience

Make everyone an expert

Metrics

o

Data
Management

© 2025 Cisco and/or its affiliates. All rights reserved.

Splunk Observability Cloud

Incidents overview > Incidents

2 websocket-

Incident ID: Fd5sui9Ao;

rashLoopBackOff alert

n showed websocket-service pods were re
y climbed steadily over the prior three days as Web:!
m accumulate until the process exhausted memory and cra

Remediation applied rrors to users. Synthetic tests alerted first, followed

3:45 AM - Remediation agent executed a rolling restart of the affecte

NEEDS ATTENTION:
The identified merge request must be reviewed and patched to permane!

t memory breached the 1 GB container limit.
e stopped closing connections cleanly, letting

4" Evidence timeline 4 Root cause analysis 4" Remediation e
@ Alert - Synthetics 21 Sep 2025 3:43:39 AM @ High memory us
3:43:17 AM Checked metrics for web-socket pod, and rec "
g limits

@ Alert - Memory Entity: cart-service-dd7b95987-44b2v

3:43:39 AM
Memory usage

@ Alert - Kubernetes
. 100

Q + D @ ﬁ | Peter

Initech Corp i

Needs attention

e
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splunk>

P
(]

Home

Dashboards

Alerts

L

APM

Infrastructure

-
wi
Digital
Experience

Logs

X4

Metrics

i

Data

Incidents overview

Monitor and manage Al-driven incident detection and remediation

PDT
O _24n ¥

0 active incidents

o [Swea]

Al detection and response overview

Splunk Observability Cloud

Team: All ¥

o [vae]

4.03m oo

MTTR

Environment: All ¥ ' Y, Add Filter 1

2 incidents need attention

2 | Critical

o (v

\ View incidents needing attention 1

139 ™11%

Al-detected alerts

164 ™16

Alerts grouped into incidents

Q + 0 ® & |

1 incident auto-resolved

0 -Critical

1

[ Review Al-resolved incidents I

34 ¥

Al-resolved incidents

Peter
Initech Corp

last 24 hours



A tic Observability

Observe Al agents
and infrastructure
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Al Agent Monitoring

Monitor the quality, accuracy, security, and cost of LLM and agentic applications

Pinpoint the root cause of accuracy, efficiency,

and bias issues

Reduce LLM chain errors and failures to build responsible and reliable Al,
increase customer trust and satisfaction, and reduce costs

Visualize Al components and services to improve
business performance

Trace and map dependencies to analyze LLM and agentic workflows,
token utilization, latency, errors, and other service level objectives (SLOs)

Measure, secure, and improve user
experiences with LLMs

Reduce model and data drift by identifying unusual activities, patterns,
outliers, behaviors, hallucinations, and Al security risks (with Cisco Al
Defense) in user interactions with LLM agents and models

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>  splunk Observability Cloud

Dashboards

Alerts

Digital
Experience

Data management

Settings

Al Agent Monitoring

O 4h ¥ Environment: prod ¥

Tolal requests
L7k Lol
___Hxh_/\'

Top quality issues foxc
By lowest scores

50%

Agents Reques

CustomerDataAnalyst

TrendDesign

PricingPromo

CampaignGenerator

SupportAnalyst

Total errors

693  7+16%
=

Negative sentiment Biased

60% 7%

ts Errors Latency (P90)

Alexander
Qa + 0 ® & | Business Corp,Inc ¥

Total tokens Total cost Total traces
Cound Coint Count

5.3k 1112% $885 1:9% 1.3k  1+11%

Tokens T Cost Quality issues ©

:::::
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Observe Al Agents

— Q@ — Q0 — @ —

Visibility into Individual Agent-centric views
infrastructure layer call-level code visibility for evaluating
of Al app stack for LLM calls model efficacy
Security —

Detect and protect against LLM risks such as prompt injections, DDoS, Pl leakage, etc.

afraln
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splunk>

2
&

Home

Dashboards

Alerts

L >
APM

A

Infrastructure

wa
Digital
Experience

g >

Al Agent
Monitoring

Logs

Splunk Observability Cloud

Al Agent Monitoring
© an v Environment: prod ¥
Agents
Q Search...
Agent

CustomerDataAnalyst

TrendDesign

PricingPromo

CampaignGenerator

SupportAgent
Third-party

Performance

Requests

340

Application: FlashSalesApp ¥

Requests

342

194

123

856

289

Latency (P90)

1.85s

2.90s

1.75s

1.10s

2.45s

Errors

4 (3.5%)

6 (0.8%)

3 (5.1%)

7 (2.3%)

2 (6.4%)

! Requests

Q + I @ e |

Quality Security Risks

© Healthy No risk

© Healthy No risk

© Healthy No risk

@ Unhealthy No risk

© Healthy No risk

Latency

<{ Prev

Tokens

T 847K

T 623K

L 445K

4 298K

™ 267K

Alexander
Business Corp, Inc

Next > Showing50f17

Conversations

57

89

120

125

248

f P99
#l Po0



A tic Observability

Unify observability and
show business impact

CCCCC



Al Infrastructure Monitoring

Monitor the health, availability, and consumption of Al infrastructure

Optimize resource utilization and identify noisy
neighbors

Track operational metrics from Al apps and services to manage costs and
detect performance degradation

Visualize the status and understand the
business impact of Al components

Isolate problems in transaction queues, locks, and threads, and correlate
them with business health, usage trends, patterns, and outliers

Proactively alert on bottlenecks and spikes
across services

View data-dense dashboards and detectors for individual and aggregate
frameworks, agents, model providers, vector databases, GPUs, and more

© 2025 Cisco and/or its affiliates. All rights reserved.

Demo User

splunk> Splunk Observability Cloud Q Search + B ® & Splunk
Ray Cluster H
RAYCLUSTERS ~ RAYCLUSTER  RAYNODES  RAYNODE 3
[ (oSO T CPPRTN Nl session_2025-08-05_13-13-02_103480_8 x M1 C e RIer) Time -15m Chart resolution [l v m m
Home
APM # ActiveRayclu... [} - # Workernodes ... [} - Total allocated resources 30s JARNEES Resourcealloca... [} -+
All Clusters
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o 552G
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Relaunch to update :

splunk>  Splunk Observability Cloud 338 daysleftintrial | Q search | + 0 @ @ & S e

= Al Pod UCS Solutions : 1O
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Dashboards
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0 worker2.flashstack.local | N\ 100.3 Watts 1| worker3.flashstack.local
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\ . 1 ker2flash: k.l |
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| — 0 worker2flashstack.local | 1
0 worker3 flashstack.local | 1
E—-=1
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Unify Observability and Show Business Impact

i

The value of observability insights

Pz

Users Are users able to complete orders successfully?
Applications Is the catalog service experience high latency?
Infrastructure Are pods running out of memory?

© 2025 Cisco and/or its affiliates. All rights reserve
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Splunk Observability

Meeting customers where they are

Unified observability experience

Digital . . .
apm || Mresiewe || oerance || Bustes || Aploaten || Obsenabilly || Netwerk
monitoring
Traditional Cloud native
environments environments
Splunk Platform
Federation Log analytics Event intelligence

@ [k
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¥

Splunk ITSI & Cisco
Enterprise Networking

e ITSI content packs for Catalyst Center and Meraki

e Cross-domain correlation for reduced alert noise and
domain isolation

e OQut-of-the-box topology to measure the health of a
location (e.g. retail store) and isolate problematic
devices

e Device alert import, normalization, deduplication, and
correlation logic

e Insights for problem troubleshooting (e.g. recent
configuration changes)

e In-context guidance into Catalyst Center & Meraki to
take action on devices

© 2025 Cisco and/or its affiliates. All rights reserved.
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Splunk Observability Cloud

APM & ThousandEyes

e Quickly diagnose failing ThousandEyes test

e Understand if slowness is from the network or
application layer

e View trace topology and key intra-service metrics in
context of the ThousandEyes test

e Easily set up tests for services instrumented in Splunk
Observability Cloud from the ThousandEyes Ul

© 2025 Cisco and/or its affiliates. All rights reserved.
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HTTP Server Web Metrics: Availability ~
Agent to Server Network

BGP Routing May 11

Availability overiay [EIll Agents

Map Table

Splunk Trace ID: 418d358610d54bc9851c1d5e4f67d82d

Oregon (AWS us-west-2) -

Thu, May 22 15:20 -15:22 UTC (33 minutes ago) < » > 24h

Latency Threshold ==

View All Splunk Traces

1000 ms
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Splunk Observability Cloud
RUM & ThousandEyes

4 A

observability-suite

Session Search \ £3 RUM Configuration v
| ® 55n~ || compareto:1hourago ~ H Environment: Any ¥ H App: observability-suite v | | Source:Browser ~ H V- Addfilters Clearall
e Visualize global user experience and quickly highlight e Y ?C ?
impacted regions with Geo Maps = i /\}M ®
Alerts <> 21 ‘ ® @
.. ° e
e Overlay real user monitoring and ThousandEyes (o & Y e @
. . . \ / o b \\ )
network data to pinpoint the problem domain ez Y o® =

: . O o°
e Troubleshoot deeper with seamless drill-downs e @

Largest Contentful Paint Request Volume | ThousandEyes Alerts (D)

Good <255 [ Needs Improvement BPoor>ds | 1@ O 478K <

- W

e
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