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Looking
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This presentation may contain forward-looking statements that are subject to the safe harbors created under the Securities Act of
1933, as amended, and the Securities Exchange Act of 1934, as amended. All statements other than statements of historical facts are
statements that could be deemed forward-looking statements. These statements are based on current expectations, estimates,
forecasts, and projections about the industries in which we operate and the beliefs and assumptions of our management based on the
information currently available to us. Words such as “expects,” “anticipates,” “targets,” “goals,” “projects,” “intends,” “plans,” “believes,”
“momentum,” “seeks,” “estimates,” “continues,” “endeavors,” “strives,” “may,” variations of such words, and similar expressions are
intended to identify such forward-looking statements. In addition, any statements that refer to (1) our goals, commitments, and
programs; (2) our business plans, initiatives, and objectives; and (3) our assumptions and expectations, including our expectations
regarding our financial performance, products, technology, strategy, customers, markets, acquisitions and investments are forward-
looking statements. These forward-looking statements are not guarantees of future performance and involve significant risks,
uncertainties and other factors that may cause our actual results, performance or achievements to be materially different from results,
performance or achievements expressed or implied by the forward-looking statements contained in this presentation. Readers are
cautioned that these forward-looking statements are only predictions and are subject to risks, uncertainties, and assumptions that are
difficult to predict, including those identified in the “Risk Factors” section of Cisco’s most recent report on Form 10-Q filed on February
20, 2024 and its most recent report on Form 10-K filed on September 7, 2023, as well as the “Risk Factors” section of Splunk’s most
recent report on Form 10-Q filed with the SEC on November 28, 2023. The forward-looking statements made in this presentation are
made as of the time and date of this presentation. If reviewed after the initial presentation, even if made available by Cisco or Splunk, on
Cisco or Splunk’s website or otherwise, it may not contain current or accurate information. Cisco and Splunk undertake no obligation to
revise or update any forward-looking statements for any reason, except as required by law.
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In addition, any information about new products, features, functionality or our roadmap outlines our general product direction and is
subjectto change at any time without notice. It is for informational purposes only and shall not be incorporated into any contract or
other commitment or be relied upon in making a purchasing decision. We undertake no commitment, promise or obligation either to
develop the features or functionalities described, in beta orin preview (used interchangeably), or to include any such feature or
functionality in a future release. The development, release, and timing of any features or functionality described for our products
remains at our sole discretion.

Splunk, Splunk>, Data-to-Everything, and Turn Data Into Doing are trademarks or registered trademarks of Splunk Inc. in the United
States and other countries. All other brand names, product names, or trademarks belong to their respective owners.
© 2025 Splunk LLC. All rights reserved.

afra]n
CISsCO



. Siloed tools, ‘

_ teams, data,

Expanding attack
surface

and workflows

Stalled
iInnovation

Compliance

/ mandates

Growing attack

volumes Talent and skills
shortages

Sophisticated threat
actors




LLMO5: 2025

[ LLMOI: 2025 | LLMO2: 2025
Prompt

. b
Injection

LLMO1:2025 LLM02:2025 LLMO03:2025 LLM04:2025 Data LLMO05:2025
Prompt Injection Sensitive Supply Chain and Model Improper Output
A Prompt Injection Information LLM supply chains are Poisoning Handling
Vulnerability occurs when Disclosure susceptible to various Data poisoning occurs when Improper Output Handling
user prompts alter the... Sensitive information can vulnerabilities, which can... pre-training, fine-tuning, or refers specifically to
Read More affect both the LLM and its Read More embedding data is... insufficient validation,
application... Read More sanitization, and...
Read More Read More

LLMOG: 2025 LLMO07: 2025 LLMOB8: 2025 LLM09: 2025 LLM10: 2025

LLM06:2025 LLMO07:2025 LLM08:2025 LLM09:2025 LLM10:2025
Excessive Agency System Prompt Vector and Misinformation Unbounded

An LLM-based system is Leclkclge Embedding Misinformation from LLMs Consumption

often granted a degree of The system prompt leakage Weaknesses poses a core vulnerability for Unbounded Consumption
agency... vulnerability in LLMs refers to Vectors and embeddings applications relying... refers to the process where a

the... vulnerabilities present

Read More Large Language...

Read More
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Many SecOps Platforms Fail to Meet the Demands of the Agentic Al Era
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Limited Data Storage Closed Partial detection Incomplete TDIR toolset Opaque Al reasoning
Options ecosystem customization

Rigid data ingestion Lack of mature pre- Limited deployment Inability to reduce All or nothing Al
structures processing capabilities options alert volumes
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A human + Al partnership to harness
massive volumes of data and:

®  Focus on the threats that matter most.

® Accelerate detection and response.

® Enable digital resilience for the
business.
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Engineering
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Security Monitoring
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Governance
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Industry-leading
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SIEM | SOAR |
Threat Intelligence | UEBA

t ¢ ¢

Events Alerts Telemetry



From Industry-Defining SIEM to the Most Complete SOC Platform

On-Prem | Cloud | Hybrid Multi-cloud True Multi Vendor

| | |

Events Alerts Telemetry




One SecOps Platform, Available in Two Editions

Use Case Essentials Edition Premier Edition
R/ _ y Get a unified view across all environments for clearer threat visibility and faster, data-driven response
8.  Security Monitoring

¢ N

Threat Detection

Tackle unknown and known threats with a range
of detections (correlations, rule-based, Al/ML,
and custom)

Elevate Threat Detection with Al to easily understand and
fine tune detection rules*

Threat
Investigation

Leverage the unified Mission Control interface to
rapidly analyze, identify and investigate threats
for an effective response

Accelerate investigation through automated playbooks and
amplify human expertise with the Triage Agent* to
automatically enriches alerts with more context.

Threat Hunting

Use findings and searches to identify malicious
activity and mitigate attacks before they
escalate

Enhance threat hunting by leveraging UEBA’s ML-driven
behavioral insights and accelerate evidence gathering and
response with 1-click automated runbooks

o—

Use one time Adaptive Response actions for
basic orchestration or integrate with a SOAR

Accelerate response time, minimize human error, and ensure
consistent enforcement of security policies.

ﬂ? Automation product for full spectrum automation
Available OOTB for every person in the SOC
Requires manual implementation or integration Mitigate insider threat in real time using :
& Insider Threat with a separate product
) Detection OOTB, proven, and scalable ML models, fully integrated in

investigation workflows

*In Alpha



New, »

Full
bility

Make sense of all data and enable
fast action

e Ingest, federate, and normalize data from
any source, cloud, or OT for unified visibility.

e Optimize data routing, filtering, and storage to
control costs and maintain full access for
compliance and analysis.

e Enrich every alert with integrated Cisco
Talos and Splunk threat intelligence for
faster, more precise triage.

e Stay ahead with world-class detections—
rule-based, Al-driven, and custom—
continuously updated and mapped to MITRE
ATT&CK.

e Deploy, test, and monitor detections faster
with Detection Studio*, enabling seamless
coverage and quick gap closure.

e Proactively address risk with RBA,
correlating weak signals, reducing false
positives, and accelerating triage.

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps v @ Mossages v Settingsv  Activity»  Q Find
Mission Control Analytics ~ Security content  ~ Configure ~ Search
Analyst queue : ‘ 3 t Last 24 hours

24 hours Save

Findings and investigations

> O e - D - Type *

[[] Excessive failed logins

]

Muttiple findings from the same entity

ES-2303
[bstoli@splunktshirtcompany.com)

M ATTECK tactic threshold exceeded over previous 7
' days for entity [bstoli@splunktshirtcompany.com]

M 24 hour risk threshold exceeded for entity
= [bstoli@splunktshirtcompany.com)

= Malicious PowerShell process - encoded command
“~ on entity [bstoli@splunktshirtcompany.com)

M Malicious PowerShell process - encoded command
J
= on entity [bstoli@splunktshirtcompany.com)

| Intermediate findings

24 hour risk threshold exceed for entity [172.16.0.149)

Unusual volume of network activity detected on
5423014759

Excessive falled logins

~= Unusual volume of network activity detected on
1
= 5221613318

Unusual volume of network activity detected on

52218.196.122

Muitiple findings from the same entity
[mickey.perre@splunktshirtcompany.com)

Muttiple findings from the same entity

£S-2301
[hayleyjensen@splunktshirtcompany.com]

Excessive failed logins

= 24 hour risk threshold exceed for entity

e

JHA &'

5 | Select

30

Ownor

© LQscadminy @ Support & Services v

I_? L J Enterprise Security

@ Charts Al Timeline 4

Next > Show20 =
Urgency * Staty
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New

New -

New -

Best
rience

Unify threat detection, investigation
and response (TDIR) workflows

e Getintegrated, end-to-end TDIR
workflows with native SIEM, SOAR,
UEBA, and threat intelligence for faster
value and a unified analyst experience.

e Empower every analyst with
embedded SOAR* and case
management to standardize playbooks,
cut errors, and automate triage and
response.

e Detect and mitigate insider threats
with UEBA*, which baselines activity
and elevates risky behaviors for rapid,
confident action.

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps ¥  Messages v

Mission Control Analytics =

&< Queue

Overview Response Events

Automation

Q, Search automation ‘ Y

. Machine Prep
by dgamer@splunk.com Aug 27, 3:12 AM

W 2 actions ran

# add_finding_or_investigation_ y

note_1

. query_device_1

@ Insider Account Based Prep
by dgamer@splunk.com Aug 27, 3:06 AM

¥ 2 actions ran

#2 add_finding_or_investigation_ .

note_2

. get_attributes_1

. Machine Prep
by dgamer@splunk.com Aug 27, 3:06 AM

w 2 actions ran

B8 add_finding_or_investigation_ .

note_1

. query_device_1

Settings

Security content v

Configure »

Automation

Activity v Find Q

Investigate Tools v Search

(Es-00024| 7 day risk threshold exceeded for user=kennyb

Intelligence

Insider Account Based Prep

Status
Owner

Completed actions 2

‘ Prompts

s

,. seancain@splunk.com » 0 Supp«

G) [ e Enterp
v @ Info

Success Started Aug 27, 3:06]
Dgamer@splunk.com Completed Aug 27, 3:06)
Failed actions 0

. View logs

Action:

{

add finding or investigationnote  ~ Run Id: 185

next_page: null,

items: [

{

source_type: "Incident",
update_time: 1756263991.675413,
ai_generated: false,
last_edited_by: null,
response_plan_info: null

Add
EXECUTE ACTIONS
. Action (i)
% Playbook () R start
w
<> Code (i)
& utility ()
-
. ACTION
PROCESS FILTERS get attributes
w
. Filter (i)
- Decision (i)
-

- ENTERPRISE SECURITY API
. i @ ES add finding or
investigation note
w
HUMAN INPUT

E Prompt (i)

SPLUNK API B End

Enterprise
ES E
| Security

afra]n
CISsCO

*In controlled availability



Chw

Alpha -

e the

Y

4

Use built-in Al and Agentics across
every layer

Triage and Investigation

e Use Al Assistants* to generate SPL queries,
summarize findings, and provide investigation
and remediation guidance from natural
language.

e Let Triage Agents** evaluate, prioritize, and
explain alerts, reducing workload and
highlighting critical issues.

Automation and Response

Alphap e Accelerate automation with Al Playbook

Alpha -

Authoring** that turns plain language into
tested SOAR playbooks—no deep VPE
expertise needed.

e Rely on Autonomous Response Agents** to
execute response actions in security tools
based on set instructions.

© 2025 Cisco and/or its affiliates. All rights reserved.

€& Queue

Ove

ES-00010

rview Response Events

Automation

‘Q

Search automation

user initiated block hash action

by splunker Jan 10,5:51 AM

user initiated quarantine device action

by splunker Jan 10,5:51 AM

user initiated disable user action

by splunker Jan 10, 5:50 AM

Risk Auto Containment
by splunker Jan 10, 5:50 AM

¥ 1 actionran

. get_response_plans_1

user initiated file reputation action
by splunker Jan 10, 5:47 AM

e 1 action failed for app VirusTotal v3

user initiated file reputation action

by splunker Jan 10, 5:46 AM

Encoded Powershell Analysis

by splunker Jan 10, 5:40 AM

¥ 1 actionran

Search

v

Automation Intelligence

Prompts ‘ m

user initiated block hash action

Status Success
Owner TDIR Admin

Connector: Carbon Black Response

hash = "586EF56F4D8963DD546163AC31C865D7"
Block hash action succeeded. It might take some tim

RUNID CONFIGURATION  NAME CONI

558 carbon black

Started
Complete|

block hash  Carb:

Malicious PowerShell Process - Encoded Commanc

Carbon Black.
Action: Block Hash v Run Id: 558
Hash M
586EF56F4D8963DD546163AC31C865D7 BI
m
bl

TDIR Admin Jan 17,1:36 PM

Summarize the findings

AlJan 17,1:37 PM
Understanding the Findings:

The investigation named "Malicious PowerShell
Process - Encoded Command On FYODOR-
L.splunktshirtcompany.com" was triggered on Jan 09,
2025 09:36 PM UTC. The risk object identified is
fyodor@splunktshirtcompany.com, connected to a
user conducting potentially harmful activities. The
event originated from FYODOR-
L.splunktshirtcompany.com, identified through an
encoded command executed via PowerShell. The
PowerShell process ran hdoor.exe from the temp
directory, utilizing IP addresses
(192.168.9.1-192.168.9.50). The severity of this event
is not specified, but the email
fyodor@splunktshirtcompany.com was seen issuing
high-level integrity commands with a session ID of '3".

)

. TDIR Admin Jan 10, 5:53 AM

Encoded PowerShell Detection Response/Render
Verdict/Take ...
Take Remediation Action or Close Incident -
Task Note - 1
| have blocked the Malicious file hash across

and nuarantined and disahled the current

afra]n
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Empower
‘ection
with Context

Streamline investigations and
Increase productivity

e Drastically reduce alert volumes by
up to 90% with risk-based alerting.

New» e Preview and directly test detections
to prevent disruptions to analyst
workflows

New» e Audit capabilities for when
detections are enabled or disabled
with complete history of changes.

New» e Enhancements to Finding-based
Detections™ for a more
customizable experience to reduce
alert fatigue and time spent on
investigations.

*Feature now in Beta

© 2025 Cisco and/or its affiliates. All rights reserved.

SIEM

\pps ¥ 6 Messages v  Settings v  Activity v Find Q @ X TDIRAdmin v
\nalytics v Security content v Configure » Search C’J Q @
g MC-00005
oooos|  © ATT&CK tactic threshold exceeded over previous 7 days for user=fyodor@splunktshirtcompany.com
nse Events Search Automation Time May 30th, 2024 10:22 PN
'were detected on the entity (in a n vDetectlon‘s in 4 ﬂ Detections in selected time 4 ‘ Sub-Techniques (1) Last 30days ~ Last toceted May 30th, 2024 10:22 PN
irtcompany.com investigation range
i Reference ID C659804F-187E-4936-9
esource Development (2 Initial Access Execution (2 Persistence (2 Privilege Escalation - Defense Evasion [2 Credential Access [2 Discovery (2 Lateral Mover 800874781070@@"0“
£ 13 Technicues (8 6 Techniaue 1 of 20 Tect 4fc05008aeaB9c72ae775
I::am ® Command and ? Remote Servi Investigation type defaul
q e s st
ishing Link
pearphishing Lin Interpreter Description ATT&CK tactic threshold
object over the previous ’
findings
9 [§ Notes s
Dsplunktshirtcompany.com I Intermediate findings count 19 Timeline  Threat topology
dentity fyodor | First Name fyodor | Last Name malteskesko | Email fyodor@splunktshirtcompany.com | Phone +1(800)555-8762 Show all
icas | Category technical
’ SOAR Admin May 30, 10:23 PM
ES Comment
Splunk SOAR found a possible base64 ¢
decoded it
An unusual volume of networ... i
Malicious PowerShell Proces... ‘ SOAR Admin May 30, 10:23 PM
B Comuant
A S "oecisatantagieas s
Score dallels)
= . SOAR Admin May 30, 10:23 PM

Login attempts for fyodor@s ES Comment
gl sttampts for yadscfe E Splunk Enterprise Security has detecte
Login attempts for fyodor@s i

# Login attempts for fyodor@s . SOAR Admin May 30, 10:23 PM
N

ES Comment
Login attempts for fyodor@s
SOAR event created: 1206 Complete de

hara

2¢ 22:15 223 22:45 23
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SOAR

Seamlessly
rate

k> cloud Apps ¥ Messages v Settings v Activity ~ Find Q 2 seancain@splunk.com v 0 Support & Ser
C h e hn Control Analytics v Security content v Configure » Investigate Tools v Search @ Q ES : Enterprise Sec
ueue [Es-00024| 7 day risk threshold exceeded for user=kennyb i v @ Info =

|
d rl C View Response Events Search Intelligence Automation Oror atatiis

smation ’ Prompts " dgamer@splunkc... ~ ‘ New |
’ Urgency Sensitivity
- SWch oo Y ¥ prompt_to_disable_user ' Critical v | | Red v
e Automate with ease and conquer . . . T ; | |
i . atus uccess arte U ) S isposition
complex workflows with a variety of A — Owner Desssgerknkzanl 8 PR AL —
. . nve ate CLompromise en v omplete u ,3: naetermine v
prebuilt and customizable playbooks by dgamer@spuniccom Aug 27, 342 AM ’ o
- ¥ :Cti:::a:ther Impactaclidenti RUN ID CONFIGURATION NAME CONNECTOR STATUS 0 Apply chenges to Included findings @
° Respond with threat context based on i v . oo
key |n pUt parameters and automate a . add_disabled_account_note v . @—
. . ype Investigation
series of actions to respond to common ® prompt_to_disable_user . T
threats Lastupdated  Aug 29th, 2025 4:38 PM
Notify Manager of Insider Investigation Reference ID bef8d5b7-d265-4f1d-a867-5fbe20b3f8f0 w
e Foster collaborative investigations with el R S isctissior | crn v
w 2actionsran ype
case management and WorkbOOk # add_finding_or_investigation_ g Description Risk Threshold Exceeded for an object over
functions to help keep your team nota 2 _ Ricexperos
. . . add_finding_or_investigation_ »
informed at all times note_1
v [# Notes s
Machine Prep v

Show all .1 Q 1T +

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco


https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?

Proactively Detect
and Mitigate
reats &
[ hreats

e Establish user and entity behavior
baselines to detect anomalies such as
privilege abuse, lateral movement, and
unauthorized access.

e I|dentify insider risks—including
compromised accounts and data
exfiltration—without relying solely on
correlation rules.

e Unsupervised machine learning
continuously adapts to evolving threats
and insider attack tactics.

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk »cloud Apps v 4 Messages v Settings v Activity » Q Find
Mission Control Analytics ~ Security content ~ Configure ~
UEBA overview
Top users and systems by risk over the past 7 days
Entity list: Identities Entity list: Assets Detection
All v All v All
Top risky users 100
User Entity list
TZ Taylor Zhang Departing employeo
CG Charlie Garcia
Admin  Deporting employee  SOC
NA Nyah Aamadu
a7 Y
SP Sasha Patel Admin  SOC
AT Kenji Tanaka Admin Contractor SOC V
4 4afb3263% Service account V'
AN Ava Nguyen
Admin  Contractor
AG Arjun Gupta
Privileged account V'
SR Sofia Rodriguez Departing employee

Top risky entities detection activity 150

Detections with findeng mediate findings contributing to top risky ¢
Detection =

Unusual Volume of Admin Commands per User Model
Suspicious Privilege Escalation Model

Protocol Impersonation

Unusual Time of Badge Access Model

Risk - 24 Hour Risk Threshold Exceeded - Rule

Windows Screen Capture Via Powershell

ype

Search
MITRE ATT&CK
v Al .
Entity risk score (7d) + 24htrend 3
85 0
80 )
80
1 2 3 5 Next

ESCU

ESCU

Source categories 2
Database Activity
Windows Security Logs
Windows Security Logs
Badge Access Logs
Security Analytics

Windows Security Logs

Top risky assets 100

Systom

7 host-003

2 DC1

7 10.12.3456

) app_database

& http//www.buttercupgames.com

W 5678

J 2001:db8:85a3:8a2e:370:7334

[/ ops-sys-003

J ec2-54-183-247-244.us-west-..

7 192.168.129

Entity st

Domain controller

Database server V'

]

Corporate wob domain vV

Finding count © &

Unique entity count 2

1 sc_sdmin v

© ~

0 Support & Sen

L Enterprise Sect

Entity risk score (7d) +

80

80

3]

Finding exclusion rul... =
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24htrend 3
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40

5 Next >

Actions
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https://cisco-full-stack-observability.navattic.com/ueba-demo?g=cmex3ebuq000704ld0mzxb1a5&s=0

Optimize SOC
SEE A1

1ated
tection
tization

A native capability within ES Premier that
allows you to detect advanced insider
threats, compromised accounts, and
behavioral anomalies using machine
learning

Gain holistic risk insights across users,
devices, and applications through detailed
user and entity risk insights

Streamline SOC workflows for efficient
investigations and faster threat mitigation,
reducing alert noise and allowing your
analysts to focus their attention on high-
priority threats

_
-

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps ¥ Messagesv  Settingsv  Activity v Find Q 2 Jerald Perry v

UEBA overview UEBA user analysis UEBA asset analysis UEBA configuration Search 'i User and Entity Behavioral An

UEBA user analysis ‘ Q. Search for a user

< Recent history Fyodor Malteskesko 94 Last refresh at 11:00PM | Q Last 7 days ¥ m
Entity connections ch o A
Users and assets connected to the entity’s activity over the last 7 days. D ow related users and connect
peer group user asset
Grace Hoppy 14 Fyodor Malteskesko 14 94 \' 10.11.36.1 1 m
( 10.11.36.31 d 52
!
l
}| - 182.168.159 455 |

2001:db8:3:4:4:4:c000:221 1 [BE)

2001:db8:85a3::8a2¢:370... 1[G

Detection heatmap 8

Less frequent pm— \ore freq
Finding count by detection 9 e

ESCU - AWS Network Access Control List Deleted - Rule
ESCU - AWS EC2 Snapshot Shared Externally - Rule

ESCU - AWS High Number Of Failed Authentications Fro...

Rare Process Activity in Windows Data - Rule

' Unauthorized Login Type - Rule I
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https://cisco-full-stack-observability.navattic.com/ueba-demo?g=cmex3ebuq000704ld0mzxb1a5&s=0

Al-Enhanced
Detection Library

From hypothesis to
production in minutes

e Iterate on detections
e Expand attack surface coverage

e Prioritize risks and actions

© 2025 Cisco and/or its affiliates. All rights reserved.

Tt 1K

gocurity content dashboard / Detections

5 Detections

# Quick fitters

Al Setections Overall detection technique coverage Highest priority detectio
Last 7 days Top 15% of de s which B Overall detection health
Detection KP) *
Recommen, 60/
‘e o o
' 5 /O i 2 e
™5%
Priority
)lu’h
Y Filter Detections
Confidend . > 20 Nat >
1 xt
All confide
Prionty  High X Clear all Save
impact —
Detections 142
Al iImpact v
Compatibility
All compatidaity j Endpoint - Potential Automated File Collection - Rule
- This search will holp y Ut Lancos whore the exact or vory sim
Performance
All porformance Y Endpoint - Potential Indicator Removal on Host: Times
ESCU - CMD £u )
Detection Config. - = B oo "
Dapioyec State ESCU - Dotoct RCIone Comemand-Line Usage IF only - Rube - Rube
Al - rao Thet yUc Satecta the d " ) t
ESCU - Disable Schodule Task IF Only - Rude - Rule o
Finding Type o Gutaria the ex L
All -
— ESCU - Registry Keys Used For Persistence IF Only- Rude - Rule
o C et 2 99 oA ! 10 regstry b ¢ J
Data -
—_— ESCU - Windows Sensitive Reglistry Hive Dumg Via CommandUine i Only - Rule - Rule
Data Source ’ o A adadeaind. . oW gy N Ao
All data sources v
ESCU - ICACLS Grant Command - Rule it o
™o g i 10¢ty T i1 ! 3 Cor ‘
Modeled Data
ESCU - Network Discovery Using Route Windows App - Rule
All data models - - ) 1 e 3 & ; " Witdom

—_ ESCU - PowerShell Get LocalGroup Discovery - Rule

vt 1

Lowest health detections

28

Y Fiter Detections

- Sort - Migh to Low - Mk

v () Detalls

ESCU - ICACLS Grant Command - Rul¢

type Ancenaly

eatod By Tom Anderson
Edted By Tom Anderson
Date Jan 20 2023

Mar 72025

{1 Detection Logic

tetats ‘security content summarieson
min(_time) as firstTime max(_time)
as lastTise from datamodel=Endpoint.
where

Processes.process name IN ( “dcacls,
"cacls.exe", "xcacls.exe™) AND
Processes.process IN ("*/grante", ==
=)

by Processes.action Processes.dest
Processes.original_file_name
Procosses.parent _process
Procosses.parent_process_eoxec
Processes.parent_process_guid
Processes.parent_process_id
Processos.parent_process_namo
Procoesses.parent process _path Proces
Processos.process exec

Processes . process guid Processes . pro
Processes.process id
Processes . .process_integrity level
Processes.process _nane Processes.pro
Processes . user Processes.user_id
Processes.vendor _product

| ‘drop_da_object_nase(Processes)®

| ‘security_content_ctime(firstTime)
| “security_content_ctime(lastTime)"
| “1cacls_grant_cosmand_filter®

£ Compatibllity Hig!

98 High compatibility

Past 7 dave
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https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://cisco-full-stack-observability.navattic.com/detection-studio

[alos

ance for
Enterprise
Security

e App available for all Enterprise Security
cloud customers

e Enrich findings with relevant intelligence
from Cisco Talos

e Helps analysts quickly understand
potential threats

See it in action

© 2025 Cisco and/or its affiliates. All rights reserved.

Threat Intelligence

Analyst queue

Response Mode Time Ust
Q, Search findings & investigations Saved Views Select... v
Intelligence Enrichment adhoc 2024-12- jkr.
Last 24 hours v ® al + with Talos (£ 11T22:51:22+0000
Intelligence Enrichment adhoc 2024-12- jkr
Time Range: Last 24 hours Clear All Save with Talos (2 11722:40:31+0000
Finding [2 adhoc 2024-12- jkr
e o 11722:38:59+0000
3 View Adaptive Response Invocations (2
0 &
12:00 AM 4:00 AM 8:00 AM 12:00 PM 400 PM 8:00 PM
Wed, Dec 11
el v [§ Notes 1
Findings and investigations 2 Lastrefreshat1051PM O Auto-refresh off v " Show all
20perpage ¥ | = @ es) Cisco Talos Intelligence for Enterprise Security Dec 11,10:51
ES Comment
I D~ Type ¥ Observable: https://hsgsjw.icu/
0 Manual Finding Event - Rule Q FI Threat Level: Untrusted
Threat Categories: Malware
0 Manual Finding Event - Rule Q FI
Malware Description: Malicious file (attached or linked).
] Manual Finding Event - Rule Q FI

Threat Categories: Phishing
Phishing Description: Collection of credentials (link).

Threat Categories: Malicious Sites

Malicious Sites Description: Sites exhibiting malicious behavio
necessarily fit into another, more granular, threat category.
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https://cisco-full-stack-observability.navattic.com/tim-cmp?g=cmbjqdi9e00lb04l44dbv0790&s=0

ilable

'udio®*

The Complete Detection
Lifecycle Experience

o Efficiently discover and
deploy quality detections

o Seamlessly Contextualize
Detection Coverage

aligned to MITRE ATT&CK
Framework

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Appsv @ Messages v  Settings v

Launchpad Detection library MITRE ATT&CK® matrix

Detections
E Detection coverage

Overall detection technique coverage

5% 5%

Available detections by priority rank

None High
(0 \ Medium

Detection health

Overall detection health

6% ...

Deployed detections by health rank

None High

Low < Medium

Activity v Q Find

Detection coverage over time

100

Coverage

January February March

Highest priority available detections (O
These detections score the highest across all detection value KPls.

Priority Name

High Endpoint - Potential Automated File Collection - Rule

High Endpoint - Potential Indicator Removal on Host: Timestomp - Rule
High ESCU - Any Powershell DownloadFile IF Only - Rule - Rule

High ESCU - CMD Echo Pipe - Escalation IF Only - Rule - Rule

High ESCU - Disable Schedule Task IF Only - Rule - Rule

Detection health over time

January February March

Lowest Health Deployed Detections (O
These detections have the lowest combined health score across all KPls.

Health Name

High Azure AD Unusual Number of Failed Authentications From Ip
High Disabling CMD Application

High Suspicious Reg exe Process

Medium Windows Disable Change Password Through Registry
Medium Windows Modify Registry Default Icon Setting

Apri

April

Time

June

Detection Studio

@ Lscadminvy @ Supp

&

os  Dete

Last 7 de
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Manage SOC Data Your Way

Flexibility to manage, find and analyze actionable data in your SOC.

Filter and transform data at the Edge or in the Cloud Bring search and analytics
prior to any indexing in Splunk. to external stores without ingestion.
Public Cloud Private Cloud On Premises Amazon S3 S e?&?i?jcl)_r;k e Saigiﬂgg!s
\ 4 v \4 v \ 4 \4
_—:| Data management — Federation
= Filtering, Redacting & Routing *-"Q—‘ Search & Analytics

Data Management

Data normalization
CIM, OCSF

SIEM5 - Splunk Enterprise Security

© 2025 Cisco and/or its affiliates. All rights reserved.
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Data Management

Optimize Data and Maximize Security Value

Empower SecOps with choice and efficiency across the entire data lifecycle

Critical Need for Data

. Filter and route data efficiently based on

its value to your Enterprise . Security Monitoring

- Real time: prevention, detection and monitoring + Incident Management
- Ad-Hoc: incident investigations, and threat > RISIKIERE (e [Plelil 22 el
huntin « Anomaly Detection
u ) g _ _ _ « Automation and Orchestration
- Archive: longer term needs like forensics, audit,
and compliance « Threat Intelligence Enrichment

» Correlation Analytics Enrichment
» Threat Hunting

. Consume both low vyield and high value » Visualization and Reporting
data cost effectively.

« Compliance
 Model Training & Curation for Anomaly Detection, Detecting

. i Insider Threats
. Data is stored in ways that allow you to

minimize costs and maximize your value.

. Normalize data to speed investigations. Non Immediate
Criticality for Data Al

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco



Data Management

Federation

Break down silos with federated access

: > '
Splunk O11y

— o0
Splunk
Cloud Cloud
v

Splunk
Enterprise
v v
[ Threat Hunting ] [ Compliance ] [ Detection ] [ Exploration ] [ Investigation J [ Historical Analysis J

Break Down Silos with Federated Access

A A A
=3 = =3
Amazon S3 Amazon Additional
Security Lake Data Lakes
afra]n
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Data Management

Data Management and Federation Optimize Value

*Enable a broader range of use cases and better customer ROI

oo ﬁ (> Splunk Cloud

On Premises

Splunk Enterprise

Amazon S3

Private Cloud
7]
]
o)
[iT ‘ \
®
o
1
-

= EL Data Lakes

) Data Federation
Management > Splunk O11y Cloud S O A e

Filtering, Redacting & Routing

Public Cloud

t Al

Smart Data Optimization Al Assistant for SPL

afra]n
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Summary

e The ES that you know and love has evolved

into the leading Al-Powered SecOps
Platform

e It's designed to end analyst fatigue and
address challenges around:

- Too much data that’s burying important
detections e

e

- Disconnect SOC toolset that drains ti

=

_ The skills needed to keep pace with
evolving threats

e It is available as ES Essentials and ES
Premier



Let’s Build the SOC of
the Future Together




I
CISCO
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