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Cisco powers how people and technology work
together across the physical and digital worlds

Transform data centers to power Al workloads anywhere

Modernize everywhere people and technology work and
serve customers
.
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Secure global connectivity

v

Keep the organization securely up and running in the face of any disruption

Accelerated by Cisco Al
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Cisco Al: Accelerating Outcomes

[ Al-ready data centers ] Future-proofed workplaces ]

»
»

Secure global connectivity

[ Digital resilience ]

Al infrastructure Security for Al Al-native products Data Services }
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Keep the Organization Securely up and
Running in the Face of Any Disruption

Digital resilience

Assurance Observability Security operations \)%J
® 00 mmmmm O O
I: P :I Enable seamless end-to- Prevent downtime and Gain comprehensive )O OC
Jp— end connectivity to optimize experiences with threat prevention, OQO
assure the delivery of complete visibility and detection, investigation, ’3 I
applications and services insights across services and response
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Growing compliance Expanding attack
mandates * surface

Talent and skills
shortages

Geopolitical Growing attack
Uncertainty A volumes

Siloed tools, teams,
data, and workflows

allenges
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Splunk Data Management

Flexibility without sacrifice

@ Splunk Cloud

oo °
‘§ {CJE Splunk Enterprise

El Amazon S3
£ e [ =]
— e _ £ Data Lakes
@ ‘E’ @ > Splunk O11y Cloud

Data Sources Data Management Data Storage

Cloud, On-Prem, OT Filtering, Redacting & Routing Flexible storage choices

T Smart Data Optimization

Al

Federation

Search & Analytics

Al Assistant for SPL T
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Delivering More Value From Your Data

Seamless mapping
to CIM

=@

009,
Y°AC

Troubleshoot data Faster time to
ingestion value

From Any Source

=@
Optimization of data
Ingestion



Harnessing the Value of Cisco Telemetry

Cisco Security Cloud App

splunkbase’  coecons oo

e | Ao | Cinen Sacamy O
. Cisco Security Cloud

------

...........

XDR
Secure Network Analytics
Duo

Email Threat Defense

© 2025 Cisco and/or its affiliates. All rights reserved.

TELEMETRY
ALERTS

Multicloud Defense
Secure Malware Analytics
Secure Endpoint

Vulnerability Management

> Splunk

Identity Intelligence
Secure Firewall
Al Defense (new)

Hypershield - Isovalent (July)
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Delivering Threat Detection, Investigation, and
Response

Data Ingest
Cisco Security Cloud

Al Defense

XDR

Secure Firewall
Hypershield / Isovalent (coming soon)
Multicloud Defense

Secure Network Analytics
Identity Intelligence (CII)
Secure Endpoint

Secure Malware Analytics
Vulnerability Intelligence
Email Threat Defense (ETD)
Duo

Detection

Firepower Threat Defense

Unusual File Transfer Behavior
Executable Content Downloads

Blocked Connection Patterns
Anonymizing Infrastructure

Malicious Network Indicators

LOLBAS (network tools)

Malicious Behavior in Encrypted Traffic
Confirmed Exploitation Attempts Malware
File Delivery Over Web

Malicious Behavior in Encrypted Traffic

Al Defense

Investigation
Risk-based Alerting

Unusual File Transfer Behavior
Executable Content Downloads
Blocked Connection Patterns
Anonymizing Infrastructure

Malicious Network Indicators

LOLBAS (network tools)

Malicious Behavior in Encrypted Traffic
Al Defense

Cisco Talos

Response

Secure Firewall

Secure Malware Analytics +
Attack Analyzer

WebEx (war room
scenarios)

Cisco Talos



For C eteness, You Need the Network

TSsS———————— T Mwewmay - =T

Defender needs to build out a timeline when investigating the attack
Lateral

Initial ‘ Initial
Probe Compromise Movement

. h Pre-exploitation Post-Exploitation

Malware Data
Download Exfiltration

Active
Scanning

\ 4 v

Endpoint Events

Network Events

© 2025 Cisco and/or its affiliates. All rights reserved.
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Security Insight, on Us

Firewall Logs at no additional cost in Splunk™

010 010

301133 1ee -
0101 010 20000710 9001700000 O —— — i
100 0100 010 R Erca o
B 0101 010 ¢ 210010 10010 010 ¢ ok O e
MEREEH 100 0100 0100 010 0100 010 010 001 e
10701 10 00100 0100 010000710°010¢

New detections | Automated response

*Cisco Firepower (FTD) firewalls are entitled to 5GB of Splunk logging capacity with

purchase or equivalent for SVC or vCPU
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SOC of the Future

Unified Investigation Experience

- 4

| ) \~;\(\\\\\\‘\\\‘.\
7 i . L Sureey

Unified
Analyst Queue

' L

Prioritized
Risk Insights

'

a &

Unified

Investigation View

ANALYST
EXPERIENCE
-wr — ~—
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SOC of the Future

Investigate at
Machine Scale

Splunk's Al Assistant helps
supercharge your
workflows

© 2025 Cisco and/or its affiliates. All rights reserved.
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SOC of the Future
Automated Resp

Faster response time with automation

Pre-built Guided Rapid incident
responses for orchestration and response with
guick action automation Cisco Talos

jlel ]
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SOC of the Future . '

splunk>cloud Apps* (@) Messages >  Seftings¥  Activity>  Q Find
Mission Control Security analytics ~ Security content ~ Configure ~ Search
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& queve  eserare @eographically Improbable Access Detected for user g + @ mfo -5 Al Assistant for St
Taylor Zhang
Owner Status
Overview Response Events 27 Search Automation Intelligence N
[ Unassigned - ] I New - ] o Al Sep 03, 6:3.
Overview Urgency Sensitivity Findings summ
[ Medium A4 ] [ Unknown A4 ] Investigation n:
Findings < > MITRE ATT&CK map Disposition .
Timeframe
[ Undetermined - }
a ~ Custom fields Risk object sev.
. D ooy MITRE ATT&CK
Included findings @ Related Jira ticket ‘ ROMP-334 I MITRE ATT&CK
Type B INVESTIGATION Technique
o Excessive failed logins B q
- FIL.AB123 Related SNOW ticket Time Today 10:20 AM Original Source
Investigation type Default b Understanding
o Threat Activity Detected... ~ Additional fields - . .
FI-AB123 Description Description lorem ipsum dolor The investigatic
ea & 102061217 T2 420 = sit amet, consectetur adipisci... 2 Taylor Zhang
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Splunk Recognized
as a Leader

2025 Gartner® Magic Quadrant™ for Security
Information and Event Management (SIEM)

Splunk named a
Leader for the 11th
consecutive time

© 2025 Cisco and/or its affiliates. All rights reserved.

Session ID: CENSEC-1201

Figure 1: Magic Quadrant for Security Information and Event Management

ABILITY TO EXECUTE

@ Splunk
@ Microsoft

Rapid7 @

Palo Alto Networks @
@ Securonix
@ Exabe:

@ Gurucul
@ CrowdStrike @ Elastic

Fortinet @

Sumo Logic @
Hu

lawei ()
Datadog @

@ ManageEngine

COMPLETENESS OF VISION As of July 2025 © Gartner, Inc

Gartner
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Agentic SOC of the Future
Unified Threat Detection, Investigation & Response (TDIR)

Cisco XDR Splunk Enterprise Security Splunk SOAR

Real-time Attack Detection Security Analytics Security Automation

D AGENTIC Al I

Splunk Platform

Data Management and Federation
— CONTENT AND THREAT RESEARCH —

L3 B O

[r——

Cisco Security Cloud ﬁﬁ

O 1 ‘ :
— () EE: @ Q I \ _ . —
Third-party Clouds Endpoints Data centers  Applications

Identity Firewall Talos SSE & more tools

ol I Il I L
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Integrations to Protect Your Entire Digital Footprint

Threat intelligence

Enhance defense against
known and unknown threats

Splunk +
Cisco Talos

© 2025 Cisco and/or its affiliates. All rights reserved.

Security alerts
and context

Accelerate detection,
investigation and response

Splunk +
Cisco Security Cloud App

Secure Al

Detect and reduce Al-based
risks

Splunk +
Cisco Al Defense

e
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Splunk Add-on for
Talos Intelligence saaus [

2024-06-24T21:16:31+0000 admin

2024-06-24T2116:04+0000 admin

* QOut-of-the-box adaptive
response action

Jun 24, 2024 9:16 PM Splunk Add-On for Talos Intelligence

« All Splunk Enterprise cbRervables hirtssy)ttotbranzep
Security Customers have Threat Level: Untrusted

Malware Description: Malicious file (attached or linked).
adCCesSsS ;

Threat Categories: Malware

Threat Categories: Malicious Sites
Malicious Sites Description: Sites exhibiting malicious behavior that do not necessarily f

it into another, more granular, threat category.

i Dellvers rICh en rIChment for Acceptable Use Policy Categories: Illegal Activities
Illegal Activities Description: Promoting crime, such as stealing, fraud, illegally access
common |IOCs

ing telephone networks; computer viruses; terrorism, bombs, and anarchy; websites depictin

g murder and suicide as well as explaining ways to commit them.

afrer]ee
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sphunk <120 Avos A fomnsvwce @ Wessgme  Sengss  Acveyr  Hepr G Fn
Detaintegrly  ResourceUlilzation  Application Setup  App Analyica’> . Cisco Securlty Cloud
XDR Dashboard ~ N Bowons s Edn >
Overvien

-

........................

axume ]

C I SC 0 XD R s 52.07mws 6 6 e 310.67ours e
Splunk Integration =

u ‘ C
Provides a comprehensive view of < Comemmememeeee . . >

security-related threats targeting . - o
your environment across multiple — R

security control points b _\j' | E— G

The Splunk integration ingests and —
maps XDR Incidents to the Alert CIM
data model

The XDR incident that is ingested
contains all of the observables that
were correlated together from
various XDR sources

The XDR incident can be promoted to
an ES finding that will contain all of
the observables and context

from XDR automatically, manually or
both.

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Secure
Network Analytics

Secure Network Analytics analyzes
network traffic to detect threats

Secure Network Analytics Dashboard

The Splunk integration ingests and
maps SNA events and alerts to the
Alert, Network, Web CIM data

model

Ability to promote an SNA alert
into an ES finding or RBA event-
based criteria set by the end user
on severity of alert

Ability to filter high fidelity events
in the app

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Al Defense

Gain visibility into emerging Al risks with Splunk

® Pulls in alerts from Al Defense and
maps them to the Common Information
Model (CIM), visualized in a dashboard.

® Gain visibility into risks associated with | CiscoAlDefense Alets #3337 e

e

LLM models, Al apps and entities.

® Includes an out-of-the-box Enterprise
Security detection that creates a
search and surfaces potential attacks
against the Al models running in your : =
environment_ = : s o e i e

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Threat Detection Overview

Hypershield /
Isovalent Integration

Isovalent provides deep, kernel level
runtime and network visibility into any
system where the eBPF-based
Tetragon agent is running on:
Kubernetes workloads, Linux
VMs, Windows VMs
This data supports Threat Detection = s
and Incident Investigation Workflows
via Splunk dashboards:

5 Mar 2025 10:00 — 7 Mar 2... v l hubble tomcat

[j\j ip-192-168-12-151.us-west-1. compute.internal , tomcat ®®® tomcat-fws95 | pastebin.com.
1 systemd ——switched-root system --deserialize 21

Late Process Executions
Shell Executions

Container Escapes
Detecting new external DNS
GEINES

The data will be mapped to CIM
Endpoint model

3050 containerd

1066986 containerd-shim-runc-v2 -namespace k8s.io -address /run/containe..

1066994 containerd-shim-runc-v2 -namespace k8s.io -id 14e4391c6a0d68be3d

mMar 5, 2025, 07:11 PM tomcat
69 ms 1 (1067045) catalina.sh bash /u
1 (1067045) bash /u
ms 1 (1067045) java -Djava.ut
36 (1067175) bash
38 (1067177) bash
= 41 (1067186) c..
40 (1067182) cat
S 39 (1067180) env

+273 ms 8 (1067058) dirname /usr/local/tomcat/bin/catalina.sh

+272 ms 7 (1067057) uname

© 2025 Cisco and/or its affiliates. All rights reserved. cisco




Let’s Build the SOC of
the Future Together




CISCO Connect

Thank you b
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