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Cisco Powers How People and Technology Work 
Together Across the Physical and Digital Worlds

A c c e l e r a t e d  b y  C i s c o  A I

Future-Proofed WorkplacesAI-Ready Data Centers

Digital Resilience

S e c u r e  G l o b a l  C o n n e c t i v i t y
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Cisco Data Center Strategic Priorities

Silicon Software Operating ModelSystems Optics

Increase Performance

Cisco AI Networking

Simplify Operations Security Fused into Every Layer
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Cisco Secure AI Factory With NVIDIA
Delivering Trusted AI Outcomes

Partner Storage

Cisco Compute w/ 
NVIDIA Accelerated Computing

Cisco AI Networking

Kubernetes Platform

NVIDIA AI Software
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Cisco Secure AI Factory with NVIDIA

A modular reference design 

that combines high-performance 

infrastructure with full-stack 

security and observability 
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Evolution of Cisco Secure 
AI Factory With NVIDIA
Extend Secure AI Factory from Core to the Edge 

• Distributed inferencing 

• Rise of multi-agent systems

Local Models 

Inferencing

Centralized Models

Training, Optimization, 
Inferencing 
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Cisco AI PODs

AI Observability 

AI Security

Options: NVIDIA HGX, MGX or RTX PRO based UCS Servers
NVIDIA BlueField® DPUs​ | Managed with Cisco Intersight®

Cisco

Compute

Cisco Data Center Switching Options for 
Network Management: Nexus Dashboard or 
Nexus Hyperfabric | Cisco Isovalent Enterprise Networking

Cisco AI

Networking

Options: NetApp, Pure Storage, VAST Data, Hitachi Vantara, Nutanix 
NUS

Partner 

storage

Splunk 

Observability

AI Infrastructure

Monitoring

Kubernetes 

platform

Options: Red Hat OpenShift, Nutanix NKP, 
Upstream Kubernetes

Splunk 

Enterprise Security

Cisco

AI Defense

NVIDIA AI Enterprise NeMo NIM Blueprints 

NVIDIA Run:ai AI Workload & GPU Orchestration

Cisco Hybrid

Mesh Firewall

Isovalent Runtime 

Security

Hypershield

Secure 

Firewall 

Key Products in Cisco Secure AI Factory With NVIDIA
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AI SOFTWARE

PARTNER 
STORAGE

Multi-Category 
Security

Ransomware 
Protection

Encryption 
at Rest

CISCO 
COMPUTE

NVIDIA 
Confidential 
Compute

Supply Chain Integrity

CISCO 
NETWORKING
& OPTICS

Fabric Exploit 
Protection

Perimeter 
Security 

Zone 
Segmentation

KUBERNETES 
PLATFORM

AI Runtime 
Segmentation

OS Exploit 
Protection

Container 
Transport Encryption

Model Validation | Model Guardrails | AI Supply Chain

Library Weakness Protection

SecOps

Access
SIEM & SOAR

Threat Intelligence

Observability 

Model
Application

Platform
Infrastructure

Support 

Single Vendor Contact

Cisco AI POD AI Security Shared Services

Key Security Capabilities at Every Layer
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Cisco AI PODs
A Scalable Architecture, Built to Support Any AI Workload Simply & Efficiently

Incremental, atomic-level 
–or- fabric-based 
cluster scale

Fully supported stack 
including Cisco and 3rd 
party components

Deploy AI with confidence

Orderable, use case 
driven AI-ready 
infrastructure stacks

Cisco CVD, NVIDIA ERA

Inferencing.
Optimization. 
Training.

Cisco CX
Success Track

H IG H - P ER F OR M AN C E
N E TW OR K IN G

A CC EL ER A TE D C OM PU TE

K UB E R N E T E S

NEXUS

Cisco AI PODs

A D V A N C E D  
S E R V I C ES
I N C L U D E D

OptimizationTraining Inferencing

UCS®

E X T E N D T O
S T OR AG E  

P L AT F OR M 
EC OS Y S T EM

C I S C O ®  
S E C U R I T Y

AI Def ens e Hyper shie ld

Firewall /Nexus® S mar tSwi tch

O B S E R V A B I L I T Y

Open t e lemet ry  ex tens ions

W O R K L O A D  M A N A G E M E N T  &  
O P S

E X T E N D  T O  

OP E R A TI ON S A U TO M A TI O N

INTERSIGHT® &
NEXUS DASHBOARD

A I S O F TW AR E

NIM Operator

NeMo

CUDA
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Full-Stack AI with Compute and NetworkingDense Compute for Demanding AI

Enterprise AI edge
Cisco UCS blade (with GPU extensions) and

rack servers

Cisco UCS® 
GPU-dense servers

PCIe and NVLink Servers

RTX PRO SERVER 
Supporting RTX PRO 6000 Blackwell Server Edition GPUs

Optimize the Model
Fine-Tuning and RAG

Use the Model
Inferencing

Build the Model
Training

Validated solutions for AI with compute, network, storage, and software

Compute AI Portfolio
Address AI Workloads with Visibility, Consistency, and Control
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Flexible Deployment Options
Choice of Operating Model, System, and Silicon

Modular, pre-validated 
infrastructure

• Full stack, buy & deploy

• Backed by CVDs

Buy & deploy individual products, 
as needed

Turnkey infrastructure:

• Full stack, buy & deploy

• Nexus Hyperfabric: 
Cloud-managed Networking

AI POD w/ Cloud based
network management

AI POD w/ On-prem 
network management

Build 
Your Own
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Cisco AI PODs: Flexible Operating Models

AI POD w/
On-prem management

AI POD w/
Cloud management

Kubernetes Platforms

NVIDIA Software

Partner Storage

Cisco UCS® Compute (Intersight) 
NVIDIA, AMD, INTEL

Networking 
(Nexus Hyperfabric)

Modular, pre-validated infrastructure:

• Full stack, buy & deploy

• Nexus Dashboard: On-prem 
networking management

Turnkey infrastructure:

• Full stack, buy & deploy

• Nexus Hyperfabric: Cloud-managed 
Networking

• Nexus Hyperfabric AI: Cloud-managed 
physical infrastructure

Kubernetes Platforms

NVIDIA Software

Cisco UCS® Compute (Intersight)  
NVIDIA, AMD, INTEL

Partner Storage

Networking 
(Nexus Dashboard)
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Purpose: AI Ready Infrastructure PODs, backed by 

CVDs, to deploy Enterprise AI workloads.

Examples: Generative and agentic AI applications, 

model training and optimization

Value: Full-stack validation and performance 

characterization to provide accelerated time-to-value. 

Purpose: Dedicated infrastructure PODs, backed by CVDs, 

for AI Security, Observability and Data Services

Examples: Cisco AI Defense, Splunk Observability, NVIDIA 

AI Data Platform.

Value: Ensure the security, efficiency and data readiness 

of your AI Factory.

Training Optimization Inferencing

AI Workload PODs AI Services PODs

AI 
Defense

Splunk
NVIDIA AI 

Data Platform …

Security, observability or data platform servicesFull-stack infrastructure for deploying AI workloads

How Does It All Come Together
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A Holistic 
Approach to

AI Networking

AI for the NetworkNetwork for AI

Cross-Domain Insights

Unified insights from network to application 
through platform integrations

AI Job Observability

Real-time visibility and monitoring for 
proactive troubleshooting

AI Powered Network Operations

Cisco AI Assistant in Nexus Dashboard

High-Performance AI fabric

UEC Ready, high density 400/800G fabric

Architected for Sustainability

Responsible deployments

Liquid cooled devices

Intelligent Packet Flow

AI-aware traffic management suite
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Cisco Brings Open, Flexible 
Infrastructure to the Secure 
AI-Ready Data Center

Front-end network   |   Back-end network   |   Storage network

Operating SystemASIC Diversity Platform Diversity Operating Model Optics
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Cisco AI Networking

Scale Across

Front End NetworkScale Out Network

Scale Up Network Scale Up Network

Cloud DC Edge DC IOT Edge

Agentic Networks, AI Gateways, MCP Proxies, AI Security

Front End Network

Scale Up Network

AI Network 

Infrastructure

AI Models

AI Connectivity 

& Control

Foundational Models,  Small Models, Agentic Applications, Intelligent Edge 
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Cisco’s AI/ML Approach With Nexus
Silicon, Systems, Software, Operations

RDMA over Ethernet (RoCEv2)
Non-Blocking Lossless network (PFC + ECN)

Powered By Intelligent Packet Flow

Advanced congestion aware Load Balancing, 
hardware accelerated telemetry & fault-aware 

recovery

Validated designs for networks and ecosystem partners 

AI/ML Blueprint

AI fabric templates, AI analytics, telemetry, congestion 
scores

400/800G Ethernet Transition(25.6T & 51.2T switches)

High-bandwidth fabrics with reduced footprint and energy 
savings
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AI Runtime Application 
Protection

Enforce guardrails to block malicious 
prompts and unsafe responses

AI Model and 
Application Validation

Test for vulnerabilities with 
algorithmic red teaming

Core AI Defense Capabilities Within a
Secure AI Factory With NVIDIA
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• Identify vulnerabilities in models and 

applications through automated 

algorithmic AI red teaming

• Automatically generate reports that 

map to AI security standards

• Create guardrails that address 

specific model vulnerabilities and 

better protect AI applications

Detection: AI Model & Application Validation
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45+ Prompt Injection 
Attack Techniques

• Jailbreaking

• Role playing

• Instruction override

• Base64 encoding attack

• Style injection

• Etc.

30+ Data Privacy
Categories

• PII

• PHI

• PCI

• Branded content

• Privacy infringement

• Etc.

20+ Information
Security Categories

• Data extraction

• Model information leakage

• Copyright extraction

• Intellectual property piracy

• Etc.

50+ Safety
Categories

• Toxicity

• Hate speech

• Profanity

• Sexual content

• Malicious use

• Criminal activity

• Etc.

Detection: AI Model & Application Validation
Automatically Evaluate Models for 200+ Security and Safety Subcategories
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• Define bi-directional guardrails for 

applications and agents that block 

malicious prompts and unsafe responses

• Configure guardrails to cover specific

 model vulnerabilities and fit unique

AI applications

• Stay protected against rapidly evolving 

AI threats, including those to MCP servers

Protection: AI Runtime Guardrails
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Guardrails map directly to AI security 
standards from OWASP, NIST & MITRE

Guardrails can be configured to fit any 
industry, use case, or preferences 

Security

• Prompt injection

• Code presence

• Cybersecurity & hacking

• Adversarial content

• Tool misuse

Privacy

• Intellectual property (IP) theft

• Sensitive data disclosure, including 
PII, PHI, PCI

• Meta prompt extraction

• Exfiltration from AI application

Safety

• Hate speech & profanity

• Sexual content

• Harassment

• Violence & public safety threats

• Rogue agents

Protection: Guardrail Categories
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Cisco AI Defense
Cloud Managed – Hybrid Enforcement

AI Defense via
Security Cloud 

Control Runtime 
services

AI Powered 
Application

Model 1

Model 2

Validation
services Attack traffic

Runtime traffic

AI Defense POD

Runtime traffic

AI POD

AI Powered 
Application

Model 1

Model 2Cloud
Runtime services

Cloud
Validation services

Cloud

Attack traffic

Runtime traffic

Runtime traffic

Events

Policies

Reports

Dashboard

✓    X

Gateway
or API

✓    X
Gateway

or API

AI Defense On-Prem Workloads

Control

Management

Control

Management

AI Defense Cloud Workloads
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AI Defense for On-Prem Workloads
Supports Validation and Runtime Protection Capabilities

ToR

OCP Control 
Nodes

AI Defense 
Nodes

Backend Fabric

Frontend Fabric

AI Defense POD 
Reference Architecture

Supported AI Defense Node Configurations

Size Small Medium Large

Hardware 
Model

UCS C845A UCS C845A UCS C845A

Hardware 
Quantity

2 2 3

GPUs Included
4 L40S per 
C845A

8 L40S per 
C845A

8 L40S per 
C845A

Networking 
Supported

1/10Gb, 
25/50 Gb 
100/200 Gb

1/10Gb, 
25/50 Gb 
100/200 Gb

1/10Gb, 
25/50 Gb 
100/200 Gb

Load 
Supported

100 Req/s

20 Apps

200 Req/s

40 Apps

300 Req/s

60 Apps

GPU 
Nodes

AI Defense POD AI Workload POD

AI Defense for On-Prem Workloads
Supports Validation and Runtime Protection Capabilities

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
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Scaling With Distributed Security Fabrics 
Add Enforcement Points not Firewalls When Workloads Grow 

THREAT
DEFENSE

N E X T - G E N
F I R E W A L L

Enforcement Point

S C A L E  H O R I Z O N T A L L Y

Scalability
Adds more enforcement points
as workload grows

Performance
Enforce policies in DPU or
software at the workload level

Resilience
 GFW              ’      
down the whole system

Added latency

Inspecting selective flows

Scales vertically:
buy bigger firewalls

SEGMENTATION
DEEP 

INSPECTION
VPN

ZTNA
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Hybrid Mesh Firewall

Security Cloud Control (Saas)

Mesh Policy Engine Hypershield Secure Workload

Datacenter

Secure Firewall

physical

Secure Firewall

virtua l

Secure Firewall

cloud

Secure Firewall

3rd party ACI

Smart Switch Workload Agent
Kubernetes 

Native
Secure Workload 

Agentless

Private Cloud VMs Public Cloud Kubernetes

App App App

Enforcement Point
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Cisco Security Cloud Control 
Define Policy Once, Enforce Anywhere

Secure 
Firewall

Multicloud 
Defense

Hypershield
Secure 
Workload

Secure 
Access

AI Defense
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Wired + 
Wireless

Cisco Firewall Policy: 
Enforce SGT policy, 

ID & App aware access, 
Threat Defense

Data Center 
Fabric

Enterprise 
App

AI Apps

User

ISE Security Cloud Control

Context Sharing
pxGrid

Unified Policy

Smart Switch/ 
FTD

Secure Workload

Policy: Enforce SGT, 

App-centric micro 

segmentation

Hypershield / Isovalent 

K8 Policy: 

container micro-seg, 

runtime security

Nexus Dashboard

Common Security Operations (Splunk / XDR)

Common Data Center Operations

TrustSec/Secure 

Group Driven 

Fabric 

Segmentation

Campus / Branch Private DC & Secure AI Factory with NVIDIA

Secure AI Factory in a Zero Trust Architecture
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Backend 
network

Security 
Cloud Control

GPU Compute Isolation
Network Segmentation

AI Cluster

Nexus  
 Dashboard

Frontend 
network

Distributed Segmentation

Secure Firewall 
Cluster

Internet
Public 
Cloud

Network Security Single Policy
Identity Built-in

Write Policy Once, Enforce Across the Mesh

     ’  H      M  h F                             h                                                         

at the perimeter network (e.g L7 AppID, IDS/IPS, URL Filtering, SSL Decryption) along with L3 & L4 policies 

at frontend top of rack with Smart Switches.

Perimeter Security for an AI Factory 
W  h      ’  H      M  h F        
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Future-Proof
New Standard

Software-Defined Secure Networking 

Security Everywhere 
Hypershield

Nexus Networking
Programmable

VM/Container Workloads AI Workloads

NETWORK SECURITY SERVICES

NPU DPU

Modern Apps

N9300 Smart Switch

Redefining Data Center Architecture
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Cisco Smart Switches Integrated With Hypershield Security

N9324C-SE1U

24-port 100G

800G Services Throughput

N9348Y2C6D-SE1U

48-port 1G/10G/25G, 6-port 400G, 2-port 100G

800G Services Throughput

Cisco N9300 Series

 Smart Switches

Cisco Hypershield

Cloud Edge

Top of Rack segmentation 
and enforcement

Zone-based segmentation

Use Cases

Orderable

Shipping
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No Downtime or Immediate PSIRT Software Upgrades Data Center is critical infrastructure: 
• PSIRTs require large switch fleet upgrades (100s-

1000s)
• Require testing, planning, multiple maintenance 

windows
• High cumulative downtime (high MTTR)

Live Protect workflow:
• Support on Nexus CloudScale and Silicon1 switches
• Download compensating controls from cisco.com
• Tetragon agent applies eBPF policy CVE shields 

• Monitor mode 
• Enforce mode

• Privilege escalation CVEs (NXOS 10.6(2))
• Network control DDoS CVEs (future)

Benefits: 
• Nexus is 1st to market
•       , J      ,      ,     …    ’  h      
• CVE mitigation with no downtime
• Upgrades during regular maintenance window

Nexus Dashboard

Cisco.com

NXOS or iNXOS

Cisco generated eBPF based shield

APIC/NX API

OS kernel

UserspaceCVE 
mitigation 
shield

Attacks

Control-plane
Routing-plane
API
CLI
File IO

Live Protect – CVE Mitigation for Nexus NXOS Switches
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Cisco Hypershield

Unified Global Control

Exploit Protection Segmentation End-to-end Visibility

Smart Switch Workload Agent Kubernetes Native Secure Workload 
Agentless

Datacenter Private Cloud VMs Public Cloud Kubernetes

Secure Firewall

3rd party

App App App

Distributed Enforcement Points

On-Prem Controller On-Prem Controller

Splunk Nexus DashboardSecurity Cloud Control

Kubernetes

Enforcement Point
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Cisco Secure
Workload

ACI Nexus Smart Switch

DPU

Secure Firewall Cloud Provider
 Security Groups

HYPERSHIELD 
Workload Agent

(combined)

Secure Workload
Agent  (Host OS)

Isovalent  Agent
Network & runtime 
visibility, detection,

& enforcement

Agentless

Cilium CNI
other CNI (TBD)

Enhancing Secure Workload With NEW Enforcement Points
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Open-Source Leadership

• Creators and maintainers of Cilium, the leading 
cloud-native networking project.

• Creators of Tetragon, the eBPF-based runtime 
security and observability engine.

• Key contributors to the eBPF ecosystem
• Powering technologies trusted by hyperscalers like 

AWS, Google, and Microsoft.
• Backed by a vibrant open-source community and 

CNCF ecosystem.

Enterprise-Ready Platform

• Hardened enterprise platform
• Enterprise features for production use
• Enterprise-grade support and SLAs
• Built-in capabilities for compliance, threat 

detection, and forensics.
• Trusted by regulated industries and global 

enterprises.

From Open-Source Innovator to Enterprise Platform
The Team Behind the Innovation. The Platform for Mission Critical Environments

I S O V    L E N T

     now part of CISCO

V
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Makes the Linux kernel programmable 
in a secure and efficient way.01

“What JavaScript is to the browser, 
eBPF is to the Linux Kernel”02

eBPF – Kernel Innovation Powering the Cloud Native Era
Programmable Infrastructure for Networking, Security, and Observability
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BRKDCN-2930

App App

Container Networking Interface (CNI)Isovalent Enterprise Platform

App App

…
… …

VM Environment

App

VM

…

App

VM

Node Node

Kubernetes, Linux, Windows, Switches

Isovalent Runtime Security, based on Tetragon, is a highly 
sophisticated and industry-leading use of eBPF achieves:

• Context rich visibility with no changes to the application

• Optimized kernel integration with extremely low 
overhead

• In-kernel enforcement to provide in-line protection 
against known and unknown vulnerabilities. 

• Support for Kubernetes, modern Linux and (soon) 
Windows server workloads on-prem and in the cloud. 

Isovalent Runtime Security – The Source of Truth



© 2026 Cisco and/or its affiliates. All rights reserved.

Kubernetes GPU 
and CPU Nodes

Front-End Network

“Standard” networking hardware 
and protocols (TCP/IP, HTTP).  

GPU CPU

Transfers data sets, models, and inference 
requests to/from the node via the CPU. 

Networking in AI Environments
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Network /
Routing

Firewall /
Microseg

Load
Balancing

Network
Visibility

VPN /
Encryption

Runtime
Security

Cilium Tetragon Hubble

I S O V    L E N T

V

The Container Network Is Fundamental to Achieving AI 
Infrastructure Security & Performance Requirements
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Why does this matter for AI Workloads?

• Large Kubernetes environments are often comprised 
of 1,000s of nodes with high churn to maximize GPU 
utilization. 

• Transferring very large data sets, models, training 
data, etc. requires high-throughput.

• Some use cases (e.g., real-time inference) are very 
latency sensitive.  

Network /
Routing

Firewall /
Microseg

Load
Balancing

Network
Visibility

VPN /
Encryption

Runtime
Security

How do eBPF / Isovalent help?

• Designed for high-scale & churn with incremental 
state updates. 

• Highly-optimized in-kernel datapath for high-
throughput + low latency.

• Seamlessly interconnect multiple clusters to 
achieve massive scale. 

Key Networking and Security Requirements for Kubernetes
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eBPF – Foundation of Hypershield

Kernel layer

Physical layer

User layerApp 1 App 2 App Y

Network Storage Memory

Server physical components

Network filtering

Security policy

eBPF

• Kubernetes networking

• Load balancing

• Kubernetes services

• Identity-based security

• L7 policies

• Dependencies map 
(service and flows)

• Monitoring and 
alerting

• App monitoring

• Monitor process execution

• Runtime security policies

• Real time enforcement

Observability
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Cisco Nexus Dashboard
Simple, Secure and Sustainable

Simple Secure Sustainable 

All Managed by Cisco Nexus Dashboard

Flexible Fabric Deployments
Cisco ACI, NX-OS, SAN & Data 

Broker  

Highly Secure Encryption
With end-to-end Segmentation

Enabling AI/ML workloads
With reduction in power utilization

Unparalleled Network Visibility
Within Nexus Dashboard
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Cisco Nexus Dashboard
Analyzing

TECDCN-2441

Updated topology : View fabrics, switches, interfaces, and 
endpoints with their corresponding anomaly scores

Granular visibility for every connection: From overall fabric 
score to category, service, and connection, Traffic Analytics 
can monitor individual client-to-service sessions and allows 
       “   -  ”                                    

Host and flow path visualization: View discovered hosts, 
end-to-end flows, and multicast NAT information to 
aggregate multicast flows per sender/receiver

Conformance: Keeps track and automatically checks for 
Hardware and Software support and Verified Scalability.
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Cisco Nexus Dashboard
Traffic Analytics

TECDCN-2441

Monitor Networks Latency, Congestion and Drops
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Cisco Nexus Dashboard - Automation
Consolidated Network Operations

TECDCN-2441
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Cisco Nexus Dashboard
AI Fabric Settings

TECDCN-2441

Quickly and accurately set QoS metrics at fabric creation 

Easily fine-tune your QoS and Dynamic Load 
Balancing metrics with customizable parameters 

Enable mixed mode load balancing to combine 
ECMP, flowlet, or per-packet algorithms for 

specific traffic based on DSCP values

Automated BGP pool allocation

New AI fabric settings step to automatically apply 
QoS policies tailored for different networks in an 
AI cluster
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Cisco Nexus Dashboard – AI Analytics
Simplifying Network Operations

• AI Network Visibility

• UX/UI Dashboard

• Visibility – Lossless Ethernet

• Monitoring (ECN,PFC)

• Congestion Score

• Application to Network 

Performance Correlation

• Telemetry and NetOps

With the granular visibility provided 
by Cisco Nexus Dashboard

the network administrator can 
observe drops 

Tune thresholds until 
congestion hot spots clear and 

packet drops stop in normal 

traffic conditions 

This is the first and most important step 
to ensure that the AI/ML network will 
cope with regular traffic congestion 

occurrences effectively
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Cisco Nexus Dashboard
Advanced Congestion Detection

TECDCN-2441

Committed 

Nexus Dashboard provides critical insights into network health, detecting 

congestion even without Dynamic Load Balancing (DLB) enabled. This deep 

visibility ensures optimal performance for your AI workloads.

PFC Pattern Analysis

Detects congestion through 

detailed Priority Flow Control 

(PFC) patterns.

ECN Packet Monitoring

Analyzes Explicit Congestion 

Notification (ECN) packets for 

early warnings.

Hierarchical Scoring

Applies a hierarchical congestion score from interface to switch to the entire 

fabric.

Topology-driven visualization enables rapid drill-down, allowing 

targeted mitigation through flowlet-based or per-packet load balancing.
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Cisco Nexus Dashboard
Integration with SLURM for AI Job monitoring, Job-Centric Correlation for AI Fabrics

Committed 

Optimizing performance for complex AI workloads requires a comprehensive understanding 
of interactions across the entire fabric, achieved by correlating diverse data streams. 

AI Job KPIs

GPU Telemetry

GPU usage and health 
metrics

NIC Metrics

Network interface statistics

Optics Health

Optical link condition data

Hardware 
Connectivity

Switch interconnect status

SLURM Job Data

Job scheduling and status 
info

This multi-faceted correlation, spanning orchestration, connectivity, and 
hardware telemetry, enables proactive detection of potential performance 

bottlenecks before they impact critical AI application throughput
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Embedded Splunk With Nexus Dashboard

AppD
Agentic AI /
AI Assistant

IT Services 
Intelligence and 

o11yCloud

Federation

Unified Operations Management: 
Configuration and Analytics across on 
prem, cloud and hybrid deployments

Unified analytics platform :Realtime 
custom dashboarding , reporting and 
alerts and custom action. Federation with 
Splunk platform

AI Observability: On Prem AI predictive 
analytics for data center networking data 
including AI fabrics

Audit and Compliance : Incremental 
storage of data for audit, compliance and 
historical data 

Nexus Dashboard + Splunk = Better Together

Committed 
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OpenTelemetry-native

Own and control your data, avoid 
vendor lock-in and instrument only 
once on a common standard as you 
build new applications.

AI powered analytics and guidance

AI/ML driven features like Service 
Maps and Trace Analytics provide 
directed guidance that helps you 
resolve issues faster.

No data sampling

Eliminate blind spots by collecting 
and analyzing 100% of your data 
   h       ’           tracing.

Splunk Observability Cloud
For AI PODs
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Gain visibility into emerging 
AI risks with Splunk

Pulls in alerts from AI Defense and maps 
them to the Common Information Model 
(CIM), visualized in a dashboard.

Gain visibility into risks associated with LLM 
models, AI apps and entities.

Includes an out-of-the-box Enterprise 
Security detection that creates a search and 
surfaces potential attacks against the AI 
models running in your environment.

Splunk With AI Defense
Technical Add-On
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Data Center AI Transformation
Cisco Data Fabric

A revolutionary new architecture to harness 

the value of machine data with AI
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Federated Search
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Cisco Secure AI Factory

Cisco Differentiation

The Security The Network The Assurance

Security-first architecture enables safe 
enterprise AI 

Pre-validated AI infrastructure stack with 
flexible deployment options improves data 

scientists and developer productivity

High-performance integrated AI networking 
enables efficient model training and 

inferencing



Thank you
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