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Threat Actors Do Not Discriminate

Based on an Organization’s Size or
Vertical



Your Teams Cannot Be Masters
of All Tools and Possibilities

# o & ©)

Know Record Understand Be alerted to Respond to
Every host Every conversation what is normal change threats quickly
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The Realistic Architecture Needed
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Real-time attack chain detection for the most common attacks with curated integration and response guidance
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The Power of Splunk and Cisco Means You Can Unify Data,
Detection, Investigation, Response and Prevention

4 )
Unowned networks Your infrastructure Threat intel Users

Q Analytics
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Data
platform
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Automation

Cloud Infrastructure Devices Your apps Third party apps

Security | Assurance | Observability



Cisco Powers Your Technology Advancements

Al Powered Cisco Security Cloud: Cisco shines where Security meets the Network

Future-Proofed Workplaces

O O
()
Accelerate Zero Trust
Network Access

Identity | SSE

User Protection Suite
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Al-Ready Data Centers

Secure Data Center
Networking

Segmentation | Firewall

Cloud Protection Suite

Digital Resilience
JRE—

&)

Power

Security Operations

XDR | SIEM | SOAR

Splunk Security
Breach Protection Suite
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What Cisco Brings to the Security Problem

Cisco Cloud Control

Unified Investigations where Observability meets

with Digital Resilience

Al Assistant Cisco Security Cloud Al Canvas
Al for
security
Security Analytics and Response Sl
Splunk Security and Cisco XDR
UgerSrgtetien GigHsMIs o RIEARRRCHBE | ooy
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> New Securlty
erating Model"

Unify the data fabric, tooling, Al and
automation in an analyst experience, to
identify and stop threats before they
impact the business.

]
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Better Together: SOC of the Future

Innovative XDR + Market Leading SIEM = TDIR

Federated data

management detections investigations response

Al-accelerated J { Automated

Advanced threat J

\

Unified Inventory

EMBEDDED Al

A% i U o B B T

User/Cloud/ Networking Third-party Talos Clouds Devices Data Applications
Breach/ tools centers
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VWe can meet you
wherever you are
on this journey
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XDR . # EDR**



- o ATORE TORATIION.

- SECURITY TOOLS
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s Cisco XDR N

5 ( Email ) C Network ) C Cloud ) C Firewall ) C Endpoint ) C |dentity ) )

An equal seat at the table
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Why We’ve Developed Cisco XDR

Threat Correlation vs.
just Aggregation

O
=4

Guided Incident
Response

Asset context, device,
user, data, workload with
customizable asset value
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Clear Prioritization risk
& impact-base

@

Curated, commercially
supported integrations
with third-party solutions

Advanced
Automation

)

Data repository
supporting just-in-time
and retroactive search

Embedded
Network & Cloud
Detection

&)

Infused Threat
intelligence

-

Time to Value

* Reduces manual effort to
detect and respond

* Detect the most
complex threats

* Guidance on how analysts
should respond

* Elevate productivity

e
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Customer Journey

Risk

®

Summit

XDR Compliance 8 7 .7 SOC
Endpoint Identity g @0 T
Network Base Camp
........................... SOC Integration,
------------------------- Standardization,
------------- Base Camp Simplification
------- | IT |
SNOC pliTicatio
Foundational | Transformative Maximized
Foundational TDIR Simplified Investigation Unlimited Integrations Ad-hoc Investigations Everything in ES & XDR
Native Investigative Sources Integrated SOAR solution Dashboards & Reporting Deep Threat Hunting Detection Validation
Endpoint + Network + Identity Essential Third-Party Investigative Search (SPL) & Bespoke & Unlimited Insider Threat / UBA
Threat Intelligence Mgmt Integrations Federated Search Automation Customizable Risk-based Alerts
Case Management Integrated Endpoint Basic Detections Detection Engineering Asset Risk Intelligence
Managed Analytics / Priority  Forensics Cloud Deployments Integrated Foundational TDIR  Next Generation Sandbox
Asset Inventory Agentic Al Investigations Government ( GCC / State / Endpoint & Log Forensics Detection Validation
Threat Visualization Al Generated Reporting Local) Al Assisted Searches Machine Learning Took Kit
Managed Out of the Box < 1 year of Data Storage Essential Compliance Out of the Box Automation Data Science Took Kit
Au(gcgggfiagiis??ar%/tjrr?tzgf%{agz.iglrl.]rghts reserved. InfOSGC Monitoring FEDRAMP LOW & ngh 'lcllls'élc;‘

> 1 year of Data Storage
On-Premise Support



Splunk Security’s Product Forward-Vision

The future is rooted in the Agentic SOC - where human expertise, Al, and data work together as a force multiplier,
transforming heterogenous signals into decisive action against all emerging threats.

Al-Driven Risk Optimization

Proactive Al-led risk mitigation across the enterprise attack surface

Preventive and Dynamic Proactive and Predictive Autonomous Resolution
Exposure Management Security Operations at Machine Speed
Al-driven exposure detection | Al recommended detections ' 1 Al-led security remediation ]
and remediation before and playbooks for likely with human-in-the-loop
attacks begin attack paths response

An Expanding Ecosystem of Al Agents

A shared community advancing autonomous, preventative, and adaptive SOC capabilities

Adaptive and Intelligent Data Fabric

An adaptive, unified data fabric transforming chaos into continuous operational resilience




Stop chasing incidents. Start shaping outcomes with a TDIR platform.

Himy

Surge Ahead of Attackers with Al and Automation

=

Agentic Orchestration
(Machine-Human)

Built-in Integrations &
Automation
(MCPs, APIs)

Al Assisted Experiences
(Human -Machine)

! v Simplify the Analyst Experience
.\
) —) S _ _ R —
Unified Work Surface XDR+SOAR+UEBA T| Enrichment T oriveg S?oeotﬁgé'c’” and | || tegrated Case Management
Scale Security Operations with the
— —
Out-of-the-Box Detection Studio and
Cost Controls Content Playbook Authoring

— — o T
, _(j: Al-powered Federated Search @;—7 Al-Native Experiences CT\:) Machine

Data Management and Analytics and Platform Data Lake



dscs XDR

< Incidents

Malicious: Dtrack Backdoor Compromise with 109.8 MB  open: ing v | Unassigned
Exfiltration on ricotta and EC2

" O
ISCO 4 Overview Response Evidence Worklog Report

Q
fio:4 [¢  Decisive True Positive  High confidence
—
il ..E Data sources: Custom Security Event, Cisco XDR, Meraki, Cisco Secure Network Analytics, Cisco Secure Access, B .
Cisco Secure Endpoint n—
takassistinta... T
MITRE: Exfiltration Command and Control  Discovery +10

Improve Alert Fidelity % ——

Impact Al-generated ~
2 P @mmmm“
I A k 'f' H + Confirmed Data Exfiltration: 109.8 MB exfiltrated to Dropbox API ( content.dropboxapi.com ) in ki WM
n Sta nt tta C Ve rl I Catlo n a single session by hollowed rasphone.exe , with 18 additional Suspect Data Loss alarms

. . ‘0 spanning 2+ days post-compromise suggesting engoing exfiltration of data potentially including S
t h I d t SharePoint/Exchange content.
W I a C e a r Ve r I C » Two Assets Fully Compromised: Both ricotta (Windows workstation with RDP/Kerberos roles) W“/ ——
and EC2 i-01c36de472f736b2b (Web/Terminal Server) are assessed COMPROMISED with e
active Dtrack persistence via WBService auto-start service — environment remains at risk until Comnected To @

AR

eradication is confirmed. Communicaled With
C O m m a n d EV ery re S p O n Se Possible Insider Threat or Full Account Compromise: alexw 's interactive SSH access to the C2 ; m,,_,,ﬁ_ﬁ“m-mm, -

.

server using a key named ‘Ahmadreza ocd c2.pem’ represents a critical unresolved question with LD @ E Wtﬂmw@—. w@
n
a n d a Ctl O n significant blast-radius implications; all credentials associated with alexw should be treated as [ ——— rcots y S wewTpoom  Tapoom
compromised pending investigation. @ "‘--__‘
}3 Cammunicated With G@
AN e
- ‘Communicated With
Summary Al-generated ~ \
Single place to see all e
cous: - B
Malicious: ricotta (user alexw ) was fully compromised by the Dtrack backdoor

S e C u r i ty Ale rts ( C:\Users\alexw\Downloads\7zFM.dtrack.exe , SHA-256: Exocuted —

63fd5e9c7bbc5aBefe57d2922b2ef638e243bac30ffc746f3c67b785374bc7d5 , AMP score Executed &@}
10.0/Malicious) delivered from http://7-zlp.org/7zFM.dtrack.exe hosted at 108.62.141.80 ,
which bypassed a Meraki block by serving a second variant. The malware installed persistence

N tW rk t th r via Windows service WBService pointing to C:\Users\Public\7zFM.dtrack.exe , performed DLL  (3) \“\-‘ @
e O a e CO e side-loading into control.exe and rasphone.exe for HTTP C2 to 3.237.205.16 :80, and Exe
Accessed
O

¥
WerFaull.exe [3)

exfiltrated 109.8 MB to content.dropboxapi.com ( 162.12513.14 ):443 via T1567.002. A

critical anomaly — user alexw executing ssh.exe -i "Ahmadreza ocd c2.pem"

ubuntu@3.237.205.16 with a PEM key explicitly named 'c2' — indicates possible operator- +

level C2 access or insider involvement requiring immediate determination. -

Reasoning v l

K o«
m Evidence v l

i
Cisco

© 2026 Cisco and/or its affiliates. All rights reserved.




Instant Attack
Verification

Each alert is analyzed by Al

agents to eliminate false positives

Turns complex attacks
into visual narratives with
explanation summary

Multiple Al agents launch
investigation plan to verify real
attack with a clear verdict

to trigger a decisive

response through automated

playbooks

© 2026 Cisco and/or its affiliates. All rights reserved.

<« Incidents
Beta

Malicious: Dtrack Backdoor Compromise with 109.8 MB
Exfiltration on ricotta and EC2

Open: Investigating v Unassigned

4* Overview Response Evidence Worklog Report

|¢  Decisive True Positive High confidence ®

Data sources: Custom Security Event, Cisco XDR, Meraki, Cisco Secure Network Analytics, Cisco Secure Access, Cisco Secure Endpoint

MITRE:  Exfiltration ~Command and Control  Discovery +10

Impact Al-generated v
Summary Al-generated v
Recommendations Al-generated A

Dynamically Al-generated and prioritized actions based on current findings to help you respond quickly and effectively. More recommendations are

available for full incident response.

’ Identification [ v ‘

Containment 7 v ‘
’ Eradication 2 v ]
I Recovery 2 v ]
Analysis A

Al-generated summaries of device and user activity, combining insights from asset data and detection findings for clear classifications.

Device: ricotta

© Compromised  High confidence ~®

Workstation ricotta (user alexw ) was fully compromised by the Dtrack backdoor (SHA-256
63fd5e9c7b6c5a8efe57d2922b2ef638e243bac30ffc746f3c67b785374bc7d5 ), attributed to the Lazarus Group,
following a browser-based delivery from http://7-zlp.org/7zFM.dtrack.exe hosted at 108.62.141.80 that bypassed an
initial Meraki block by serving a second variant. The malware established persistence via Windows service WBService
pointing to C:\Users\Public\7zFM.dtrack.exe , then deployed DLL side-loading through legitimate Windows binaries
control.exe and rasphone.exe to conduct systematic host reconnaissance and establish C2 communications to
3.237.205.16 :80. Approximately 109.8 MB of data was exfiltrated to content.dropboxapi.com via T1567.002, with
sustained Suspect Data Loss alarms continuing for 2+ days post-compromise. Critical: user alexw executed ssh.exe -i
"Ahmadreza ocd c2.pem" ubuntu@3.237.205.16 , indicating possible operator-level access to the C2 server or insider
threat involvement that requires immediate investigation.

Device: i-01c36ded72f736b2b

© Compromised  High confidence ~®

The EC2 instance i-01c36de472f736b2b is assessed COMPROMISED based on confirmed execution of the Dtrack
backdoor ( 7zfm.dtrack.exe , SHA-256:
63fd5e9c7b6c5a8efe57d2922b2ef638e243bac30ffc746f3c67b785374bc7d5 ) rated Malicious by AMP File
Reputation, with active C2 connections to 3.237.205.16 on port 80. The intrusion likely began on Mar 3, 2026 @ 5:12
DM DRT via QQH arrace fram nnattrihitad 1D 18118R182107  fnllnwad hv a 2-dawv narcictant QQH caccinn fram

it-al-assistant-a...

Accessed

Accessed

e

172.16249.80

B

ital-assistanta...

@O

128.107.78.23 101c36de4721736b2b

Communicated With-

108.62.141.80
Communicated With
Communicated With
Connected To
Communicated With
R

contentdropboxap... hash

Communicated With edt

~®®

ricotta Accessed www.7zip.com 7zip.com
*®

— control.exe
Executed 6’@
alexw Executed rasphone.exe

&)
Executed

WerFault.exe [3]
Accessed

)

runonce.exe

©)

ricotta
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Cisco XDR
Forensics

Trigger forensics before you
know that you need it

100s of evidence
components are captured
even from compromised
device

Evidence builds confidence
to take decisive next steps

© 2026 Cisco and/or its affiliates. All rights reserved.

cisco

a
L]
(&
=
®

6

cisco

v5.29

XDR Forensics

Exclusions

v Evidence

Suspicious Endpoint and U...

Dashboard
Reports

Findings 2,970

() (=]

... Empty Evidence Categories x
v Windows
System Info 1
v Acquisition

v Amcache

Amcache Device ... M
Amcache Driver ... 384
Amcache File
Amcache Program 205
Amcache Shortcut 20
Artifacts 22,885
Browser Artifacts 153
Browser Cookies 3,992

Browser Downloads 55

di fortresscyber

|

<

Q Search in Investigation Hub

Home D> Tasks > Suspicious Endpeint and User Activity D > Investigation Hub

Dashboard & Import Evidence ] [ [ Generate Report ] ( I, Export Flags

Global Filters  Assets v Evidence Category v  Finding Type v
Overview
Assets Evidence Categories

1 91

DRONE Users

Finding Type [ All

a ~
t‘;d High )

i
( 324 Medium )

( 2,542Low )

TR TR,
( oMmatched )

38 Displaying all finding counts categorized by severity level

Finding Created By v

‘ All ‘ Windows J

Total Evidence

236.2K

Top Assets Breakdown

L Mazzarella

MITRE v

Flag v Date&Time
MITRE ATT&CK
Tactics Techniqu

L 35

}c Displaying the breakdown of top assets based on finding tyg

i
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splunk>cloud Appsv @ Messages~  Settingsv  Actvityv  Q Find

Mission Control Security analytics ~ Security content = Configure ~ Search

E t .
nterprise _ i ‘
. 2 - -
S e C u r I ty ™ ”m & tvestigations €D Finding groups © Findings © Finding | F-ABS43

4 Al disposition: True positive ¢ prev IBR Next: > Show20 v = B Malicious PowerShell execution
[ | 2, 5 This search looks for PowerShell processes that ha
E S S e n t I a I S D ) Title - D - Entity * - the script within the command-line. Malware has b
24
i O © Malicious PowerShell execution FI-ABS43 €6 Charlie Garcia 80 Birer Sthais
— ' Unassigned - New
. G (%) 24 b?u' n?k ,‘h{emo‘d wsceeded for FI-AB233 A Administrator
The leading Al-powered e
) O © Possible Phishing Attack FI-AB198 NA Nyah Aamadu o B = e
SecOps platform
p p D) Unusual network activities detected from .
O O 52218245821052216.133.181 FHABOIY Q sz22i6133181  §@ Undetermined
-~ :
= 3 failed login attempts within 24 hrs on device e 4+ Suggested: True positive O
Slm Ilf olr anal St O e FI-AB274 @ 103456354 90
piity 'y y . - Fiolds
Threat Activity Detected from 10,163,194.46 to
)} e FI-ABSS8 O 8.108.191.101 94 Ao
experience with unified O B o i s et et i @ e | ol
v ) Entity CG Charlie 80
Garcia
workflows <piov [ Next > | Showzo ‘-
Time Today, 557 AM
Detection ESCU-M
- Destination category workstation
Includes Threat Intelligence widows
Destination country us
d E M t Destination DNS cgarcia
a n Xposure a nage men Destination Expected false

Destination IP address QJ 20.50.50.60

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://app.navattic.com/preview/project/cmemzqwrb000004jr3j647qj3?g=cmen3x5ii000f04l17by90src&s=0

splunk> cioud QA B 0 Rl

1l

Entity analysis

E X p O S u re S
Deotails Finding coumt Additional metric Additional metric Additional metric
‘ \ I t .

19 123 123 123
Continuously discover asset . ‘ =
inventories, identities and services across Ful e
on-prem, cloud and hybrid environments,
maintaining a real-time view of what exists
and what its risk exposure is.

Rene Sullivan =0 Last 7 days

Timedine " Expand

Exposure Analytics enriches security events 102020
with asset criticality, ownership, exposure i
and business context allowing detections :

and investigations to be prioritized based on
actual risk to the organization rather than B Luesbo

raw alert volume.

By correlating vulnerabilities, identities, and
risk profiles, Exposure Analytics highlights
attack paths and high-risk assets early,
enabling faster remediation, better
prioritization and reduced likelihood of
material breaches.

Categories

e,
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Spunk SOAR
/v N V\

O
7N
| Orchestration @
Reporting Automation
and Metrics
y SPLUNK \
\ SOAR 4
= OnD
=3 cCOD::
Case .
M @ Collaboration
anagement
Event

Management
\A A(

Orchestration

Coordinate complex workflows across your SOC

300+ 2800+

APPS & GROWING AUTOMATED ACTIONS

© 2026 Cisco and/or its affiliates. All rights reserved.
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Al Assistant for Security
Malicious PowerShell execution

@ RLscadmine @ Support & Services v

(£l enterprive Securty

Enterprise .

Security contont ~ Configure = Search

Security i

¥ fove wacs B m

Premier - -

O A Today 830 AM

' Finding summarization B

On July 25, 2025, an obfuscated PowerShell commar
EncodedCommand flag by a low-privilege user during
known C2 domain (185.99.132[.]22) linkedto )

nmand was executed using the «

g oo confirmed by Cisco Talos threat intel. furieg off-hours. The script contacted &
s ey @ Charso Garcls ® kod 10 the MuddyWater APT group, e
m e = Sandbox analysis showed the script downloaded
o PABZYY N Administrator : jed a second-stage payload, created &
Th e Ie adi n I _ O e red scheduled task, and attempted credential theft oft. Shortly aftarwesd the host inkiated
g A p UU ur SMB-based lateral movement, indicating earl - SKARE COMDINGS SCLEE)S TR DO
ck FLAD 19 BA Nyoh Aamadu 40 ] elation, this s assessed as 8 True Positive
( behavioral indicators and threat intel corre’
rities detected from = xS A A 3
SeCOpS platform sy AR Q s2216032187 @ Undete requiring immediate response.
L within 24 hes on dovice S kaTa O 103456354 % ¥ ositive
s
Flolds v/ Accept
. . odfrom 10.163.19446 0 AABSES O 8108191101 o ¥
Slmp“fy your analyst e RS R
Lt ypdated Today !
¥ and Behavior: Obfuscated script, spawned by poworsheless
Nde of the Outlook directory | A-ARIE2 W, KergtYacks 48 Entay €0 Charke 80 . S andbax Result: Crecential theft » scheduled tatk creation
Garcia » Threat inted Talos C2 match

> Show20 « User Contaxt: Unusual activity froem low-peiviloge user during off-hours

experience With unified gl y Time .Tocn,S.S?AM + Lateral Movement: SME events cbserved post-axecution

Detection

|
Destination category workstation v . % y

workflows R O i Sl

Malicoous - Seript dowrioods an MS! bom & remcte host and shently iFatally A va mueaec. Uses

Destination DNS cgce Y. Webllere 10 ferch payvosd. weent ime slabon, Pia Clesmud
Destination Expected false v
Destination 1 sddress @ 20505060 B v
Includes UEBA, SOAR B e
3y Deostination gwewr 3 jounningham - -
Neauts i
Destination PCl doman  untrust b

and Al Assistant and more e

Summanyo the findings  Genersts ivestigation report Gogmeat AL Dwcover Al Aasistact skd

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://app.navattic.com/preview/project/cmemzqwrb000004jr3j647qj3?g=cmen3x5ii000f04l17by90src&s=0

sphank Appse @ Messages> Semingse  Acvay=  Q Fnd © Lscaominv  © Seppon s Services =

Anslytics = Security contem  * Configurs * " " Emoerprise Security
l l E B n I [ | | UEBA overview
[ |
[hreat Detection -—-- ==
—— ] T2 Twylor Zharg Oegrartog ovpdryen " host-003 0
€0 Charke Garcla © Ooman cortroder <

Establish user and entity behavior 5 o S R o > 1oz .
baselines to detect anomalies such as S S .
privilege abuse, lateral movement, and B0 oy Tt

unauthorized access. ® wnazess

AN Ao Npuyen

0] AW s DRI CUDERTES COM Corporute wed doman ©

2001 G885 Ba2e 370 7334

8 6 BB B

Identify insider risks—including B i R
compromised accounts and data
exfiltration—without relying solely on o ok o doection ety i
correlation rules.

Unsupervised machine learning
continuously adapts to evolving threats
and insider attack tactics. Aol

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Triage Agent

Automatically determine alert

disposition
Streamline alert prioritization

Plan and execute

investigations

Automate insights to reduce
MTTR

© 2026 Cisco and/or its affiliates. All rights reserved.

=] Investigations €) Finding groups Q Findings
{ Prev 1 r

Title - D -

© s this a Phish? - FW:Calling All Employees ES-87199
Malicious PowerShell process with obfuscation

O ) FI-AB543
techniques
User access from unknown location EaEE
tsmith2276621
Geographically Improbable Access Detected a0
192.198.2.3 z
24 hour risk threshold exceed for SR
system=172.16.0.149

3 Possible Phishing Attack FI-AB198

Threat Activity Detected from 10.163.194.46 to
8.108.191.101

()

3 failed login attempts within 24 hrs on device
10.34.56.354

(i)

Threat Activity Detected from 10.163.194.46 to
8.108.191.101

()

MITRE ATT&CK Tactic Threshold Exceeded For
Object Over Previous 7 Days

FI-AB029

FI-AB274

FI-AB558

FI-AB129

~ 4 Analysis

~ Summary

Technique Service Persistence (PoshC2)

Impact Remote Access / Persistence on
WIN10-21H1.snapattack.labs

Severity High

Next step Leverage “PoshC2 Service Creation_2" Response Plan

This event indicates that a new Windows service named
CPUpdaterMisc was installed on host
WIN1@-21H1.snapattack.labs by the user localuser.

It was detected by a PoshC2-specific rule(T1543.003) and
corresponds to Windows Security Auditing Event ID 4697.

Such behavior is consistent with an adversary establishing persistence via a
malicious service.
> Justification

> Tools

> Evidence

W S £ 8 0

&) Why did you choose this rating? X

[7) correct [] Helpful [_] Other

4" True positive

o Al Sep 03, 6:34 PM

Here are the details for the Al analysis ipsum:

Al investigation timeline

# Action Tool / Method

1 Parsed ES finding Internal Parser
"PoshC2 Service
Creation_2"

2 Queried Splunk Search
WinEventLog 4697

3 Queried Splunk Search

WinEventLog 4688

4 Al Reflection Pass Reasoning
#1

5 Queried EDR CrowdStrike API
detections

6 Hash reputation VirusTotal API
check

7 Queried Sysmon Splunk Sysmon

(Registrv 13)

Result

Service
CPUpdaterMisc
installed under
LocalSystem by
localuser

Service creation at
2025-09-17
20:00:54Z

cmd.exe —
powershell.exe —
beacon.exe

Confidence 1 35 —
65%

Detection
"Persistence via
PowerShell
Service Creation”
42 vendors flag
binary as PoshC2
beacon

Registry write for
CPUpdaterMisc

Alinterpretation

Potential
persistence
mechanism

Confirms service
was installed

Confirms service
was installed

Confirms service
was installed

Confirms service
was installed

Confirms service
was installed

Confirms service
was installed

4" Ask me anything about...

7

i
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https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://www.figma.com/proto/Xp3ZOdRDzSmn66Sgtj4irL/%F0%9F%8F%97%EF%B8%8F-AI-Triage?%5b…%5ddth&content-scaling=fixed&starting-point-node-id=2729%3A218760

Seltings v Activity v Q Find [} &u_m- °Socood&5«v\<ﬂ'

Al Security e IT———

Start investigation 4 > X X
Last24hours  ~ Makcious PowerShell execution ©
u - ~ .
D Fodng growss O Fendege O fndeg  FLABSO o Al Today, 830 AM
S S I S a I l 1 BN Show20 v g Malicious PowerShell execution
This search looks for PowerShell processes that have encoded Finding
m o - Entity * R, the script within the commanddne. Malware has boen seen us On July 25, 2025, an obfuscated PowerShall command was executed using the -

EncodedCommand flag by a low-privilego user during off-howrs. The script contacted a
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https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://cisco-full-stack-observability.navattic.com/splunk-es-ai
https://cisco-full-stack-observability.navattic.com/splunk-es-ai

Detection
Studio

Powered by SnapAttack

Streamline detection creation

workflows
Evaluate detection health

Expand versioning and

detection-as-code
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https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://app.navattic.com/preview/project/cmemzqwrb000004jr3j647qj3?g=cmen3x5ii000f04l17by90src&s=0

Al Assistant for
Detection
Authoring

Get detailed descriptions based on a short
description

Generate SPL for the detection based on
natural language description

lterate on detection SPL to refine detection
to be usable in your environment

Enable Detection Engineers to expand
text in field values and iterate on SPL

© 2026 Cisco and/or its affiliates. All rights reserved.

‘ Malicious PowerShell Execution

{ Enterprise Security v

pntext ’ Enterprise Security v

App configured for drill-down search links or email adaptive response actions. If no app is selected, the Ul app context is used by default.

The following analytic identifies suspicious PowerShell execution using Script Block Logging (EventCode 4104). It leverages specific
patterns and keywords within the ScriptBlockText field to detect potentially malicious activities. This detection is significant for SOC
analysts as PowerShell is ly used by for various malicious purposes, including code ion, privilege I , and

Add information on what the detection searches for and the security use case addressed by the detection. For example: Identify excessive number of failed login

attempts (likely to detect a brute force attack)
4" Customize | Guided mode I

index=* sourcetype="XmlWinEventLog:Microsoft-Windows-PowerShell/Operational" EventCode=4104
rename ComputerName as dest, UserID as user, ScriptBlockText as script

stats count min(_time) as firstTime max(_time) as lastTime by dest, user, script
“drop_dm_object_name(Processes)*

eval script=coalesce(process, "")

eval is_encoded_command = if(match(script, "(?1)-e(nc*o*d*e*d*c*o*m*m*a*n*d*)*\\s+[~-]") OR
match(script, "[A-Za-20-9+/]{44,}={0,2}"), "Yes", "No")

| eval uses_iex = if(match(script, "(?i)(iex|invoke-expression)"), "Yes", "No")

| eval downloads_from_web = if(match(lower(script),"(http|webclient|downloadfile|downloadstring)"),
IIYesll' "NO")

| eval contains_mimikatz = if(match(lower(script),"mimikatz|-dumpcr"), "Yes", "No")

| eval suspicious_cmdlet = if(match(script, "(?1)(Invoke-Mimikatz|Get-GPPPassword|Invoke-
Credentiallnjection|Invoke-BypassUAC|Invoke-ReflectivePEInjection)"), "Yes'", "No")
| where is_encoded_command="Yes" OR uses_iex="Yes" OR downloads_from_web='"Yes" OR
contains_mimikatz="Yes" OR suspicious_cmdlet="Yes"

stats count as event_count,

values(is_encoded_command) as encoded_command_detected,

values(uses_iex) as invoke_expression_detected,

values(downloads_from_web) as web_download_detected,

values(contains_mimikatz) as mimikatz_keyword_detected,
values(suspicious_cmdlet) as suspicious_cmdlet_detected,

values(script) as full_command_line

hyv_dest. user

Save as new version

The following SPL query is customized to your
environment and connects existing indexes, fields,
and data models.

SPL @ O

| tstats ‘security_content_summariesonly‘ count min(_time) as
firstTime max(_time) as lastTime

from datamodel=Endpoint.Processes

where Processes.process_name=powershell.exe

by Processes.dest Processes.user Processes.process

| eval is_encoded_command = if(match(script, "(?4)-

e(nc*o*d*e*d*c*o*m*m*a*n*d*)*\\s+[~-]") OR match(script, "[A-

Za-20-9+/]{44,}={0,2}"), "Yes", "No")

| eval uses_iex = if(match(script, "(?1)(iex|invoke-

expression)"), "Yes", "No")

| eval downloads_from_web = if(match(lower(script),"(http|

webclient |downloadfile|downloadstring)'), "Yes", "No")

| eval contains_mimikatz = if(match(lower(script),"mimikatz|-

dumpcr"), "Yes", "No")

| eval suspicious_cmdlet = if(match(script, "(?1)(Invoke-

Mimikatz|Get-GPPPassword|Invoke-CredentialInjection|Invoke-

BypassUAC| Invoke-ReflectivePEInjection)"), "Yes", "No")

| where is_encoded_command="Yes" OR uses_iex="Yes" OR

downloads_from_web="Yes" OR contains_mimikatz="Yes" OR

suspicious_cmdlet="Yes"

| stats count as event_count,
values(is_encoded_command) as encoded_command_detected,
values(uses_iex) as invoke_expression_detected,
values(downloads_from_web) as web_download_detected,
values(contains_mimikatz) as mimikatz_keyword_detected,
values(suspicious_cmdlet) as suspicious_cmdlet_detected,
values(script) as full_command_line

by dest, user

[ Use this SPL ] [ Open in search

o B

{ <" Ask me anything about.. A

Results from GenAl can vary; review for accuracy. View Al details [2

i
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Al Toolkit
With LLM
Integrations

Build and deploy Al models

Query Splunk with 3rd party
LLMs

Access Splunk hosted

models, coming soon

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk:cloud Apps ~

Showcase Experiments

) Messages +  Settings*  Activity* | Find

Search Models Settings Connection Management

Connection Management Settings

By using the LLM connection feature you acknowledge and agree that data from searches u:

Select Service:

Splunk Hosted Models (
Models and Settings for S

Model Name

Llama 3.1 70B Instruct AWQ
I

Llama 31 8B Instruct

+ -- Select Service --

Splunk Hosted Models
OpenAl
Anthropic
AzureOpenAl
Grog

Gemini
Bedrock
Ollama

ndels (

for S

Llama-3.1-FoundationAl-SecurityLLM-base-88

Q

Alerts Docs 2 Video Tutorials [2

rch Models Settings

1agement Settings

nection feature you acknowledge and agree that data from sear

v -- Select Service --

Splunk Hosted Models

OpenAl

Anthropic

AzureOpenAl
Grog eOpenAl
Gemini
Bedrock

Ollama

Action

2 Splunk Administrator *

@ Support & Services =

@ Al Toolkit
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Effective Security Operations Require

Visibility

Of the Attack Surface

Telemetry
& Logs

Cisco Security Cloud
Technical Add-on:
+25K downloads

@

Knowledge

Knowing what to look for

Threat Intel, Indicators,
Detections, Context

Cisco Talos: 2,000 new
samples analyzed
every minute

Ability to take Action

Policies, Blocking,
Patching, Remediating

SOAR ecosystem:
+300 connectors with
+2,800 automated actions




INTEGRATED SECURITY CAPABILITIES: Cisco XDR & Splunk

Cisco XDR

| Security Cloud Control

gl P

S &P em )

g

W

1. Get Data in (GDI) to Splunk using
Cisco Platform Security Cloud
Control Technical Add-On

7N\

4. Bi-directional
event closure

S S

5. Sharing risk context and native
detections for full platform analysis

d

Cisco Platform

Technical Add-On

Splunk (Core & Enterprise Security)

6. Cisco XDR Dashboard

i ) 2. Enhanced analysis leveraging
extended data in Splunk Core
or Splunk Enterprise Security
as a finding

(")

aA
rO@ J

AUTOMATED CORRELATION
AND INCIDENT DETERMINATION

DEEP INVESTIGATION
AND TRIAGE

in Splunk App Analytics
3. Automated Escalation
when T1/T2 team
T1 /T2 members need help or
& N deeper mvestlgatlon
m @
AUTOMATED AND LIFECYCLE
INCIDENT RESOLUTION MANAGEMENT




SecOps Incident
Analyst Responder

DevSecOps

Security Automation

CTI / Threat Hunter

SOC
Director

CISO

Unified Security Platform

Cisco Security Cloud Platform

4 Multi-tenancy, Role Based Access Control, Entitlement & Provisioning

S ) Al Assisted Endpoint Orchestrated

Investigation Forensics Response

&

Cisco
Al Canvas

Splunk Cloud Platform
Single Tenant, Role Based Access Control, Entitlement & Provisioning

7

Al Assisted Detection

Search Engineering

Threat Hunting

Compliance,
Fraud, IT

Unified Reporting & Dashboards

Ta LOS 500 threat researchers + Third party intelligence + Al powered algorithms

Cisco Breach Protection Suite - Cisco XDR

Asset Insights

Identity Threat Intelligence
Intelligence Automation

3rd Party Policy Enforcement

Cisco Managed Telemetry (*DR)

® & 8 O O

Network Endpoint Email Cloud Apps

\

O
(@]

Identity

J
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(. )
Splunk Enterprise Security + SOAR
Cisco Security
Cloud A :
oP Asset Intelligence ST Beh_awor Attack Analyzer
Analytics
Cisco XDR Analytics
- L 4  Splunk Enterprise (Core Search) 4
3 Party . .
i Cisco Data Fabric
Verified & 3 Party telemetry
Cemmuiy (S3, ASL, Splunk)
telemetry
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Is This All Marketing?




ﬁ/

And | wanted to share a cool XDR example:
We had a Security Incident today with a user who fell for a fake CAPTCHA check and executed
malware on their laptop.

Time for XDR to detect and analyze the data: 3 Minutes
Time for our SecOps engineers to contain the endpoint/user: 8 Minutes
Security SLA total time with XDR: 11 Minutes

We also have classic Managed SOC powered by only a SIEM running in the same environment. In
comparison:

Time for SIEM to detect: 29 Minutes

Time for SOC engineer to analyze and notify customer: 50 Minutes

Time for SOC to contain incident: infinite Minutes

Security SLA total time with managed SOC using SIEM alone: >79 Minutes

So, our organization has directly Identified, Analysed and Contained the incident before the SIEM
had even registered the event!

Wouter Hindriks, European Customer and Managed Partner

e
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Integrated Security for the World's Toughest Environments

Paris Olympics and Paralympics 2024
Strengthen Cyber Defenses for a Secure
Olympic Games

PARIS 202\ PARIS 202\

NFL Draft & Superbowl! (2022-2026):
Protecting the fans, vendors, security,
and experience

RSA Conference (2022-2026):
Powering security at the world’s
toughest network




What Is the Events SOC?

- Black Hat

- RSAC

- Cisco Live

- Global Sporting Events
- Mobile World Congress

« Prior and Upcoming
Olympics

© 2026 Cisco and/or its affiliates. All rights reserved.

Cisco XDR

Cisco Security Cloud




Black Hat Europe 2025 SOC Integrations

C corelight, - splunk> - Eyes<

) X a CISCO company network observability
files - S /é(\‘\o VU cisco
tap api s Malware Analytics incidents ‘ wscgoex
~ Formerly Threat Grid l | T slerts .Ill. Recorded
intel l """ Future

@00
%’be.
block e l'I'l'I
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ﬁ api/syslog //.'. BY PALO ALTO NETWORKS XDR Gtalsmle -
e s & [83 bucket / | e
& k 4
e/(g\e"ﬁ S I 4\5&@; #% SHODAN (BerGrive
AN %8 ‘ C
A -l- I k ) )
d {‘G/ = SICQC | security threat intelligence
e querles & response alerts svents
{ sTRATA
BY PALO ALTO NETWORKS ﬁrewa” events mqi - l Prcgjﬁgon
fi Protected by 'dsh’ Identity Intelligence JIIT Mcruk 4 BHED OBlackHatEvents
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Is your attack surface
adequately protected
against emerging threats:

Learn more at cisco.com/go/xdr
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CCCCC


https://learn-cloudsecurity.cisco.com/cisco-xdr-product-tour
https://learn-cloudsecurity.cisco.com/cisco-xdr-product-tour

We Can Meet You Where You Are
on Your SOC Journey

Actionable
recommendations
plus guided and
automated response
actions

Quick time-to-value and
integration with key EDR
platforms, reduced SOC
workload with risk-
based
alerting (RBA), Al and

Expanded automation

retention and
investigation

Proactive
threat hunting and
advanced intelligence
capabilities, automated
enrichment, attack
analysis and response,
advanced, customizable
Agentic Al and SOC
playbooks

Incident lifecycle automation,
best in class features
and optimization




Industry Acclaimed & Analyst Approved

THECHANNELCO. FXSTOMPANY
GIGAOM CRN N/
RADAR REPORT 5 /\
O
BEST 7 DESIGN
W CHANNEL AWARDS INNOVATION
2 O 2 5 DEBSTGN
Notable leader in CRN Hottest Fastcompany

UX Design awards

GigaOm Radar Report Cybersecurity Product design awards



CISCO Connect

Thank you b
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