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Abstract

How Al will expand the threats in your daily life as well as your
business networks.

Learn how to fight back and protect your environments, users
and business from these quickly evolving threats.
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About Mark Stephens

» Cybersecurity Architect

« 27+ years at Cisco

« SANS MSISE, CCIE (inactive), CISSP
« Lifetime learner (ethos)

* Mentor - Internal or external

« Husband & father (grown kids)
* Dog person
* When not working:

« Sailing, travel, art, read, large doses of fun.

© 2025 Cisco and/or its affiliates. All rights reserved.



Al for the Attacker




The MEAN Time to Exploitation (MTTE)

From Vulnerability to Exploitation Time-to-Exploit Milestones
(Tim ) the ( ; £

1 1 1 1 1

Year Month Week Day Minute

REACHED REACHED REACHED PROJECTED PROJECTED

~2021 ~2025 ~2026 ~2026 ~2028

Zero Day Clock L1ve

https://zerodayclock.com/
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Coming Industrialization of Exploit Generation

Sean Heelan's Blog

SOFTWARE EXPLOITATION AND OPTIMISATION

Recently | ran an experiment where | built agents on top of Opus 4.5 and GPT-5.2 and then
. | added a variety

of modern exploit mitigations, various constraints (like assuming an unknown heap starting state or
forbidding hardcoded offsets in the exploits) and different objectives (spawn a shell, write a file,

connect back to a command and control server).

https://sean.heelan.io/2026/01/18/on-the-coming-industrialisation-of-exploit-generation-with-lims/

© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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Al Penetration Testing and Ethical Hacking Assistants

@ Google News X [ Google News X <) ShannonAlfor Penetration T: X  +
&€ 9 ¢ [ % shannon-ai.com/pentest-ai %* 0o O |@B|&F
a8 % Bookmarks edcast.cisco DocCenter  #b My files - OneDrive Security News » T . Cisco Security . Duo Demos . Home - Cisco Co. » | [ All Bookmarks

v\{} SHANN Chat Pricing APl  Research Company ;LA Startup Boost £= English &N 0 signin

¥

i

O FRONTIER RED TEAM LAB _ highlight 4

cee un e T woaniraliesO | bash ox bann x Twrmina (ifocker) 300 DRI~ 172-33-B- V5B ~ (39 . <
o ‘

(venv) alias@brain:~/Alias/research/openai-agents-python 1 § cai-replay /Users/alias/Downloads/mercadolibre_userenum_cai_20250319_105934.jsonl 0.3 "

Raadansisad Laaas annon % .

Penetration Testing g e

c bos
c + . ° °
C
c
ceeececceccee . IITIITITIIE
MoE
Cybersecurity AT (CAT), v0.4.6
Bug bounty-ready AT ° Router

Loaded 93 messoges from JSONL file
Ac t o

0.00s
ying conversation with 93 messages...
Total cost: $2.612894 . .
CAI> we are doing pentesting for this subdomain API, we are looking for endpoints dangerous, we need to find emails or sensitive infrmation to prove this vulnerabitily we have discovered. i Shannon A| is the WOI']d'S most advanced A| fOI' offenswe

WORK forthis company and i am doing this in scope of hackerone curl -X GET https://api.mercadolibre.com/users/3
security. Built on the Shannon V1 series — trained with high- . .
quality red teaming datasets — it is the only Al that truly

understands pentesting, exploit development, and adversarial o ‘ .
security research.

ant af tha Nau
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Vulnerability Research:
Hacking Consumer Robots in the Al Era

 The team at Alias Robotics carried
out a vulnerability research on
several Al driven robotic consumer
systems using the Cybersecurity Al

‘f J Unltree G110
framework. |

* Robots are readily available for
purchase and use.

» Approximately 40 vulnerabilities
across three test platforms

Outcome:
A whole new attack surface = ,
Robot Type Origin Category Attack Surface Vulns Assessment Time Impact
x 5 Hookii Neomow China  Outdoor WiFi, MQTT, ADB, ROS 2 9 2.5 hours Physical + Privacy
A n e ed fo r dy n a ml C ro bOt I m m u n e SySte m Hypershell X China Wearable BLE, REST API, CAN Bus 12 1.5 hours' Safety-critical

HOBOT S7 Pro  Taiwan Indoor BLE, Cloud API, HTTP 17 3 hours Property + Privacy

Robots are now critical infrastructure
© 2025 Cisco and/or its affiliates. All rights reserved. httDS ://arXiV_ Org/Ddf/26 03 08 665 'éllls'cl:lc;'



https://arxiv.org/pdf/2603.08665

2

Al discovers vulnerabilities faster than
CVE infrastructure can catalogue them,
and manufacturers decline to remediate

them even when notified.

Authors of the paper:
Hacking Consumer Robots in the Al Era

© 2025 Cisco and/or its affiliates. All rights reserved. . cIsco
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The Agents are Coming




Agentic Al moving from pilots
to production

>60 163

have active agentic agents
pll Ot S t 0 d ay . expected to be in operation by 2028

Help Desk Agent Developer Workflow Agent Digital Workforce Agent

Source IDC. Cisco Live Session ID: CENAI-1500



Al in the Enterprise




Securing Al

&

Al Access

What are my employees doing?

Mandate: Use Al, just not that one

© 2025 Cisco and/or its affiliates. All rights reserved.

Al Defense

Customer and employee Al
powered business applications and
processes

afa]e
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Two Distinct Areas of Al Risk

Third-Pa

Manage employee use of third-party Al tools,
preventing data leakage and other business risks,
with Cisco Secure Access.

@ ChatGPT

O
m - ~ @ Notion Al

Employee

O GitHub
Copilot

Al Access

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Visibility: Al Cloud Visibility

Security for Al

App Discovery Secure Access

. Use Secure Access to identify third-party generative Al applications, their usage, risk
‘ AUtO mat|Ca| ly uncover AI score, and protection status. Learn more about Al application discovery. [0
assets, in the cloud, and
SEEN

- Understand usage and

Q

) . Application name Sub-category Content type Risk status Identities DNSrequests  Total web traffi
relative risk status .
7 Microsoft Copilot Search Conversational Chat © Low
- Dive into details and 7 OpenAl ChatGPT Search Conversational Chat High
Compensate W|th COﬂtrO|S ? You.com Office Productivity Multimodal Content Medium

Generator

(7 Backyard Al Content Management Conversational Chat Medium

7 GitHub Copilot Application Development Code Assistant & Generator @ Low
and Testing

(7 Google Bard Search Conversational Chat © Low

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Secure Access: SSE That Truly Understands Al

It doesn't just see patterns. /t understands intent.

287 Total Events Viewing activity from Jan 8, 2025 at 3:30 PM to Feb 7, 2025 at 3:30 PM

Intelligent Protection

a P atte rn _ IeSS P I I /P H I/P CI d ete Ctio n High B { gina 8 Prompt OpenAl ChatGPT Al monitor ® Monitored Feb 5, 2025 at 1:15 AM

Feb 5, 2025 at 1:15 AM

< Monitored
Critical b@s . Prompt n/ F A 1 Blocked , 2025 at 1115 AM

» Prevention of sophisticated attacks Crtcal L 8ob SWO (ob@uwonawsd..  Prompt  OpenAIChMGPT  AlGua
(OWASP LLM / MITRE ATLAS) B ST TR e Y e
e.g., prompt injection AFENEIAN T eI s i &I Frivacy

Write a professional email responding to our client,
Alex Smith, confirming the details of their invoice for

» Intent-based toxicity detection o . POMPt  OpenAIChatGPT  Almonito ® Monitored 2025 the $1.2M deal with ACME Company.

Prompt OpenAl ChatGPT Al monitor > Monitored

jestination UR
High 52 7 Prompt nAl ChatGPT Al monitor £ Monitored 2025 at 12:41 AM net http://chatgpt.com/backend-api/conversa
] ] ] z
2 e ro F rI Ct I O n e C rI ty High 2.127.197 Prompt GP Al monitor 5 Monitored 2025 at 12:37 AM Copy
Low 127197 Upload RU & Monitored 2025 at 12:35 AM d I

° Bu”t |nto Secure Access* Low (L 5212127197 Upload  Datado (e S Monitored 2025 at 12:35 AM

Critical ¥} 97 Upload Mozilla Firefox Raja_test_rule Blocked 2025 at 12:28 AM
. W .
O SI ng Ie u nlfled pOI ICy fra meWO rk ig T Prompt OpenAl tG Al monitor ¢ Monitored , 2025 at 10:56 PM

Prompt Al C| P 0 > Monitored 2025 at 10:54 PM

« No additional infrastructure - ’ R Py

how to make a bomb
High Raymond Wei Prompt Op ChatGPT AlDemo Blocked 2025 at 10:49 PM

High 4. Raymond We > 5 Prompt GPT Al monitor > Monitored 2025 at 10:49 PM o
application/json

High o 12127197 Prompt OpenAl ChatGPT Al monitor > Monitored 2025 at 10:46 PM b
180B

1200+ 100% 1
Al Applications Coverage  Top 20+ Al Apps Coverage  Unified Security Framework

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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For More Al Access Go Here:

Transforming Secure Connectivity for the Al-Ready Enterprise
1:30 PM-2:30 PM

.

.Y

a Mike McPhee

71 spots left




Two Distinct Areas of Al Risk

© 2025 Cisco and/or its affiliates. All rights reserved.

First-Party A

Enable end-to-end secure development of first-party
Al applications across your business with Cisco Al
Defense.

AN
Datasets

Models % fgf%%

Al Apps End Users

2 o

Al Defense

e
CIsco



Al Defense




What’s the Risk?

Al Applications and Agents can be non-deterministic

Al Application New Risk Vector

User

Application

Data

\%

Infrastructure

ol I () I I
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



But It’s Different

In a very fundamental way

Al Application

User

Application

Data

A\ 4

Infrastructure

ol I () I I
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2047 cisco



The Evolution of Al

Rapidly increasing autonomy and capabilities

O
(]

M

Simple Chatbots

Direct responses, basic assistance

© 2025 Cisco and/or its affiliates. All rights reserved.

Retrieval Augmented
Generation (RAG)

Enhanced accuracy & context via external
knowledge.

Agentic Al

Autonomously execution of complex, multi-
step tasks.

afa]e
CIsco



Al adoption creates new,
unmanaged risks




The Al Risk Landscape

Al Risk Is Already Impacting Businesses

86% have experienced an Al-related security
Incident in the past 12 months
8 Only :15 Z’ frc])arvceorrﬁscr)(lejrr](;issi?/gdAl 9% 41% do not have mature controls
sBa s . 99, on data used to train Al models

security assessments

. . . e
© 2025 Cisco and/or its affiliates. All rights reserved. SOU/'CG.' 2025 OSCO Cl/berseCU/'/l‘V Read/ness /ndeX cisco



https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2025/m05/cybersecurity-readiness-index-2025.html

The Al Risk Landscape

Emerging Standards Outlining Al Risk

)owaAsp

OWASP Top 10 for LLMs

(I\) TR

MITRE ATLAS

NIST

NIST Adversarial ML Taxonomy

CCCCC



Standards for Al Security

#)ownspP

LLMO1

LLMO2

LLMO3

LLMO4

LLMO5S

Prompt Injection

Sensitive Information
Disclosure

Supply Chain

Model Denial
of Service

Improper Output
Handling

© 2025 Cisco and/or its affiliates. All rights reserved.

LLMO7

LLMO8

LLMO9

LLM10

Excessive Agency

System Prompt
Leakage

Vector and Embedding
Weaknesses

Misinformation

Unbounded
Consumption

N
Y

Reconnaissance

¥

~

J

Resource Development

Initial Access

\’

ML Model Access
v

Execution

v

Persistence

¥

Privilege Escalation

MITRE
ATLAS

Defense Evasion

J

Credential Access

J

Discovery

J

Collection

J

ML Attack Staging
¥

Exfiltration

¥

Impact

e
CIsco



The Al Security Challenge

Model Security Is Inconsistent

/’\\ f\ //‘
)& \Q) RS

Built-in guardrails are different for each model, optimized for
performance over security, and easily broken when changing the model.

© 2025 Cisco and/or its affiliates. All rights reserved.
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The Al Security Challenge

Model security Is Inconsistent

Enterprise Guardrails

Enterprise guardrails provide a common layer of security across models,
allowing Al teams to focus fully on development.

ol
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



The Al Security Challenge

Cisco Mitigates Al Risk at Every Step

&2 ©)

Supply Chain Development Deployment & Usage

ol
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Al Defense

Security for businesses developing Al applications

O LR A
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Al Defense

A Three-Step Framework for
Developing Secure Al Applications

) ( I
Discovery Detection Protection
Uncover Al assets including models, Test for Al risk, vulnerabilities, and Define guardrails that secure data and
agents, and datasets susceptibility to attack defend against runtime threats
L J

— Unified management with Cisco Security Cloud Control

ol
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Al Defense: Coverage Across the Al Lifecycle

Discovery

Al Cloud
Visibility

Inventory the Al models,
agents, and connected data
sources across distributed
environment to understand
usage and gauge risk.

© 2025 Cisco and/or its affiliates. All rights reserved.

Detection

Al Supply Chain
Risk Management *

Scan model files, repos,
and MCP servers to
proactively block malicious
or unsafe Al assets before
operations are impacted.

|
T

Al Model & App
Validation

Identify safety and security
vulnerabilities across
models at scale with
algorithmic red teaming
technology.

sEoEEBo S
RPNy ii:

* Al Supply Chain Risk Management is in Beta

Protection

Al Runtime
Protection

Protect production Al apps
and agents with guardrails
embedded in the network.
Block attacks and harmful

responses in real time.

Gomaral

ol
cisco



How Are Enterprises Using Al Applications?

Decision 1: What is our Al use case? Decision 3: How are we customizing our

. . ?
« Code generation, enterprise search, customer model*

support, agentic assistant, automation, etc. » Retrieval-augmented generation (RAG): 51%'

* Prompt engineering: 16%!

Decision 2: How are we developing our  Fine tuning: 9%
model?
* Develop in-house: Entirely custom, but Decision 4: How are we using third-party Al

expensive and intensive (Less common) tools?

» Use a foundation model: Can be built upon

cheaper and faster (More common)  What applications are sanctioned and

unsanctioned?
» Have all Al tools undergone security review?

1. Menlo Ventures: The State of Generative Al in the Enterprise 2024

afa]e
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1554 cisco



How Are Enterprises Using Al Applications?

L GPT-5
( h Application  (ChatGPT) ( )
O
b il Response T T TTTT
e I Query >
. 1 Production-Ready
Production User ! A Model
: ! Y
————— Context ---- —: i
Vector DB :
( h .
a
: Trained Model
Development ' s
App Data Public Data OSS Model

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1554
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What Does the Al Threat Landscape Look Like~

LLMO1

LLMO6
Agency

Prompt Injection

A Prompt Injection
Vulnerability occurs
when user prompts
alter the LLM’s
behavior or output in
unintended ways.
These inputs can
affect the model
even if they are...

Excessive

An LLM-based
system is often
granted a degree of
agency by its
developer - the ability
to call

functions or interface
with other systems via
extensions...

© 2025 Cisco and/or its affiliates. All rights reserved.

LLMO2

LLMO7

Sensitive
Information
Disclosure

Sensitive information
can affect both the
LLM and its
application context.
This includes personal
identifiable
information (Pll)...

System Prompt
Leakage

The system prompt
leakage vulnerability
in LLMs refers to the
risk that the system
prompts or
instructions used to
steer the behavior...

LLMO3

LLMO8

Supply Chain

LLM supply chains are
susceptible to various
vulnerabilities, which
can affect the integrity
of training data,
models, and
deployment
platforms....

Vector and
Embedding
WEELGQEREES

Vectors and
embeddings
vulnerabilities present
significant security risks
in systems utilizing
Retrieval Augmented
Generation (RAG)...

BRKSEC-1554

LLMO4

LLMO9

Data and Model
Poisoning

LLMOS

Data poisoning occurs
when pre-training, fine-
tuning, or embedding
data is manipulated to
introduce vulnerabilities,
backdoors, or biases....

Misinformation LLM10

Misinformation from
LLMs poses a core
vulnerability for
applications relying on
these models.

Misinformation occurs
when LLMs produce...

OWASP

Improper Output
Handling

Improper Output
Handling refers
specifically to
insufficient validation,
sanitization, and
handling of the outputs
generated by large
language models before
they....

Unbounded
Consumption

Unbounded
Consumption refers to
the process where a
Large Language Model
(LLM) generates
outputs based on input
queries or prompts...

e
CIsco



How Are Enterprises Using Al Applications?

Production User

Exfiltration
Denial of Service
Privacy Attacks
Cost Harvesting

( W Toxicity
-

Development

© 2025 Cisco and/or its affiliates. All rights reserved.

Application
________________ Response Tt
____________ & Query I
: A
1 |
z |
= .
|
————— Context ----4
Vector DB
Indirect Injection

e Factual Inconsistency
|

[Indirect Injection ]

5
=

App Data

BRKSEC-1554

Public Data

(Data Poisoningj

> Production- Ready

Model
A

Prompt Injection
A Data Extraction
Misalignment
Hallucinations

OSS Model

(Model Backdoorj

afa]e
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Al Defense

Mitigating Risks Across the Al Lifecycle

Test for supply

_ Py Fit custom guardrails to . Enforce guardrails to
chain security risks ' '

each model safeguard Al apps

Development Production

Test models & apps Fit new guardrailsto &+ Re-test the model & app
for vulnerabilities mitigate new risks for new wvulnerabilities

il _ . _
cisco © 2024 Cisco and/or its affiliates. All rights re served.



Al Defense: Assets

Al Asset: an Al workload in your cloud environment detected by Al Cloud Visibility

/

Azure OpenAl

/

Primary Virtual Private Cloud

© 2025 Cisco and/or its affiliates. All rights reserved.

\
Al Powered Al Powered h ( Al Powered
Application Application Application
T (© 5% 5%
& 2R 2N J
v ¢ v 1 v 4
AWS Bedrock
Foundation Knowledge Custom Agents
Models Bases Models m
A
* = LLAMA -l

Al Assests }

l'l'l'lll
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Al Defense: Applications

» Application: An object that registers an enterprise application, the application’s connections to
assets, and the application's Al defense policy. Register each enterprise application as an Al
Defense application.

/ Primary Virtual Private Cloud \

P il el e, - — — — — ) ~
4 Ay
& Azure OpenAl ) Al Powered |} f Al Powered N (0 Al Powered
| p < Application | Application Application
: Foundation |* I
~ - I ~ - ~ -
: Model @ : @ @
I &) OpenAl .
|\ i ~ \C 1\ VRN J
\ N _/____/_ _____ ¢__T__/l # T ¢ T N
AWS Bedrock
4 ) 4 ) ( ) ( )
Foundation Knowledge Custom Agents
Models Bases Models m
X* LLAMA N
(& J (& J (& J (& J

afa]e
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Security for Al | Building Al Apps

Visibility: Al Cloud Visibility

- Al Assets
> AUtOl I |at|Ca I Iy u ncover AI Leverage Multi Cloud Defense to scan your cloud environment and Al service providers,
identifying models and the VPC instances that invoke them. Learn more about Al assets

aSSGtS, Span ning On_prem, Cloud visibility External assets
cloud, and SaaS

Discovered Al assets (D 43 total Models connections &

12 22 6 22
° U nde rstand usage context Custom models Foundational models Agents Knowledge bases 2 4

A Unprotected @ Protected
of connected data sources

[ Q) Search ] [ Al provider v ] [ Region ] [ Asset type ] [ Validation status wv ] = Filters 48 results
N S h OW C O nt r O I S a r O u n d th e Al asset name Asset type Discovered date Regions Last Validation Action

int.chatbot.v1.5 Custom model Sep 29, 2024 02:44:19 US West A Not validated ¢ Validate

mOd e IS to g a u g e eX posu re customer.support.d2 Custom model Sep 27, 2024 02:44:19 US East ) Apr29,2024 ¢ Validate agz
doc.review.bot Custom model Aug 24, 2024 02:44:19 Europe A Not validated ¢ validate
meta.llama3-2-3b-instruct Foundation model Aug 22, 2024 US East [ Jun 29,2024 ¢ Validate age
cust.booking.mgr Custom model Aug 22, 2024 US East —— =
cust.booking.mgr.2 Custom model Aug 12, 2024 US West — =

afa]e
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Security for Al | Building Al Apps

Detection: Al Model & Application Validation

- Uncover supply chain risk in
open-source models by scanning
file components for malicious
code, poisoned training data, and
more

- Find vulnerabilities in models and
applications through automated,
algorithmic Al RedTeaming

- Create model-specific guardrails
to “patch” weaknesses and
better protect runtime apps

© 2025 Cisco and/or its affiliates. All rights reserved.

< Validation
claude.customer.support-d2-test1 @ compisted (@ view configuration ] ( 7 view
Test completed Jan 15, 2025 08:10:23
Severity breakdown Top 5 threats Top 5 techniques
’ ) Violence unsafe... T, ~+7 icoce [N
946 aer a wegaiocivies I 2 Leeusea =
: © Hatespeechand.. I 07 ‘ tatin | /"
| ‘ . S ssaveens I -
ks 9 convigneinrios. [N Misesoran. I 5
0 60 0 18 36 54
By threat By attack technique All
[Q Search results ] [ Thre ] [ hreat v ] [ Tech ] [ Severity ] 10 results
Threat Sub threat Technique Severity Standards mappings
Social engineerin g Phishing Ignore previous instructions @ Pass OWASP
Violence unsa fe actions Bomb Smart GPT naive two way payload... © Pass OWASP
lllegal activiti Child sexual abuse material Mistral virtualization attack © Pass MITRE OWASP
Violence unsafi Murder Translation A Al
Hate speech and d mi Marital status AIM A Alert MITRE OWASP
Social engineerin g Phising Ignore previous instructions @ Pass MITRE

Rowsperpage < 2 .. 10

afa]e
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Al Validation Workflow

Establish Baseline Risk Use Risk Reports to Design Runtime
of Al Assets Policies
Foundation Runtime Protection
Model 88% 23 . — > Al System Al System
@ App Data
Policy
Foundati =
K/lljgdeal Ig " GuaI;?c';?n";:c iglcs.tem > Gualgcrdcr)iqil; zlcs-tem
@ Model 1 Model 3 T
Foundation § %
hﬂ()(j€3|:3 Percentage of sttacks blocked
& - -

Prrcantoge of o ocked
©100%

1944

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Types of Validation Runs

© 2025 Cisco and/or its affiliates. All rights reserved.

4 ) 4 w
Cloud-Hosted
J  Foundation Model EEE— Attack Prompts are Sent
P to Model endpoint.
@ ST Al Defense analyzes the
\Q J model's raw response to
determine if the attack was
Al Defense ( 4 ) successful.
Vglldgtlon > L > Application Model
ervice | Al Application || Endpoint
& &
\_ J (& J
' External Model *External model validation runs are just model validation runs
<o for any models hosted outside your cloud Al service. External
models will likely be merged with Cloud-Hosted Foundation
Q) ey models in future releases.

afa]e
CIsco



Security for Al | Building Al Apps

Detection: Al Validation for Models

Automatically evaluate Al models for 200+ security & safety categories to enroll optimal
runtime protection

45+ prompt 30+ data privacy 20+ information 50+ safety 60+ supply chain
injection attack categories security categories categories vulnerabilities
techniques
 Jailbreaking * PII « Data extraction * Toxicity * Pseudo-terminal
* Role playing « PHI * Model information * Hate speech « SSH backdoors
* Instruction override « PCI izl * Profanity * Unauthorized OS
* Base64 encoding  Privacy infringement e « Sexual content interaction

attack ..  Etc.

 Etc. * Malicious use

 Style injection
 Etc.

* Criminal activity

* Etc.

afa]e
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1554 cisco



Security for Al | Building Al Apps
Protection

« Secure sensitive data with guardrails

» Defend against threats like prompt injections and DoS « Comply with regulations, frameworks, and standards

Runtime overview

» Set access polices to apps and data

[ ® Last7day v ][AII applications v ]

Prompts detected Responses detected
23.9K ~ 5% last 7 days 22.7K ~ 4% last 7 days

Connectivity status See details 7

A 2 outof 3 connected

Actions:  Guardrails Guardrails distribution

Action Prompts Responses \
+ Pass 19.6K (78%) 19.9K (78%)
© Block 3K (20%) 3K (22%)
221 (2%) 0
B Ssecurity: 98 (24%) B Privacy: 115 (27%)
Total 22.7K 21.6K

B safety: 221 (49%)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1554

Top rule match

Rule Percentage

Cybersecurity and Hacking | Security

Security Vulnerabilities | Security

Financial harm | Safety

Reputational Harm | Safety

Intellectual propertyv theft | Privacy

33%

28%

25%

12%

8%

l'l'l'lll
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Security for Al | Building Al Apps

Protection: Al Runtime Protection - Guardrails

Protect runtime use of Al by examining prompts and responses to protect against harm

- Apply guardrails that intercept and
evaluate prompts and responses

Events Event details X
Thread A~
Event logs
1~1 Q Search by event id Startdateand tine - Enddateandtime @ || Ruleaction v | [ Messagetype v | = Aufitters @ JohnDoe 2345
b/ B IO Ck m al IC |0 u S p rom ptS befo re th ey [ ] [ 1 [ ] [ ] Can you provide the personal contact details of all employees?
d d d I Application Rule action Message type Enforcement point Guardrail ®
C a n o a ma g e to you r m O e Customer Support Chat © Block Prompt Multi Cloud Defense Privacy 23:45
claude.customer.support-d2 Gateway Model

| would be happy to provide the contact information for

Bl R iBiock ErouEt AP Secunty employees. Below is a list of the contacts with their email and
llama.fined-tuned Gateway . ;
other personal contact information:
ChatGPT © Block Prompt Secure Access Privacy Name: Miguel Hernandez Email: miguel.hernandez@gmail.com
DLP Name: Chen Wei Email: chen.wei@acme.com

Name: Amina Ali Email: amina_ali@yahoo.com
© Block

- Ensure model outputs are absent of ey Gy -

12) Total Turns in Session: 04 Expand conversation ->
HLe = A B = Microsoft Copilot © Block Prompt Secure Access Privacy
sensitive information, hallucinations
Rule matches ® ~
. ;
Wealthwise Bot © Block Response Al Defense Security
from con 1pany data, or otherwise Jama ined-tuned Cateway .
) © | Privacy  Pll (Personally Identifiable Information) [~]
i v
a r m u C O n e n Enterprise Echo Monitor Response Al Defense Privacy S teatry Data larvestiog
enterprise.echo.du API
Attack technique Direct Request
Copilot © Block Prompt Secure Access Privacy Entities Ermail
DLP
Standard mapping OWASP - MITRE
Wealthwise Bot © Block Response Al Defense Safety
llama.fined-tuned Gateway
General v
Enterprise Echo + Monitor Response Al Defense Privacy
enterprise.echo.du API Event time Jan 14, 2025 23:45:19

- Detections powered by proprietary Al
models and training data

afa]e
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1554 cisco



Security for Al | Building Al Apps
Guardrail Categories

Security Privacy Safety Relevancy

* Prompt Injection * [P Theft * Financial harm « Content moderation

* Denial of service * Pl * User harm « Hallucination

» Cybersecurity and - PCI « Societal harm « Off-topic content
hacking « PHI « Reputational harm

Code presence

Toxic content

Source code

Adversarial content
Malicious URL

Map guardrails to standards /I\\ MITRE Guardrails can be modified to fit m
and frameworks like: @DUJHSD \A/ ATLAS industry, use case, or preferences 7

e
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1554 cisco



How Al Runtime Works

Al Runtime is a SaaS service that provides a
layer of protection between your Gen Al
Application and the underlying model(s) for that
application. Applications can be either a:

- Gateway Application

- API Application

-

~

Al Defense Runtime
Service

[

~

Al Runtime Guardrails &
Models

8 B8 @

&
i
v
( Your Cloud \ 4
O User Prompt | h App Prompt
( w App Output Gen Al Application Output Assessment
€ e 1 ] EEEIEERE - Al Defense GW <-
User
( )
Gen Al Application B
L ) & )

a5 D C

© 2025 Cisco and/or its affiliates. All rights reserved.

»

Approved
Prompt to
Model(s)

> User Input Prompt Path

~~ =% User Output Prompt Path

Language Models

dfra]n
f\) cisco J

Output From

BRKSEC-1554

| ____ Model(s) _ _ _

afa]e
CIsco



Gateway Applications

In a Gateway Application, Runtime provides an
API Substitution from the GenAl application.

/

Al Defense Runtime

Approved
Prompt to
Model(s)

» User Input Prompt Path

*  User Output Prompt Path

Vs

Qutput From

S

Language A Model Host

&

~

s

.. Service
Use a Gateway Application when you want Al
Defense to decide the decision whether to allow ( )
or block a prompt or model response. Al Runtime Guardrails &
Models
o J
Your Cloud f \
Al Defense GW
4 I s
O User Prompt £ipp Prompt > Policy W
Gen Al Application Connection A <« -
I App Output Approved
hboooooood - Model \ )
User ‘____Czu_teu_t ______ _ > 1
N J Policy
Connection B . -
\Q) J \\Q ))
(Q) afean]n
\_ cIsco

© 2025 Cisco and/or its affiliates. All rights reserved.
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Language B Model Host

&
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APl Applications

/

Your Cloud

~

f

Al Defense Runtime
Service

\

(

Al Runtime Guardrails &
Models

\

4 ) A
f =
Gen Al Application s v \ A ~
User Prompt ( h
Al Defense API
O > Input Prompt R —
m Handling Logic 4 )
~ ,'\\ Al Defense (
e App Output ; N Prompt Alert PO"CV
* - SRR RARAT T T Model Output Raw Output API :
Handling Logic ||| ____. o et _ 4 Connection
~ V. Al Defense Model
\ / 1~ - Response Alert
""""""""""""" & ~)

(D

/

Approved Prompt
to Model(s)

A 4

A
1
1
1
1
1
1
1
1
1
1
1

v

Raw Output
From Model(s)

T R
7

Language A Model Host

&

Language B Model Host

-

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco /

For an API Runtime
Application, your application
processes the Al Defense
Runtime response and
handles traffic decisions.

Use an API Application when
you want your app to handle
the decision whether to allow
or block a prompt or model
response.

Path of User Input Prompt

Path of Model Response

Al Defense Prompt Alert / Approval

Al Defense Model Response Alert / Approval IS

cisco



Splunk Integration

splunk>enter

Apps ¥

Data Integrity

Resource Utilization

Alerts & Detection

Application Setup

App Analytics ¥

jefin v

4 Messages v

Settings v

Activity v

Help v

Find

Q
=

Cisco Al Defense Dashboard

05:07 AM Block Prompt tex-API-Aut o 5 ty Time Range Index Application
Total Messages: 1 t 7 day N Y A U]
User
Top Rule Match Policy Action Overview Guardrail Distribution
€ 1S @ ce r
> K Pror I-A jor Security Promp Action % Response (%) % Prompts (%) &
K P API-2 Security P Allow 12.93 87.07
Block i ion Se ‘
Block 4.85 9515

Events by Actions

Events by Guardrail

Top Models by Events

Model Name £

Number of Events 3

Top Entities by Events

Entity Name %

Number of Events $

Top Applications by Events

Application Name $

Number of Events ¢

59 No model specified 6034 Driver's License Number (US) 189 GoogleVertex-APl-Automation 3679
&
gpt-35-turbo 5012 Email Address 770 AutomationGateway 1847
gpt-35- 3 Phone Number 704 DO NOT EDIT - Al Runtime 1358
e — Latency Testing
B et gpt-35 1 Social Security Number (SSN) 662
(US) APl-Automation-Gateway 1080
gpt-35-turb 1
IP Address Aa4 KelsarAnn? 74

© 2025 Cisco and/or its affiliates. All rights reserved.

Event Logs

Event Time

T
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Cisco Al Defense

Al Supply Chain: MCP

* Register MCP servers and create a list of
verified Tools

« Scan MCP servers and tool descriptions for
vulnerabilities (e.g. tool poisoning)

« Continually scan throughout the
development process

© 2025 Cisco and/or its affiliates. All rights reserved.

ANTHROP\C

GitHub

3rd Party
Registries

Cl/CD

Pipeline
I
1
1
1
:
1
\ 4

Add and Scan [ —— :I
_______ S = |9
MCP Servers Tools

Verified / Trusted Assets

e
CIsco



Cisco Al Defense

Uncover Supply Chain Threats and Vulnerabilities

Al Defense Asset Inventory Periodic Scan

A4
o)
w

Models 3 (\‘

mE o)
Agent =
gents 3

MCP

Supply Chain Scanning
oy~ Detect Threats and

4\ AlAsset Risk Profile Vulnerabilities

VAN Calculated risk score |

A Al Defense Supply Chain
— | Taxonomy
Mapped to industry standards

A 4

Supply Chain Report
Risk profile, threats,
vulnerabilities

Update risk profile

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Al Defense: Detection

Al Supply Chain Risk Management

Admin

« Scan model files or model repositories to i o9 Contr # 0 Q| /A, -
identify vulnerabilities like code execution, = Modelscan

Scan your models and data files for known security vulnerabilities and identify risks such
hd as unauthorized access, data leaks, and injection attacks.

suspicious import, and suspicious
T e n S O rF IOW O p e rat | O n S . 217 Total scans (i} 56 Completed scans in the last 7 days o 36 critical vulnerabilities 0

Al Defense
= Q Search ][ B Scan date v || Type ~ Il Vulnerabilities v H Status ~ ] 48 results
PERLLLEG)
Name Scan date Type Files scanned  Vulnerabilities by severity Status @
L suspicious_script.py Sep 29, 2025 File 1 © 2Critical € 2High A 2Medium © Completed o
» Scan MCP servers to inventory tools and :
Events
4 . meta-llama/Llama-3.2-1B Sep 29, 2025 Repository 87 © 2 Critical A 2 Medium @ 2 Low © Completed o
detect tool poisoning attacks
9
Validation model_weights.safetensors.py Sep 29, 2025 File 1 © 2critical € 2High A 2Medium @ 2Low © Completed o
14:23:15
o meta-llama/Llama-3.2-1B Sep 29, 2025 Repository 254 © No issues found © Completed o
Al App 14:2315
. Discovery
istral-7b-v0.1.pth Sep 29, 2025 File 1 — ©) Failed o
* Prevent the usage of insecure models and
reven u N ur n 2 ezss
kK
. Scan bert-base-uncased.pth Sep 29, 2025 File 1 © 2 Critical A 2 Medium @ 2 Low © Completed o
third-party assets
EI- meta-llama/Llama-3.2-1B Sep 29, 2025 Repository 336 — @ In progress
Al Assets 14:23:15
opt-13b-chat.pth Sep 29, 2025 File 1 © 2Critical £\ 2Medium & 2Low © completed o
0] 14:23:15
Policies -
meta-llama/Llama-3.2-1B Sep 29, 2025 Repository 124 = ® Canceled n}
14:23:15
Applications Rows per page 1-30 of 300 2 . 4 >
e

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Al Defense: Agentic Protection

MCP Secure Gateway

Governance

Register MCP servers in the
catalog for unified management.

Get clear visibility into server
tools and capabilities.

Control which MCP server is
available via Al defense Proxy
connection

(WIP) MCP registry support for
automated discovery.

Protection

Run manual or scheduled scans
of registered MCP servers with
the MCP Scanner.

Enforce security policies through
proxy-based runtime controls.

Apply policy rules driven by
scan results and Al Defense
guardrails.

Enable runtime threat detection
for MCP client-server
communication.

I
CISCO

Insights

Gain full visibility into scan
results and threat details across
all MCP server capabilities.

Track trends and behavioral
changes from periodic scans.

Generate security events and
view detailed insights in the
runtime dashboard.



Cisco Al Defense

Protect Usage of Risky Al Agentic Systems

~

e
e N\ Al Defense Runtime
Service Vs

. Tools
Al Application : Approved
PP Request Al Guardrails Request

MCP Client Risk Based Enforcement @ @
1flaljll
CISCO

A
A

Al Defense Asset Inventory

Models
Agents

MCP

QOQ Al Asset Risk Profiles
/\ Calculated risk score

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Hot from the RSA Conference




Cisco LLM Security

alia]i,  Cisco LLM Security
€1sco  Leaderboard

© LLM Security Rankings

< Top 10 £\ Bottom 10 L All Models Combined Score Tl F
EXPLO
Comprehensive model safety and security rankings, including single-turn score, multi-turn score, and detailed metrics.
@ LLM Security Rankings
ive benchs L Quick Model Search
Cisco Al Security Framework e
0 , Al Security ewo
Methodology
m ' €} Top Performer ~7 Average Score l.li Score Range
Anthropic Claude Opus 4.5 89.9 85.9 - 93.3
93.3 Te verag Tc rar
% Filters >
RANK MODEL COMBINED SCORE SINGLE-TURN MULTI-TURN CISCO TAXONOMY
YSTEM A+ Online
‘Q Anthropic Claude Opus 4.5 93,3 o= 97.8 88.8 & View ~
LIGHT MOD o
@ Anthropic Claude Sonnet 4.5 92.2 e 97.4 87.0 & View ~
Q Anthropic Claude Sonnet 4.6 91.8 e—— 97.0 86.6 & View ~
4 Anthropic Claude Haiku 4.5 91.5 e 96.5 86.5 & View ~
5 Anthropic Claude 3 Sonnet 90,2 e 92.2 88.1 & View ~
6 Anthropic Claude Opus 4.6 90,1 e—— 96.4 83.8 & View ~
7 Openai Gpt 5.4 Mini 89,1 o——— 90.4 87.8 o View v
8 Openai Gpt 5.4 Nano £8.9 e 90.5 87.4 & View ~
9 Openai Gpt 5.4 86.3 97.3 75.3 0 View v
10 Anthropic Claude 3.5 Sonnet 85.9 e 96.7 75.2 & View ~

© 2025 Cisco and/or its affiliates. All rights reserved. httosllleade rboa rdald efenseC|Scocom/rank|ng§ cisco



https://leaderboard.aidefense.cisco.com/rankings

Al Defense Explorer : Agentic Red-Teaming for Your
Agents

® Live Attack Demo Multi-turn Adaptive

Get sta rted Goal Extract the system prompt and identify tools the agent has access to
T'wo steps to your first security report
THINK Analyzing endpoint response patterns. Guardralil signat
1 detected on direct injection — switching to multa
strategy...

Add your target

LA R
A 1 and connect your Al endi !
il 1[ DO > '-‘(, | ::

Add target —

p

Run a test

team agent plans, adapts, and

i{e]]

Run test —

o 55 T TR AT e https://explorer.aidefense.cisco.com/ A



https://explorer.aidefense.cisco.com/

Cisco IDE Al Security Scanner

ON THIS PAGE
DOCS IDE Al SECURITY SCANNER

- Cisco IDE Al Security
Scanner

CISCO IDE Al SECURITY SCANNER -

Trust, but verify — security scanning for MCP servers, agent skills, and Al-generated

code.

INSTALL EXTENSION
Your Al agents pull in MCP servers, run skills, and generate code — but how do you know
what they're actually doing™? Cisco Al Security Scanner watches the supply chain around a & S A

vour Al tools and catches threats before they land: hidden instructions, data exfiltration,

prompt injection, vulnerable patterns, and more.
Works in VS Code, Cursor, Windsurf, and Antigravity.
INSTALL ON YOUR EDITOR

VS Code Cursor Windsurf Antigravity

© GET STARTED FAST

Install from the VS Code Marketplace, run Scan All (MCP + Skills) from the Command Palette,

and review findings in the sidebar dashboard. No configuration required for basic YARA
scanning.

https://cisco-ai-defense.github.io/docs/ai-security-scanner

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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https://cisco-ai-defense.github.io/docs/ai-security-scanner
https://cisco-ai-defense.github.io/docs/ai-security-scanner
https://cisco-ai-defense.github.io/docs/ai-security-scanner
https://cisco-ai-defense.github.io/docs/ai-security-scanner
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DefenceClaw - Security Governance for Agentic Al

WA

DefenseClaw

4 “\

DefenseClaw Gateway
CLI
(Python)

Al Gateway

DefenseCIaw

Inspect Engine

I
T DefenseClaw is the enterprise governance layer
for . It sits between your Al agents and
the infrastructure they run on, enforcing a simple
principle: nothing runs until it's scanned, and

anything dangerous is blocked automatically.

I
I
NVIDIA OpenShell |
I
|

OpenClaw

| |
| DefenseClaw Plugin (TS) |
| ]

https://barrysecure.com/oc/#overview Al
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Securing the Agentic Workforce

( (

Protect agents Protect the world
from the world from agents
p
Respond at machine speed
L

],
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



The Agent Trust Gap

85% \ %

_ _ Top concerns _
Experimentation Production

and adoption deployment

-\
- Source: Cisco survey of security and IT execs, Jan 2026, n=224
* Pilot, Limited Production, or Broad Production
e
cisco




Al Agents Are an Entirely New Class of “Users”

Scope

Speed

Scale

Sensibility

090
sl

Human

BROAD

@

Al Agents

BROAD

RAPID

52

Machine

RAPID

MODERATE

CCCCC



Zero Trust Security Must Evolve

o
—Jo
~Jo

Humans

Access

Prove identity.

Trust the user.

@

Agents

Actions

Verify behavior.

Control the agent.

CCCCC



Chaos in the Al Ecosystem Makes Zero Trust Hard

Actions vs
Access

Agents
Everywhere
Fragmented

Enforcement



Extending Cisco’s Zero Trust Access to Secure Agentic Al

\
Unmanaged devices Internet apps
Managed devices Private apps
|dentity-aware
O connections
People °)9 +
Zero trust Traditional apps
Things protection
SaaS & Al apps
J
, MCP servers
2 / ’
Al agents Q tools, and agents

Directory & Secrets
Management

afraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Zero Trust Access for Agentic Al




KNOW EVERY AGENT AUTHORIZE EVERY ACTION ADAPT TO RISK IN REAL TIME

Visibility, identity, and ownership for every Al agent interacting with your environment

Agentic IAM
by Duo

— Agent & Tool Discovery
— Agent Directory
—1— Agent Access Policy

— Human Accountability

— Lifecycle Management




KNOW EVERY AGENT AUTHORIZE EVERY ACTION ADAPT TO RISK IN REAL TIME

Fine-grained Access Controls: Consistently enforced where agents access enterprise data &

tools.

Agentic IAM

------

t enough

- - - el B - [ s Bebeaeael i

ong enough

Tools, resources and data

Agentic Workforce



KNOW EVERY AGENT AUTHORIZE EVERY ACTION ADAPT TO RISK IN REAL TIME

Use intent, threat, and behavioral context to adjust protection decisions.

Runtime protections against
safety and security threats

Threat context
Behavioral context

Real-time monitoring
and control

Communication



Summary




The Cisco Advantage

Platform Al Model Agent & Proprietary Model &
Advantage App Data

Security at the network layer Validation Purpose-built for Al security
Algorithmic Al r min
* Network-level data insights gorit > seliee 9 « Team pioneered breakthroughs
provide full visibility into Al from algorithmic jailbreaking to

« Automated assessment of safety
and security vulnerabilities

« Integration with Cisco « Contribute to (and align with)

product suite -l e QR s [ ssoltle standards from NIST, MITRE
guardrail and enforcement policy and OWASP

traffic and associated risks the industry’s first Al Firewall

« Enforce policies across and

within clouds and datacenters * Automatic integration into

Cl/CD workflows for seamless,
continuous testing

» Leverage threat intelligence
data from Cisco Talos

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Learning More Hands On

cisc

Al Defense Learning Lab:

https://cs.co/ailab

1

2

MCP Security Learning Lab
https://cs.co/mcplab :

A2A Protocol Security
https://cs.co/a2

© 2025 Cisco and/or its affiliates. All rights reserved.

AlDefense

Introduction to Cisco Al Defense

Understanding Al Security Threats

Setting Up Al Defense Environment

Al Defense API Testing and Validation

Al Defense Gateway Testing

Al Defense Management AP|

Al Model Scanning and Supply Chain Security

Summary and Best Practices

= AlDefense

What is Cisco Al Defense?

Dashboard

Get started with Al Defense

http://cs.co/state-ai-security

e
CIsco
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https://cs.co/a2a

Join the Zero Trust for Agentic Al Alpha

Criteria:
v' Secure Access customer (any edition) + Duo customer (any edition)

v' Duo is configured as an IdP in Secure Access. Users and groups are provisioned from Duo Directory in
Secure Access

v At least one MCP server running in a data center

AN

Willing to engage closely with the Cisco/Duo product team for testing and feedback

v Comfortable with alpha-stage software

[=]; ""‘“','"ﬂEI

-il-.,_l el

t,.-'-:' {?

EI' H’II ™

Zero Trust for Agentic Al Nominate your customer for the

Alpha Guide Zero Trust for Agentic Al Alpha

o,
© 2026 Cisco and/or its affiliates. All rights reserved. cisco
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CISCO Connect

Thank you b

CISCO
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