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Data Center Operations:
Meeting Evolving Business Demands

/@\\/ \/_@_\

= i -
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Pace of Innovation it - .
Availability Utilization
Business demands Uninterrupted service Idle high-value
faster innovation to is critical; as downtime resources, like GPUSs,
secure customer costs thousands per lead to significant
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We Need to Re-Imagine the Data Center for the Al Era
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Complexity at Every Turn.... .’ﬁ-

Hardware Security -g

Monitoring Sen P Vulnerabilities Server Administrator
Firmware Aligned
management
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The Command Center for
Data Center Operations

@ 64% lower £ 62 minutes fastc { 25% lowen <L 80% lower
cost of support and time to resolution costof har GUEIEE administrative costs

maintenance software acquisition
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Operating the
Al Ready Data Center Compute




Work Smarter and Faster
with a Simplified, Unified
Operating Model

Cisco Intersight

See your global Connect your infrastructure Secure operations with Automate deployments,

on-premises, cloud, and operations across compute built-in advisories and configuration, workflows, and
edge environments and storage continuous risk mitigation day-0 to day-N tasks
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Intersight SaaS Architecture
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Intersight Private Virtual Appliance Architecture

Cisco / Cloud

Customer Premise

bloyment
emetry

nmpliance

e

© 2025 Cisco and/or its affiliates. All rights reserved.

T pva 0 \

nitoring
N Hypervisor %4

DC

\Standalone C-Seriesj

Intersight.com

e

( TAC

Case Open*

Tech Support/ Log Upload

Manual Upload

(' HCL Intelligence

Driver / Firmware

Updates Packaged with

Appliance

( Advisories*

PSIRT
Software Deferrals
Field Notices

/

\
UCS Manager / Intersight

k Nutanix Cluster

e
cisco



Intersight Connected Virtual Appliance Architecture
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Stateless Computing




Stateless Computing

SIM Card Profiles

Identity for a phone Identity for a server

Intersight Server Profiles

e
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Profiles

Domain Profiles

Fabric Interconnect Configures a Fabric Interconnect pair through reusable
== e e aear e sy policies - Streamlining the deployment of Fabric
gg% == —gggﬁgggl === Interconnect pairs, while allowing for configuration of

the ports, port channels, and configuration of the
VLANSs and VSANSs in the network

Chassis Profiles

Enables chassis policies for an Intersight Managed
Mode claimed chassis (B-Series and X-Series)

Server Node

Server Profiles

RaCk Server Built of policies and pools and used to define the
: desired configuration and map that configuration to a
target server
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Driving Consistency Through Policy

Policies Server Template Server Profile
Power Policies
Adaptor Configuration Policy — Assignedto
— @ Intersight Claimed
— Servers

BIOS Policy

\ 4

Boot Order Policy

Storage Policy

5 L5 e e Lty [l [lsy [y

Networking Policies
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Importing Server Profiles

Intersight Q search C ®@ €4 Q
Servers
B3 Dashboards % Al Servers @ +
Servers
Health Power HCL Status Bundle Version Utility Storage Firmware Versien Models Co 3%
Ch
assis Won2 @ Incomplete 2 Yes 2 -
= Healt = 43525000 = 4.3(5.25000 = c2a0 M7t
Fabric Interconnects
A Configure ~
[J MName Health S Model : :  Memory Capa... UCS Domain Server Profile :  Bundle Version &
FELE 0O © c2a0-mM7-Al-01 @ Heatthy UCSC-C240-M7SX 160.0 1520 43(5.250001)
T O © czao-m7-al-02 (@ Heskthy UCSC-C240-M75X 160.0 1520 4f Power >
System >
Policies —
Import Server Profile  profile >
Paol
ools Derive from Template  yaware >
T2 Anaiyze ~ Install Operating System
Upgrade Firmware
Explorer
Launch IMC
=%} Automate o Launch vKVM
et Tions. Launch Tunneled vikVM
Start Alarm Suppression
Tasks
Open TAC Case
Data Types :

Environment Variables

Schedules
o System v
B settings ~

New Command Palette

L pt with +K or 90
Help > Command Palette

&4 Intersight

Servers
23 Dashboards * ANl Servers &
Operate ~
Servers.
Health Power
" on2
2 Healt
Fabric Interconnects
~
[ Hame : Health
= © Hasitny
Templates O @ Hoahtny
Polich
Pool
T2 Analy ~
Explore
o35 Autom ~
asks
Data Type
Environment Variables
edules
v
v

iiters 2 results

HCL Status.

ndle Version

@ Incomplete 2 Yes 2

Import UCS Server Profile X

@  Anew UCS server profile will be created in Intersight
with the confiuration imported from the selected
server. If import is successful, the UCS server profile will
be assigned to the server. Password fislds for policies.
will be Imported without values.

Learn More

Organization
[ Al-Infra ~ J

UCS Server Profile Name

[ UCS Server Profile Name ]

Description

[ escription ]

Set Tags

[ Enter a tag in the key:value format ]

Palicy Prefix

L Palicy Prefix J

Cancel

Utility Storage

Q search C ©® €da Q

Firmware Version Models

2 caaomre

UCS Domain Server Profile Bundie Version

® A

Co 3¢

152.0 4.3(5.250001)

152.0 4.3(5.250001)

Rows per pai

Import a previously configured standalone server and reuse the template for consistent deployment of additional servers

Intersight Help Center: Importing Server Profiles
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ashboards

# Intersight Q searcn C © "H@ Qowuams R

Power & Energy Metrics £ Fabric Interconnects Metrics ~ Servers Metrics ~ Sterage  Fabric Interconnects ~ Servers  HyperFlex Clusters ~ FlexPod  +

¥, Dashboards
) 7 dd Fitter )

o~
& Operate v n i A 1w o - - - i e i v e v
&\ Configure v e
f{a Analyze v 1 P p q
Blade Servers Historical Energy Consumption @ Last4 hours ~ 10min + k4 C |
«$3 Automate v 5.76 kWh
Total
2o System v S
@ Settings N
80.41
o —
10:20 AM 10:40 AM 11:00 AM 11:20 AM 11:40 AM 12:00 PM 12:20 PM 12:40 PM 01:00 PM 01:20 PM 01:40 PM 02:00 PM
B Total
Rack Servers Historical Energy C ption @ Last4 hours ~ 10min + “© @ || o=
6.78 kWh
Total

296 67
o
20 AM 10:40 AM M 11:40 AM 12:00 PM 1220 PM 12:40 PM 01:00 PM 01:20 PM 01:40 PM 0200 PM
B Total
Fls Historical Energy Consumption @ Last4 hours ~ 10min v ° & ©

e
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Dashboards

#& Intersight Q search C @ ®H@ Qo2 an @ Q

Power & Energy Metrics Fabric Interconnects Metrics & Servers Metrics Storage Fabric Interconnects Servers HyperFlex Clusters FlexPod +
s n | _— fo

» Dashboards
v (e )

— @ Operate v
A Configure N
| L5 > b Top Fl Server Ports by Network Utilization ¥ © BlastaH | C | - B
o R Analyze v Port Role = server
=
- # Host Name Port @ Port Type @ Port Role @ Limit @ AvgRx © Avg%Rx © AvgTx © Avg% Tx @ Errors @ Expand I
_\ ¢+ Automate A
= 1 RTP-UCS-WS-Pod... 11171 ethernet server 3.1GBps 8.9 kBps 0.0% 9273 Bps 0.0% 0 2
E o System v 2 RTP-UCS-WS-Pod M ethernet server 3.1 GBps 8.2 kBps 0.0% 1.3 kBps 0.0% 0 bid
. 3 RTP-UCS-WS- ethernet server 31GBps 1.0 kBps 0.0% 906.1 Bps 0.0% 0 2
-« a Settings v
4 RTP-UCS-WS-Pod 118/2 ethernet server 3.1GBps 648.9 Bps 0.0% 659.9 Bps 0.0% 1] “
5 RTP-UCS-WS-Pod 118/3 ethernet server 3.1 GBps 500.2 Bps 0.0% 909.4 Bps 0.0% 0 b2d
-]
6  RTP-UCS-WS-Pod.. 1/18/2  ethemet server 31GBps 490.5 Bps 0.0% 899.5 Bps 0.0% 0 9
Top Fl Downlink Port Channels by Network Utilization ¥ © BlLast4aH | C

Port Role One of (server_pc, fabric_...

#  HostName Port © Port Type @ PortRole © Limit @ AvgRx © Avg%Rx © AvgTx © Avg%Tx © Errors @ Expand
1 RTP-UCS-WS-Pod... 1025 ethernet_port_channel fabric_pc 25.0 GBps 12.8 kBps 0.0% 8.8 kBps 0.0% 0 hiv
2 RTP-UCS-WS-Pod. 153 ethernet_port_channel fabric_pc 25.0 GBps 10.5 kBps 0.0% 7.6 kBps 0.0% 0 1o
Count of Errors by Server Ports © Last4 hours ~ 10min ~ o (&

Good news — there are no errors
We have checked for IMM domain
error types

Count of Errors by Uplink Ports @ Last4 hours ~ 10min v b C | e

m
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Dashboards

e Inters® =+ ~ B ~ A — — ~ ey ~ ‘
£y

%% Intersight Q search C ® @@ Qou an @ Q

Power & Energy Metrics Fabric Interconnects Metrics Servers Metrics Storage Fabric Interconnects Servers & HyperFlex Clusters FlexPod +

| 8, Dashboards
v (e 1
@ Operate v -
Server Health Summary © C |- Server Inventory @ C | e Server Bundle Version Summary © C |
e‘\ Configure v
m
@ wq Ana - (-] [:] B 22039 &
) &g Analyze v 23 1 W oHx s [ a%E9) 5
Q *4s Aut Healthy Critical - 2
= +$4 Automate ~ 24 Wce . B 23(2.230270) 3
f{a . Total B Appliance 6 24 B 43(2.240009) 3
o Sys
Fry T - Server HCL Status Summary © C Bxa B 4:3(6:250053) 1
2 Total
s B se A © o B s3(0.250001) 1
Setti ~ .
¢ ettings 8 8 ~ B 5:2(2.240053) 1
Not Listed Validated Incomplete
fo 8 12 & W otner 2
Unasscciated Standalone Managed
@ . J
UCS Server Profile Summary © C | e Server Model Summary ® C | o Server 1-SJC-UCS-M6-225-01 3 @ (& |

Model UCSC-C225-M6S (-]
‘ B HxaF220C MSSX 8 Profile UCSs-SJC-VMware-02
B c220MssX 5 HEk s )
Firmware 4.3(6.250053)
@ senODE-G2 3
B oks 2 4
15 B o ssigned 10 B APIC SERVER-M3 3
ot Assigne
Total Total B ucsx 210C-M7 2
B ucsx 215c-M8 2
B cz225M65 1

Server Contract Status © c

Servers »
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2028

Not Covered Expiring Soon Active
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© 2025 Cisco ar,




Data Collection Process on Intersight

* Metrics collected from Fabric
Interconnects and Servers through
device connecters and stored in
Intersight at fixed time intervals

* Enables retrieving the statistics for the
metrics and customer metric query
creation

« During an outage, the device
connecter rolls up the data with a
lower granularity

© 2025 Cisco and/or its affiliates. All rights reserved.

Endpoint
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Device Connector
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https://intersight.com/apidocs/introduction/supported-metrics-overview/

Data Storage

Essentials
15 days 63 days 90 days
10-Minute 30-Minute 60-Minute
Interval Interval Interval
I #
------------------- e B e
1-Minute 5-Minute 10-Minute
Interval Interval Interval
63 days 125 days 2 years

Advantage

e
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Metrics Explorer

Explorer

» Aggregate and
visualize metrics
collected for Fabric
Interconnects and

Servers - B

Sretnen, e e A ey g oy
SRRt 4 - - poremayarty e 8 oo

* Monitor devices,

optimize
performance, __
identify bottlenecks :

and address any
potential issues

Aggregate Time Series

Timestamp Metric Value Unit

ol
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Power & Energy Metrics  Fabric Interconnects Metrics  Servers Metrics @  Storage Fobrlqnﬁm Servers  FlexPod +




Advisories & Alerts




Proactive Advisories

Security | Field Notices | End-of-Life

© 2025 Cisco an

d/or its affiliates. All rights rese
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Compliance ‘

Advisories
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HCL baselining

e T ificati
. f ‘\\ & notifications
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Firmware Proactive Tech
upgrades Support
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4% Intersight Q search C © & Q oz an @ a’

— Power & Energy Metrics & Fabric Interconnects Metrics Servers Metrics Storage Fabric Interconnects Servers HyperFlex Clusters FlexPod -+
¥s Dashboards -
v (e )
@ Operate W
Overall Energy Consumption @ B Last 4H c | - All Servers Energy Consumption © B Last 4H [ 2
"‘\ Configure W
&  Analyze L 109.58 kWh 767.05 kWh 3.29 MWh 76.98 kWh 538.83kWh 2.31MWh
1-Day Average 7-Day Average 30-Day Average 1-Day Average 7-Day Average 30-Day Average
0;_0 Automate W
- Blade Servers Energy Consumption @ B3 Last 4H C | - Rack Servers Energy Consumption @ E9 Last 4H c
& System '
@ settings b 34.54 kWh 241.75 kWh 1.04 MWh 42.44 kWh 297.08 kWh 1.27 MWh
1-Day Average 7-Day Average 30-Day Average 1-Day Average 7-Day Average 30-Day Average
HNew Command Palette
Navigate Intersight with E+K of gt Fls Energy Consumption © [ Last 4H c | - All Servers Power Usage @ B Last 4H { g
1o Help > Command Palatta
M
32.60 kWh 228.22 kWh 978.10 kWh 321 kW
1-Day Average T-Day Average 30-Day Average Total
Top 5 Servers by Energy Consumption © B Last 4H L
# Name Serial Number Energy Consumption (kWh)
i RTP-UCS-WS-Pod-01-1-3 FCH274174KS 153
2 RTP-UCS-WS-Pod-01-1-5 FCH290770WC 148
3 RTP-UCS-WS-Pod-01-1-7 FCH2B45710M 148
4 RTP-UCS-WS-Pod-01-1-1 FCH274073AW 127
5 lon-hx-umm-migration -4 WZP21470485 092
Top 5 Blade Servers by Energy Consumption © [ Last 4H C
# MName Serial Number Energy Consumption (kWh)
1 RTP-UCS-WS-Pod-01-1-3 FCH274174KS 153
2 RTP-UCS-WS-Pod-01-1-5 FCH290770WC 148
3 RTP-UCS-WS-Pod-01-1-7 FCH2B4571GM 1.48
4 RTP-UCS-WS-Pod-01-1-1 FCHZ74073AW 127

Trn & Dark s Erarm i -, B act AW -




Enabling the Ecosystem




Ecosystem Integration

Storage plugins O ruresorsce @ HITACHI T NetApp

» See storage capacity, controllers, configuration, snapshots, and replication
» Automate storage management and orchestration

» Use storage task library to create and execute workflows

Virtualization* vmware i} RedHat NUTANIX

» See virtual machine inventory and supporting infrastructure across on-
premises/edge environments

+ Standardize management of virtual infrastructure
+ Efficiently provision and simplify management of daily operations

*Feature set varies by hypervisor

y

\_
ServiceNow plugins servicenaow Cisco Intersight Add-on for Splunk splunk>
Service Graph Connector for Cisco Intersight® * Monitor your Cisco UCS infrastructure from Splunk
Ingest data from Cisco Intersight-connected devices into ServiceNow to * Quickly diagnose and act on potential issues
resolve issues faster + Leverage Splunk’s analytics capabilities to identify potential issues in
Cisco Intersight: Incident Management Integration Intersight-managed UCS infrastructure
+ Unify data from compute and other platforms in Splunk to gain a
Automated Incident Generation: Raises incidents in ServiceNow for alarms comprehensive understanding of IT operations
and advisories from Cisco Intersight . ] . . .
» Strengthen security posture by integrating Intersight’s infrastructure
insights with Splunk Enterprise’s advanced threat detection and
compliance monitoring J
\
ol
cisco
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Intersight Assist

'onmentl

(@)

Port
Ap

Cisco / Cloud

emetry | 1p|iance|

Cisco Intersight

Infrastructure Service

C

nitoring |

TAC )
HCL Intelligence )
Advisories )

Customer Premise

/ Direct Claimed Targets \

C Standalone C-Series )
(FI Connected - C/B/X-Series)
C Unified Edge )

k( Nutanix Clusters )/
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o
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Ansible SSH

\

HTTP PowerShell

UCS Director

/
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Additional Information




Intersight Help Center & Documentation

JAHd Qeos @@ @ Q
» All documentation is available via the Help C
Send Us Feedback

Center

Meet Intersight

 SaaS: https://intersight.com/help/saas

Command Palette

" Appl ia nce: Intersight Help Center  E—

Learn how to get started with Intersight, explore the features, find links to

https://intersight.com/help/appliance or Infrastructure Service .
On the Applia nce Getting Started 4' New Feature Highlights

Help Center {t?

 Release Notes & Release Bundle Contents Gt S i oo

¢ Cisco Intersight Integrated Systems
¢ Cisco UCS C890 M5 Target Management in Intersight

* https://www.cisco.com/c/en/us/support/ et e i ey
servers-unified-
computing/intersight/products-release- ) What's Coming to ntersight @, Gicolntersignt cloud
notes-list.html S

llllllllllllllll
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The Need for More Networks

B Management
Network
Frontend ]
Network
. Storage
Network
I N I -l I N I N
[ . I AllWorklogds I I .
Inter-GPU
BT ] - High Bandwidth Non-blocking
Network .
Loss-Less Fabric

« RDMA over Converged Ethernet
(RoCEv2)
 PFC and ECN enabled )

e
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Why Do | Need a Backend Network and What Does it Do?

Rails-optimized network interconnecting 256 GPUs

Distributed and Disaggregated Processing

Training, Fine Tuning, distributed Inferencing

64-Port Spine
Switches

8x 400GbE

Non-Blocking
&
Lossless

4-Port Leaf
R— i 68 et [ ey ey ey | e s 1=
| | | | .
\\\
AN
N
L1 L1 %
— — GPU Direct — — SN
JGPUC [ * """ >| JGPUC AN
- —_ 1x 400GbE
N
% /
gJ g] X P N
\ f‘?:E or S ﬁ:ﬁ or \ : \
| a1 ] [ -| | |
1 al [ [ T . . . I I
RoCEv2 |EhL2(fS'm (| o peader [|LUOP | 1B | & payioad | Icre || Fcs .
Header || 3 REEEET || FIEEEET Port-1 on all nodes connect to Leaf-1, Port-2 on all nodes connect to Leaf-2, and so on

© 2025 Cisco and/or its affiliates. All rights reserved.
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Lossless Networking

===
= L =12 —_— [ —]L3
A A /

Both Senders are ﬁﬁeﬁﬁrgzm 0O
sending RoCEv2 flows to 0
the Receiver O O

| | | | | |

| | | | | |

| | | | | |

Sender Sender Receiver

© 2025 Cisco and/or its affiliates. All rights reserved.
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Lossless Networking

 Leaf 3 egress queue
is queuing packets to
be sent to the
Receiver

« WRED randomly
marks the ECN bit on
packets to Receiver

« Receiver sends CNP
to senders to have
senders slow down

© 2025 Cisco and/or its affiliates. All rights reserved.

/ ECN Marked
Queue Min Packets
Threshold
Reached ‘
4

|

|

|

Receiver
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Lossless Networking

 Leaf 3 egress queue
continues to queue
packets to be sent to
the Receiver

« PFC threshold is
triggered

 Leaf 3 sends pause
frames to Spine 1 to
start queuing packets

© 2025 Cisco and/or its affiliates. All rights reserved.
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==
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Queue Max
Threshold
Reached

PFC Pause Frames
sent From Leaf to
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=113

4
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Packets
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Lossless Networking

Spine 1 queue
reaches PFC
threshold

PFC threshold is
triggered

Spine 1sends pause
frames to Leaf 1 and
2 to start queuing
packets

© 2025 Cisco and/or its affiliates. All rights reserved.
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4
|
|
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eue Min e
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o
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[ 1 ]
I T
Sender Receiver
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. . / sent From
. ~.&“c
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Lossless Networking

« Leaf 3 egress queue
drains and stops
sending pause
frames upstream

 Leaf 3 queue drops
below WRED min and
stops marking ECN
bits

© 2025 Cisco and/or its affiliates. All rights reserved.
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PFC and ECN working together to deliver Lossless

Networking
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Simplification
via
Unification




Unify your Operational Experience

Nexus Dashboard

Orchestrator
(Versions 3.1 and 3.2)

Fabric Controller
WAN/STAN

Platform
WAN/STAN

© 2025 Cisco and/or its affiliates. All rights reserved.
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Unified Experience
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Deployment




Nexus Dashboard Release 4.1.1 Release Notes

Deployment Options

4 N O I

Physical Appliance Virtual Appliance*

vmware « Two vND Profile

» Data - designed for higher
KVM® scale/ Unified deployments
* App - lower Sys. requirements

] EED_I?IV%%%(EE aWS » Data vND Profile Only
ND_NODE_GSS1  NX-0OS fabrics both Controller &
) ) \/‘7 Telemetry functions '
Notes:

1. Requires Nexus Dashboard version 4.1
2. Expanded support for Telemetry and Orchestrator functions add in ND version 4.1

© 2025 Cisco and/or its affiliates. All rights reserved. cisco


https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/release-notes/cisco-nexus-dashboard-release-notes-411.html

Deploying Nexus Dashboard (via an External L3 Network)

NX-0OS Preferr@

Nexus Dashboard

Mgmt Intf.

Management
Network

Data Intf.
Data
Network
Subnet

Subnet

ACI Preferred J

| Nexus Dashboard

Mgmt Intf. Data Intf.

mg

mtO
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Management Data
Network Network
Subnet [ Subnet

mgmt0

In-Band Network
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https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/deployment/cisco-nexus-dashboard-deployment-guide-41x/nd-prerequisites-41x.html#concept_zvn_hxg_4mb
https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/deployment/cisco-nexus-dashboard-deployment-guide-41x/nd-prerequisites-41x.html#concept_zvn_hxg_4mb
https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/deployment/cisco-nexus-dashboard-deployment-guide-41x/nd-prerequisites-41x.html#concept_zvn_hxg_4mb
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Provisioning with Nexus Dashboard (L1 proision

Build your fabrics Consistent fabric Day-n ongoing
from scratch builder for all types incremental & consistent
configurations

o,
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Nexus Dashboard - Provision @ provision

LAN fabric automation and/or onboarding for Al analytics

Classic
2- or 3-tier NX-OS architectures

VXLAN
BGP EVPN fabrics for Nexus & Catalyst (I0OS XE)

Al/ML

Fine-tuned network provisioning to transport Al/ML
apps with the best performance

External and Inter-Fabric Networks
NX-0OS, 10S XE, XR, third-party networks mainly
used to interconnect ACI, NX-OS, and Campus

IP fabric for media

IP Fabric for Media

Fine-tuned network provisioning and monitoring
for broadcasting and media

Routed
BGP-based CLOS NX-OS fabrics

NN A

ol
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Cisco Nexus Dashboard C —

Al/ML Fabric Type

DayO Provisioning for Al/ML networks

. . Custom QoS classification and markin
with Best Practice Templates Q 0

Be n:efits :}

Streamlined Automation for Al/ML deployments

o,
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Cisco Nexus Dashboard

Al/ML Fabric Type

© 2025 Cisco and/or its affiliates. All rights reserved.

class—-map type gos match-any CNP
match dscp 48

class-map type gos match-any ROCEvZ2
match dscp 26

policy-map type gos QOS CLASSIFICATION

class
set
class
set
class
set

ROCEvV2
gos—-group 3
CNP

gos—-group /
class-default
gos—-group O
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Cisco Nexus Dashboard (3 proisior

Al/ML Fabric Type

class type queuing c-out-8g-g3
bandwidth remaining percent 50
random-detect minimum-threshold 150 kbytes maximum-threshold 3000 kbytes drop-probability 7 weight 0 ecn

class type queuing c-out-8g-g7
priority level 1

e
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Cisco Nexus Dashboard

Al/ML Fabric Type

system gos
service-policy type network-gos gos network
service-policy type queuing output QO0S EGRESS PORT

priority-flow-control mode on
priority-flow-control watch-dog-interval on

[ service-policy type gos input QOS_CLASSIFICATION]

© 2025 Cisco and/or its affiliates. All rights reserved.
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Virtual Patching for Nexus and ACI Switches
PSIRT/CVE Mitigation

Cisco.com =>

CompControl.yml

l Import to ND

|

Nexus NX API
Dashboard APIC API
CompControl.yml
NEXUS

eBPF Policy

Tetragon Agent  /\Pplied

Standalone/Passive

Nexus or ACI Switch

© 2025 Cisco and/or its affiliates. All rights reserved.

Problem:
1.

Customers are facing high OpEx to upgrade 100s of
switches for critical PSIRTs/CVEs outside regular
maintenance window

Solution:

1.

Provide a virtual patching solution that can mitigate
PSIRTs/CVE by patching a live system with
compensating controls

2. Support filters and trace exports

Workflow:

1. All CVE compensating controls (CompControl.yml) are
published on cisco.com

2. Tetragon agent is included in NXOS/iINXOS release

3. NX 10.6.1 for demos and GA in NX 10.6.2, ACI 6.2.1
planning

4. Nexus Dashboard, NX-API, or ACI API pushes the

compensating controls to Tetragon Agent which applies
the eBPF policy to the kernal

],
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Micro-Segmentation for VXLAN Fabrics Securty

Define security groups in a single
£ —— T click (based on IP, VM Attributes
SecurityRules oo and VLAN)

< Fabrics
VXLAN Fabric

Overview Inventory Connec! tivity Segmentation and securi

Create and visualize micro-
segmentation policies/contracts
from a single pane

Intuitive and workflow-based
service chaining rules

Scale-out with support for single-
site and multi-site architectures

Benefits )

Segment East-West traffic Flexible security isolation Reduce attack surface ‘ Automate your way

ol
© 2025 Cisco and/or its affiliates. All rights reserved. cisco




Compliance Dashboard Securty

Audit Logs for entire data center
networking fabric

Organization security events with
Advisories

Hardening along with best practices

Patching using Isovalent

Benefits )

. . . Hardening and best
Single pane of glass PSIRT and CDETS Integration with SIEM ‘ oractices

ol
cisco
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Cisco Nexus Dashboard - Manage ((9) varago

Stage, approve, and deploy changes

"tses’ Nexus Dashboard Q@ Q O | K aexander

Change Control

ND-SYS-1

Active tickets Completed Tickets

Change control

There are 3 tickets pending approval or deployment
Home

B8 Applicable only for NDFC.

Change control

< A System status @ Waring
Manage
/ 8 results Thereis 1systemanomaly cuenty active
Prevent unwanted changes by creating a line of approval using enhanced
RBAC Wlt h p I’e/ pOSt— d ep' O\/ ro | | ba C k OptIOﬂS frstyes e ekt ResHten e i Pending assigned anomalies/advisories
May 10,2024 5:35PM  Test_Ticket  Change notes. © Created Ticket cr You have been assigned to2 anomalies
May 9, 2024 2:35 PM Ticket 1 Change notes.. © Created Ticket cr
Git integration NX-OS only , N
May 3, 2024 6:30 AM Ticket 2 Change notes. © Created Ticket cr
o . . May 1, 2024 1:11 AM Ticket 3 Change notes. © Created Ticket cr
glt Integrate Nexus Dashboard with GIT to import or export custom templates

and use them across multiple Nexus Dashboard clusters

—_— * New UX based on Nexus Dashboard 4.0 prototype, subject to change
Benefits )

Control changes in your N .
1ang y Minimize errors and risk ol
© 2025 Cisco and/or its affiliates. All rights reserved. en\”ronment ‘cisco
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Cisco Nexus Dashboard - Manage (®)
Software Updates - NX-0OS, I0S-XE, and ACI

Manage

‘ehs Nexus Dashboard

Q Search @ ‘ Q Alexander
Pre-upgrade analysis

Fabric software

ANl Clusters Software update plan

Visualize the potential impact of an upgrade before you performit. Just - —
select the version you wish to upgrade to and see the results ‘

Boulder ® Ready to Install Switches 100

> Automated upgrade plans and recommendations” o gD

Admin Spines  About 35 mins
v 'o Nexus Dashboard will suggest customizable groups and methods to
minimize disruption during the upgrade process ST S

View Switches in Group

Borders About

be_ Post-upgrade analysis

@ Installing 5 @ Non-Disruptive @ No Warnings - View Wil ru August 5,2023 at 11:05 AMPST -
—=_ | . :
=) Once the upgrade is performed, visualize the results, check any ks
changes, and ensure everything came back just as it was before.
e — * Fabric software release recommendations for ACI, update plans
H (roadmap)
Benefits )
Stay up to date & Ease of Use
© 2025 Cisco and/or its affiliates. All rights reserved. m | n Im I Ze rls |<
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Cisco Nexus Dashboard - Analyze

Topology - Maintain updated visibility across fabrics

"Jsts’ Nexus Dashboard ® | Q Aexander v

Updated topology
View fabrics, switches, interfaces, and endpoints with SR (slcome i acios

their corresponding anomaly scores

Global View Topology Journey Dashboards

Visualize and configure

Verify health and configuration-sync status, configure
VPC pairs, assign roles, and more

<

@ Healthy

Leaf 104

Single and multi-fabric

Drill down into a fabric or visualize connections across
fabrics, including external and inter-fabric networks
such as IPN and ISN

Benefits )

Visualize all your fabrics in a single place

ol
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Cisco Nexus Dashboard - Analyze
Identify latency, congestion, and drops in your network

Automatically identify services in your

(—N network ‘dses Nexus Dashboard Q Q@ @ | A demouse
’ié}) Through well-known L4 ports (e.g., Web - TCP port 80) pre-

loaded service categories are learned and monitored; category Traffic analytics &«
customization is also allowed based on your own preferences M |

/‘2‘1 Pervasive across switches and fabrics _‘
= K> Learn about clients and services connecting across multiple e
Wl fabrics without rules or any additional rule configuration' Loy @y

From overall fabric score to category, service, and connection,
Traffic Analytics can monitor individual client-to-service
sessions and allows you to “tap-in” by capturing flow records
on demand

HD—& Granular visibility for every connection
D0a

Requires: ACl - 6.1.1 and NX-OS 10.4(2F)

* Fabrics must have PTP configured for timestamping
Benefits )

Anticipate performance Customize monitored
© 2025 Cisco and/or its affiliates. All rights reserved. ISSUGS SerVICeS felzeo)
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‘dutl Nexus Dashboard

Q O @ | R demouser
Welcome, demouser
LON-ND-AI

Overview Topolog

Refr
Iy Journey New What's new
AN
Home
Manage
lon-ail
=
=
Analyze
Admin

Recent Activity

View All .
Anomaly Level © Major

13 total ut of which 13

30

Advisory Level © Waming

1al Traffic

10.44GB




Additional Information




Cisco Nexus Dashboard

Included with every Nexus 9000 switch license

Cisco Nexus® Dashboard: Automation, management, Al
analytics, and troubleshooting tools included with your
Cisco switch license

f-\ Consumption choice, single licensing
(X I X}

Nexus Dashboard

Simple, modern, useful
Cisco Nexus Dashboard 4.1: Available now!

Appliance based (physical or virtual)
Start with one physical node or three VMs and scale from there

Innovate and minimize risk and downtime

@ Leverage the power of automation and analytics

Go beyond the switch port
Always connected to Cisco TAC'

© 2025 Cisco and/or its affiliates. All rights reserved.

‘it Nexus Dashboard

Welcome, demouser

Overview  Topology  Dashboards

Q 0@ @ | R

697.49 kWh

Monthly Energy Usage (September 2025)

ol
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T When connected to Cisco Intersight® and leveraging Cisco TAC Assist
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The Pace of Al Innovation
is Staggerin

1990s

Machine learning

2022 2024 2025 2026
ChatGPT Assistants Agentic Al Physical Al

el
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Unleash Your Al-Ready Data Center

Cisco Intersight Cisco Nexus Dashboard

G /o e
The Al Fabric
I 0000

C —C

Traditional Workloads Al Workloads
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