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Agenda Part 1 
(Wireless)

1. Industry / Spectrum Update

2. What’s New? 
(AP,WLC/Campus GW)

3. Wi-Fi 6E / 7 Migration 
Considerations 
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Agenda Part 2
(Branch)

1. Cisco Unified Branch 

2. Evolution to Cisco Secure 
WAN

3. AIOps & Analytics
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The 802.11 Working Group Has Never Been Larger...
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Some of the Cisco 802.11 Team

IEEE 802.11 – Vancouver – Nov 2024 IEEE 802.11 – Atlanta – March 2024
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Want to See Where Things Will Be In 5 Years?

http://ieee802.org/11/
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Wi-Fi Evolution

7Session ID
1999

2003

2004

2009

2013

2019

High Efficiency

4x Capacity

IoT Scale

• Cellular like Determinism for 
high quality services

• Higher power efficiency to 
accelerate IoT adoption

• Extended outdoor range

• Better app. performance in 
high density deployments

Wi-Fi 1
Wi-Fi 2

Wi-Fi 3

Wi-Fi 4

Wi-Fi 5

Wi-Fi 6

Wi-Fi 6E

2021

New 6 GHz Band
• Multi-lane 

expressway for Wi-Fi

• More bandwidth

Date Rate: 600 Mbps (max)
40 MHz Channel Bonding
4x4 MIMO
64 QAM

Date Rate: 9.6 Gbps (max)
80, 160 MHz Channel Bonding
OFDMA, UL, DL MU-MIMO
1024 QAM
TWT

Date Rate: 54 Mbps (max)
20 MHz Channels
64 QAM
5 GHz BandDate Rate: 54 Mbps (max)

20 MHz Channels
64 QAM
2.4  GHz Band

Date Rate: 11 Mbps (max)
20 MHz
QPSK
2.4  GHz Band

• 25 years of constant evolution with faster speeds and density

• Prior to 6E: Spectrum shared in two bands 2.4 and 5 GHz

• 6E and Above: Spectrum shared in three bands 2.4, 5 and 6 GHz Extremely High 
throughput up to 
3x speed of 11ax Date Rate: 7 Gbps (max)

80, 160 MHz Channel Bonding
4 DL MU-MIMO 
256 QAM

Date Rate: 23 Gbps (max) 
320 MHz Channel Bonding
4096 QAM
MLO, MRU, R-TWT

11B
111G

11A/G

11N

11AC

11AX

11AX

11BE



Canadian 
Spectrum 
Update



doc.: IEEE 802.18-25/0007r0

Invited presentation

ISED Spectrum Priorities 2023-2027 

Source: Spectrum 

Outlook 2023 to 2027

https://ised-isde.canada.ca/site/spectrum-management-telecommunications/en/spectrum-allocation/spectrum-outlook-2023-2027
https://ised-isde.canada.ca/site/spectrum-management-telecommunications/en/spectrum-allocation/spectrum-outlook-2023-2027
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ISED views the development of a non-
competitivelocal (NCL) licensing framework as a 
way to provide a broad range of users, including 
businesses and industry verticals, with the 
opportunity to acquire licences in localized areas 
across the country. 

In addition, as NCL licensing frameworks generally 
promote more intensive use of spectrum by means 
of spectrum sharing, new users should benefit from 
lower barriers to entry, and reliable, easy access to 
spectrum.

P5G Spectrum in Canada
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ISED’s Statement on 6GHz
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Cisco Confidential
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Indoor APs 
• Must have integrated antennas
• Operation on oil platforms, automobiles, trains, 

maritime vessels and aircraft shall be prohibited
• Must be inside a building

Outdoor (Standard Power APs)
• Requires GPS & AFC –internet connected
• Can use external antennas

6E (5.925-7.125GHz) Facts



ISED IDISED
6 GHZ

AFC Solution Architecture

...

...

...

...

Cisco 

Cloud Proxy 
Services

...

...

...

...

Enterprise 

network

Enterprise 

network

(Proxy)

https :
Location (Lat/Long/Height, 
Uncertainity)
FCC ID, Serial Number

Response:
Allowed Channels,
Power Budget

Response:
Allowed Channels,
Power Budget

On Prem Meraki Cloud

AFC

https : 
Location (Lat/Long/Height, 
Uncertainity)
FCC ID, Serial Number

Once a 
day

Once a 
day
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Real World Example



© 2025 Cisco and/or its affiliates. All rights reserved.

Another First…

UBC & Cisco Wireless 
BU 
First AFC testing for 
Wi-Fi in Canada
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6GHz Outdoor With CW9163 on 17.17 Code (May 26) 
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24hr client counts per band

6GHz Outdoor With CW9163 (May 26) 
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AFC Testing Underway @ UBC (April 25th)

CW9163 with AFC Running!
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(EMERGENCY PREPAREDNESS 
COMMUNICATION SERVICES)
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M A N A G E M E N T

L I C E N S E

H A R D W A R E

Catalyst License Meraki License

Meraki HardwareCatalyst Hardware

Catalyst Center Meraki DashboardM A N A G E M EN T

L I C E N S E

C I SC O H A R D W A R E

Unifying Catalyst & Meraki

Catalyst Meraki
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CW9176I

12 spatial streams

Omnidirectional

10 Gbps, GPS, UWB

CW9176D1

12 spatial streams

Integrated directional

10 Gbps, GPS, UWB

CW9178

16 spatial streams

Omnidirectional

2x 10 Gbps, GPS, UWB

Wi-Fi 7 for Every Operational Scale

CW9172

6 spatial streams

Omnidirectional

Ceiling mount and 
wall plate form factor

NEW

Wi-Fi 7 | Global use AP | Unified license | AI optimized

CW9179F

16 spatial streams

Software-defined radios

2x 10 Gbps, GPS



Cisco Confidential

The 9179F



-



-
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Indoor

Outdoor

Same PID! – The difference is the “Environment Pack”
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The Environment Pack
Allows the AP to go from LPI to SP (outdoor) mode
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Front and Back Mode: 
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Switchable Antenna Configuration



-

Front-and-back mode is not limited to the new antenna
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The Wi-Fi 7 Portfolio

16 Spatial Streams

4x4: 4 MU-MIMO 

across 4 radios, 3 bands 

(2.4 GHz, dual 5GHz, 6GHz)

BLE/IoT radio

Dual 10Gbps multigigabit

Ultra Wide Band (UWB)

USB 2.0 – 9W

Accelerometer

Built-in GPS/GNSS, w/ support for 

ext. antenna

Integrated Omnidirectional Antenna

CW9178I

12 Spatial Streams

4x4: 4 MU-MIMO 

across 3 radios, 3 bands 

(2.4/5GHz (XOR), 5 GHz, 6GHz)

BLE/IoT radio

Single 10Gbps multigigabit

Ultra Wide Band (UWB)

USB 2.0 – 9W

Accelerometer

Built-in GPS/GNSS, w/ support for 

ext. antenna

Integrated Omnidirectional Antenna

CW9176I 12 Spatial Streams

4x4: 4 MU-MIMO 

across 3 radios, 3 bands 

(2.4/5GHz (XOR), 5 GHz, 6GHz)

BLE/IoT radio

Single 10Gbps multigigabit

Ultra Wide Band (UWB)

USB 2.0 – 9W

Accelerometer

Built-in GPS/GNSS, w/ support for 

ext. antenna

Integrated Directional Antenna 

(70x70)

CW9176D1

Same brackets as always 

Already Wi-Fi 7 certified! 

CleanAir® 
Pro

CleanAir® 
Pro

CleanAir® 
Pro
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Cisco’s first Wi-Fi 7 products

▪ Quad radio, 4x4, 16ss (2.4, 5, 5,6)

▪ Dedicated scan radio & IoT Radio

▪ UWB

▪ Built-in GNSS/GPS

▪ Dual 10 Gbps ports for redundancy

▪ Tri-radio, 4x4 (12ss); 2.4/5, 5, 6 GHz

▪ Dedicated scan radio & IoT Radio

▪ UWB

▪ Built-in GNSS/GPS

▪ Single 10 Gbps port

CW9176I & CW9176D1 CW9178I

Both will require more than 30W of power for full radio operation
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Cisco Wireless CW9178I/CW9176I/D Ports

CW9178I CW9176I/D

Port 0 
(10 Gig)

Port 1 
(10 Gig) Console Reset Ext GPS Antenna

USB
USB

Port 0 
(10 Gig) Console Reset Ext GPS Antenna

Console port cover from mfg.
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The Wi-Fi 7 Portfolio (2x2)

6 Spatial Streams

2x2:2 across 3 radios, 3 bands 

(2.4GHz, 5GHz, 6GHz)

BLE/IoT and dedicated scan radio

Single 2.5Gbps multigigabit uplink

3x 1Gbps LAN port with 1x POE out

1x Passthrough port

Integrated Omnidirectional Antenna

Global Use AP

CW9172H

6 Spatial Streams

2x2:2 across 3 radios, 3 bands 

(2.4GHz, 5GHz, 6GHz)

-or-

2x2:2 on 2.4GHz and 4x4:4 on 5GHz

BLE/IoT and dedicated scan radio

Single 2.5Gbps multigigabit uplink

USB 2.0 – 4.5W

DC Power Jack

Integrated Omnidirectional Antenna

Global Use AP

CW9172I

CleanAir® Pro CleanAir® Pro

Same brackets as always.  9172H compatible with Meraki or Catalyst brackets
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Geoff Armstrong, UBC IT

9178’s on the 
bench…

 
Summer 2024
Beta Testing
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UBC Student Union Building – Great Test Area!



© 2025 Cisco and/or its affiliates. All rights reserved.
Nutrien – Wi-Fi 7 Global Launch
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Deploying and Migrating to Wi-Fi 7
Recommendations, tips, and tricks

Power Considerations

Recommendation: 
802.3bt (Cisco UPOE) 

is the suggested 
power input for full operation of 

AP

802.3at (PoE+) and 802.3af 
(PoE) are also supported by the 

CW9178I/CW9176I&D
Wireless Coverage

Recommendation: 
Ensure uniform cell size for 5 and 
6 GHz cells. 2.4 & 5 GHz does not 

need a new site survey

Review the current RF coverage 
of 5 GHz network to achieve 
similar coverage for 6 GHz 

network.

Security Requirements

Mandatory: 
WPA3 is mandatory for 11be rates 

and MLO.

WPA3 was not required for prior 
Wi-Fi generations; hence, it 

must be top of mind.

Multigigabit Switching

Recommendation: 

Use a Multigigabit switch with 10G 
Capability.

Better user experiences with 
speeds beyond 1 Gbps. Cat 
6/6A cabling recommended.

Review Global Use AP Functionality; especially for WLC Management Mode Deployments
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More Thoughts on migration...(Published May 26th)

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-
series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html 

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/223061-migrate-to-wi-fi-7-and-6ghz.html
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Introducing
The New Campus Gateway

Cisco Campus Gateway

AVAILABLE TODAYNo need to 
re-cable, change 
VLANs, or disrupt 

operations

Easy migration for 
existing LAN 

controller 
architectures

Scales up to 
5,000 APs 

and 50,000 clients 
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Campus Gateway, MCG

… …

Centralized Wireless Services 
across 10s, 100s or 1000s of AP

Seamless roaming at scale

Deploy without redesign

Large Campus Ready
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Campus Gateway Architecture Details

Meraki Dashboard

Management Plane 
• Configuration management
• Monitoring & troubleshooting
• Software management
• Licensing. etc.
• Serviceability/debugging

Non-real time Control Plane
• AutoRF
• AirMarshall
• AI-RRM

Campus Gateway

Data Plane 
• Data plane termination 
• VLAN termination 
• ARP proxy
• mDNS Gateway

Real time Control Plane
• AAA Proxy
• Roaming - Key management
• Dstore (client DB)

Accesss Point

Data Plane 
• Bridge local SSIDs
• Tunnel central SSIDs
• QoS 
• Rate Limit
• Adaptive policy tagging

Real time Control Plane
• Client Authentication
• Client state machine
• Telemetry

VXLAN tunnel

QUIC tunnel

Meraki Tunnel
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Campus Gateway (MCG): Feature Set at Launch

Performance & Scale
Scale to 5,000 APs and 50,000 Clients
100Gbps throughput & 200Gbps 
Clustered

Infrastructure
ARP proxy
Active- Active Redundancy
LAG support
VLAN pooling
Tunnel configuration per SSID
Client isolation/P2P Blocking
BUM traffic blocking
IPv6 client support

Security
MCG as Radius Proxy
AAA Override & CoA 

Named VLAN override 
L3 and URL ACLs

Adaptive Policy(SGTs)

Services
QoS (DSCP marking UP/DW)

Traffic Inspection & Classification at MR
mDNS Gateway

Wi-Fi Personal Network (WPN)
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“ Bro -15.4W ? Really? ” 

20 Transmitters in here!

16 TX/RX Chains 
3 RX Chains for Scanning Radio

1 TX/RX chain for IoT/BLE 
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When You Have No PoE... CW-INJ-8 Injector
Product Highlights
• Reduces cost and simplifies installations 
• Powers devices up to 100 meters away
• Supports 10/100/1000 & 2.5/5/10 Gbps Multigigabit Ethernet
• Fully IEEE 802.3bt standard compliant (Type 3, Class 6)
• Power load detection and fault diagnostic LEDs

1. AP Connector Port (Data + Power Out)
2. Switch Connector Port (Data In)
3. Status LED
4. Power Input CW-INJ-8 is the official power injector for Wi-Fi 7 Access Points  



Ultra-Reliable 
Wireless Backhaul
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Introducing Simultaneous Wi-Fi and URWB

Now

Wi-Fi 
Access 
Network

Industrial 
Wireless 
Network

Before

Unified Wireless Infrastructure



-
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Supported Access Points

Focus for 17.18.1 
(Early Release)

Wi-Fi 6

Wi-Fi 6E

Wi-Fi 7

C9124
(AXE, AXI, AXD)

C9130
(AXE, AXI)

IW9165E
IW9167E

IW9167E-HZ
IW9167I

CW9166I, 
CW9166D1

CW9176I, 
CW9176D1

CW9178I

IW9165DCW9136I

APs with dual-5GHz will allow split roles.  
For example: slot1=Wi-Fi, slot2=URWB
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https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/ 

https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-troubleshooting-tools/
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KPI Monitoring
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Want to Learn More? Wi-Fi 7 Book

Cisco authors…
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"Unplugged Connectivity"- All WLAN All the Time



Cisco Unified Branch
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What’s the Situation Today?

Network 
Operator

Secure Branch 
Deployed

Test Plan Area

All these steps can take days, if not weeks to perform

Secure Routing

How do I design a 
resilient branch 
service?

How do I configure 
local Internet breakout?

What do I need to 
deploy to secure my 
branch?

Switching

Where should I 
classify important 
apps?

What QoS Policy do I 
need here?

What are the best 
practices on storm 
prevention?

Wireless

Do I need traffic 
shaping?

Which RF Profile is 
best?

How should I  deploy 
ZTNA access?
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The Service Driven Branch

Tenants

On-Prem User

Devices

IoT

Private Cloud

Transit

Internet Services

Public Cloud

Trusted SaaS

SSE

d

e

Cloud
Services

Private 
WAN 
Fabric

Service
Connections

QoS Policy

Segmentation
(Guest, Voice, 

Data, IoT)

Traffic Security 
Policy

Branch 
Management

SLA Policy

Resiliency Profile

User & Device 
Authentication

ZTNA User 
Security Policy

Traffic 
Optimization

Secure Routing

AP & RF ProfilesPort Mapping

Branch Service Modules – 
Prescriptive, tested  CVD designs

Small Medium LargeTopology Sets 
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What’s Different Here?
Branch Service Model

Network 
Operator

Branch 
Deployed

WirelessSmart SwitchingSecure Routing

Cisco Dashboard 
API

QoS Policy

Segmentation
(Guest, Voice, 

Data, IoT)

Traffic Security 
Policy

Branch 
Management

SLA Policy

Resiliency 
Profile

User & Device 
Authentication

ZTNA User 
Security Policy

Traffic 
Optimization

Secure Routing

AP & RF 
Profiles

Port Mapping

Unified Branch
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Branch as Code Workflow

GIT push to 
Feature Branch

Gitlab triggers 
pipeline

Webex Teams 
Notification

Webex Teams 
Notification

Gitlab triggers 
pipeline

Input validation

Input Validation 
and Linting

Automated Testing

Automated 
Testing

Generate & 
Deploy Configs

Deployment

GIT merge to 
master branch

Network 
Operator

Branch
Infrastructure



Evolution to Secure Access
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Evolution to Cisco Secure WAN
Security and Networking Converge

Intent-based | App Aware | Overlay | App Performance

Inflexible Networks | Siloed Networking & Security

Routing & 
Security

Optimized App Experience | Distributed Enforcement | Centralized Policy | On-demand Connectivity 

Router Firewall

SD-WAN & Routing

Software-
Defined 

WAN

Unified SASE

NGFW SSESaaS SDCI
Secure 
WAN



© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Router - Next Generation Firewall

Secure SD-WAN tunnel

Cisco
Secure
Access

Branch

Splunk / 
XDR

SCC

SD-WAN Manager

ISE / 
Meraki 

Access Manager

Talos Threat 
Intelligence

Remote

Guests

Contractors

Apps

Employees

IoT

Secure 
Router with 

NGFW

Cisco Secure WAN Ecosystem

Secure Router

DC/Cloud

Secure Firewall

L3 – L7 FW

Manage traffic 
traversing the branch

IPS/IDPS

Protect assets from 
bad actors

AMP

Protect against 
malware

Sandboxing

File Analysis using 
Threat Grid

URL-F

Filter Internet traffic 
based on  Web 
reputation and 

category

TLS Decryption

Inspect encrypted 
traffic

EVE*
 Protect against 

Encrypted threats 
without full decryption

File Control*
Controls the file 

upload/download 
based on

TYPE

*Future Capabilities

Employees 
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Cisco 8000 Series Secure Router

Advanced WAN 
insights leveraging 

Thousand Eyes 
natively

WAN Insights

Up to x3 increase in 
security throughput

Higher 
Performance

Safeguard your 
infrastructure using 

PQC and Secure Boot

Future proof 
Fabric

AI/ML powered 
security such as 

Encrypted Visibility 
Engine and Snort-ml

Advanced 
Security



© 2025 Cisco and/or its affiliates. All rights reserved.

Improved Security Throughout

Small Branch

1 Gbps**

C8100

Medium Branch

2.5 Gbps**

C8200

Large Branch

7 Gbps*

C8300

* Release (17.15.3)

11 Gbps*

C8400

Threat Protection Traffic Profile (DIA+NAT+ 
L7FW+IPS+URLF+AMP) 

** Release (17.18.1)
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Secure Router

SD-WAN 
Manager

Secure Access & 
Multi-cloud Defense

Security Cloud Control 

Firewall 
Management 

Console

Meraki 
Dashboard

Security Object/Policy Configuration

• Create security objects for Secure Router NGFW 

stack
• Push security policies to different security solutions 

using single orchestrator

Monitoring

• Common logging repository via SAL (Security 

Analytics and Logging)

Troubleshooting (Future)

• Leverage SCC tools for security troubleshooting

Management of Secure Router NGFW Using SCC

Secure Firewall

August 2025 Release (17.18.1)
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DPU

Smart 
Switch (Nexus)

Cisco Hybrid Mesh Firewall Goes Broader and Deeper

Security cloud control

Secure Firewall 
(physical)

Secure Firewall 
(virtual or cloud)

Secure Router

Write policy once, enforce across the mesh 

Native enforcement points go deeper

3rd Party 
Firewall

ACIIsovalent runtime 
protection 

Secure
Workload

Integrate with existing



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Secure Access Integration: Secure Internet Access

Corporate 
users network 

segment
Cisco ISE tags

Secure Router 
with NGFW

Trusted SaaS Apps 

Web Apps

Branch

Cisco Secure 
Acccess

• Automated Tunnel bring-up with region selection
• ECMP/Weighted ECMP/HA
• Route/Policy Based Redirection
• Context Sharing with Cisco Secure Access
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© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Secure Private Access for Remote users

Cisco Secure Access
Secure Router Private Apps*

Remote user

Web

PRIVATE 
PREVIEW

Private Preview – November 2025 Release (17.18.2)

Hub

• Automated Tunnel bring-up
• ECMP Support
• Regionalized Connectivity
• BGP support end-end
• Redundant design
• SGT based private app policy
• Single VRF access
• Localized routing for remote user through SSE
• Community/MED Support



AIOps, Analytics & Observability
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Troubleshooting Optimization Operational

Offer actionable insights 
to accelerate RCA & 

reduce MTTR

Optimize to improve 
operational efficiency & 
application experience

Simplify Day-0 & Day-N 
operations for reliability 

& consistency

AIOPs Vision
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Optimize WAN 
performance 

Generate long-term 
recommendations for 
network optimization

Proactive guidance 
for maintaining 

network stability

Predictive Path Recommendations

AVAILABLE NOW
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Get a better 
understanding of 
growth trends, 

seasonality, surge, 
min/max band, and 

performance

Monitor usage 
trends for 

capacity planning 

Bandwidth Forecasting

AVAILABLE NOW
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Fine-tune your 
network to improve 

end-user 
experience

Streamline 
operations & 

reduce downtime

Identify unusual 
patterns in network 
metrics* & cellular 
usage** before they 
manifest into larger 

issues 

Anomaly Detection

** BETA* AVAILABLE NOW
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Contextual 
documentation help

Troubleshooting 
assistance

Conversational, 
intuitive interface to 
help with operations

AI Assistant

Catalyst WAN Manager: Private Beta

TAC case 
management

Meraki Dashboard: LIVE



Observability
ThousandEyes and Splunk
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Network Operations Center Security Operations Center

Network & Security Operations Center

• Network Visibility
• Network Configuration
• Minimize Downtime
• Incident Management

• Threat Monitoring & Detection
• Incident Response
• Threat Intelligence
• Incident Management 

Real-time monitoring, response and 
reporting of Network & Security Events

UNIFIED OPERATIONS

ThousandEyes Integration Splunk Integration
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Per-Application Health with active 
probing

Visibility beyond the WAN

Differentiate internet or application 
server issue

Integration with both network & single-
client workflows

ThousandEyes
Assurance Integration

Assurance Overview Dashboard

Single Client Dashboard

Application Observability



Splunk Integration
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Technical Add-on Architecture

Two TAs used for ingesting telemetry

• Catalyst Add on – Processes API, Syslog 
and Netflow v10 

• Enhanced Netflow Add on – Processes 
Netflow v9

• TAs adhere to the Splunk gold standard

• Conforms to CIM (common information 
model) for many of the data ingested

• Catalyst App

• Dashboard with preconfigured charts to 
visualize data

• Help monitor notifications, events and logs 
from multiple enterprise networking 
products on a single pane of glass – covers 
both the network infrastructure and 
controllers 

Catalyst Center Cisco ISE Catalyst SD-WAN

Catalyst Add on
Catalyst Enhanced 
Netflow Add-on 

Rest API Syslog IPFIX

DB

Custom UI Parsing and Storing Parsing and Storing

Cisco Cybervision

https://splunkbase.splunk.com/app/7538
https://splunkbase.splunk.com/app/7538
https://splunkbase.splunk.com/app/6872
https://splunkbase.splunk.com/app/6872
https://splunkbase.splunk.com/app/6872
https://splunkbase.splunk.com/app/6872
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End to End Visibility – Overview Page

Overview Page

• Provides high-level summary of 
most pressing issues in the network

• Contains a mix of network and 
security events
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End to End Visibility – Network Insights

Network Insights Page

• Detailed visibility into device health 
stats

• Focus on network infrastructure
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End to End Visibility – Security Insights

Security Insights Page

• Detailed visibility into device health 
stats

• Focus on network infrastructure



Thank you
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