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Every Major Technology Disruption 
Changed the Enterprise Network
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Internet Mobility Cloud
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AI Is the Biggest Disruption 
We Have Seen Yet
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Internet Mobility Cloud

AI
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AI Is Bringing Challenges

1,000s
AI Agents per 

enterprise expected

#1 risk
AI-enhanced 

malicious attacks

64%
of orgs face IT skills 

shortage by 2026

Proliferation of Agents More security risks than ever Profound skills shortage
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This requires a network
purpose built for AI
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Architecture for the 
AI-Ready Secure 
Network

Simplified operations powered 

by AgenticOps

Security fused into the network

Scalable devices ready for AI
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Simplified Operations 
Powered by AgenticOps
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A Unified OS for Cloud and On-Prem Management
The foundation of operational simplicity

CLOUD MANAGEMENT AVAILABLE NOW

Simple day 0 operations 

Simple, streamlined onboarding

Automated port config

Secure, fast onboarding of devices

Fast, consistent 
out-of-box 
provisioning

Expanding IOS XE 
capabilities available 
in the cloud

C9300L C9300XC9300 C9200L C9500 C9300LMC9200/CX C9350 Modular

1H’26
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Cloud Management for the Entire Campus Portfolio
Large Campus Cloud Capabilities

Enterprise Capabilities 
in the Cloud

Support campus deployments 
with BGP, VRF, ISSU, and 

StackWise Virtual

Available

EVPN Fabric for 
Secure Networking

Simplify NetOps with a secure 
fabric and micro/macro-

segmentation

Cloud CLI for
Flexibility

Retain advanced control from 
the cloud with a secure CLI 

terminal in dashboard

AvailableAvailable
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Cloud Management 
For All IOS XE 
Switches

Sophistication, simplicity, and scale, 
in a single view

Expanding cloud management 
support into modular core switches

BETA | DECEMBER

C9610 Smart Switches

Cloud-Managed Switching
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Fast, secure fabric orchestration 
to simplify large site management 
from the cloud

Simple Deployment 
of Plug-and-Play 
Fabrics

BETA

Cloud-Managed Fabric
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Accelerate Cross-
Domain Deployments 
with AI Assistant

Automate workflows across Meraki, 
Catalyst Center, Catalyst SD-WAN 
Manager, ISE, Nexus, and more

AVAILABLE TODAY

Agentic Workflows
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Agentic 
capabilities

Ensemble of models 
and domain expertise

Cross-domain 
telemetry

Purposeful 
interactions

AI Assistant

AI Canvas

Other 
Applications

Cisco/Splunk 
dashboards

Cisco Cloud 
Control 

GA

GA

Early Access

Early Access

Coming Soon 

Cisco’s AgenticOps
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CCIE-level expertise across your network 24/7

Continuous 
optimization

Trusted 
validation

Autonomous 
troubleshooting

Delivers credible root 
cause and remediation.

In minutes. 

Keeps the network 
in its best state. 
Automatically.

Makes every 
change safer. 
Predictably.

Powered by deep reasoning and deterministic execution

New AgenticOps Capabilities to Simplify Networking
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Scalable Devices
Ready for AI
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Scalable Devices Ready for AI

INTRODUCING

Smart Switches Campus GatewaySecure Routers Large Venue Wi-Fi 7Secure Firewall

ALL OR DERA BLE JUNE  2025
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Intelligent energy 
efficiency

Post-quantum 
secure

High-performance, 
low latency Our New Family of Cisco Smart Switches

for the AI-Powered Campus

AVAILABLE NOW

Cisco C9350 Fixed Access 
Smart Switch

Cisco C9610 Modular Core 
Smart Switch

Cisco Silicon One +
co-processor for 
security and AI
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Intelligent Energy 
Efficiency

Cut cooling-related energy costs by 15-20% per device

Extend hardware lifespan

Improve sustainability & ESG metrics 

Automated hibernation saves 
energy and reduces costs

Reduce failure risk & downtime

Normal Operation (no traffic)
system temperature ~44°C

In Hibernation Mode
 ~24°C
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But what about …



© 2025 Cisco and/or its affiliates. All rights reserved.

Extending IT to Rugged Environments

Consistent Network Architecture
IOS-XE, Catalyst Center, SD-WAN Manager

Campus & Branch

Oil & Gas Refinery

Mines

Factories

Utility Substations

Roadways

Warehouses

Distribution Center

Parking Lots

Airport

Port
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19 New Switches Joining Cisco’s Leading Portfolio
switches for secure, AI-driven operations in ruggedized environments

6 New DIN-rail Switches 
and 8 Expansion Modules

8 New IP67 
Switches

2 New Compact 
IP67 Switches

2 New Compact IP30 
Switches with 4PPoE

1 New Mixed-port 
Rackmount Switch

19 new industrial switches enabling new industrial use cases
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Cloud Management of IE3500 Switches

Rugged Networking, 
Cloud-Simple

• A single dashboard to manage enterprise and 
rugged switches

• Easily extend enterprise networks to outdoors 
and uncarpeted spaces 

• Allow IT teams to enforce consistent security 
policies across the entire enterprise network 
footprint

Beta Feb 26
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Security
Fused Into the Network
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Scalable network segmentation
Identify, profile, and enforce policy for everything on the network

Secure infrastructure
Protect devices and connectivity

Hybrid mesh firewalling
Protect workloads, apps, and infrastructure 

from attacks and lateral movement

Zero Trust access
Secure access for people, things, 

and AI agents

United by Common Policy

• Identity-first 

• Continuously verified

• Enterprise-wide policies

• Comprehensive threat intel

• Distributed enforcement

Advanced 
Security at Every 
LayerSecure Networking Architecture 

AgenticOps
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CNSA (U.S. Critical Infrastructure) 2.0 Timeline

Mandatory use of 
CNSA 2.0 algorithms 

All new NSS 
acquisitions must be 
CNSA 2.0 compliant

Phase out all equipment 
and services unable to 

support CNSA 2.0

Note: The timelines may be further accelerated to 2027 per recent NSA leadership meetings minutes and the president’s signing  of Executive Order 14144.

January 1, 2027 December 31, 2030 December 31, 2031

https://www.govinfo.gov/content/pkg/FR-2025-01-17/pdf/2025-01470.pdf
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Hardware
tampering attack

BIOS/Rommon
attack

Software binary
attack

Supply chain 
attack

Runtime
attack

Image authenticated

No tampering detected

Hardware authenticated

Booted securely

Trustworthy Technologies with 
Post-Quantum Cryptography

No spoofing detected

Data protected from MITM attack

Secure the Device
Secure routing, switching, wireless, from boot time to runtime NIST-approved PQC algorithms 

for secure boot processes

Available
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Post-Quantum Cryptography

MACSec IPSec WAN MacSec

Future proof investments |  Protect against quantum |  Secure sensitive data

Secure the Network
Secure and protect your data across unowned infrastructure NIST-approved PQC across 

LAN, WAN & encrypted tunnels

Available
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Live Protect

Block vulnerabilities 
instantly, update on your 
schedule.

Secure Infrastructure >

GA Sept 2026

Stop the Attack, 
Not the Network. 
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Define your security goals once; 
automate deployment with fabric.

Underlay to overlay migration 
tools, EVPN multi-homing, and 
expanded model support in 
Beta Now. 

Scalable Network Segmentation > 

Secure Cloud Fabric

Simplify NetOps with 
Secure Fabric

Available
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Factory

Firewalling for Any 
Network Flow, 
At Scale

Statefully steer specific traffic to 
the firewall based on identity and 
context, without sacrificing 
performance or simplicity.

Hybrid Mesh Firewall & Zero Trust  > 

Security Service Insertion

Without SSI

With SSI

Available
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But what about your branch locations 
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I just want my business to run smoothly

— Every customer
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Need for fast, reliable 
Wi-Fi and internet 

connection

Workloads shifting to 
SaaS, public cloud, and 

data center

No local IT support – 
increase the need for 
operational simplicity

Post-quantum 
cryptography safe

Resilient, secure branch is critical for 
delivering amazing consumer experiences
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This requires a new
branch architecture
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Architecture for the 
AI-Ready Secure 
Network

Simplified operations powered 

by AgenticOps

Security fused into the network

Scalable devices ready for AI
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Simplified Operations 
Powered by AgenticOps
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Flexible Management 
Meeting customers where they are

SD-WAN Manager
& Catalyst Center

On-premises or cloud

Use cases require on-prem 
delivery, or advanced configuration

Self
managed

BYO management

Leverage CLI or 3rd party tools 

Meraki
Dashboard

Cloud

Prefer cloud-enabled 
delivery for simplicity

Delivering optimized, simplified experiences for all customers
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Large Scale Deployments with Unified Branch

Branch Lifecycle 
Automation

Programmable
Infrastructure

Customizable 
Branch Services

Dashboard

WAN Routers Switches Access Points

Existing CI/CD Pipeline

Partner 
Developed

Traffic Services (Cloud, SaaS)

Access Services (VLANs, SSIDs) Network Services (e.g. Segmentation)

Wireless ServicesWAN Services

ZTNA Security PolicyVisibilityBranch Models

Cisco unified branch services templates

Delivered

Open Source Customizable

Delivered
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Unified management, configuration, 
and monitoring of IOS XE Secure 
Routers & MX on the Meraki dashboard

Dashboard 
Managed IOS XE

G A  J U N E

Delivering operational simplicity, 
security, and scaled API automation

Cloud CLI
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Scalable Devices
Ready for AI
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Secure WAN portfolio

Meraki MX

MX OS and 

Meraki Dashboard

Catalyst 8000 
ISR 1K/4K 

ASR 1K

IOS XE with Routing 

and SD-WAN

Cisco 8000 Series 
Secure Router

NEW

Taking the best into a 

converged portfolio

Continued investment in 

IOS XE and MX OS



© 2025 Cisco and/or its affiliates. All rights reserved.

Secure networking processor

More throughput to support 
increased application workloads

Post-quantum secure

Use Case Based Licensing

Security Performance to 
Protect Users and 
Branches

Cisco 8000 Series Secure Routers

Hybrid mesh firewall for secure 
branch connectivity
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Secure Your Network with Quantum-Safe 
Routers for Every Size and Location

MX

Cisco 8100 
Series Secure 

Routers

Small Branch

Cisco 8200 
Series Secure 

Routers

Medium Branch

Cisco 8300 
Series Secure 

Routers

Large Branch

Cisco 8400 
Series Secure 

Routers

Campus

Cisco 8500 
Series Secure 

Routers

Data Center

Cisco 8600 
Series Secure 

Routers

Data Center

Available Available Available Available Available JUNE 2026

AVAILABLE

AVAILABLE

AVAILABLE

JUNE 2026

AVAILABLE

JUNE 2026

AVAILABLE

AVAILABLE

AVAILABLE

-

JUNE 2026

-

IOS XE
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Cisco Wireless 
Wi-Fi 7

Cloud-managed 
Switching

Deliver Exceptional 
Branch Experiences

Smart Wi-Fi 7 access points and 
cloud-managed switches

Sustainable and energy efficient designs 

Make every space smarter 



© 2025 Cisco and/or its affiliates. All rights reserved.

Security Fused
Into the Network
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Scalable network segmentation

Identify, profile, and enforce policy for everything on the network

Secure infrastructure

Protect devices and connectivity

Hybrid mesh firewalling

Protect workloads, apps, and infrastructure 

from attacks and lateral movement

Zero Trust access

Secure access for people, things, 

and AI agents

United by Common Policy

• Identity-first 

• Continuously verified

• Enterprise-wide policies

• Comprehensive threat intel

• Distributed enforcement

Advanced 
Security at Every 
LayerSecure Networking Architecture 

AgenticOps
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Building a Quantum-Safe WAN

Build Quantum Agility

Encryption Authentication Secure Boot

Generate the encryption key for 

secure communication

Verify the authenticity of the 

communicating devices / users

Ensure authenticity and integrity 

of software and hardware
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Scalable Network Segmentation 
Continuously verified identity and group policy applied across the network

Public SaaS Apps

IOT Apps

Web

Bedside
Monitor

IOT devices 
network 
segment

Corporate 
users 

network 
segment

Cisco ISE tags

Private Apps*

SSE POP Network

Branch SD-WAN
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Zero downtime:

Experience and Policy Assurance

Internet Apps

Private Apps

SaaS Apps

Traditional Apps

Zero friction: 

We do the plumbing

Zero impostors:

Identity Trust

Every device, person, 
thing, everywhere

Consistent Security:

Security Service Edge

Data Loss 
Prevention

Remote Browser 
Isolation

AI Access

Firewall as a 
Service

Secure Web 
Gateway

Zero Trust 
Network Access

Cloud Access 
Security Broker

DNS Security VPNaaS

Client WiFi Broadband Network App

Secure access for people, things and AI Agents

Zero Trust Access: Cisco SASE



Thank you
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