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Cisco powers how people and technology work
together across the physical and digital worlds
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Secure global connectivity

< < < Accelerated by Cisco Al > > >



Cisco Extends IT to the Physical World (OT)

Uniform network architecture

< Common OS and network management >
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Scalable Industrial Networks, Built for the Al Era
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Industrial Cybersecurity Fused Into the Network

o OT visibility
« Secure remote access

 Network segmentation

built-into the industrial network,
SO you can deploy at scale

Cisco Cyber Vision with
Secure Equipment Access

Embedded remote

Embedded visibility access gateway
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The Al Pace Is Staggering

When to jump in?

1990s

Machine learning

2022
ChatGPT

2024

Assistants

2025
Agentic Al

2026
Physical Al
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2026

State of

v © OF Industrial A

Al Is Already Driving a
Paradigm Shift for
Industrial Networks

A global view of the evo
Impact on security, IT, g

lution of A and its
in Operational technolo

nd future innovation
gy.

https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/ind ustrial -networking-report/index. html

“Active” “Payoff” “Security”
4 ) 4
(o) o) (o)
61% 94% 85%
are actively deploying are already seeing say Al will improve
industrial Al payoffs from Al / :
, cybersecurity posture
Q. Your organization’s current stage of Q. When do you expect to see Q. Will deploying Al impact your
Al adoption in industrial operations? these outcomes? current cybersecurity posture?
\-
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Al Is Transforming Critical Infrastructure (Industrial Al)

Machine Vi Autonomous Vel Software Con
Quality inspection, Robot Automated guided vehicles (AGVs), Software-defined
guidance, Packaging, Yield Autonomous mobile robots (AMRS), Industrial Automation,

optimization, etc. Tele-remote operations, etc. Virtual PLCs, etc.

To enable industrial Al use cases, a new network paradigm is required

e
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Vision Systems Needing Higher Wattage

e.g. 480W Power Over Ethernet Budgets
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PTZ video surveillance for gunfire Cameras with heater/blower in Asset thermal monitoring to reduce
incidents extreme weather maintenance costs

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Is Enabling Al at Every Networking Layer BE o oo

Vertical markets

== | INQIUBITEN /A)] smmmmmmmemme oo .
:
Al Tooling Al Infrastructure |\ s
: Models
How we use Al to make the life of ool How do we enable our customer Al .
. sl el ]l . nira.
our customers easier e projects
Chips

Al for Networking | Networking for Al || &

“~.. Pragmatic . Transformational _.-~
Task-level Secure Al Factory




To Enable Industrial Al,
A New Network
Paradigm Is Required

Scalable network
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Operational simplicity
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New Pragmatic Innovations to
Drive Operational Simplicity in OT

NEW! NEW! AY/=14%
Q search ] i Al Troubleshooting for Industrial Networks {4 femt

New thread

Clouc AgenticOps for Multi-

for R - Intellic
o Industrial Networks tellic
Simplifying management across IT and Simplifying troubleshooting for OT Simplifying OT threat intel deployment
rugged networks with the Meraki teams to maximize network availability and security infrastructure management
dashboard

e
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Keeping Industrial Netwo

Increased pressure on OT personnel to “do more with less” ensuring network availability

-

“The Fireman”

First Responder
Maintenance Technician

Available on site

Low IT skills

© 2026 Cisco and/or its affiliates. All rights reserved.

I 4 I I
W “The Doctor” | “The Surgeon”
SN 0§ 14
OT Escalation Point IT Escalation Point
Plant Controls Engineer IT Levels 1 & 2
J \ J \ J

Session ID: CENIOT-1169
Session ID: PSOIOT-1204

Not available on site
High IT skills

e
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First Responders Lack Advanced Troubleshooting Skills

Before First Responder > OT escalation point > IT escalation point >

Case Volume

‘ Most issues reach Level-2
| escalation, costing valuable time

Complexity
e
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Introducing AgenticOps for Industrial Networks

Today First Responder > OT Escalation Point > IT Escalation Point >
With AgenticOps _ .

troubleshooting First Responder > I(D)(')I'irl]itscalatlon > 0 IT Escalation Point>
capability

AgenticOps troubleshooting

capability helps first
responders root cause Issues
to maximize network availability

Volume

Complexity

e
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Introd
Al Troubleshooting

for Industrial
Networks

* An OT centric conversational interface for first
responders to troubleshoot without escalation

* Proactively root cause issues in industrial
networks to maximize availability

* Provides actionable guidance to enable OT
teams to implement fixes quickly

» Agentic Engine deployed in Industrial Zone
(Level 3)

Empowering OT teams to
maximize network availability

© 2026 Cisco and/or its affiliates. All rights reserved.

‘el AgenticOps for Industrial Networks

Topology
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LINEO1-PLCO1
192.168,15.2
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Empower OT Teams to
Maximize Network Availability

Key Features Deployment Mode Data Sources and
Reasoning

Simple Network Questions
SSH and Syslog
Troubleshooting (e.g. damaged cable) On-prem Agent + Cloud LLM
Curated runbooks
Proactive Monitoring (e.g. duplicate IP)

aljlal ]l
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Introdiici

AgenticOps for
iIndustrial Networks

Now Now Next
Operational Misconfiguration Prevent Production
Issues Issues Impact
E.g. Faulty Cables, E.g. Duplicate IP, VLAN Mismatch, MCP Integrations with

Duplex Mismatch NAT Misconfigurations automation systems

o],
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Example Use Cases

Case 1: damaged cable

© 2026 Cisco and/or its affiliates. All rights reserved.

Case 2: duplicate IP

e
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Access Layer Troubleshooting

The Agent leverages tools to troubleshoot top access layer
issues.

Knows how to detect... ...using

Damaged cable Interface errors and TDR test
VLAN mismatch Switch VLAN configurations
Duplex mismatch Interface speeds

Layer 2 NAT Misconfiguration Layer 2 NAT instances

© 2026 Cisco and/or its affiliates. All rights reserved.

where is pic01 on line01 connected to?

PLCO1 on LINEO1 is connected to the following devices: LINE04-SW02 (IP: 192.168.20.4) via port Gi1/10, LINE02-SWO04 (IP: 192.168.20.1) via port Gi1/3, and itself (IP:
192.168.15.2) via VianS00.

Port Diagram
q ] 7 Port 1/7 - LINEO1-PLCO1
¢ 1P: 182.168.15.2
14
s
e
n
Rl
w
18
"
s
O Q5 C
can you run a cable test on LINEO1-PLC01?
Problem

Cable diagnostic test on interface Gi/7 of device LINEO1-PLCO1 (192.168.15.2) shows Pair A with a 'Short' status and Pair B as ‘Open’, indicating significant connectivity
issues. Recommend replacing the faulty cable.

Recommendation

1. Inspect and replace the cable connected to interface Gi1/7 on LINE01-PLCO1 (192.168.15.2).
2. After replacing the cable, rerun the TDR test to ensure that both Pair A and Pair B are functioning correctly.
3. Document the changes and monitor the interface for any further connectivity issues.

Analysis

The cable test results indicate that there are critical issues with the cabling connected to interface Gi1/7. Pair A's 'Short' status suggests a physical fault, while Pair B being
‘Open' indicates a break in the connection. This could lead to network disruptions and should be addressed promptly.

How this was determined ~

O ~ 1) Check if interface name provided by user
‘ less than a minute ago

() v 2) Gather Topology Information
’ less than a minute ago
T

~3) Identify Device IP
less than a minute ago

e
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@3’3 AgenticOps

Identify the device by
asset name

Retrieve topology

Ping test

Check parent switch port
status

Demo Case 1
Damaged cable
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192.168.15.2 IE 3x00 VGR-ROBOT-01
CELLO1-SW03 Outside IP 192.168.20.99
Inside IP 192.168.17.2
\ | REP Ring . .
IE 3x00 IE/3x00 IE 3x00 IE 3x00

CELL02-WELDO02 LINEO41SW02

Outside IP 192.168.20.100
Inside IP 192.168.17.2
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@’ AgenticOps N
Detect L2NAT config
4 )
SSH to switch and
diagnose \_ AD
Finds Duplicate IP Outsice IP 19218520100
k Inside IP 192.168.17.2 )
Recommends config fix
/

IE 3x00
LINEO41SW02

Demo Case 2
Duplicate IP addresses

IE 3x00
LINEO1-SWO1

REP Ring

IE 3x00
CELLO1-SWO03

IE/3x00
LINEQ2-SWO04

VGR-ROBOT-01
Outside IP 192.168.20.100

Inside IP 192.168.17.2
. J

IE 3x00
CELL02-SW02

~ DRIVE-CONV-01

IE 3x00
CELLO2SWO03
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How the Agent Is Deployed and How It Works

Alpha

Large
Language Model

User Identified Tools
Industrial query Inten;c +  output Response
tools
A8 Agentic Engine
(Level 3)

Tool: NW Tool: Syslog
Device Access Query

Prompt
Agentic Engine

QOT Personnel Res ponse
Cell/Area Zone

(Level 0~2) o { \
Al Web App _

\ Device Access Syslog Query

k Al Agent VM /

\ © =

= A i E]J

OT Devices 16 = "—E—QJ
OT Network 7.

© 2026 Cisco and/or its affiliates. All rights reserved.
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Customer Journey

@ Discover ® Download © Install O Setup © Use ® Monitor ® Upgrade

OT Architect

iscover gen ownloa image nstall Agent as iscov Vi ccess agent via rovide or
D Al Agent D load VM Install Agent as VM Agent discovers devices A g URL Provide API fi Agent
URL in product Uls: (ESXi, HyperV) monitoring (GA) update/upgrade:
12 CPU Cores, 24 GB 1. First switch as seed https://ciscootagent.custom R s £
i d |
Web Ul / CLI Cisco Software Central RAM (Alpha) 2. 'LFrLaDvsrse the network er.com (example) version / status /skills Human download / Agent
3. Use ARP and MAC pull from Cisco Cloud

tables for endpoints platform

Industrial

Zone
(Level 3)

Cell/Area Zone
(Level 0~2) XY
Al Web App L@

OT Mantainer
K AO i K AO
OT Devices
OF Network, D euces

e
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https://ciscootagent.customer.com/
https://ciscootagent.customer.com/

Invitation to Alpha Engagement

Al Troubleshooting for Industrial Networks

Ideal Profile:

« Manufacturing, switching
* Primarily Cisco IE switches as the install base
» Flexible for Cloud Al connectivity

* Innovative and forward looking, willing to test
engineering prototype and provide feedback

» English speaking and preferably US based

(GA Late 2026)

Cisco Al Troubleshooting for
industrial networks Alpha
interest form

Customer Feedback

“It helps sequence the logical “This will help me sleep
steps during troubleshooting more at night - it’ll reduce
because often the little things often escalations during
are forgotten” ride testing and bring up”

© 2026 Cisco and/or its affiliates. All rights reserved.
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Al-Driven Semantic Search & Summarization

tive Platform Al vorking  Data Center

Neelesh Pateriva

3 Comments

November 18, 2024

https://blogs.cisco.com/developer/new-ai-driven-semantic-search-and-summarization

“The Fireman” “The Doctor” | “The Surgeon”

OT Escalation Point IT Escalation Point

First Responder
Plant Controls Engineer ITLevels 1 & 2

Maintenance Technician

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco MCP Basics

Shannon McFarand

March 12, 2025

https://blogs.cisco.com/developer/mcp-usecases

altsln
Cisco

Everything You
Need to Know
About MCP
(Model Context
Protocol)

>

© 2025 Cisco and/or its affiliates. All rights reserved.

CiscoBlogs  Executive Platorm Al Networking Data Center Security More ~

MCP for DevOps, NetOps, and SecOps: Real-World Use Cases and Future
Insights

Tools / Data Sources

p ,
. APIL, webservers

I ‘ Files, DBs

MCP Hosts
(AL Appilcation)

AT Appflcatlc:n

ol
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https://blogs.cisco.com/developer/mcp-usecases
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MCP Today - Enabling Tool Integration

MCP (Model Context Protocol) released in November 2024 is now a broadly adopted open-source standard created by Anthropic that allows Al models to securely connect with external data,

software tools, and databases. It acts as a "universal translator" or connector, enabling Al assistants to read files, query databases, and use software, turning them into active, functional agents.

Think of MCP as a universal language that Al models and tools can use to collaborate.

© 2025 Cisco and/or its affiliates. All rights reserved.

MCP tutorial

Click:

Cisco DevNet for Al

This is a demonstration project showcasing MCP server implementations for network management.

Intended for educational purposes, testing, and development environments.

Docker-based MCP server suite for AlIOps - enabling Al-driven network operations through:

Cisco Meraki

Catalyst Center

I0S XE

ISE

ThousandEyes

Splunk

NetBox & GitLab integration

Al-ready with LibreChat, Cursor, and other MCP clients for intelligent network management,
automated troubleshooting, CI/CD orchestration, and operational insights.

ol
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https://developer.cisco.com/codeexchange/github/repo/pamosima/network-mcp-docker-suite/
https://www.youtube.com/watch?v=tvLy86n3o-c

Launch of DevNet Content Search MCP Server

Neelesh Pateriva

March 12, 2026

https://blogs.cisco.com/developer/devnet-content-search-mcp-server

alaln
cisco

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Blogs Executive Platform Al Networking Data Center Security More -

f Developer / Launch of De' 0 ch MCP Server

March 12 Leave a Comment

Developer

Launch of DevNet Content Search MCP Server

3 min read
Neelesh Pateriya

Y API Docs

DevNet Content Search MCP Server

From Search on the Web to Search in the IDE

year we launched Al-driven semantic search for Meraki API docs on developer. 0.com—but developers live in their IDEs, not the browser. Without the right
context, Al a nts in the IDE fall back to outdated or generic knowledge when it generates code

The DevNet Content Search MCP server is the next step in that evolution: it takes the same semantic search that powers developer.cisco.com and puts it inside your IDE,
where your Al assistant can it in real time. MCP (Model Context Prot ) is a standard that lets IDE Al assistants call live tools—in this case, searching Cisco API
documentation—so you get accurate, current context without switching windows. One click to install, nothing to configure, and your IDE can now ground its code
suggestions in official Cisco API specs instead of outdated o neric knowledge.

Today the server supports Meraki and Catalyst Center AP| documentation; we’re expanding to more Cisco produ 1d DevNet content. Want your produc
included? Create an issue to request it.

One-Click Install, Live APl Search

The DevNet Content Search MCP server has one-click install for VS Code or Cursor—your environment is ready, nothing N re. The server 't replace the
browser; it brings the right slice of DevNet into the flow of coding.

Once i lled, try a query from your IDE chat panel—for example, “Find Meraki L3 firewall APl endpoints for configuring traffic rul or “Find Catalyst Center APIs for
device inventory management”—and see the Al ant pull live documentation and use it in its response.

€ MERAKI AP FOR L3 FIIEWALL MEUPDATE

anca/firemal L/13F{ reval iles

Vel " ron: dshstarop et
#y Read aloud 1, Share

ol
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Docker-Based MCP Server Suite for AlOps

cisco

DevNet

Documentation ~ Leam v  Technologies v Community v Events Q @GEETEE=S LOG IN

> Repository Search all (Submw Droject‘l;

network-mcp-docker-suite

w2 @2 V14

</> Readme [ Use Case

Network MCP Docker Suite

orner | poblished
How do you like this repository?
[k Example Code for Learning & Development
This is a demonstration project showcasing MCP server ementations for network management. Intend
educational pu ting, and devi ment environr

Docker-based MCP server suite for AlOps - enabling Al-driven network operations through Cisco Meraki, Catalyst Center, 10S
XE, ISE, ThousandEyes, Splunk, NetBox & GitLab integration. Al-ready with LibreChat, Cursor, and other MCP clients for
intelligent network management, automated troubleshooting, Cl/CD orchestration, and operational insights.

Live Demo & 5
ategories

Al-Powered Network Troubleshooting with LibreChat using Multiple MCP Servers Networking ~ Tools

s Next Steps - Your Choice Products
e - o o = U
A) @ Investigate P3 issue - Connect to wisn-access-1and check the flapping interface Catalyst Center

Thousand Eyes MCP Tools tutorial

B) M1 Full health check - Review all fabric links and consider standardizing BFD timers
Catalyst Switches

) B Document and close - Create incident report with findings and resolution

Catalyst Routers 10S XE
D) ¥ Monitor and wait - Let it run for an hour and verify stability

Meraki ThousandEyes
E) » Callitawin! - Everything is working, P1is resolved!

Identity Services Engine (ISE)

[» Great Job!
We identified a BFD timing issue, applied a targeted fix, and restored full connectivity - all without taking down
any services or disabling important features. The P1 issue is RESOLVED! 3

Splunk

What would you like to do next? Al

0% 0 P C MCP Servers
&7 Deploy Type
sage AWS Bedrock HTTP/Stream
% | @ 2selected v & Features / Capabilities
Resources Tools
Watch how natural language queries automatically investigate and resolve network issues using both Catalyst Center MCP
Server and I0S XE MCP Server. The Al assistant correlates data from management systems (Catalyst Center) with direct Programming Languages
device access (I0S XE SSH) to identify root causes and provide comprehensive solutions. Python

https://developer.cisco.com/codeexchange/github/repo/pamosima/network-mcp-docker-suite/

© 2025 Cisco and/or its affiliates. All rights reserved. cisco


https://www.youtube.com/watch?v=zk5_bDlNw3Y

Industrial NetDevOps on I0S XE

Getting Started with Programmability & APIs on Cisco loT Hardware

Industrial NetDevOps Is the combination of the tools and best practices from DevOps with network engineering
and operations In Industrial networks.

standardized network
nd and Python
ork:

Use-cases

R

o IR

Network Automation

Industrial Ethernet
Switch 3500

“The Fireman” @ “The Doctor”
—>

First Responder
Maintenance Technician

Cisco Unified Edge

i

IE Switch 3500 |E Switch 3500

OT Escalation Point
Plant Controls Engineer

https://developer.cisco.com /codeexchange/github/repo/CiscoDevNet/industrial -netdevops/

© 2025 Cisco and/or its affiliates. All rights reserved.

@ “The Surgeon”
—>

IT Escalation Point
IT Levels 1 & 2

MCP
Server

ol
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https://developer.cisco.com/codeexchange/github/repo/CiscoDevNet/industrial-netdevops/

= O pamosima | network-mcp-docker-suite Q Type []to search B~ +-||Q N B8 @

<> Code O Issues I Pun requests @ Actions ﬂa Projects @ Security I~ Insights

D Files network-mcp-docker-suite / ios-xe-mcp-server / README.md 2

P main T + Q #A pamosima feat(ios-xe): Add enable mode support for privilege escalation €3 9bf1302 - yesterday {0 History
Q Go tofile t
> B github Preview | Code | Blame | 415 lines (384 loc) - 12.8 KB = (@) [rew D] (2] <] =
> B _img

> M catc-mcp-server IOS XE MCP Server

> [ clickhouse-mcp-server

> B gitiab-mep-server A Model Context Protacol (MCP) server for managing Cisco 10S XE devices via SSH using Netmiko with enterprise-grade security.

~ [ ios-xe-mcp-server

Overview
0O .dockerignore
O Dockerfile This MCP server provides secure SSH-based management capabilities for Cisco 10S XE devices, enabling:
[ READMEmd * Device Configuration: Send configuration commands to 105 XE devices
0O ios_xe_mcp_server.py * Monitoring Commands: Execute show commands for device monitoring

D) pyprojecttoml * Secure Authentication: Environment-only credentials (no password parameters)

P —— * Password Protection: Comprehensive password masking and sanitization

> m x * Enhanced Security: SSH-based communication with timeout controls and error protection
merakl-mcp-server

* HTTP Transport: Modem MCP transport for MCP clients (Cursor, LibreChat, etc.)

> [ netbox-mcp-server

> [ prometheus-mcp-server Features
> B splunk-mcp-server
> B thousandeyes-mep-server Available Tools
O env.example * show_command : Execute any show command on an IOS XE device (credentials from environment only)
[ .gitignore * config_command : Send configuration commands to an 10S XE device (only available when I0S XE READ ONLY=false )

[ CODE_OF_CONDUCT.md " -
Read-Only M
[ CONTRIBUTING.md ad-Only Mode

For monitoring and troubleshooting workflows, you can enable read-only mode which anly exposes the show_command tool:

3 UCENSE
3 NoTICE
# In .eny Q@
[ READMEmd I0S_XE_READ ONLY=true # Only show commands available (recommended for AI troubleshooting)
[__b] SECURITY.md I0S_XE_READ ONLY=false # Both show and config commands (default)
.m

[3 UsEcASEmd
0 Mode 105 XE_READ ONLY Available Tools

deploy.sh
[T Irp————— Read-Only true show_command only
[ docker-composeyml Read-Write false (default) show_command + config_command

Use Cases:

* netops-stack troubleshooting: Set I05_XE_READ ONLY=true - Al can only run show commands
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Building Cyber-Resilient, Al-Ready Industrial Networks

Cisco Industrial Threat Defense

Cisco Industrial Threat Defense

ction, Investigation, and Response
A A A

1 1 [}
1 1 1

OT Asset Visibility and Zero Trust OT Zero Trust
Security Posture Segmentation Network Access (ZTNA)

A

/?\
(- at Intelligence

Y

Unified visibility across OT and IT

Insights to drive industrial security best practices and
better detect threats traversing IT and OT domains

Adaptive network segmentation

Protect industrial operations by streamlining network
segmentation to prevent attacks from spreading

Secure remote access

Get full control over remote access to industrial assets
with a self-service ZTNA solution purpose-built for OT

Industrial security built into Cisco networking equipment to easily deploy at scale

© 2025 Cisco and/or its affiliates. All rights reserved.

e
cisco



Cyber Vision Ul

Multilingual support

User interface
available in:

English

German
Cisco Cyber Vision

Cybersecurity for loT

Spanish

R user@domain.com

French

Japanese

Korean

English (US)

Deutsch /
Espaniol (Espaiia Tu rki Sh

o AzxE
@) #20f

Honm

]

=]
-n
=
o
>

a
2,
@

Tarkge

ol
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Grouping Assets to
Reflect Industrial
Processes Is
Challenging

/i Thousands of assets

/i Millions of flows

/N Broadcast, multicast traffic spreading
across flat networks

Hard for a human to group assets
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Introducing Al-Based Clustering for Segmentation

Cyber Vision Al-driven auto-grouping
automatically creates security zones to drive
network segmentation using Firewalls or NAC

OT asset inventory projects highlight flat,
unsegmented networks
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Visibility Driven Segmentation with Identity Services Engine

Grouping assets Drives TrustSec Segmentation enforced by
in Cyber Vision Auth policy in ISE switches and routers
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Groups

Groups

PxGrid RADIUS

Zero downtime with OT controlled adaptive access policies
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Secure Equipmen

Access

Network embedded Zero Trust
Remote Access to your OT assets
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Remote User Identity ’

,,,,, loT Operations Dashboard Business Corp, Inc

]
hreat Detection | o
et Login From Prohibited Location © critca

Access
China

Dashboard

With the rise in remote access activities,
remote user identity is becoming a
significant attack vector in OT networks e I s

sa SystemM gement

B Alerts Summary

Audit Reports

We are delivering new capabilities in A Conturaton
SEA to detect threats related to remote
user identity

Summary

Logins outside of approved hours

Login from unapproved geolocation
Login outside working hours

Auto deactivation of unused accounts
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Intrc

New Validated Designs
for Manufacturing

Seamless standardization

Faster deployments

Less risk

Increased predictability

End-to-end designs

Simplifying OT networks with
proven technical blueprints
and architectures
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BUILDING THE
INDUSTRIAL NETWORK
THAT MAKES IT HAPPEN

INDUSTRIAL

CONTROL
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DUAL FABRIC PLATFORM
FOR VITUAL PLC, HMI,
AND ROBOT CONTROL

Cisco
Validated
Design

INDUSTRIAL
NETWORK
MANAGEMENT

EN RN

DESIGN GUIDANCE TO
EXTEND CATALYST CENTER
TO THE OT SPACE

WITH RBAC
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http://www.cisco.com/go/iotcvd

CISCO Connect

Thank you b
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