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Cisco powers how people and technology work 
together across the physical and digital worlds

Accelerated by Cisco AI

Secure global connectivity

AI-ready data centers Future-proofed workplaces

Digital resilience
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Cisco Extends IT to the Physical World (OT)

Uniform network architecture
Common OS and network management

Consistent security policies

Enterprise Networks Rugged Enterprise 
Networks

Industrial Networks
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Scalable Industrial Networks, Built for the AI Era

Industrial switches for 

AI-driven operations
Redefining Wi-Fi to support 

AI-driven industrial mobility



© 2025 Cisco and/or its affiliates. All rights reserved.

Industrial Cybersecurity Fused Into the Network

Embedded visibility 
sensor

Cisco Cyber Vision with
Secure Equipment Access

Embedded remote 
access gateway

• OT visibility

• Secure remote access

• Network segmentation

Embedded 
network 
access 
control

built-into the industrial network,

so you can deploy at scale
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The AI Pace Is Staggering

1990s
Machine learning

2026
Physical AI

2022
ChatGPT

2024
Assistants

2025
Agentic AI
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When to jump in?



AI Is Already Driving a 
Paradigm Shift for 
Industrial Networks

are actively deploying 
industrial AI

are already seeing 
payoffs from AI

Q.  Your organization’s current stage of 
AI adoption in industrial operations? 

Q.  When do you expect to see 
these outcomes? 

54% 61% 85% 

say AI will improve 
cybersecurity posture

Q. Will deploying AI impact your 
current cybersecurity posture?

https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html

“Payoff”“Active” “Security”

https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html
https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html
https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html
https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html
https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html
https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html
https://www.cisco.com/site/us/en/solutions/networking/industrial-iot/industrial-networking-report/index.html
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AI Is Transforming Critical Infrastructure (Industrial AI)

To enable industrial AI use cases, a new network paradigm is required

Quality inspection, Robot 
guidance, Packaging, Yield 

optimization, etc.

Automated guided vehicles (AGVs), 
Autonomous mobile robots (AMRs), 

Tele-remote operations, etc.

Software-defined 
Industrial Automation, 

Virtual PLCs, etc.

Machine Vision Autonomous Vehicles Software Controls
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Vision Systems Needing Higher Wattage

e.g. 480W Power Over Ethernet Budgets

Cameras with heater/blower in 
extreme weather

Asset thermal monitoring to reduce 
maintenance costs

PTZ video surveillance for gunfire 
incidents
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Cisco Is Enabling AI at Every Networking Layer

AI Tooling

How we use AI to make the life of 
our customers easier 

AI for Networking

AI Infrastructure

How do we enable our customer AI 
projects 

Networking for AI

Industrial AI

Pragmatic
Task-level

Transformational
Secure AI Factory

Vertical markets

AI Infra. Stacks

Energy

Chips

Infra.

Models

Apps.
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To Enable Industrial AI,
A New Network 
Paradigm Is Required Operational simplicity

powered by AgenticOps

Security
fused into the network

Scalable network 
ready for AI
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New Pragmatic Innovations to 
Drive Operational Simplicity in OT

Cloud Management 
for Rugged Networks

Simplifying management across IT and 
rugged networks with the Meraki 

dashboard

Multi-site OT Threat 
Intelligence Distribution

Simplifying OT threat intel deployment 
and security infrastructure management

NEW! NEW! 

AgenticOps for 
Industrial Networks

Simplifying troubleshooting for OT 
teams to maximize network availability

NEW! 
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Session ID: PSOIOT-1204

Keeping Industrial Networks Running
Increased pressure on OT personnel to “do more with less” ensuring network availability

Available on site

Low IT skills

Not available on site

High IT skills

First Responder
Maintenance Technician

OT Escalation Point
Plant Controls Engineer

IT Escalation Point
IT Levels 1 & 2

“The Fireman” “The Doctor” “The Surgeon”

Session ID: CENIOT-1169
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IT escalation pointOT escalation pointFirst Responder

First Responders Lack Advanced Troubleshooting Skills

C
a
se

 V
o
lu

m
e

Complexity

Most issues reach Level-2 
escalation, costing valuable time 

Before
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IT Escalation Point

Introducing AgenticOps for Industrial Networks

AgenticOps troubleshooting 
capability helps first 

responders root cause issues 
to maximize network availability

Today

With AgenticOps 
troubleshooting 
capability

First Responder

First Responder IT Escalation PointOT Escalation Point

V
o
lu

m
e

OT Escalation 
Point

Complexity
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• An OT centric conversational interface for first 
responders to troubleshoot without escalation 

• Proactively root cause issues in industrial 
networks to maximize availability

• Provides actionable guidance to enable OT 
teams to implement fixes quickly

• Agentic Engine deployed in Industrial Zone  
(Level 3)

Empowering OT teams to 
maximize network availability 

Introducing 
AI Troubleshooting 
for Industrial 
Networks 
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Key Features Deployment Mode Data Sources and 
Reasoning

Simple Network Questions

Troubleshooting (e.g. damaged cable)

Proactive Monitoring (e.g. duplicate IP)

On-prem Agent + Cloud LLM
SSH and Syslog

Curated runbooks

Empower OT Teams to 
Maximize Network Availability
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Operational 
Issues

Misconfiguration 
Issues

Prevent Production 
Impact

E.g. Faulty Cables, 
Duplex Mismatch

E.g. Duplicate IP, VLAN Mismatch, 
NAT Misconfigurations

MCP Integrations with 
automation systems

Now Now Next

Introducing AgenticOps for 
industrial Networks 
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Example Use Cases

Case 1: damaged cable Case 2: duplicate IP
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Access Layer Troubleshooting

The Agent leverages tools to troubleshoot top access layer 
issues.

Knows how to detect…

Damaged cable 

VLAN mismatch

Duplex mismatch

Layer 2 NAT Misconfiguration

...using

Interface errors and TDR test

Switch VLAN configurations

Interface speeds

Layer 2 NAT instances
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VGR-ROBOT-01
Outside IP 192.168.20.99

Inside IP 192.168.17.2

Demo Case 1
Damaged cable

REP Ring
IE 3x00

LINE04-SW02

IE 3x00
LINE01-SW01

IE 3x00
LINE03-SW06

IE 3x00
LINE02-SW04

IE 3x00
CELL01-SW03

IE 3x00
CELL02-SW02

DRIVE-CONV-01

IE 3x00
CELL02SW03CELL02-WELD02

Outside IP 192.168.20.100
Inside IP 192.168.17.2

AgenticOps

• Identify the device by 
asset name

• Retrieve topology

• Ping test

• Check parent switch port 
status

LINE01-PLC01
192.168.15.2

PLC
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VGR-ROBOT-01
Outside IP 192.168.20.100

Inside IP 192.168.17.2

Demo Case 2
Duplicate IP addresses

REP Ring
IE 3x00

LINE04-SW02

IE 3x00
LINE01-SW01

IE 3x00
LINE03-SW06

IE 3x00
LINE02-SW04

IE 3x00
CELL01-SW03

IE 3x00
CELL02-SW02

DRIVE-CONV-01

IE 3x00
CELL02SW03CELL02-WELD-02

Outside IP 192.168.20.100
Inside IP 192.168.17.2

CELL02-WELD-02
Outside IP 192.168.20.100

Inside IP 192.168.17.2

AgenticOps

• Detect L2NAT config

• SSH to switch and 
diagnose

• Finds Duplicate IP

• Recommends config fix
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How the Agent Is Deployed and How It Works
Alpha

Cell/Area Zone
(Level 0~2)

Industrial 
Zone 
(Level 3)

Agentic Engine

Tool: NW 

Device Access

A
I 
A

g
e

n
t 

V
M

OT Network

OT Personnel

AI Web App

OT Devices

Large 
Language Model

Tool: Syslog 

Query

A
I 
A

g
e
n
t 
V

MPrompt

Agentic Engine

LLM

Response

Identified 
Intent + 

tools

User 
query

Device Access Syslog Query

Response
Tools 
output

OT Personnel

SyslogSSH
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Customer Journey

OT Architect

OT Maintainer

Discover AI Agent 
URL in product UIs:

Web UI / CLI 

Discover1

Download VM image 
(ESXi, HyperV) 

Cisco Software Central

Download2

Install Agent as VM

12 CPU Cores, 24 GB 
RAM (Alpha)

Install3

Agent discovers devices

1. First switch as seed 
2. Traverse the network 

LLDP
3. Use ARP and MAC 

tables for endpoints

Setup4

Access agent via URL

https://ciscootagent.custom
er.com (example)

Use5

Provide API for 
monitoring (GA)

Running time / 
version / status /skills

Monitor6

Agent 
update/upgrade: 

Human download / Agent 
pull from Cisco Cloud 

platform

Upgrade7

https://ciscootagent.customer.com/
https://ciscootagent.customer.com/
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Invitation to Alpha Engagement    (GA Late 2026)

“It helps sequence the logical 
steps during troubleshooting 
because often the little things 
are forgotten”

“This will help me sleep 
more at night - it’ll reduce 
often escalations during 
ride testing and bring up”

Cisco AI Troubleshooting for 
industrial networks Alpha 

interest form

Ideal Profile:

• Manufacturing, switching

• Primarily Cisco IE switches as the install base

• Flexible for Cloud AI connectivity

• Innovative and forward looking, willing to test 
engineering prototype and provide feedback

• English speaking and preferably US based

Customer Feedback

AI Troubleshooting for Industrial Networks
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AI-Driven Semantic Search & Summarization

https://blogs.cisco.com/developer/new-ai-driven-semantic-search-and-summarization

Neelesh Pateriya

November 18, 2024

https://blogs.cisco.com/developer/new-ai-driven-semantic-search-and-summarization
https://blogs.cisco.com/developer/new-ai-driven-semantic-search-and-summarization
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https://blogs.cisco.com/developer/new-ai-driven-semantic-search-and-summarization
https://blogs.cisco.com/author/neeleshpateriya
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Cisco MCP Basics
Shannon McFarland

March 12, 2025

https://blogs.cisco.com/developer/mcp-usecases

https://blogs.cisco.com/developer/mcp-usecases
https://blogs.cisco.com/developer/mcp-usecases
https://blogs.cisco.com/developer/mcp-usecases
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MCP Today - Enabling Tool Integration

MCP (Model Context Protocol) released in November 2024 is now a broadly adopted open-source standard created by Anthropic that allows AI models to securely connect with external data, 

software tools, and databases. It acts as a "universal translator" or connector, enabling AI assistants to read files, query databases, and use software, turning them into active, functional agents.

Think of MCP as a universal language that AI models and tools can use to collaborate.

Cisco DevNet for AI
Click:

This is a demonstration project showcasing MCP server implementations for network management. 

Intended for educational purposes, testing, and development environments.

Docker-based MCP server suite for AIOps - enabling AI-driven network operations through:

- Cisco Meraki

- Catalyst Center

- IOS XE

- ISE

- ThousandEyes

- Splunk

- NetBox & GitLab integration

- AI-ready with LibreChat, Cursor, and other MCP clients for intelligent network management, 

automated troubleshooting, CI/CD orchestration, and operational insights.

MCP tutorial

https://developer.cisco.com/codeexchange/github/repo/pamosima/network-mcp-docker-suite/
https://www.youtube.com/watch?v=tvLy86n3o-c
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Launch of DevNet Content Search MCP Server
Neelesh Pateriya

March 12, 2026

https://blogs.cisco.com/developer/devnet-content-search-mcp-server

https://blogs.cisco.com/author/neeleshpateriya
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server
https://blogs.cisco.com/developer/devnet-content-search-mcp-server


© 2025 Cisco and/or its affiliates. All rights reserved.

https://developer.cisco.com/codeexchange/github/repo/pamosima/network-mcp-docker-suite/

Thousand Eyes MCP Tools tutorial

Docker-Based MCP Server Suite for AIOps

https://www.youtube.com/watch?v=zk5_bDlNw3Y
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Industrial NetDevOps on IOS XE
Getting Started with Programmability & APIs on Cisco IoT Hardware

Industrial Ethernet
Switch 3500

IE Switch 3500 IE Switch 3500

IE Switch 3500

IE Switch 3500

https://developer.cisco.com/codeexchange/github/repo/CiscoDevNet/industrial-netdevops/

MCP
Server

Cisco Unified Edge

https://developer.cisco.com/codeexchange/github/repo/CiscoDevNet/industrial-netdevops/
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Security Fused 
Into the Network
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Building Cyber-Resilient, AI-Ready Industrial Networks
Cisco Industrial Threat Defense

Industrial security built into Cisco networking equipment to easily deploy at scale

OT Asset Visibility and
Security Posture

Cisco Industrial Threat Defense

Zero Trust 
Segmentation

ISE Policy Management

OT Zero Trust 
Network Access (ZTNA)

Secure Equipment AccessCyber Vision

 Unified Detection, Investigation, and Response 

Talos Threat Intelligence Secure remote access
Get full control over remote access to industrial assets 
with a self-service ZTNA solution purpose-built for OT

Unified visibility across OT and IT
Insights to drive industrial security best practices and 
better detect threats traversing IT and OT domains

Adaptive network segmentation
Protect industrial operations by streamlining network 
segmentation to prevent attacks from spreading
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Cyber Vision UI
Multilingual support

User interface 
available in:

English

German

Spanish

French

Japanese

Korean

Turkish
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Security Posture

Device vulnerabilities
Risk scoring

Visibility

OT asset inventory
Communication patterns

Zone Segmentation

Automate segmentation 
below the IDMZ to protect 
operations

Cyber Vision
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Millions of flows

Thousands of assets 

Broadcast, multicast traffic spreading 
across flat networks 

Hard for a human to group assets

Grouping Assets to 
Reflect Industrial 
Processes Is 
Challenging
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Introducing AI-Based Clustering for Segmentation

Cyber Vision AI-driven auto-grouping 
automatically creates security zones to drive 

network segmentation using Firewalls or NAC

OT asset inventory projects highlight flat, 
unsegmented networks
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Visibility Driven Segmentation with Identity Services Engine

PxGrid

Drives TrustSec 
Auth policy in ISE

RADIUS

Segmentation enforced by 
switches and routers 

Grouping assets
in Cyber Vision

OT

G
ro

u
p

s

Groups

✕ ✓ ✕ ✓ ✓ ✓

✓ ✓ ✕ ✓ ✕ ✕

✕ ✓ ✓ ✕ ✕ ✕

Zero downtime with OT controlled adaptive access policies
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Network embedded Zero Trust 
Remote Access to your OT assets

Secure Equipment 
Access
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Remote User Identity 
Threat Detection

Login outside working hours

Login from unapproved geolocation

Auto deactivation of unused accounts

We are delivering new capabilities in 
SEA to detect threats related to remote 
user identity

With the rise in remote access activities, 
remote user identity is becoming a 
significant attack vector in OT networks
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Cisco 
Validated 
Design

www.cisco.com/go/iotcvd

Introducing 
New Validated Designs 
for Manufacturing

Simplifying OT networks with 
proven technical blueprints 

and architectures

• Seamless standardization

• Faster deployments

• Less risk

• Increased predictability

• End-to-end designs

http://www.cisco.com/go/iotcvd


Thank you
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