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- Use case 1 - Secure Internet Access
- Use case 2 - VPN as a service
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Cisco Secure Access

Protect your hybrid
workforce with cloud-
agile security

This cloud-delivered security service edge (SSE) solution, grounded in zero trust, gives
users an exceptional user experience and protected access from any device to anywhere.

Read e-book Talk to an expert > —

cisco 0071W



) ‘o - Ongoing changes in the mix of cloud
What S drl\” ng and on-premise applications/data
lntere_St 18 _ - Frequent changes in the mix of
Secuﬂty service users/locations/device types

edge (SSE)7 - Continually changing threats and

attack tactics

- Shortage of cybersecurity
talent/resources

- Zero trust
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Cisco Secure Access

Converged cloud-native security grounded in zero
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Cisco Secure

ccess- User Anywhere

STEP 2

Securely start work
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Cisco Secure Client

AnyConnect VPN (Core)

0l TLS - Auto Select Nearest Location.

ZTA Module Disconnect

IPv4

Secure Endpoint (AMP) Zero Trust Access:

Zero Trust Access is active.

Roaming Module

Thousand Eyes (No Ul) e
Flash Scan

Cloud Management Module (No Ul)

Umbrella:

Diagnostic and Reporting (DART) Umbrells & acthe.

Cisco Security 8



Cisco Secure Access

Proven cloud-native security converged into one service

SWG
>5 years RBI
CASB >5 years
DUO >5 years ZTNA
Posture >4 years Secure
DNS >4 years Cloud Client
>12 years VPN Firewall >3 years
Termination >5 years
DLP >10 years Experience
>5 years Insights/DEM
Advanced Malware >3 years
Protection
>7 years

Protecting 70,000+ customers More than 220M endpoints

Cisco
Secure Access

= Single Console
= Single Client

= Unified Policies

Cisco Security | o



Flexible journey to ZTNA

v You set the pace
v Same client
v Common policy

v Traditional VPN

Network level
access — cannot
control at app level

v

VPN as-a-Service

Lift your VPN to the
cloud — more control
and easier to manage

ZTNA

Enable remote users to securely
connect with least privilege
access to private applications

Cisco Security 10



Cisco Secure Access: Extended SSE protection




Secure Access - Features coming quickly!

Private Resource Discovery

Application Risk Profiles

Resource Connectors in Docker Containers
Virtual Appliance update

YouTube Tenant Controls

Realtime DLP Download Scanning
Enhanced DLP classifications

DLP for Private Resources

Al-Driven Domain Generation Algorithm detection
DLP Al Guardrails

Enterprise Browser integration with Chrome
Enhanced BGP controls

Logging enhancements (Splunk)

ecuri
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- Use case 4 - Terminal Services replacement
- Conclusion/Q&A

- What is Secure Access?

- Use case 1 - Secure Internet Access
- Use case 2 - VPN as a service

- Use case 3 - Zero Trust Network Access
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Secure Internet Access :
- 3 steps
- |n about 6 minutes!
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Step 1 - Define the network
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[ ] ® 5 Cisco Secure Access x + ~

< c 25 dashboard.sse.cisco.com/org/8206406/overview T e 5

O:D Verify it's you

83 ji CiscoBridge @ S&C Salesforce S&C

Cisco Secure Acce... U CiscodCloud E SE Security Archit... 3 All Bookmarks

asee. Secure Access Q  seanReagan

= x
— Resources Jsage, and health metrics for your organization. Use this information to address security threats and monitor system usage. Help (7
A Sources and destinations
Home Internal Networks
Registered Networks
& Roaming Devices
Experience Resource connector groups 3 total
Insights Security Group Tags

SDWAN Service VPN IDs
~ (] 1 Warning ' 1 Disconnected (<] 2 Connected [
Network and Service Objects

Connect
=4 Destinations
[
Resources Internet and SaaS Resources
' Private Resources
Application Portal
Secure :]
a Settings
Monitor AAA Servers
DNS Servers
—a Branch
Q 14GB
Admin 1.2 GB —a Roaming client
10GB
e . —= Client-based ZTA
0.6 GB
Workflows —e RAVPN
0.46G8
0268 B —e Browser-based ZTA
0.0GB — — —_
3.72 GB " Increase (last 24 hours) 2 7
{oh %

7

Select All

cisco @:eref



@ .. Cisco Secure Access X +

& 25 dashboard.sse.cisco.com/org/8206 45z

||| Cisco Bridge & S&C Salesforce S&C il Cisco Se

asco. Secure Access

R
A

s

o

= Resources >
8 5 &
t Sources and destinations
& Home Internal Networks
Registered Networks
= Roaming Devices
Experience
Insights Security Group Tags
2 8
SDWAN Service VPN IDs
* L
Connact Network and Service Objects e
= Destinations (R
Resources Internet and Saa$S Resources

Private Resources

Application Portal
CISCO céﬁ/wﬂ‘ Secure PP



it Cisco Secure Access x  +

c 25 dashboard.sse.cisco.com/org/8206406fresourcesfnetworks o fz o} @: Verify it's you

Cisco Bridge #@® S&C Salesforce S&C il Cisco Secure Acce... wt Cisco dCloud Q SE Security Archit... 3 All Bookmarks

Add network

Start by pointing your networks DNS to our servers Help 7

IPv4: 208.67.220.220 and 208.67.222.222
IPvE: 2620:119:35::35 and 2620:119:53:53

Network Name

Lab Network 162 Test - SEan

IP version
Pva (] IPve

IPv4 address

70.89.78.162 32¢(

() This network has a dynamic IP address.




Add network

Start by pointing your networks DNS to our servers Help 7

IPv4: 208.67.220.220 and 208.67.222.222
IPv6: 2620:119:35::35 and 2620:119:53::53

Network Name

[ Lab Network 162 Test - SEan ]

IP version

IPva (] Ipve

|IPv4 address
[ 70.99.78.162 ]

32 (1address) v ]

—

() This network has a dynamic IP address.

cisco ﬁmwf



® @ & CiscoSecure Access

X o v
< c % dashboard.sse.cisco.com/org/82064086/resources/networks
o5 jii CiscoBridge @® S&C Salesforce S&C

r & 0 (@ verify it's you :
it Cisco Secure Acce... .t Cisco dCloud ﬁ SE Security Archit...

asco Secure Access

[ All Bookmarks

@ Q Sean Reagan
Registered Networks

A network may be a single public IP address (static or dynamic) or a range of public IP addresses, depending on the size of your
A network. Add a network to Secure Access to extend protection to any device that connects to the internet from behind that
network's IP space. The public IP of your network is 151.186.177.83 Help 7
Home
(o] [ Q Search by name J [ Select traffic status v J 3 Results Add Network
Experience
Insights
Network name IPv4 Address IPv6 Address Traffic Status
* Lab Network 161 Test - Sean 70.99.78.161 @ Active
Connect
Lab Network 162 Test - SEan 70.99.78.162 - © Inactive
=
Resources WU Demo-Boston 22.33.44.55 - © Inactive
<@>
Secure Rows per page [‘IO v ]
Q
Monitor
(-]
Admin
.ts
Workflows

cisco @:Wtzef



Step 2 - Create a Security Profile
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Secure Access Sean Reagan

Security Profile for Internet Access

Profile Name

s [ Sean-Test-Network ]

Home
D Set as Internet access rule default

@ .
Experience Decryptlon Help 7
Insights elp O
P Decryption Disabled Disabled Edit
Connect
SSO Authentication
c Help 7
Resources
Single Sign-On (SSO) Disabled Edit
Secure 3
Security and Acceptable Use Controls
Q
Menitor Threat Categories 7 Categories Enabled Threat Categories - Test Edit
File Inspection Disabled Edit
(-]
. File Type Blocking Disabled Edit
Admin
SafeSearch Disabled Edit
ete
Workflows
End-User Notifications
Help 0
Notification Pages System-provided Notification Pages Edit

close
cisco aﬂr/wef



Command and Control
Callbacks

Cryptomining

DNS Tunneling VPN
(EUTET

Newly Seen Domains

Phishing Attacks

Potentially Harmful

Domains
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Step 3 - Create a rule
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‘ds Secure Access ® (® Q seanReagan

= Access po"cy [ Rule Defaults and Global Settings ]
Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
s organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help (7
Home
[ O Sean ® ] [ = Intent v ] [ = Objects v } Reset all Add Rule
(o]
Experience
Insights
&
Corinect D Rule name Access Action Sources. Destinations Security Hits Status ©
c 0
7 Sean 161 Internet Internet Sean-W11-Okt... +1 An xm} 57.8k
Resources D @ Allow 3 @ a
0 D 8 Sean VPN Access Rule Private © Allow Sean Reagan ... OneSASE Webs... %) - [}
Secure
a C] 9 Sean-RBI Internet 4% Isolate Sean-W11-SAS... +1 Generative A... +2 ue - (]
Monitor
D 10 Sean-Test-Web Internet @ Allow Sean-W11-SAS.. +2 Any 1) @ i’ 333.8k °
]
Admin . =
D 11 Sean - Test Vcenter Private @ Allow SeanReagan... +1 vcenter  +1 W/ = (-]
ote
Warkflows [ 12 sean-Test-RDP Private © Allow Sean-W11-5AS.. +1 Boston-OnPre... 7} - (]

Rows per page

cisco @:Wmf



e Secure Access (® RQ seanReagan

Rule name Rule order
o [ Sean 161 Internet ] [ 7
N
H %
o o Specify Access
Specify which users and endpoints can access which resources. Help [
o] Action
Experience
Insights
Allow
% Allow specified traffic if security requirements are Blo dt C Al access but display a warning Alio ess to specified destina s olate the
met.
Connect
From To
Resources Specify one or more sources. Specify one or more destinations.
( Lab Network 161 Test - Sean + ® Any
Secure
Q Access Criteria
Monitor Additional criteria that apply to this traffic:
a App Risk Profile (D Disabled
Admin Application risk criteria will not be applied to destinations in this rule. Help .7
ces
Workflows . .
Configure Security

Configure security requirements that must be met before traffic is allowed. Help 7

cisco 071/%67‘



ety Secure Access (® Q seanReagan

(©) Specify Access

— Specify which users and endpoints can access which resources. Help (7

PN
Hooa @ configure Security
Configure security requirements that must be met before traffic is allowed. Help (7
o} . i )
Experience Intrusion Prevention (IPS) ~ Custom o Disabled
Insigh 5 , 2 <
nsights Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (7
L 4
Connect
Security Profile  Custom
= The following web-related settings will apply to traffic that matches this rule. Help 7
Resources

Security Profile: Sean-Test-Network | Decryption: Disabled | SAML Authentication: Disabled = Threat Categories: Enabled +3 More %

Secure
Tenant Control Profile  Rule Defaults
Mo:;ar Limit access to your organization's tenant for certain SaaS applications. Help (7
Profile: Global Tenant Controls | Office 365 0 G Suite 0 Slack 0 Dropbox 0 YouTube 0O N
(-]
Admin Advanced ~
LR &l
Workflows

cisco @:Wtzef



Security Profile  Custom

The following web-related settings will apply to traffic that matches this rule. Help (7

Security Profile: Sean-Test-Network | Decryption: Disabled = SAML Authentication: Disabled Threat Categories: Enabled = +3 More

cisco ﬁaﬁﬂwf
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v & Site Blocked X e

« > C 2% malware block.sse.cisco.com/m

dlea]n
Cisco

Cisco Secure Access

A This site is blocked.

examplemalwaredomain.com

Sorry, examplemalwaredomain.com has been blocked by your network administrator.

This site was blocked due to the following categories: Enterprise Malware
> Diagnostic Info

Contact

cisco aM



It really is that simple.

1. Register a network
2. Create a Security Profile
3. Create a Rule

cisco @:Wmf



Secure Internet Access

Registered Network

» Register the branch public IP with Secure Access
» Single static IPv4 or IPv6 address
« Single dynamic IPv4 address
« Range of IP addresses
» |Pv4 ranges larger than /29 must be approved
by support
» |Pv6 ranges larger than /56 must be approved
by support
» Forward queries to the DNS AnyCast resolvers
« 208.67.220.220
» 208.67.222.222
« 2620:119:35::35
« 2620:119:53::53
« Dynamic updater is available
» Available for Mac and Windows

o m—————

On Premise,
Users, Devices
and Things

T

DNS /
DNSCrypt /
DoH / DoT

)

Secure Access

[ DNS Security}

Office 365
Google

Dropbox
Internet/SaaS Salesforce

\n-----—,

Cisco Security
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Secure Internet Access

Flexible connection methods

9

IPsec

tunnel*
FW & Web

LT IT=1¢?

HQ & Branch

?

9

Proxy chain or
Cloud PAC File

Web only

omifim

?

HQ & Branch

9

Cisco Secure Client

Web & DNS
A

Roaming

Cisco Security

33
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- Use case 4 - Terminal Services replacement
- Conclusion/Q&A

- What is Secure Access?

- Use case 1 - Secure Internet Access
- Use case 2 - VPN as a service

- Use case 3 - Zero Trust Network Access

cisco aM #HCiscoConnect

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Secure Private Access

VPN-as-a-Service

Vs Cisco Secure Access B
o
{ Backhaul Public/Private Clou
@ @ E'ﬁ IPsec tunnels
[ — | N f@
. Xy Auth | MFA  Posture | L3/4 FW & ~—
Private traffic | Support and Health ; w/ IPS
; Optional g m H H
DC/Colo/
All ports and Branch
protocols
N Secure Access PoPs 4
- Authentication Methods: - Posture Verification: (optional)
SAML 2.0, SAML+ certificate, Certificate, RADIUS Secure Firewall (formerly hostscan) or ISE with RADIUS
- Identity based access - IPS (optional)

- Region specific IP pool for client addressing - Connection profiles

Cisco Security 35



Posture

Hostscan
» Packaged with the client installer
» Supports the following attributes:
Operating system
Firewall
Endpoint security agent
System password
Disk encryption
Browser
Files
Processes
Certificates

NI=
» Packaged with the client installer

o Operating System

Any

Endpoint security agent
Mot required

'3) Windows registry entries

Mot required

Firewall
Mot required

Disk encryption
Mot required

File
Mot required

Processes
Mot required

.
) Certificate
Mot required

Operating System

Require specific operating systems
Operating system
Windows <
Windows
Mac 0S X

Linux

Cisco Security 36


https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273

e —
6 Cisco Secure Client - X

AnyConnect VPN:
Ready to connect.

SASE4ALL-SAML - IPSec - Auto Si ~ Connect

Zero Trust Access:
Zero Trust Access is active.

Secure Endpoint:
Connected.

Flash Scan

Umbrella:
Umbrella is active.

(Elejele)t=
@il roTcy

§8. USD/EUR

~  +0.84% i‘= Q Search ‘@5 | ﬁ - & B @

cisco @:Wmf
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@ Cisco Secure Client - Login

=4

EEaW o

1? Temps to plum...

Thursday

cisco @:Wtzef

B® Microsoft
Sign in

sean@sase4all.com

Can't access your account?

Q Sign-in options

Next

Terms of use  Privacy 8 cookies - - -

@ uw T - 2@ o6 & "

& L7

3:44 PM
4/22/2025




@ Cisco Secure Client - Login — ] X

»

an
e

S

Enter code in Duo Mobile

Verify it's you by entering this verification code
in the Duo Mobile app...

311

Sent 1o "IOS" (see-ses- 7172)
|
|
q Waiting for approval...

Other options

Remember me

=Y
SEanW 1150

Fi headli ~ - r — 3:45 PM
G e e B Q sen @ B EOGG ~age e

cisco @:Wmf



e .
= @ Cisco Secure Client — X

AnyConnect VPN:

Connected to SASE4ALL-SAML - IPSec - Auto Select Nearest
Location.

SASE4ALL -

Disconnect

IPv4

Zero Trust Access:

Verify your identity to access
COI’DO{B(E resources.

Secure Endpoint:
Connected.

Flash Scan

Umbrella:
Umbrella is active.

@ Finance headline
DHL Suspends D...

cisco 0071/%6%
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@ Cisco Secure Client

AnyConnect VPN:
Connected to SASE4ALL-SAML - IPSec - Auto Select Nearest
Location.

SASE4ALL-SAML - IPSec - Auto 51

Zero Trust Access:
Verify your identity to access
corporate resources.

atlvanlne
cisco




Step 1. Create VPN components

cisco @:Wmf



el Secure Access ? (® S seanReagan

= End User Connectivity [ & Cisco Secure Client ] [ Manage servers v ]
End user connectivity lets you define how your organization's traffic is steered from
o) endpoints to Secure Access or to the internet. Help 7
Home Zero Trust Virtual Private Network Internet Security
© FQDN Regions and IP Pools
ETpe,”:?ce Use the FQDN listed here to configure VPN access to Secure Access. Help 7 Click manage to add and edit IP pools that can be used when configuring your VPN profiles. Help 3
nsights
. . Regions mapped 3  Manage
P, Global: 0b00.vpn.sse.cisco.com (@ Copy View Regional FQDN's
Connect
VPN Headend: list-Ob00.vpn.sse.cisco.com Copy
=
Resources VPN Profiles ~
A VPN profile is a configuration that provides your remote devices with the means to securely connect to your network through a VPN. This configuration includes options for custom attributes and a machine tunnel. Help
Secure
A\ A region has been added to or deleted from IP Pool Configurations. Download the XML files associated with each VPN profile, which contain updated region information.
Q
Monitor
[ O, SASE-Certif ® © Settings v + VPN profile
o Name Display name General Authentication, Authorization & Accounting Traffic Steering Secure Client Configuration Profile URL Download XML
Admin SASE- e .
Certificate- SASF_. sasedall.com Certificates Connect to Secure 12 Settings Obt.lo‘vpn.ss &
Standard Certificate-No- 31IP Pools Access e.cisco.com/
ses Mgmt-Tunnel- TLS/DTLS 1 Exception(s) SASE-Certifi
VAT No-AlwaysOn Zate—Standar

cisco cﬂr/wef



VPN Profiles

A VPN profile is a configuration that provides your remote devices with the means to securely connect to your network through a VPN, This configuration includes options for custom attributes and a machine tunnel. Help

A\ Aregion has been added to or deleted from IP Pool Configurations. Download the XML files associated with each VPN profile, which contain updated region information.

[ Q. SASE-Certif ® + VPN profile
Name Display name General Authentication, Authorization & Accounting Traffic Steering Secure Client Configuration Profile URL Download XML
i SASE- sasedall.com Certficates Connect to Secure 12 Settings 0b00.vpn.ss
Certificate- = : 9 aRall ch
Standard Certificate-No- 3P Pools Access e.cisco.com/
Mgmt-Tunnel- TLS/DTLS 1 Exception(s) SASE-Certifi
No-AlwaysOn

cate-Standar
d

e

cisco cﬂr/wef
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@ General settings

Default Domain: sase4all.com | DNS
Server: 0 | Protocol: TLS / DTLS

@ Authentication, Authorization,

and Accounting
Single Certificate

@ Traffic Steering (Split Tunnel)
Connect to Secure Access | 1
Exceptions

@ Cisco Secure Client
Configuration

cisco cﬂl/wéf



Step 2. Configure Private Resources
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aluln Secure Access OneSASE Webserver 1

X
VPN
= Private Resources
Private Resources are applications, networks, or subnets that your organization controls access to. You must configure a private resource if you plan to allow end users to connect to the resource using zero-ti
N Resource Address ~
Private Resources Private Resource Groups
Home
Internally 10.60.50.180 [l
reachable address
e r3
Experience Private Resources
N Protocol Any
Insights
[[ © OneSASEW ]” Private Resource Group ~ ] [ Connection Method + 1 Private Resource
P Port Any
Connect
Private Resource H Private Resource Group Connection Method Ci Group: A d by Rul/ DNS Server _
OneSASE Webserver 1 - VPN - 0 4 . .
Resources Endpoint Connection Method ~
Secure Client-based ZTA ~
Q
State OFF
Monitor
o Browser-based ZTA ~
Admin
State Unavail
e
Workflows
VPN ~
State on

Edit Private Resource >

cisco cﬂr/wef



VPN

Resource Address
&
’ Internally 10.60.50.180
reachable address
Protocol Any
Port Any
DNS Server -

ul

Client-based ZTA

State OFF

Browser-based ZTA

State Unavailable

~
VPN
State ON

J

cisco cﬂr/wef

Edit Private Resource >
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Step 3. Create a rule for VPN traffic

cisco @:Wmf



Wil Secure Access .

£ SeanReagan

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
. organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help 7

[ Rule Defaults and Global Settings ]

Home
Sean ® | =Filters 1 Resetall Add Rule v
©
Experience
Insights
i
Connect O #¢  Rule name Access Action Sources Destinations Security Hits Status <
D 8 Sean VPN Access Rule Private @ Allow Sean Reagan ... OneSASE Webs... @ - °
Resources
| C] " Sean - Test Vcenter Private © Allow SeanReagan ... +1 vcenter  +1 ] - (]
Secure
) () 12 sean-Test-RDP Private @ Allow Sean-W11-SAS... +1 Boston-OnPre... @ - o
Monitor
Rows per page >
L]
Admin
b= 0 result from Default Access Rules ()
Workflows -
Rule name Action Sources Destinations Security Posture Q@
Mo i L __ e

cisco @:Wmf



Rule name Rule order

[ Sean VPN Rule ] [ 8 v ]

o Specify Access

Specify which users and endpoints can access which resources. Help (7

Action
Allow () Block
Allow specified traffic if security requirements are met. Block specified traffic.
From To
Specify one or more sources. Specify one or more destinations.
Sean Reagan (sean@sasedall.com) ® OneSASE Webserver 1

Endpoint Requirements

For VPN connections:
End-user endpoint devices that are connected to the network using VPN may be able to access destinations specified in this rule. ©

Endpoint requirements are configured in the VPN posture profile. Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles [

For Branch connections:
Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.

cisco aM



Rule name

Rule order

[ Sean VPN Rule

J (e g

(+) Specify Access

Specify which users and endpoints can access which resources. Help [

@ configure Security

Configure security requirements that must be met before traffic is allowed. Help (54

Intrusion Prevention (IPS)  Rule Defaults

Traffic will be decrypted and inspected based on the selected IPS profile. Help (7

Profile: Balanced Security And Connectivity ~ Intrusion System Mode: Prevention

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help (7

Security Profile: None  File Inspection: Disabled = File Type Blocking: Disabled

Cancel

cisco aM

Signatures: () 9490 Block (7) 488 Log Only () 41358 Ignore

@ cnabled



Summary

Destinations
Sources @
Private Resources
Sean Reagan (sean@sasedall.com) Allow Bk Neli myai @
[]

cisco cM
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Cisco Secure

ccess- User Anywhere

STEP 2

Securely start work

N

\\

ZTA

VPN

SaaS

Direct

0101010

We handle the
connectivity, access
control and security

Easy, frictionless user experience

Private apps

Traditional apps

Internet apps

2
NI AN AN AN
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Secure Private Access

VPN-as-a-Service

Vs Cisco Secure Access B
o
{ Backhaul Public/Private Clou
@ @ E'ﬁ IPsec tunnels
[ — | N f@
. Xy Auth | MFA  Posture | L3/4 FW & ~—
Private traffic | Support and Health ; w/ IPS
; Optional g m H H
DC/Colo/
All ports and Branch
protocols
N Secure Access PoPs 4
- Authentication Methods: - Posture Verification: (optional)
SAML 2.0, SAML+ certificate, Certificate, RADIUS Secure Firewall (formerly hostscan) or ISE with RADIUS
- Identity based access - IPS (optional)

- Region specific IP pool for client addressing - Connection profiles

Cisco Security 55



Secure Private Access

VPN-as-a-Service

Vs Cisco Secure Access

o
RGNS
{/ \‘} Backhaul PUbliC/Private Clou
@ @ Eﬁﬁ IPsec tunnels
— Y | — ]

4 Auth ! MFA Posture

Private traffic | Support and Health

Optional

All ports and
protocols

Secure Access Po

L3/4 FW

I S
w/ IPS

DC/Colo/
Branch

Ps e

- Authentication Methods:
SAML 2.0, SAML+ certificate, Certificate, RADIUS

- Identity based access
- Region specific IP pool for client addressing

- Posture Verification: (optional)

Secure Firewall (formerly hostscan) or ISE with RADIUS

- IPS (optional)
- Connection profiles

Cisco Security 56
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- Use case 4 - Terminal Services replacement
- Conclusion/Q&A

- What is Secure Access?

- Use case 1 - Secure Internet Access
- Use case 2 - VPN as a service

« Use case 3 - Zero Trust Network Access

cisco aM #HCiscoConnect
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Cisco Secure

ccess- User Anywhere

STEP 2

Securely start work

N

\\

ZTA

VPN

SaaS

Direct

0101010

We handle the
connectivity, access
control and security

Easy, frictionless user experience

Private apps

Traditional apps

Internet apps

2
NI AN AN AN
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Cisco Secure Client

AnyConnect VPN (Core)

0l TLS - Auto Select Nearest Location.

ZTA Module Disconnect

IPv4

Secure Endpoint (AMP) Zero Trust Access:

Zero Trust Access is active.

Roaming Module

Thousand Eyes (No Ul) e
Flash Scan

Cloud Management Module (No Ul)

Umbrella:

Diagnostic and Reporting (DART) Umbrells & acthe.
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(g 1096247.250/ui/ [l KubotaUSA & Cisco Umbrella - W... & Cisco Secure Access...
@8 Cisco Secure Client
Gmail Images

AnyConnect VPN:
Ready to connect.

e | sasEsaLL-SaM. - PSec - Auto S

Oogle i &) TR

Connected.

Q  Search Google or type a URL o I Secure Endpoint:

[ Fash scan

K e (e s e A : +
Umbrella:
Home Login Secure Firew... Cisco Umbrella  Cisco Integra... |P Chicken Dell usa Secure Firew... Add shortcut @ Umbrella is active.

/# Customize Chrome s

66°F u -_ - 117 PM
Partly sunny .= Q Search u n - e i @ @ ~ e q ¢)) 4/23/2025
Status: Running [ . g
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Zero Trust Access

Conredt
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v Secure Firewall Management X

RN Yrrma——

Secure Firewall Man.. g8 10.96.247.250/ui/ . Kubota USA  &i& Cisco Umbrella - W... Cisco Secure Access...

Secure Firewall
Management Center

Username

[Mau.FoIey.MotivalionaI.Speaker ]

Password

[ ssssssssss

Single Sign-0On (SS0)
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Client-based Zero Trust Access

No VPN
e Cisco Secure Access \ /%/
\ IPSec fallback | =)
A (optional) i ==
pp1.demo.com - ’ X i app
IR N
Client [_L, A@h | Post —> ;@ L@
Headend i MFA osture : |_3/4 FW ) ! =
MASQUE ¢ {_Support and Health | w/ IPS Inside-out
App2.demo.com ; e ’ dTLS )
connections - N
Any TCP or J D o
UDP
protocols = Secure Access PoPs

=0

i %\l/é Li

. app2 .

N o e e e e

4

- Transparent user experience

- Forward proxied resource access with coarse or fine-grained
access control

- Service managed client certificates with TPM-protected key
storage

- Inside to out L4-7 tunnels from RCs

- No routing complexities

- Apps are hidden, supports overlapping subnets
- Easy to scale with high availability
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Step 1 - Define the Private Resource
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el Secure Access EMC

Client-based ZTA B based ZTA

Private Resources

Private Resources are applications, networks, or subnets that your erganization controls access to. You must configure a private resource if you plan to allow end users to connect to the resource using zero-ti

Internally fmc.sasedall.local 3
reachable address

~ . .
Private Resources Private Resource Groups
Home Protocol nttp/https
° Port 443
Experience Private Resources
Insights
- DNS Server Route53 A (10.60.0.2)
[ =2 FMC ] [ Private Resource Group v ] [Clienl—based ZTA () v 1 Private Resource
f
Connect . . X . End int C £ Method
Private Resource 3 Private Resource Group Connection Method Connector Groups  Accessed by Rules ndpoint Connection Metho
Resources FMC CHICAGO-APPS Client-based ZTA 2 2 3
Client-based ZTA
Browser-based
( ZTA
Secure State ON
User Reachable fme.sasedall.local @
Address
Q
Monitor
Browser-based ZTA
0
Admin
State OoN
e External URL https://fmec-8... 7
Workflows
Protocol
Server Name -
Indication
Prretnm Unes
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Resource Address

Internally fmc.sasedall.local F
reachable address

Protocol http/https
Port 443
DNS Server Route53 A (10.60.0.2)

Endpoint Connection Method ~

Client-based ZTA ~
State ON

User Reachable fmc.sase4all.local 3
Address

cisco cﬂr/wef




Step 2 - Create a rule
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Rule name Rule order

[ Sean test FMC rule ] [ 8 v ]

o Specify Access

Specify which users and endpoints can access which resources. Help

Action
Allow @ Block
Allow specified traffic if security requirements are met. Block specified traffic.
From To
Specify one or more sources. Specify one or more destinations.
Sean Reagan (sean@sasedall.com) ~ ® FMC =

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help 7

g Zero-Trust Client-based Posture Profile Rule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: System provided (Client-based) | Requirements: Operating System, Firewall, Endpoint security agent, Disk encryption

Private Resources: FMC

cisco aM



Rule name

Rule order

[ Sean test FMC rule

J (e 7

(v) Specify Access

Specify which users and endpoints can access which resources. Help 7

o Configure Security

Configure security requirements that must be met before traffic is allowed. Help (7

Intrusion Prevention (IPS)  Rule Defaults

Traffic will be decrypted and inspected based on the selected IPS profile. Help 7

Profile: Balanced Security And Connectivity | Intrusion System Mode: Prevention

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help 7
[ ]
cisco @M
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cisco @M

D Rule name Access Action Sources Destinations Security Hits Status
D Sean test block Internet @ Block SeanReagan... +1 2IP Address/CIDR AND 1Services ) (&) 334 (]
D Sean test FMC rule Private © Allow Sean Reagan ... FMC %] - [,
D Sean VPN Rule Private @ Allow Sean Reagan ... OneSASE Webs... v - ()
D Sean 161 Internet Internet © Allow Sean-W11-Okt... +1 Any Tl 932.4k (/]
D Sean-RBI Internet 45 Isolate Sean-W11-SAS... +1 Generative A.. +2 Ue - [, ]
0O Sean-Test-Web Internet @ Allow Sean-W11-8AS.. +2 Any Ues 30 o
D Sean - Test ZTA Apps Private © Allow SeanReagan.. +1 veenter  +1 %] E [
O Sean- Test-RDP Private © Alow Sean-WI1-SAS... +1 Boston-OnPre.. © . [}



The user connects to their application.
They have no idea how, it just works!
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Do | always need that Zero-Trust Client
module to do these kind of things?

NO!
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Architecture Overview

Managed
Endpoint

©)

Unmanaged

0oo
ooo

el m

On Premise,
Users, Devices
& Things

. Users -

Breakout (unmonitored internet and trusted SaaS)

Client based
Access —3

‘_’

—

Clientless
Access

IPsec

Auth

Cisco Secure Access

[

B9 @ E
=) ®
DNS SWG DLP CASB

------------------------- \

1

@ |

1

MFA Device i
Support Posture 1 Services Route

and Health  }

;

Optional

Secure Access PoPs

L3/4/7
Firewall
w/ IPS

Resource
connector or
Backhaul VPN

—(—— b~

How

4> |Internet Traffic
4—> Private Traffic

(D Secure Tunnel

Internet/SaaS

Private
Applications

Public/Private
Cloud

=]
|

DC/Colo/
Branch

"= Apps

75



‘) Client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).

Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) @

[ fmc.sasedall.local ]

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option when devices that your organization does not manage must connect to this resource. Fewer endpoint security checks are
possible.

Public URL for this resource
You will give the selected address to browser-based users.

@ Use a URL in a Cisco domain

[ https:// fmc -8206406.ztna.sse.cisco.io ]

Provide a URL prefix that uniquely identifies this resource.

Use a URL in your domain

Protocol Custom host header (optional) © Server Name Indication (SNI) (optional) ®
[HTTPS v ] [ ] [ ]

[:] Validate Application Certificate ©

cisco aM




v & NewTab x o+ = O X

| € - C & bttps://fmc-8206406.ztna.sse.cisco.io @

Gmail Images & 32

Go

ole le

‘ Q Search Google or type a URL y @
; - o (w] o +
Cisco Umbrella Sign In Dell USA What Is My I... Web Store Add shortcut
# Customize Chrome
68°F =n - 2:25 PM
A Partly sunny mm Q Search aﬂ [ ﬁ - e ﬁ G ~ & 4/23/2025
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v Zi Signin x  + = u] X

ses

< » C 2 fg.id.sse.cisco.com/v2/gw/auth/begin/?v=eyJhbGciOi)SUzl 1NilsimtpZCI6IINIQTI1Njo2RzVXVWI1VFAzZYId 1SHBESFprR3|jRExGL2wvc25rMkl 1VIirNmJhekNRliwidHIwljoiSIdUL... ¥ ®

stfiailis
cisco

Cisco Secure Access

Sign In

Use the username provided by your organization to sign in

Username

[ sean@sasedall.com ]

2:25PM

Breaking news == Q Search QW L ﬁ - e a g ~ & l;? ) 4/23/2025

Longtime Demo...
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v B® Signin to your account X  + = (] X
< » C 25 login.microsoftonline.com/e3df9054-015f-42a9-8448-26fa69b56¢30/samI2?SAMLRequest=rVLLbpwwFN3PVyD2vMxrsGZGokFVidKGzkwSKZvKmOVEEjU17TN3xdI2zS... ®a W ®

B® Microsoft

€ sean@sase4all.com

Enter password

Sssssnssnn

Forgot my password

Terms of use  Privacy 8 cookies

cisco cM




v @ Duo Security x +

<« 4 c 25 api-f5d02422.duosecurity.com/frame/v4/auth/prompt?sid=frameless-564ee8fc-af40-4895-9092-9a42f3b3f3be

Enter code in Duo Mobile

Verify it's you by entering this verification code
in the Duo Mobile app...

751 837

Sent to “i0S" (ses-eee-7172)

Waiting for approval...

Other options

Need help?

ARS - CRY
e Live - H1 Q Search

[ e & -C8ae@ ~ & Qw00

4/23/2025
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v Secure Firewall Management X +

C 23 fmc-8206406.ztna.sse.cisco.io/ui/login & W @

st)ustfne
Cisco

Secure Firewadll
Management Center

Username

l bill.shakespeare

Password

Single Sign-0On (SS0)

2:29 PM
~ & 1w 4/23/2025

Q Finance headline

Harvard Intensifi
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Secure Private Access

Clientless Zero Trust Access

- Cisco Secure Access ~

Clientless Access @

HTTP/HTTPs () —

P
Browser ! @
1
i
i
i

Public/Private Cloud
Private Applications

Backhaul VPN or
Resource
connector

MFA Device Posture

Support and Health

Optional 2 [0
— Secure Access PoPs )/ D|_|C/|;|0D
Branch
- Ideal for unmanaged devices and BYOD use-cases - Posture (optional) verification based on HTTP headers
- Automatically generated publicly resolvable FQDN for - SAML authentication

per app access
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Apps: Private Applications

’

Network Tunnel
- IPsec Backhaul
- Static or BGP based routing
- Auto Failover/ Redundancy

IPsec

| T ——

<+—
—
@

( N\
Cisco
Secure
Access
¢ J Outbound ; ..  Resource Connector (RC)
t DTLS Tunnels { > Software deployment (VM or Cloud Instance)
1 ()4/5— - Deploy closest to application

- Outbound connectivity (no holes in firewall)
- Auto failover / load balancing
- Supported in AWS, Azure, Docker and VMWare

—_—
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pmm———t—

’
4
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- Use case 4 - Terminal Services replacement
- Conclusion/Q&A

- What is Secure Access?

- Use case 1 - Secure Internet Access
- Use case 2 - VPN as a service

- Use case 3 - Zero Trust Network Access

cisco aM #HCiscoConnect
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Why do we use VDI / Terminal Services?
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Industry’s most comprehensive SSE solution

- So miich maore

Enterprise Browser Integration

P ' Al-powered Platform

Cisco Security | g



Enterprise Browser Use cases

- Unmanaged device with managed profile based on identity
- VDI replacement using Enterprise Browser and Secure Access
- 3" party/consultant/contractor/partner access to private apps

- Corporate approved browser controls



Secure Access with Enterprise Browser

Zero Trust Access to Private Apps and Internet Apps

Internet (SaaS)
Applications

'Oy

Enterprise Browser Cisco Secure Access
¥ N Internet S
L Traffic
]
(2 0 —
Traffic Secure Service

chrome enterprise

51 &

Unmanaged and Managed Endpoints Edge (SSE)
« Device Trust « Seamless access to private apps
- Posture management « Secure access to SaaS apps _
. Data Loss Prevention . Content Inspection ApEﬂ'Z::% .
- Copy-paste controls, Block Screenshots « Access Control
- Block file upload/download - File type control
- Isolation of Web processes, Site isolation - Malware protection

- Management via Secure Access Console

Cisco Security | gs



Google Safe Browsing
Extension Security
Sandboxing & Auto Updates
Password Manager

Local policy controls

Chrome Enterprise Core

Extension Management
Compliance & Data Regions
Fleet risk management
Managed profiles and BYOD
Reporting and Insights
Centralized policy controls

Enterprise integrations

Cisco and Google Enhance Zero Trust Access

Chrome Enterprise Premium

Data Loss
Prevention

Threat
Protection

Security
Insights and
reporting

Access Control

s & O
Print File Uploads & Copy & Paste
Downloads Controls

& a ¢ S

URL Evidence Phishing Malware
Filtering Locker

o or Ping

Security  Sensitive Data Content Transfer
Events Loss

a

30+ Device Partner Context

Signals Zero Trust Signals Aware
Access for

SaaS &

Private
Web Apps

Cisco Security




Joint Solution Use Cases

Copy/Paste Controls

Local File Download/Upload Controls

Print Control

Screenshot Control

Watermark Control

Sanctioned/Unsanctioned Application control

Site/Tab Browser Isolation

And more

Cisco Security | o



Enterprise Browser - User experience









- What is Secure Access?

- Use case 1 - Secure Internet Access
- Use case 2 - VPN as a service

- Use case 3 - Zero Trust Network Access

- Use case 4 - Terminal Services replacement
- Conclusion/Q&A

cisco cM #CiscoConnect
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Cisco Secure Access

Converged cloud-native security grounded in zero

Users

@
Everywhere 0Qo
aln

Managed and
unmanaged devices

0

. 2
loT devices -

Remote Campus

trust

From anything Secure Access

Protect users and
things as they securely
connect

S
< N\~
R FoR pverY©

Branch Airplane Oil rig

To anywhere

Stadium

AR
X

@ )

Field

Internet

SaaS & Al apps

Traditional
private apps

Modern
private apps
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Thank you!

Sean Reagan

Solutions Engineer
Security Incubation

sereagan@cisco.com
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