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Digitization Disrupts IT:
Adapting to a New Reality

80% || >50%

of Board of Directors of CxOs consider of Infrastructure and Operations of publicly reported

see digital as an digital leadership budget will be spent on unowned outages caused by

integral part of as part of their job technology by 2025 3rd party operators
business strategies

Sources: Gartner ‘ % IHS Markit’
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Al is increasing the pressures on
performance assurance

-

e

Drowning in
Data and Alerts

170,000+ alerts every hour, with
expected 3x growth in Al

© 2026 Cisco and/or its

Speed is the
Breaking Point

<50 millisecond latency needed
for Al-agents

%
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The Talent Gap
Is Widening

64% of organizations will face IT
skills shortage by 2026

/

Impacting brand, revenue and customer experience

affiliates. All rights reserved.
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Digital experiences span owned and
unowned networks

Mobile user

. Wireless
H - gateway
ome oilrice : — @ e
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Cloud
providers

Q Cloud
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Enterprise

data center

i
LI

Branch office I‘I‘E

. Enterpri SEEN
= needrggse = Q) provider
actory & PY
AD
Edge Mobile
data centers networks
Cameras & CQDEI PY
Sensors I:I.;.
Silos of people, tools and data increase complexity | Al-powered workflows introduce new demands
e
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Traditional operations
can't keep up



@
Assurance is the
promise of an outcome
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From reactive troubleshooting to
proactive operations

A

Baseline
and Detect
Monitor end-to-end

digital experience from
critical vantage points

Reactive monitoring

<o

Localize
and Diagnose
Visualize, localize, and

diagnose across every
network segment

AN
[
Mitigate
and Remediate

Closed-loop actions
across digital domains
and teams

Gy

Predict
and Optimize
Forecast disruptions,
optimize path, and

plan connectivity
and migrations




Cisco ThousandEyes Platform

Experience & Service Assurance
/ 4 N N N \\
— (50 aln )

Digital Proactive Global Domain
experience monitoring visibility insights
End user | Mobile Web | Network On-Prem | Cisco Traffic | WAN
lloT | VoIP BGP | DNS * 3rd party Internet | Cloud
+

Al-Powered Platform

Automation | Integrations | APls

ok

Natural language
query

©,

Path
visualization

<o

Cross-layer
correlation

Predictive
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Eyes Everywhere

(

CLOUD AGENT

400+ Thousandkyes .
maintained POPs .

* (Global scale

« T1/2DCs, Cloud and .

Broadband providers

Outside-in visibility
Public facing sites and
APls

Customer experience

ENTERPRISE AGENT

NETWORK &Y
T

— ——<_ >~

<>— —/,"' -
o— o——

* Deployedin YOUR « Inside-out, inside-inside
environment * Internal apps, SaaS,
+ DCs, sites, offices, network
branches, stores... *  Employee / network
« VMs, Servers, Containers, experience
Cisco HW
ENDPOINT AGENT
» Deployed on your « Last mile visibility
employees' devices « Internal/external apps,

«  Home, office, anywhere...
« Laptops, RoomOS, Secure
Access, Mobile

SaaS, network
Wi-fi, VPN, ISP, any app

WFH & SD-WAN
Networks

—_— A

H
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With Cisco, Assurance Is Built-In

Cisco Wireless Cisco Switching Cisco Routing / SD-WAN
. © © EE=E=TT e 6 A
. |
@ @ (S
y | ! =
—_ — L | :
Cisco Desk Cisco Secure Client Cisco Phones PC & Mac Devices Cisco Room Series
Series | Access

Al-driven Intelligence + SPIUNK> integration

a C1SCO company

e
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In Action
VISUALIZE

Application and service
degradation immediately.
Quickly identify the scope

of the degradation.

UNDERSTAND

The fault domain instantly (i.e.

Application vs. Network).
Correlated hop by hop
network performance across
any network.

ACT

Quickly and easily share data
with internal teams, or
external providers to
improved MTTR

© 2026 Cisco and/or its affiliates. All rights reserved.

Critical business
service is unavailable
for >90 minutes in
ONE region of the US

Quickly identify
impacted regions, and
the suspected fault
domain (network)

Correlated network
packet loss to service
disruption, pinpoint
exactly where it’s
coming from.

Share data with
external providers to
accelerate time to
remediation.

Target URL

Metric

Availability

Showing data from Wed, Jan 2 19:15 - 19:20 UTC

https:(iwww.citizensbank.com/Hom...

Map

Agents

210of 21

Status by Phase

Path Vis

Target Server

ualization

Showing data from Wed, Jan 2 19:15 - 19:20 UTC

www.citizensbank.com:443

Path Visualization

Showing:

10of 1Test ~ 10f 21 Agents

Agents by Agent

(Show All)1 of 1 Server ~

Show IP Address labels

by Domain

o
gar18.attga.ip.att.net

O Warning:3 traces terminate here




Cisco Al Assistant Integrated into ThousandEyes

Instant explanations and

guided troubleshooting,

accelerate root cause analysis | @’ |
and resolution

| Predict and minimize the

impact of operational
issues before they
affect user experiences

Unlock Assurance for all
T_l with everyday language
empowering any user to
operate like an expert

Test: RetailDemo_Azure_SplunkO11ly + — .
e 0_Azure_Spl ¥ = Al Assistant

- > (9 Al Assistant
A A A A A A

o Certainly, I'll analyze the selection you've provided
using the ThousandEyes platform. Let me fetch the
Availability data and provide you with a comprehensive

Metrics: Response Time (Primary) + 3 ~

Metrics
Response Time

t T

© 2026 Cisco and/or its affiliates. All rights reserved.
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—— 4108 ms ()

576 ms (1)

explanation.

Based on the data provided, I'll analyze the network
and application performance for the specified time
period. The test was conducted on July 23, 2025,
from 17:10:00 UTC to 17:15:00 UTC.

Fault Domain Assessment

Anomalous behavior was detected in the application
layer, primarily affecting the receive availability. The
network layer shows some latency increases but no
significant issues. The most likely fault domain is the

target infrastructure, with a medium confidence level.

Key evidence:
n layer receive availability dropped to
« Two agents (Fort Worth and New Orleans)
experienced receive errors

» Network latency increased for some agents but
remained within acceptable ranges

| Give a detailed fault domain assessment explanation

| Explain application layer details | | Explain network layer details

e
Ccisco



ThousandEyes MCP Server (Released 1/30/26)

The Why

-

Al assistants are increasingly being adopted as a
troubleshooting interface for technical teams -
integrating ThousandEyes data directly into these
workflows reduces incident response time by
simplifying access beyond the Ul and APIs.

The MCP Server solves this problem, meeting
customers where they are, and making
ThousandEyes data available directly within their
Al assistants and agents.

~N

The Value

© 2026 Cisco and/or its affiliates. All rights reserved.

Conversational, Al-driven access to
ThousandEyes data without context-switching.

Aims to reduce Mean Time To ldentification and
Mean Time To Resolution by replacing manual
navigation/correlation with natural language
queries.

The MCP server exposes ThousandEyes data
using the standard MCP protocol, reducing
integration complexity for MCP-compliant Al
assistants like Claude

e
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Sample Prompts
Q: Do | have any active alerts?

Are there any alerts active or cleared over the last 24 hours

Retrieving ThousandEyes alerts from g y-four hours

I'll check for both active and cleared alerts over the last 24 hours for you.
Synthe alert data and converted timestamps for clarity
Based on my check of the last 24 hours, here's what I found:
Active Alerts: None currently active

Cleared Alerts: 1 alert cleared in the last 24 hours

Cleared Alert Details:

Test: RetailDemo_AWS_SplunkO11y (HTTP Server test)

Alert Rule: Response Time - Wait Time

Severity: INFO

Condition: Wait Time exceeded Medium sensitivity threshold and was = 1,500 ms
Duration: 35 minutes (started Feb 4 at 11:05 PM, cleared at 11:40 PM)

Violation Count: 3 violations during the alert period
The good news is there are no active alerts right now. The one cleared alert was a moderate

response time issue on your RetailDemo AWS/Splunk O11y HTTP test that resolved itself
after about 35 minutes yesterday evening.

© 2026 Cisco and/or its affiliates. All rights reserved.

Q: Please investigate the
RetailDemo_AWS_SplunkO11y alert
further??

Alert Summary

Target: https://store.retailonlinestore.net/api/sales/summary/simappissue
Duration: 35 minutes (Feb 4, 11:05 PM - 11:40 PM UTC)
Severity: INFO (Medium sens y threshold)

Root Cause Analysis

What Happened
The alert was triggered by extremely high Wait Time (server response time) on three
specific agents:

Affected Agents (all AT&T West Coast):

+ Los Angeles, CA (AT&T): 4,652.7ms wait time (normal: ~125ms) - 37x increase
* San Jose, CA (AT&T): 4,177.5ms wait time (normal: ~136ms) - 31x increase
+ Seattle, WA (AT&T): 4,212.3ms wait time (nor! 148ms) - 28x increase
Key Findings
1. Carrier-Specific Impact: Only AT&T agents were affected. All other monitoring
locations (Comcast, Verizon, Charter, Cox - 10 other agents) maintained normal
response times throughout the incident.
. Geographic Pattern: The issue only impacted AT&T's West Coast network. Other
AT&T agents in Dallas, Chicago, New York and Ashburn showed no degradation.

. Network Layer Was Fine: Network laten. _‘l

aoentel with nanarkat Ince nr cannactinn icenec datertad Thic rulec niit natwnrlk-laval

ined excellent (<1ms from affected

Q: Please provide a root cause
analysis document for this issue?

Root Cause Analysis

RetailDemo AWS SplunkO11y Alert Investigation
February 5, 2026

Executive Summary

On February 4, 2026, an INFO-level alert was triggered on the
RetailDemo_AWS_SplunkO11y HTTP Server test due to significantly elevated server
response times (Wait Time) from AT&T network locations on the West Coast, The
incident lasted 35 minutes and self-resolved without intervention. The issue was
isolated to three specific monitoring agents in California and Washington, while all other
monitoring locations maintained normal performance

Incident Overview

Alert ID 661ac681-d381-4f76-b6be-bfb94372168f
Test Name RetailDemo_AWS_SplunkO11y
Test Type HTTP Server

Target URL https://store.retailonlinestore.net/api/sales/summary/
simappissue

Severity INFO

Start Time February 4, 2026 23:05:00 UTC
End Time February 4, 2026 23:40:00 UTC
Duration 35 minutes

Alert Condition Wait Time outside Medium sensitivity threshold AND

Wait Time = 1,500 ms

Detailed Analysis

Affected Monitoring Agents

Three AT&T monitoring locations on the West Coast experienced severe performance
degradation during the alert period:

Agent Location
Los Angeles, CA (AT&T) 4,652.7 ms 125.9 ms 37x

Peak Wait Time Normal Wait Time Impact

e
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ThousandEyes Use Cases

EMPLOYEE DIGITAL EXPERIENCE - Identify and fix end user problems - Workforce Experience, Enduser - WiFI

faster, down to last mile Compute, Collaboration, Call . VPN
" . Improved productivity —  Center — .
: - Better WFH Experience « HelpDesk, Operations, > AOD MELNIE
Monitoring « Employee Last Mile
CLOUD/SAAS - Visibility into infra you don’t control . SaaS app owners . Webex/MS Teams/Zoom
‘ » Quickly identify WHERE problems « Cloud infrastructure owners - MS 0365
C/-\D —_— are and the impact — _ . —
[[Til - Ability to escalate with evidence for : AppteamsiwithiRiyoTIaiapps + Workday/SFDC/SAP
improved MTTR « HelpDesk, Operations, « AWS/Azure/GCP
Monitoring
ENTERPRISE NETWORK - Visualize real-time/historical network - Network Operations/Engineering . Campus Branch WAN
paths for traditional and SDWAN .
networks (overlay/undertay) +HelpDesk, Operations, > SOWHANISACE
- Correlated loss, latency and jitter _ Manionng — -+ ISP Health
with path and BGP change - GNOC, NOC, GIS, Security + Hybrid Cloud
Hold ISPs and vendors accountable - Proxies and Internal Apps
- Quickly determine fault domain . _

CUSTOMER DIGITAL EXPERIENCE (app/network) when performance or - Application - Customer facing apps

availability problems happen Operations/Dev/Owners . APls and 3% Party Monitoring
O O — + Understand what impact external — « HelpDesk, Operations, —
r ‘] networks have on your end users Monitoring - CDN
© 2026 r_ - Measure end user experience - BGP and DNS

consistently from multiple locations



Customer Digital Experience
with Splunk Synergies




ThousandEyes for CDX

« Synthetic application transaction tests (24/7)

- Easy to use and deploy (zero instrumentation,
recorder)

 Hundreds of external points of presence
» Correlated network path visibility

« CDN, API, Cloud and external dependency
visibility

 DNS/BGP Visibility and Correlation

© 2026 Cisco and/or its affiliates. All rights reserved.



ThousandEyes for CDX

Metrics: Transaction Time (Primary) + 3 ~ View Configuration = Fri, Mar 1 01:55 — 02:00 UTC (1yearago) < » > 24h 7d 14d

DN, N —

21:00 March 03:00

@ Transaction Time Primary Overlay Off Agents = 2 Markers ¥ AErage Transaction Time W Page Ljad m Site Search WEB
1

s

L .|

40975 ms

O Availability

NETWORK

7%

0%

O Latency NETWORK

455 ms

0.000 ms

A customer’s primary revenue generating app was sporadically have slow downs. A
ThousandEyes multi-step transaction test caught this and was able to correlate the increase in
transaction time to network latency.

© 2026 Cisco and/or its affiliates. All rights reserved.




0%

@ Latency

Primary Overlay m Agents

21:00

Path Visualization Map Table

Show 2 of 2 Agents ~+ IP Address Labels @&

Group Agents by Agent ¥ Interfaces by IP Address «
Highlight Al ~ | Search Network, Country, IP Address, Prefix or Title
Select

Destinations by No Grouping ~

March
Link
From ae13.r01.ord0%.icn.netarch.akamai.com
To aed.r01.cle01.icn.netarch.akamai.com

No. of Traces

03:00

Forwarding Loss > 10% (1 Node) +

3 of 6 (50%)

204.93.204.40

Chicago, 1L~ () ——

205.234.130.130

216.246.115.40

64.29130.130

aYoa - 5 N

Min. Delay o
3 ‘,..m-‘lll"lllm —— —
o
20811612853 = 23.207.231.38
\3
-nmumm\\“
72.29.215.90
213.200.119.198
74199.196.141
OO - o ‘ . '

23193112188

98124.184.2

23.209.166.37

23.207.230.21

Link Delay > 100ms (1 Link) ~

NETWORK
455 ms
0.000 ms_
06:00
3 hops 3 hops
www.t-mobile.com (23.215.6.159)



ThousandEyes and Splunk

Integrate ThousandEyes with Splunk Platform and Splunk Observability

Splunkbase Collections: Apps. Q, Find an app Submit an App Login *

Apps | Cisco ThousandEyes App for Splunk

R e

OpenTelemetry

Streaming

OpenTelemetry Integration
Streaming
Integration

Test

HEC Streaming Webhook Alert Recommendations

Integration Notifications

Cisco
ThousandEyes ITSI Content
App for Splunk Pack

e
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ThousandEyes and Splunk Platform

TimeRange @~ Store Locations
155 PM - 215 PM. A... ~ Pitisburgh-Agent01  +

Assurance Site Overview

Application Availability

Internal Portal Webex

Network Delivery

Network Latency Packet Loss

{ 1~

Network Device Health

Device CPU Memory Utilization

66.. 2

Number of Config Changes Device Change Log

Change Date 3

Microsoft Identity Management

© 2026 Cisco and/or its affiliates. All rights reserved.

Interface Statistics

Device Name

Administrator v @ Messages v  Settings v  Activityv  Help v Find Q
B searcn & reporting

Displays  98% Actions + Edit

Microsoft Teams Workday

- This is an example Retail store
e Dashboard leveraging ThousandEyes
i S data using Open Telemetry,
combined with Network Telemetry
- (SNMP / Syslog), and Observability
Data for System Resources (CPU,
Memory)

Change Details $

e
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ThousandEyes with Splunk Observability Workflow

aill 0, S_SplunkO1ly v & https://store.retailonlinestore.net

Here we see increases in
application response time.
ThousandEyes quickly shows
that it does NOT appear to be
network related.

e
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ThousandEyes with Application Dependencies (Observability)

(O] Response Time Primary Overlay m Agents

O Latency NETWORK

Map Table Service Map Splunk ITSI

Splunk Trace ID: d623aca72015473282eb6dc2333593dd View All Splunk Traces

San Jose, CA (Verizon) v Latency Threshold e 1000 ms

The Splunk Observability Cloud service map provides the ability to diagnose backend application
problems. We can quickly see high levels of inter-app latency. From here, we can launch in context
to the Splunk Observability Cloud transaction trace.

e
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Drill down to Application trace detail in Observability Cloud

Go to ThousandEyes test
€ APM

TracelD: d623aca72015473282eb6dc2333593dd Span Details

APM Waterfall Span Performance Span ID
fb51b73f16989c45

Infrastructure

Add filters Parent ID

fffdbc2fe0dddoff

Log Observer

Q Search... Min Duration (ms) = O
RUM
23/ 23 Spans Loaded 1.04s 5 Time (Start - End)

Synthetics I/apifsales/ ,f 2025-08-16T14:05:27.387000 - 2025-08-16T714:05:31.438757
api/sales/summary/simappissue

v |demoapp-web: fetch GET http://ip-172-31-12-68.us-west: 55 gm5|

A Durati
1.compute.internal:4000/api/auth/verify uration

4.1s

Detectors & SLOs
Dashboards N ‘demoapp-web; GET 53.1ms I

bt |auth—service‘ GET 50.8ms I Relative Start

Metric Finder +63ms

e ‘auth—service: pg.query:SELECT retaildemo_prod 49.7ms I
Data Management

i postgresalretaildemo_prod: pE.query:SELECT 49.7ms

v Tags
retaildemo_prod

Settings v ‘authfserwce: pg-pool.connect 99.0ps
db.connection_string
. postgresqlretaildemo_prod: PE 99.0ps postgresql://db.retailonlinestore.net:5432 /retaildemo_prod
pool.connect
v |demoapp-web: fetch GET http://ip-172-31-12-68.us-west- a1s

1.compute.internal:4001 /api/sales/monthly/simappissue

db.name
retaildemo_prod
‘demoapp-web; tep.connect

db.namespace

retaildemo_prod

v ‘demoapp-web;GET
v |sales-servic9:GH

‘sa\es-serwce' getMonthlySales X db.querytext
SELECT pg_sleep(4);
7 ‘sa\es—serwce. pg-pool.connect

O postgresqlretaildemo_prod: dbstatement
poocoansct SELECT pg_sleep(4);
N |sales-service: pg.query:SELECT retaildemo_prod

O posteresalretaildemo_prod: pg.query:SELECT L db.system
retaildemo_prod postgresql
v ‘sa\es—service: pg-pool.connect

N db.user
O postgresqlretaildemo_prod:

dbuser
pool.connect

v . : DE. \

‘sa\es service: pg.query: retaildemo_prod net.peer.name
postgresqlretaildemo_prod: pg.query: db.retailonlinestore.net

retaildemo_prod

net.peer.port

The Trace shows us exactly where and why the application is slowing down.

© 2026 Cisco and/or its affiliates. All rights reserved.




Employee Experience
Cisco Synergies

CISCO
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Understand Employee Experience
Wherever They Are...

* App/Service Experience with correlated network

EndUser Application Availability

visibility

Last mile insights (WiFi, VPN, Proxy)
Real User, Scheduled and Dynamic testing

Real User Tests

Endpoint Agents

93

Page Speed

® Fast

Pages  Agents  ExpScore 7  Page Speed
8% mFast

®Fast

Errors

Contact Center

99.48x

Scheduled Tests - HTTP Server ...
All Endpaint Agents » 1 day

EndUser Application Response

Contact Center

427.6ms

¥91.38ms Mean
Scheduled Tests - HTTP Server ...
All Endpoint Agents » 1 day

End User Max CPU Load % - Top 10

L4 100 %)

100 98.91 97.97 93.76
ALDASIL-M-... BDONOGHU-... MARKWAR... EUSTIS-M-D...

Wireless Signal Quality - Bottom 10

All 8853 %

54.77 6513
YPIPKOOI-M... | SCOTWILL-..

78.72 81.26
ROTYRREL-... EMARKWAR...

Agent Distribution and Status
.

Teams

98.37x

Scheduled Tests - HTTP Server ...
All Endpoint Agents « 1day

Teams

172.4ms

¥22.37ms Mean
Scheduled Tests - HTTP Server ...
All Endpoint Agents « 1 day

83.62

JASHINDS-...

473.6ms

¥51.4ms Mean
Scheduled Tests - HTTP Server ...
All Endpoint Agents » 1day

Salesforce

369.5ms

¥57.89ms Mean
Scheduled Tests - HTTP Server ...
All Endpoint Agents « 1 day

End User Max Memory Load % -
Ll 1.5 %)

215 90.61
ABERRUGA-... YSUVARNA-...

99.36%

Mean

‘Scheduled Tests - HTTP Server ...

All Endpoint Agents = 1 day

Webex

333.1ms

W¥79.65ms Mean

Scheduled Tests - HTTP Server ...

Al Endpoint Agents = 1day

Top 10

89.77 89.57
BDONOGHU-... | JASONWAR-..

Wireless Throughput - Bottom 10

L] 2.49 Mops

318.78 bps
EUSTIS-M-D...

Workday
98.04%

Mean

Scheduled Tests - HTTP Server ...
All Endpoint Agents » 1 day

Workday

358ms

¥67.59ms Mean
Scheduled Tests - HTTP Server ...
All Endpoint Agents » 1 day




Endpoint -
Agent View

» Holistically troubleshoot user
experience in real-time or
historically

» Proactive insights into service
performance

« Simplistic segment visualization
to quickly isolate the fault
domain

© 2026 Cisco and/or its affiliates. All rights reserved.

BWMS 0365 - 5

uled - HTTP Server Mintranet MWorkday BWebex - HTTP Server B Contact Center M Pseudoco Gitea

—————

Segment Visualization Application: All ~

CONNECTION

G

Model 3,3 Agent Score

cPU

Internet Applicat

BDONOGHU-M-P4DH

Memory

Endpoint Agent \
Public IP Addre:
Private IP Ad:

Scheduled Tests

Tests Test type Target

HTTP Server

HTTP Server 209.177.169.63:443

HTTP Server

HTTP Server

HTTP Server

HTTP Server

Nov 3, 6:01PMEST

GATEWAY

19:

A
L3

Application
Score (%)

Latency
(ms)

INTERNET

Microsoft Teams - HTTP Server m - Dynamic

ng data for Mon, Nov 3 6:01 PM EST (e

Experienced time to
first byte (ms)

890

Response

@ 200

© 200

APPLICATIONS

@

Peer
Performance

@ Healtny
B Healthy
@ Heaithy
@ Healtny
@ Healthy
@ Healthy
@ Healthy




ThousandEyes and Webex

Webex Control Hub shows the status of real-time or Control Hub shows us that during the meeting, Paul
historical meetings. Here we can validate that Paul did experienced poor audio and video, with elevated levels
not have a quality experience. of packet loss, network latency and jitter.

e
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



ThousandEyes and Webex

) Paul Conti

Participant details - Paul Conti {pcon ) S Equipment and networks
Clies

Platform:

c» Audio quality
B Network path @
Network path 12:50 - 12:51

We detected packet loss issue {loss rate > 10%), click each end point to view details.

(za] [ = ‘_. Private Network

Name IP Address Private IPv4 Latency Jitter Location

PCONTI-M-WTW.J 172.20.10.12 172.201012 609ms 376ms Cary, North Carolin...

Media bitrate(kbps)

Chart legend

Indicators

Latency(ms)

Jitter(ms)

With the ThousandEyes integration, Control Hub now has more insight into the
health of the actual network path. We can quickly see WHERE the network il
© 2026 Cisco andfor isaffiates. Allrishts resenelf Sy ptiON (S coming from and launch in context to ThousandEyes. CEe



ThousandEyes and Webex

cWS g - Webex - Dynamic ~ Agent PCONTI-M-WTWJ ~ Add a filter v ("] Save and Share

Dynamic Tests X
hd Metric Loss

Average Loss Number of Measurements

Network

Jul 20 Jul 26 Jul 29 August

Path Visualization Showing data from Mon, Jul 28 12:39 - 12:40 EDT Latest-

Showing: VPN Overlay ~ Add a filter ~ 3 hops 0 hop
oaee——

Grouping: Agents by Agent Interfaces by Network Highlight nodes that match all / any

Highlighting: ForwardingLoss >10 % (1node) v Link Delay > 20 ms ( 2 ImksEfe VafEd Latency

Selecting: Node Labels by None

1

Cellco Partnership...reless (AS 22394) Webex Communications, Inc. (AS 13445)

PCONTI-M-WTWJ OI EENENNENEENEEERNERD @ O 144.196.39.101 (144.196.39.101)

Paul's iPhone

Packet Loss

ThousandEyes shows us that for the meeting in question, the network latency and loss
that is ultimately impacting Paul’s experience is coming from his local network.

© 2026 Cisco and/or its affiliates. All rights reserved.




ThousandEyes and Webex

“WS 8 - Webex - Dynamic ~ Agent PCONTI-M-WTWJ ~ Add a filter ~ [") Save and Share

Dynamic Tests .
24h 7d 14d| Metric Latency

Average Latency Number of Measurements

2

Network
<1ms

Jul Jul 26 Jul 28 August

Path Visualization Showing data from Mon, Jul 28 12:32 - 12:33 EDT Latest—|

Showing: VPN Overlay ~ Add a filter v 3 hops Dﬁ
————)

Grouping: Agents by Agent Interfaces by Network Highlight nodes that match all / any

Highlighting: Forwarding Loss >10 % (0 nodes ) v Link Delay > 120 ms ( 0 links ) ~

Selecting: Node Labels by None

< Undo

pooNTLWTII omnnn(ri.H@— » &8 & & @ @R B O RrUeinpmEe

FORBI82 Private Network AT&T Serv... (AS 7018) NTT Ameri... (AS 2914) Webex Comm...(AS 13445) Unknown Webex Comm...(AS 13445)

If we look BEFORE (or after) the elevation in latency and packet loss, we can see the
network path is much different. Paul is connecting to a completely different network.

© 2026 Cisco and/or its affiliates. All rights reserved.




ThousandEyes and Webex

Path Visualization Showing data from Men, Jul 28 12:39 - 12:40 EDT Latest—+

Showing: VPN Overlay ~ filte 3 hops 0 hops
Grouping: Agents by Agent s by Network Highlight nodes that match all / any
2025-07-28 12:39 EDT Highlighting: Forwarding Loss > 10 % ( ) * LinkDelay >20ms (2 links ) =

Selecting: Node Labels by None

PCONTIMWTWS (Eunuunuunnnunns

Path Visualization Showing data from Men, Jul 28 12:32 - 12:33 EDT

Showing: VPN Overlay ~ A iiter = 3 hops
—

Grouping: Agents by Agent Interfaces by Network Highlight nodes that match all / any

Highlighting: Forwarding Loss > 10 % (0 nodes) = Link Delay > 120 ms ( 0 links ) ~
Selecting: Node Labels by None

< Undo

roontwrws @FEINTEIRIL S S c

I

18)  NTTAmen

Private Netwark AT&T Serv S 2014) W AS 13445 nknown v omm

ThousandEyes sees that Paul bounces from his home wifi (good) to his iPhone (bad). This
was the cause of his poor experience.

e
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CISCO

ThousandEyes and Secure Access SECURE

‘dics’ Secure Access * ® Q@ Q dclou.. GEEs

 Integrated ThousandEyes end-user

experience/performance data into
Secure Access Dashboard
- Validate VPN traffic and network o
performance to secure access env ‘
- Package ThousandEyes agent with
Secure Access config for simple -
deployment

Endpoint map
View the geographic distr

Endpoint list
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Enterprise Network
Assurance




Network Visibility

e

* Measure packet loss, latency soney e
and jitter across network paths, sore Fecity
hop by hop visibility

« \alidate change, understand
historical traffic flows

« Measure and validate ISPs at
DCs and Sites

» Site-to-site, SaaS and i @f e
application performance,

SDWAN (overlay/underliay)

=
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Catalyst and Meraki Integrations

= lule Catalyst Genter Assurance | Dashboards | Health QA @ @ L | A dm v

Application

Microsoft el

fi;;:uund

Availability

" ' |
H ‘ e

0 18:00:00 20

Response time

e
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Cisco Networking

M365 - Login - Web - Internal Apr 1
April 18, 2025 00:03 - April 16, 2025 02:23 UTC

M365 - Login - Web - Internal login. 2.com:443  Agents: All ~ Servers: All ~

Metrics: Loss (Primary) +1 ~

-0s5 > 10% (1 Node) ~ Link Delay > 100ms (0 Links) ~

Reset To Default

Here we see access to MS O365 was interrupted from a branch site. We are testing from
a Cat9K and can quickly isolate the problem being one of a MSFT network issue. This
data can be shared directly with MSFT to speed remediation. i,

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



SDWAN

cisco

ThousandEyes<& ©)

JM + 3 tests
go

Test: Overlay - Application - ORD1to DataCe... ¥ http://netdata.sdwandemo.com:1... Agents: Branch - Chicago (ORD1) %  Reset

Page Load Metrics: Page Load Time (Primary) +1 ~ Wed, Oct 12 18:20 - 18:25 UTC (3yearsago) < > > 24h 7d 14d

HTTP Server
Agent to Server Network

BGP Routing

® Page Load Time Primary Overlay m Agents Average Page Load Time

<1ms

) Latency NETWORK

DC hosted application is accessed from branch sites via SDWAN. We can see periodic
spikes in application page load time, additionally, spikes in network latency.

e
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Branch - Chicago (ORD1) (@)

Branch - Chicago (ORD1) (@)

By adding UNDERLAY
paths, we can see the
latency is coming
from the Quest
connection

OVERLAY path shows network latency for application traffic

&)

10.202.12.254

&)

10.202.8.254

. netdata.sdwandemo.com (10.202.8.6)

104.44.28.222 104.44.32.83

12.167.7.65 12.94.46.57

104.4418.217 104.44.32.73

login.microsofton...om (20.190.155.65)

DIA

104.44.28.220 104.44.22198

Comcast
(UNDERLAY)

(MSFT)

o

24124128122

68.86.96.214

50.236.121.194

Quest
(UNDERLAY)

50.236.121.137

\
65.118.31,129 63.148.213

N—

67.14.41.62

OVERLAY

SN 216 20720480
¥2) 216.207.204.80

65.122.235.65

w netdata.sdwandemo.com (10.202.8.6)

10.202.8.254

ThousandEyes gives you visibility into both UNDERLAY and OVERLAY paths, as well as
DIA traffic to validate your deployment.
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Traffic Insights

N

HTTP Server Web Metrics: Loss (Primary) +1 ~ @ Explain Selection Fri, Nov 7 14:28 —14:30 EST (1 hourago) < > > 24h 7d 14d

| Agent *

O Availability

® Loss Primary C NETWORK

@ Router (Network Monitoring Collector Enabled, with forwarding

pittsburgh-rtr01-g2.retaildemo.net
1trace terminates here
ation Map Table
) Device Name PITTSBURGH-RTRO1.retaildemo.net
Show 10f 10 Agents ~ IP Address Labels & IP Address 101.411

DSCP Best Effort (DSCP 0)
Group Agents by Agent = Interfaces by Network & Location ~

Highlight Searc vork, Country, IP Address, Prefix or Title | Forwarding Loss 97% (56 of 58 packets) >10% (1Node) »  Link Delay > 100ms (0 Links) ~
Avg. Response <1ms

Alert (1) = Info (2) = © Undo (2) Reset To Default

B2
10.1.411

ThousandEyes isolates the app disruption from a branch to a network issue on the edge device.

ThousandEyes detects an application outage from the Pittsburgh branch. We quickly
/solate this to a network issue and identify that there is packet loss at the site edge
device.
e
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Metrics: Total Throughput ~ View By: Conversations ~

Traffic Insights

W Add Fitter  Traffic Monitors Locations: All ~  Forwarding Agents: All ~  Device:

Metrics: Total Throughput ~ View By: Applications ~ 8h 24h 7d 14d

Traffic Insights gives an extra layer of

visibility into YOUR network.

Thousan dEy es now collects network fl ow © [ Total [ Repiication_Traf... [ 1PFix [ snmp [ Aws icrosoft Teams (2 RTP Audio 8 Ping . Microsoft Servi.. (@
data (Netflow, IPFIX) and correlates that

with application and network

performance.

T
15:30

Fri, Nov 7 14:30 - 14:35 EST (1 hour ago) < » |

Not only can we point you to exactly .
Where /n your network the prOb/em is Total Throughput & Upstream Throughput Downstream Throughput (0
Com/ng from, but a/so Wh_y-l 2 Replication_Traffic 100.6 Mbps | 97.8% 415.4 Kbps 100.2 Mbps

| IPFIX 1.0 Mbps / 1.0% 1.0 Mbps 0 bps

AWS 330.6 Kbps / 0.3% 2016 Kbps 129.0 Kbps

162.7 Kbps / 0.2% 49.6 Kbps 113.2 Kbps

100/504 rows Search... Group By Application

Total

Application Client Servers Server Ports N Protocol Devices
ocations Throughput

100.6 Mbps /
Replication_Traff] 10.1.41.7 101110 10566 -
I eplication_Traffic 97.8%

IPFIX 10.1.253.41 2 18089 - 134.4 Kbps / 0.1%
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CLOUD/SAAS
Public Cloud Providers
and SAAS Apps




ThousandEyes for Cloud and SaaS

- CONTEXTUAL Cloud-based infrastructure salesforce
services, inventory and topology 7\ 0O

- SaaS applications >

J

Lt ¢

- Hybrid App components living in the cloud (3™

party, APIl..etc)
- Visibility into provider network to isolate fault 7 -

domain, and escalate with evidence

/ 1 2 e— ] ——— 1
UnitedLayer...(AS 399817) GTT (AS 3257) Lumen Techno...s (AS 3356)  Salesforce..... (AS 14340) Salesforce..... (AS 14340) Salesforce..... (AS 14340)
Unknown Unknown Unknown Unknown Washington ...Columbia, US  Washington ...Columbia, US

1 ——— ) ———— ] — ] 1 — 3 . thousandeyes.ligh...m (136.146.17.2486)

Dallas, TX UnitedLayer...(AS 399817) GTT (AS 3257) Lumen Techno...s (AS 3356)  Salesforce..... (AS 14340) Salesforce..... (AS 14340) Salesforce..... (AS 14340)
Unknown Unknown Unknown Unknown Washington ...Columbia, US Unknown

\1_2_1 ] eee— 2

UnitedLayer...(AS 399817) GTT (AS 3257) Lumen Techno...s (AS 335§ Salesforce..... (AS 14340) Salesforce..... (AS 14340)
Unknown Unknown Unknown Unknown Washington ...Columbia, US

e
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ThousandEyes Cloud Insights

Key Capabilities
1. Cloud Inventory

Automatically creates an inventory of all elements and services across the entire
cloud infrastructure.

2. Cloud Path Enrichment and Topology Visualization
Auto discover cloud provider resources to understand every service dependency

3. Correlated Cloud Infrastructure Changes

Append config changes and events to time-correlated views of experience so you
can isolate root-cause faster

4. Cloud Traffic Views

View traffic patterns so you can efficiently architect and troubleshoot your cloud
network

Outside Cloud Throughput - oo

Value

Deep visibility into public cloud infrastructure and service dependencies
that impact digital experiences to dramatically reduce MTTR

e
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ThousandEyes for Cloud Hosted Apps

Transaction Web Metrics: Availability (Primary) +1 ~ o View Configuration = Thu, Nov 6 10:00—10:10 EST (1day ago) < » > 24h 7d 14d

HTTP Server Web r‘ ‘.
|

Agent to Server Network Oct 8 Oct 11 Oct 14 November 23.00

Cloud Configuration

@® Ava||ab||ity Primary Over\aym Agents WEB

100%

BGP Routing

b

NETWORK
2025-11-06 10:00 EST

1%
e el L

Configuration Change

WEB
Availability

NETWORK

Map Table Loss

Status by Phase

DNS

Connect Errors from 13 agents
TLS/SSL

Send

Receive

HTTP

Errors and Warnings

Qs Apgele

Critical customer facing application (hosted in AWS) has degraded availability impacting
© 2026 Cisco and/or its affiliates. All rights reserved. On/y the US West Coast_ Does NOT appear t'o be a network issue_




ThousandEyes for Cloud Hosted Apps

Time Warner Cabl...et LLC (AS 7843) Amazon.com, Inc. (AS 16509)
Unknown Unknown

Ashburn, VA (Charter) Road Runner Hucrv\lgr%t\)’v#c (AS 12271) 3

3 Time Warner Cabl...et LLC (AS 7843)
Unknown

Road Runner HoldCo LLC (AS 12271) 6

Unknown 5 \
Lumen Technologies (AS 3356) Amazon.com, Inc. (AS 16509)

Unknown Ashburn;-Virginia, US

Los Angeles, CA (CenturyLink)

166.117.49.104
2 AWS Global Accelerator

New York, NY (CenturyLink) aws store.retailonlinestore.net

Topology Available
Lumen Technologies (AS 3356)
Unknown

Los Angeles, CA (Cox) .— 3

Cox Communications Inc. (AS 22773) 166.117.227.220

Seattle, WA (AT&T) .\Unknown AWS Global Accelerator
5 _/

ATR&T Services, Inc. (AS 7018)
Unknown

Our path visualization validates there is no disruption to network delivery. With Cloud
Insights, we can go deeper into the Cloud Service Topology.

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



ThousandEyes for Cloud Hosted Apps

Outside Throughput

® Event Count Primary

Configuration change
detected on security

group for us-west-1

region

Now we can see different cloud services leveraged by our application (security groups, load
alancers, FW, compute..etc) and understand where changes are happening. il

© 2026 Cisco and/or its affiliates. All rights resQ



ThousandEyes for Cloud Hosted Apps

ork & App Synthetics Cloud Event Details

RetailDemo_Transaction_AWS 5 Thursday, November 6 2025, 10:05:00 EST

Thu, Nov 6 10:05 - 10:10 EST (1 day ago) oct8 Asset Nan uwi-retaildemo-web-lb-sg
_ . | Contextual launch back to provider to remediate
Highlight Changes = ™ Al ~ | Search Asset Name, Entity ID, Account or Region
| change.

nfig Additional Details

Service Configuration > () Network and Security New . : - ]

1

1 "toPort": -1 6 “toPort": -1

1 } 7 h

18 { 8 {

19 "fromPort": 22, 9 “fromPort": 22,

20 "ipProtocol": "tcp", 20 "ipProtocol": "tcp",
2 "ipRanges": [ 1 "ipRanges": [

m 23 “cidrIp": "104.15.131.179/32" "cidrIp": "104.15.131.179/32"

25 ( T T
eni-0...9c874d "y . 9 6 % R
483411789 L toPort": 22 26 } toPort": 22
’ e/ ’

7: Globa...rator
967 483411789967 o
EG (sc) - : - {
\_/ 2 "fromPort": 443, 29 “fromPort": 443,

961062625500 eni-0...51ac95 Globa...rator “ipProtocol”: "tcp", “ipProtocol™: "tcp",
483411789967 483411789967 483411789967 . i {pREnEEEnE . sanataw

"cidrIp": "0.0.0.0/0" 33 "cidrIp": "209.214.0.0/15"

"fromPort": 3000, 39 "“"fromPort": 3000,
"ipProtocol": "tcp", 40 "ipProtocol": "tcp",
"ipRanges": [ 41 "ipRanges": [

"cidrIp": "10.255.4.0/23", "cidrIp": "10.255.4.0/23",
"description": "UE2 Internal LB" "description": "UE2 Internal LB"

Before and after service configuration

Cloud Insights gives you the ability to correlate application performance degradation directly
o 2026 Cisco anaror s ariiates. al iaVEEQL G lOUA provider service configuration changes. Dramatically reducing MTTR!




ThousandEyes Internet Insights

Outage Type All ~ Outage Scope All ~ Affected Provider All ~

12":00 15:00 B . 18:00 E : 21:00 R Nov 30 ‘I' .03:00 . ‘ 06:00 : 09
Outage Events
NETWORK AS2914 9 o
NTT America, Inc. ]
APPLICATION 44 min ago ® ™ y
Twitter 20
O
APPLICATION 44 min ago m
: 5.(8%e AN uickly identi
A APPLICATION 54 min ago i L4 Q k | y d t fy
GlObal \/leW o S|:c||.mll<\L b 4 ®® Ez) .@ ° ® 14 @
L]
Of S a a S A APPLICATION 2 hours ago m o | S P O U ta g e S
p p Twitter 27 L ]
Ava I | a bl | |ty NETWORK AS2914 3 hours ago @ a n d | m pact
NTT America, Inc. 3
[ ]
APPLICATION 4 hours ago
Netfiix 3 (20} e ® °
e o ° ¢ e
NETWORK AS32787 4 hours ago . .
Prolexic Technologies, Inc. 4
APPLICATION 5 hours ago
Microsoft Office365 32
NETWORK AS3356 5 hours ago
Level 3 Communications, Inc. ]
1-10of 45 >

@ Application Outages (Servers) @ Network Outages (Interfaces)

Rapid time to value Faster incident response | Provider-focused insights Save Time and Resources

e
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AWS Outage 10/20

VIEWS S -~ Outage Scope All ¥ Network 2 selected ~ Add a filter =

Multiple large-scale outages happened.

Internet Insights Metric Interfaces -

B Interfaces

Application Outages

Jo Al
i M I

]

18:00

Stop wasting Internet Insights allows
time with triage ; » you to understand global
because a e 1 oy : n ISP or SAAS outages
vendor has not based on real data. Even

posted that they Iif YOU are not testing
are having an those services.
jssue Visibility into the scale and

scope of an outage, as
well has where the outage
/s occurring.
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AWS Outage 10/20

Page Load Web Metrics: Loss (Primary) +1 ~ @ Explain Selection Mon, Oct 20 15:00 - 15:05 UTC (2 weeks ago) < > > 24h 7d 14d

HTTP Server Web

Agent to Server Networt

BGP Routing O Availability

0%

Loss Primary Overlay [[EQl] Agents NETWORK

Path Visualization Map Table Dependent Applications

Show 4 of 40 Agents ~  |P Address Labels &

Group Agents by Agent ~ Interfaces by IP Address Destinations by No Grouping =

Highlight All = v | ntry, IP Address, Prefix or Title Forwarding Loss > 10% (4 Nodes) ~  Link Delay > 100ms (1 Link) =

Select

Hero Path-Vis Flags Reset To Default

sc City, Canada O

- @

Link from outages to YOUR ————— /@

tests, or from YOUR tests .

421241

to broader outages.
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“ThousandEyes helps you see beyond your
environment, act with precision, and assure the
performance of any connected experience—across
owned and unowned networks.”



CI1SCO Connect 1

Thank you JLIL

CISCO
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