afan]n
CISCO

Al-Powered Wifi/ for Optimized
Network Operations

Minse Kim
Product Manager
minse@cisco.com

cisco aM



- Introduction

- Wireless Assurance Update
- RF Optimization

- Client Assurance

- Wireless Infrastructure RCA
with Al

« Al Assistant for Wireless

- Conclusion

#CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Wi-Fi 7
Update
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Intelligent, secure, and assured wireless for the
future-proof workplace

Intelligent

cisco 0071W



Cisco Wi-Fi 7

Next-Level Unified Hardware

> Resilient Wireless i@| Unified Licensing and
for digital transformation """ Support

Spaces - the operating system
for smart spaces. Delivering
outcomes out of the box

CHD);
@ Global Use AP for efficient, wf_  Sustainable
smart operations: No more //?7 product experience
regulatory domains!

(o Location services with
UWB, GNSS/GPS

cisco 0071W



The Wi-Fi 7 portfolio

Tw )

—
CW91761 "

12 Spatial Streams
4x4: 4 MU-MIMO
across 3 radios, 3 bands
(2.4/5GHz (XOR), 5 GHz, 6GHz)
BLE/loT and dedicated scan radio
Single 10Gbps multigigabit
Ultra Wide Band (UWB)
USB 2.0 - 9W

Accelerometer

Built-in GPS/GNSS, w/ support for
ext. antenna

-

Integrated Omnidirectional Antenna

CW9176D1 %"

12 Spatial Streams
4x4: 4 MU-MIMO
across 3 radios, 3 bands
(2.4/5GHz (XOR), 5 GHz, 6GHz)
BLE/IoT and dedicated scan radio
Single 10Gbps multigigabit
Ultra Wide Band (UWB)
USB 2.0 - 9W

Accelerometer

Built-in GPS/GNSS, w/ support for
ext. antenna

Integrated Directional Antenna

(70x70)

J

Same brackets as always

—

\_

a2

CleanAir®

CW9O178|  Peo

16 Spatial Streams
4x4: 4 MU-MIMO
across 4 radios, 3 bands
(2.4 GHz, dual 5GHz, 6GHz)
BLE/loT and dedicated scan radio
Dual 10Gbps multigigabit
Ultra Wide Band (UWB)
USB 2.0 - 9W

Accelerometer

Built-in GPS/GNSS, w/ support for
ext. antenna

Integrated Omnidirectional Antenna

J
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The Latest Wi-Fi 7 portfolio

o B

CW9172|

6 Spatial Streams
2x2:2 across 3 radios, 3 bands
(2.4GHz, 5GHz, 6GHz)
_Or-
2x2:2 on 2.4GHz and 4x4:4 on 5GHz
BLE/loT and dedicated scan radio
Single 2.5Gbps multigigabit uplink
USB 2.0 —4.5W

DC Power Jack

Integrated Omnidirectional Antenna

YR

CW9172H

6 Spatial Streams
2x2:2 across 3 radios, 3 bands
(2.4GHz, 5GHz, 6GHz)
BLE/loT and dedicated scan radio
Single 2.5Gbps multigigabit uplink
3x 1Gbps LAN port with 1x POE out
1x Passthrough port

Integrated Omnidirectional Antenna

\_ N\l 5%

Same brackets as always. 9172H compatible with Meraki or Catalyst brackets




Wireless
Assurance
Update
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Assurance focus areas and vision

Network devices across wireless and

Connections between network devices to the RF,
wired domains are up and operational.

LAN, WAN, and services are available and optimal.

Applications

Users can utilize applications with
sufficient performance when
needed.

leverage the network to access
data reliably.

Wireless and wired clients can

Great user
Al-driven automation | experience Proactive issue detection

Full-stack optimization

) L Automated remediation

AlOps & Assurance enables great user experiences.

cisco aM



Expanded Org-level assurance view

Network-wide Assurance

Overview e

Natworl -

Overview mime

Overview Lo me
e A

eheets
o Chaens
o
&
B W Cianns i @ 100150 o
o
Hrorer 1448 Cot s
& e
[——
B8 Motmark
o s
D50 panwark doiees i @ o 100120 o

Network to -> Client or Device-
level drill down

cisco aﬂr/wef

Org-wide Assurance

© Last day ~

Organization Assurance

Organization insights

Al Clients  Networkdevices  Infrastructure  Applications

Impacted networks Impact across networks Trending networks

Totalimpacted Change Network

~ Issue type
‘ Clients 543w . London
927

In-Beta

Health ~ Change

©80 20t

Network devices 13 “ 2. SFO-Corp ©76  -spis
- Infrastructure R 3. Chicago - DataCenter @82  -i8pts
Applications 4 . 4. San Francisco o821  ps
® Foor B Falr M Good §. Tokyo 999 -izps
Networks by health score Learn about scores
(a )( ] 100 resuns
Network Health score . Score change Network tags Glients
~  Network name en -2apts office 028 (-1 © 100 100
~  Network name [-F:7] 12 pts office -0 o84 @9 @100
v Network name -3 +pts Office -] (- 3.0 ©9s © 100
~  Network name Y- 20pts &80 (-3 © 100 © 100
v Network name Y] +5pts Branch © 100 @100 @ 100 020
~  Network name Y “10pts Branch Ass 995 095 995
 Network name &89 -aps Brancn Aoa o84 ©96 © 9
+ Network name Y] apts Branch a9 [-31 ©9%6 © 96

Org-level discovery workflow
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Improving operation efficiency...

RF Score  Lastenabled Jun 13,2024
&~ Using A-RRM 8~ Using legacy RRM

Channel Changes  Last enabisd Jun 13,2024
&= Using AI-RRM s~ Using legacy RRM

s g

Visible impact of Before & After AI-RRM

Al-RRM
Using Al to tune and select channels
best suited for your network
Learning your network usage patterns
to auto determine busy hours
Optimizing to enhance client

experience

cisco aﬂr/wef

Feb® * Failed connection to SSID alice_sim_network on access point ¢4:d6:66:62:9b:d0 during DHCP.
23:32:40
iR O

— 48 5 53

e — A Download packet capture [ ITEILEIC VAT
; T =

1 L 168.128.2 197, 160,129,45
200950 192,168, 120.2 192.168.100.43
JOTRIS fedl:caledib 0D
™ 2,

.

o

LEEEREEE

(]

Issue Summary #

]

i client successfully connected to the Where s Perry? access
point via WPA2-PSK with AES encryption, completing
authentication, association, and 4-way handshake. It attempted
to set up a Block Acknowledgment session and obtain an IP
address through DHCP Discover messages, but no successful IP
assignment or network connectivity beyond initial phases was
abserved.

B

Ciseo Al

Al Packet Analyzer
Intelligent Packet Captures

Complex troubleshooting made simple Al based RCA derived from packet

Save expensive issue recreation cycles captures

Simple to consume based on evidence

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



RF
Optimization
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What is radio resource management?

RRM is a Radio config optimization features that constantly update wireless’s RF
configurations to improve wireless performance.

b
b Some examples =
// =t \
Busy Hour, Transmit Power

Al Channel Planning Control (TPC) @\ :ﬁi
&_) N
Dynamic Channel Dynamic Band 9 i
Assignment (DCA) Selection (DBS) '

N

CISCO GMW © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Why Al-RRM

Better Improved L

. SO Wire-like

Con neCtlon Appl ICatIOn Reduce Ch. Changes
Improved SNR using e [ e e o to 1/100

Al-based TPC/DCA

Al RF Optimization works at every steps of Wi-Fi experience

CISCO cM © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Al Cloud

/
(000 —— |

. Catalyst
Meraki Cloud |:|Fl Center

|

I
I
I
I

|
1
|
\ Common RF
\ telemetry I

\ /

\ /
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Al-RRM leapfrogs decades of innovations

Gen.1 Per-AP RRM Gen.2 Snapshot RRM Gen.3 Trend-based, AI-RRM

POP
@SSP
PS®

» Each AP makes own RF changes » All APs in the same building * Long-term Trend-based RF telemetry
independently, at own timing (RF group) makes RRM decision pre-processing

» Cascading RF changes could all at once * Minimal RF change from Al Busy Hour
introduce infinite change-loops « No cascading effect * AI-RRM Dashboard

* 10~15min, short scanning
duration for RF change

cisco cM
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Al-RRM UX/UI Principal
Insanely Simplified, seamless RF Brain transplant

Radio settings

Overview RF profiles

Al-RRM

 Just one click to turn on AI-RRM

RRM

View old version

c Enable

Al-Enhanced RRM uses an Al engine to improve radio optimization using trend-based RRM decisions.

Flexible Radio Assignment

O Enable

FRA optimizes the 2.4 GHz band by strategically disabling redundant radios
to reduce interference.

« Keep Everything else - RF Profiles or any other existing configs “as-is”

* No separate page or learning curve

cisco @:eref
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Al-RRM Insights

Before & After View

High Co-Channel Interference Last enabled Apr 10, 2025
n Insight: 69% less high co-channel interference radios, after AI-RRM was enabled.

—e— Using AI-RRM  —e— Using legacy RRM

Apr6 Apr7 Apr8 Apr9 Apr10 Apr11 Apri12 Apri13 Apri14 Apri15 Apr16 Apri17 Apr18 Apri19 /

RF Score Last enabled Apr 10, 2025

n Insight: over 100% RF Health Score improvement, after AI-RRM was enabled.

—e— Using AI-RRM  —e— Using legacy RRM

Good
Fair

Poor W

Apr6 Apr7 Apr8 Apr9 Apr10 Apr11 Apr12 Apr13 Apr14 Apr15 Apr16 Apri17 Apri18 Apri19 #

Peer Comparisons

RF Score Last14 days

n Insight: 58% RF Health Score improvement, compared to your peer networks.

—e— This network —®— Legacy RRM peers

e e e o e,

W

Apri2 Apr13 Apri4 Apr15 Apri6 Apri7 Apr18 Apr19 Apr20 Apr21 Apr22 Apr23 Apr24 Apr25

High Co-Channel Interference = Last14 days

n Insight: 100% less high co-channel interference radios, compared to your peer networks.

—o— This network —®— Legacy RRM peers

Apr12 Apr13 Apr14 Apr15 Apr16 Apr17 Apr18 Apr19 Apr20 Apr21 Apr22 Apr23 Apr24 Apr25

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Real-Time Wi-Fi Analyzer at your hand from anywhere,

anytime

 Detect and Visualize
Root cause of interferers

* Concurrent Operation -
running full Wi-Fi analyzer
while AP is in service

« Concurrent Inline Packet
Capture for further forensic

cisco cM

AP neighbors for sfo12-1-ap-05
49:92:37:fd:ed

cwa188! 68

Spectrum View

| : All channels Wi-Fi

00,
rf based .
Inkerfaranee baserl o feel Co-Channel neighbors
Off-Channel rogues
Nointerferance cxis-s0 BSSID List view
B Looking for spectrogram or waterfall graphs? Thess visuals are available on the previous version of this page. View Gld Version Additional stats

terferen: AP neighbor RSSI (dBm) h o tilizat Cu :
[-] 06:18:1a:16:5¢:10 e— 6 ;::ZU' —%

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



RF Health

Assurance overview ¢ 5GHz *

April 18, 2024 18:02

Network RF health score @ .
Network health score A Fair © 91/100 A Fair

100/100
v-\M Neighbor score © 73/100 o~

Highlights problematic frequency = ntemenreos (@
\—\—\/_ Noise score @ 100/100
bands - 2.4, 5, 6 GHz \

Client score A 82100

83/100 \ :,‘D 0/100 Radios by RF score

15:11 Good 63% (126/200) 171
-7 pts last day Fair 23% (46/200)

Provide per-radio RF scoring, the
Same algonthm used for Al—RRM Impacted radios s

Clients 3000total € Poor
[ Q Search ]
© Wireless 5issues

P rOVId eS fu rth e r SC O ri n g a n d 070 i RF health score . AP name - Model Radio - Channel - Neighbor score . Interferer

=

|nS| htS On Cr|t|Ca| RF Cate Orles © 61/100 -25pts  MyAPCW9166 CW9166 1 36 (80MHz) 60 19 ®

g g © Remote © 63/100 -15pts  MyAPCWO167  CWO167 1 40 (af Cerehanneineighbor 8010 (Poor)
. . . Side-channel neighbor 5 of 10 (Poor)

-neighbors, interference, noise, A 5100 +iSpE MyAPCWOteE  CWSTGS 148 8{ commamet g it ttston 20110 (o

and C“ent Connect|V|ty & Wirsd:1ssise A 99100 -5pts MyAPCWOI68  CW9169 1 48 (20MH2) 50 19 ¥

50 clientsimpacted

CISCO amw © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



RF Health — Barometers for Over-the-Air RF Spectrum
guality assessment tool

\

,
e Side channel overlapping

¢ Co-channel neighbor util.
¢ Co-channel overlapping

r

¢ Noise on same channel
¢ Noise on side channel

.

Neighbor
score

cisco aM

Interfere
nce
score

¢ Co-Channel Interference

¢ Side-channel interference

e Low SNR clients
¢ Low RSSI clients

© 2025 Cisco and/or its affiliates. All rights rese

rved. Cisco Public



Al Busy Hour

Minimize RF changes during RF Changes

the Busy Hour using the neighbor

info from busy hour




What’s next — Wireless Insight and
Recommendation

. Alerts X

Al RECOMMENDATION [7

B Consider installing additional access points. X
Last alerted on Feb 9 2025 07:31 in Dashboard-Devel-Jerxu - wireless

Details Suggested actions

Network Al Agent continually
a SS eSS n etWO rk O pe rati O n 0 aaﬁs::‘zr::rnpe;:smg?ST);’,‘::;'ST;g:vnv:eragijzo’vh:L?; hole trend, it is recommended to install access point(s) around AP-PARKING-M3-
holistically and suggest the best
DOSSi ble remed iation Coverage Hole Reports at AP nei don Devel-Jerxu - wireless
» Config Insight

* Firmware Insight f .

« Coverage Insight (non-config)
+ Per Client telemetry

Generated by Cisco Al & &3 T

Recommendation Types

Coverage hole metric

Documentation on Alerts (7

anniiAn A s

CISCO cM © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Demo
- RF Optimization
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Wireless client
troubleshooting

§
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Brings all the internetworking level
timeline view to the forefront of the client page

Wireless-only Timeline Client Network Timeline

i Mere
—
Mobrecheakc overview ns Storedcaptures  Logs
»»»»»»
7] [=
wwwwwwww
| —— I © I
.
.
‘ < =
ctions
5l
Ancy ptop. =)
o
5 -

Network-wide client experience with timeline
E2E network correlation and Topology

cisco cﬂr/wef *
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o, © Prckatcaptures
s Capture Name (Analysis)
Matwork-wide
Packat capture.
—
Swich Packet capture name
Wrsess '
. 39¢ om
Syutams Manager .780715 fe80: saleBib. f102::1:2 o Solicit XiD: WxGenasz CID: P0B10ROIZaRABISESAe:
1.405498 192.168.128.2 192.168.129.45 oxd1c? Standard query Bxd1c? A dns.msftncsi.con

Camera

192.168.120.2 192.168.129.45 0x642a Standard query x642a A self.events.dat:
. 192.168.128.2 192.168.129.45 oxefaf Standard query @xef4f A dns.msftncsi.com
ooy CiscoMer_90:.. LCFCHeFe. fa:sc who has 192.168,128,27 Tell 192.168.128.1

LCFCHeFe 51:.. CiscoMer_0@:db:7b 192.168.128.2 is at 54:el:ad
192.168.128.2 192.168.129.45 Echo (ping) request id=8x8001, seq=34,
192.168.128.2 192.168.129.45 Bxd1c? Standard query @xd1c7 A dns.msftncsi.com

4 omanizaton-wise

14 5.888320 192.168.128.2 192.168.129.45 oxfdal Standard query 8xfd4l A wpad.supportlab. ikaren. BN
15 6.027472 192.168.128.2 192.168.129.45 oxefat Standard query Oxefdf A dns.msftncsi.com

17 6.888997 192,168.126.2 192.168.129.45 oxfdal Standard query @xfd41 A wpad.supportlab, ikarem. i
1R 7.470209_ 182 16R.128.7 192 1R 179 45 Avd1r7 Andard auery Avd1c? & dne.meftncei. com
Frame 1: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) db 00 db 7 ad 51 fa 5c 08 00
Ethernet II, Src: t 54 51 c), Dst: CiscoMer_0@:db:7b (8c:8 3 s o 55 g: t: :ﬁ :: ::
a7 2f e
Destination: 00: idb: 8 6e 73 8 64 73 66
00 61 60 01

Type: IPvé :exnsm el
Internet Protocol Version 4, Src: 192.168,128, 2 Dst: 192.168.129.45
User Datagram Protocol, Src Port: 58977, Dst Port: 53
Domain Name System (query)

Packet capture analysis summary

Tosts summary

Next Generation Packet —

Multip clients faing 10 resoive the same IP sddress

Capture Solution for Wired | e

(O AR roquest and multiple AR responses Qsted 2 Multple chents aling to ping the same P addreas

and Wireless - |

iotermittant responsas for 8 cent pinging an 1 sddress

DHCP Transactions Compiated

Mitipie ARP responses that rescive the same 1P sddress fa @ Fasssd
moltiple different MACs.

anout 2 hours 800 e yous e 33




Purpose-Built Packet Capture Architecture

Proactive PCAP Process

© Store Packet
to Ring buffer

® Mgmt.Pkt

mirror to PCAP process O Packet reordering

Beacon, Mgmt., Ctrl, Data Packets
s 7
ANANNAN
Encrypted Packet Wi-Fi
< .

1 @ Data Packet mirrored to PCAP Processes

\ G D
Wi-Fi Chipset HHN HEN EEE
Data Data Data

Packet Capture doesn’t change AP or radio mode and continue to serve client without any performance impact
Management Frames from modem gets replicated and copied back into PCAP Buffer
Resequencing packet capture frame between Data Frame and Management frame in the right order

Per-Client Ring Buffer for Proactive PCAP enabled concurrent packet capture

CISCO cmw © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Proactive Packet capture conditions

Failure step + reason

auth_bad_password
assoc_unspecifie 26%

6%
dhcp_no_dhcp_response
8%
a Uth‘radlus‘.,log'n"efzasgltj)%e_unable_to_handle_n ew_sta
8% S
, 17%
auth_eapol_timeout "
asspyrejected_temporarily
1%

cisco 0&7!/&67‘

auth_bad_password
assoc_unable_to_handle_new_sta
assoc_rejected_temporarily
auth_eapol_timeout
auth_radius_login_failure
dhcp_no_dhcp_response
assoc_unspecified
ip_timeout
dns_no_dns_response
assoc_invalid_pmkid
auth_radius_timeout
deauth_unspecified
dhcp_no_dhcp_ack
assoc_reserved

assoc_na
auth_conn_refused
null_null

dhcp_dhcp_nack
disassoc_invalid_auth
assoc_invalid_mdie
assoc_akmp_invalid
deauth_invalid_auth
assoc_status_invalid_IE
assoc_robust_mgmt_frame_policy_violation
auth_unspecified

2206828
1485015
982336
979787
664526
659806
538172
271664
251430
156542
84535
73841
67767
36707
32037
25953
20904
20368
16555
1481
12227
9079
6529
6058
6039

Proactive PCAP
automatically

collect Wireless PCAP
All the time at every
conditions,

including “unknown
failure” cases

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Intelligent Capture - MR

Interpreted Packet Analyzer*

Conversational Interface

Automated Proactive Packet Capture

Integrated Timeline RCA | Assurance Failure Type
Scheduled PCAP ] Packet Viewer

[
[On-Demand ] [ Cloud Storage ]
[

Engaged

Available

Accessible

MS/MR Common API Endpoint]

Every client connection failure condition
leaves Packet as evidence

PCAP Analyzer shows exact reason why
client failed to connect

cisco aM

Q, Search Dashboard

This organization will automatically approve all temporary permission requests. Auto appre FOI.II'-W'CIY handshake timeout x
& Go back 1 total issue L]
22:1f:fb:e7:7a:d5_P7tyXW_auth_eapol_timeout (,
Fcul-way handshake timeout 1 ~
Packet Capture
Frame No. 29
22:1f:fb:e7:7a:d5_P7tyXW_auth_eapol_timeout Details Four-way handshake is started but did not complete. In

addition, AP deauthenticated the client with reason code 15
(four-way handshake timeout)

Length Info

» Frame 29: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
> Radiotap Header vo, Length 48
» 802.11 radio information
» TEEE 802,11 Deauthentication, Flags: «.......
~ IEEE 802,11 Wireless Management
v Fixed paraneters (2 bytes)
Reason code: 4-way handshake timeout (0x000f}

Four-way handshake timeout 1 ™~

Frame No. 29

Details Four-way handshake is started but did not complete. In
addition, AP deauthenticated the client with reason code 15
(four-way handshake timeout).

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Demo
- Client Troubleshooting
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Device
Assurance

cisco 6071/!%%



AP Device Health
Don’t forget the basic

Validate there is No Memory Leak
Any CPU Spikes may lead to AP reboot?

System Resources

CPUQ @ Good 12% Memory ® @ Good 31% (570.1 MB out of 1.8 GB)
* PoE / Power monitoring . % 7
g v g
© 50 g %0 v
* Build your Own Dashboard, | ~ 1659 12 .
Org-Wide API Ready! , T
22:00 01:00 04:00 07:00 10:00 13:00 16:00 19:00 22:00 01:00 04 Upt|me

ess/devices/system/cpu/load/history Last device boot
Feb 6 18:11:54 PST

H H : H : Reboot (Lost Power) 17h 26m
/organizations/{organizationld}/wirel AP reboot

M Planned reset M Unplanned reget M Operational M Device Offline M Connectivity Issue
Last boot reason

Eventlog [7 4
Documentation []

CISCO amw © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Alert Root Cause Analysis

Q search Dashboard

Demo Networks

< @ Access point has an ethernet negotiation

failure

X
© Resolved

The data rate between MR34 and MS220-8P / Port 4 is capped at 100 Mbps and operating at

full duplex, last alerte

Alertdetails  Suggested 8

< & Access point became repeater

SF012-4-AP30 has switched to repeater mode to avoid losing internet connection.

Last alerted NetworkXYZ on Feb 23 2024 09:32 PST.

Clients impacted

i
Details Suggested actions 1

@ Resolved X

Sep 06 Sep 08
1. Resolve misconfigured VLAN

W Active alerts in the last 2

Due to a failed ethernet nego
operating at full duplex fram

Access point
IPv4 address(es)

IPv6 address(es)

Connected switch
Type
Allowed VLAN

Native VLAN

SFO12-4-AP30 (gateway)
192.125.25.22

1656:0:0:0:5:600:300c:3
2aa

Switchname1/5
Trunk
1220-1230, 1260

1200 @

Jul 230910  Completed

° The configuration changes worked and the access point is no longer in repeater mode.

SF012-4-AP31 (gateway)
192.125.25.1

1050:0:0:0:5:600:3006¢:3
26b

Switchname2 /7
Trunk
1220-1230, 1260

1200 @

v

cisco aﬂr/wef

* Detect AP which became repeater.

RCA Engine lists all the possible
scenario and provides active RCA steps
to corresponding root cause.

* Lost gateway connectivity

e DHCP doesn’t serve IP address to it’s
wired uplink port

* Config change (Config management)
* AP firmware mismatch

* Last resort, force AP reboot

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo
- Infrastructure Assurance
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Al Assistant for
Networking

§
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Al Assistant Use-case

Intent processing Document Summary
- Operate as a Network Engineer . Create summarization of public
- Answering machine for any NetOps document
inquiry - Best Practice summarization
- Problem Discovery . Provide additional references on the
inquiry

CISCO cmw © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



What’s the “Intent”

Intent-Context space

Show me
clients with

B go ¢ B¢
%nagn -
L)
(=]

e
Rk
&

O

o
»

Wi-Fi failure E
Context : o WXF g0 g S
. . ® [ o%\ﬁo%&h hd = c’o
List the wireless i Y.t BT, TR
client with the o by o w "8 8
y * oo 0 ¥ e hd
most failures TS R -
& 2 0P

Step1. Step?2. Step3.
End-user ask a question Al Assistant translate user User Context compared and
through the Chat Interface question into Context. Context matched up to the nearest intent
often includes parameters and  from intent-context space
query conditions

“intent" refers to the purpose or goal behind a user's input, which the assistant interprets
to provide an appropriate response or action.

CISCO a&?’/&ef © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Al Assistant for Networking Architecture
In a nutshell

Transformer

Al Assistant
Interface - Context & Parameter ~ Generate

Extraction JSON
» Context generation
« Semantic Routing
 RAG - Intent Library,
Document Library
* In-bound Hallucination CatalySt
Filter Center

CISCO cM © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 39

Outbound
Hallucination Filter

Al Assistant
Interface



Al Assistant for Cisco Networking (

GenAl-based,

Conversational Interface

Cisco Al Assistant

You
Which access point has the highest channel utilization right now?

@ Al Assistant

S§FO12-2-AP22, from i network shows the highest channel utilization, 96.8 % in
the 5 GHz band.

You
How can | fix this?

@ Al Assistant

To optimize S rs s hance wireless per la mance in high-den: G
follow the best practices recommended by Cisco Meraki, Here are some specific details:

1. Channel Width: While using 40-MHz or 80-MHz channels may seem appealing for Increased throughput, it
c d spectral & of legacy (204 ese

can tage of wider idle spectr

RF even clients cap: Hz may on

i Channel Width: The following table shows the maximum achievable thraughput for different

cisco ﬁaﬁﬂwf

| Client Troubleshooting using
-D unique partnership with

Al-Driven RCA, End-to-End Network
Correlation orchestrated

Conduct Network Change
Management

of
(‘ Cisco Document Libraries and

CX Best Practices

Documentation,
Best Practice, Tips

BRKEWN-2039 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Demo
- Al Assistant
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Conclusion

« Cisco Wireless AlOps committed to offer scalable, resilient wireless network

« Wireless AlOps automate Packet Capture process and its analysis as the
seamless, connected experience.

- Cisco AlI-RRM proves its outcome and advantage through open, measurable,
success metric.

- Cisco Al Assistant for Networking will offer secure, privacy first operation
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Thank you
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