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What is Digital Resilience?
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What is Observability’s Role?

Feature

Focus
Approach
Goal

Question it answers

Monitoring

Known issues
Reactive
Detect failures

"Is it working?"

Observability

Unknown and complex issues

Proactive + Exploratory

Understand system behavior

"Why is it behaving this way?"

What Really Matters?
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Aggregation/Normalization
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Action/Insight
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The technology system now spans owned and
unowned environments
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Silos of people, tools and data increase complexity | Al-powered workflows introduce new demands
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Prevent issues before they affect customers, remediate

rapidly, and adapt to new opportunities

Security

Gain comprehensive threat
prevention, detection,
investigation, and response for
organizations of any size and
security maturity
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Digital Resilience

Observability

Prevent downtime and optimize
experiences with visibility and
insights across end-to-end
services, including owned and
unowned environments

Assurance

Enable seamless end-to-end
connectivity across cloud,
internet and enterprise
networks to assure the delivery
of applications and services
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The Unified Advantage

Observability {—context Assurance
Unified visibility across network, infrastructure, End to-end visibility into all networks and
and applications with business context services that affect app performance and delivery
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Contextual Data Sharing and Enrichment
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Splunk + ThousandEyes

Contextual Data Sharing and Enrichment
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End to End Visibility (really)
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« QObservability and Assurance
have built-in Al

« Al Canvas is coming, Splunk
and ThousandEyes are critical
data sources

¢ Cisco CX > .

Cisco Al Assistant

_ @ Observabi"ty
O security

« Understanding the value of Sk
Observability and Assurance is
critical to our Al story!

ThousandEyes

@ Networking
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s

Baseline

and detect

Monitor end-to-end digital
experience from critical
vantage points

See across

environments
Troubleshoot mission-
critical apps and
infrastructure

From reactive to proactive
starts with intelligence

<o

Localize

and diagnose

Visualize, localize, and
diagnose across every
network segment

Guided insights

Prioritize issues based on
business impact

AN
A
Mitigate

and remediate

Closed-loop actions
across digital domains
and teams

Proactive

response

Prevent outages & accelerate
MTTR with guided root cause
analysis

Gy
Predict

and optimize

Forecast disruptions, optimize
path, and plan connectivity
and migrations

Unified workflows

Standardize observability practices
across teams
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Challenges Digital Resilience Strategies Solve

Customers, Partner, Emplovees

Internet Cloud, SaaS & Data Center

Customers ‘
Toronto ; :>" "‘

Local
ISP
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Cloud

Proxy ®
ISP Transit
Providers

ISP Transit
Providers

Claims

Datacenter

Payments

Montreal ‘
Office/
Store/
Broadband
Networks
Vancouve

r

Hybrid Workers

1000+ Points of Presence around the world
Leverage investments in Cisco solutions
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SaaS Apps

o—©@ @
Internal
Apps

Visibility into owned and unowned networks
Understand the impact of macro outages

Extends visibility into the Cloud and SaaS
provider networks
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CLOUD AGENT

400+ Thousandkyes .
maintained POPs .
Global scale

11/2 DCs, Cloud and .

Broadband providers

How It Works

Outside-in visibility
Public facing sites and
APls

Customer experience

ENTERPRISE AGENT

Deployed in YOUR 5
environment .
DCs, sites, offices,

branches, stores... .

VVMs, Servers, Containers,
Cisco HW

Inside-out, inside-inside
Internal apps, SaaS,
network

Employee / network
experience

ENDPOINT AGENT

Deployed on your .
employees' devices .
Home, office, anywhere...
Laptops, RoomOS, Secure e
Access, Mobile

Last mile visibility
Internal/external apps,
SaaS, network

Wi-fi, VPN, ISP, any app

WFH & SD-WAN
Networks




IT Service Intelligence: Top-down Business Visibility

Correlate business performance with underlying services & telemetry, across Splunk & 3rd
Party monitoring
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Al Assistant Value

| Unlock Assurance for all Instant explanations and | Predict and minimize the

with everyday language guided troubleshooting, O impact of operational
empowering any user to accelerate root cause analysis | & | issues before they
operate like an expert and resolution affect user experiences
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Certainly, I'l analyze the selection you've provided
using the ThousandEyes platform. Let me fetch the
Availability data and provide you with a comprehensive

’
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explanation.

Based on the data provided, I'll analyze the network
and application performance for the specified time
period. The test was conducted on July 23, 2025,

® Response Time Primary ¢ from 17:10:00 UTC to 17:15:00 UTC.

|_|_L— Fault Domain Assessment

Anomalous behavior was detected in the application
layer, primarily affecting the receive availability. The
network layer shows some latency increases but no
significant issues. The most likely fault domain is the
target infrastructure, with a medium confidence level.
Loss Key evidence:

T il i onnpe o Lostg Lo, Lonndh B T (P PP BN | I T

n layer receive availability dropped to
baseline 100%)

Lo o (00000 anbi 1B B o M w wnmln o sl sl L] L s | - T¥055M Fortrts na ew oreons

experienced receive errors
Latency . Network latency increased for some agents but
remained within acceptable ranges
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[ Expiain application layer details | [ Explainnetwork layer details

Metrics

Response Time  ee—— 4106
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LAN/WAN

Cisco Networking
Embedded Agents

Increase end-to-end
visibility leveraging
investments in Cisco
networking hardware
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Built-In Assurance
Built-On Resilience

SSE/SASE

RN

Cisco Secure Access
Experience Insights

Gain insights to quickly
resolve user impacting
issues

Collaboration

RN

L
webex

by CISCO

Leverage Cisco Devices &
Phones to optimize user
experiences anywhere they
choose to work

Observability

splunk>

a CISCO company

Extend visibility into
owned and unowned
networks to assure
resilient experiences
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