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Nothing but Truth!

The defender never needs to be 100% correct 

Time is a power move for defenders 

The adversary will never be 100% correct 

We will never achieve 100% immunity 

Initial access is inevitable 

Assuming breach drives better outcomes for defenders 
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Verticals & Common Themes: Impacts Vary
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Social Engineering 

Credential Theft

Distributed Denial of Service 

Ransomware / Malware 

Insider Threats 

Advanced Phishing

Advanced Persistent Threats 

Vulnerability Exploit Attack

Supply Chain Attacks

AI Threats

Prevention is key but 100% efficacy 100% of the time is unattainable. 

Preventative 
Controls 

Top 10 Attacks & Common Themes
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Prevention Opportunity: Ransomware

Platform based defense and nowhere to hide! 

Ransomware

DNS

Web

NGFW 

Email 

Endpoint 

Sandbox

Unknown
File Disposition 

Disposition 
Result Malware
Retrospection 
Event

NDR Workload NAC

Lateral Movement 
Network Detection
 & Response

Early Warning and Contain the Spread 

XDR & SIEM
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The Anatomy of an Attack: After Initial Access 

Execution
TA0002 (PowerShell)

Persistence
TA0003

(Reg Run Key/Startup Folder

Privilege 
Escalation
TA0004

Bypass User 
Account Control

Defense Evasion
TA0005
Obfuscated Files or 
Information: Encrypted/E
ncoded File

Credential Access
TA0006

MFA Request Generation

Discovery
TA0007

Network Sniffing

Lateral 
Movement
TA0008

Remote Desktop Protocol

Collections

TA0009
Remote Data Staging

• Email Security 
• Endpoint Protection
• Endpoint Detection / Response
• DNS & Web Content Prevention 
• Next Generation Firewall 
• Network Detection & Response 

• Endpoint Protection
• Endpoint Detection / Response
• Command Line Capture

Command & Control 
TA0011

Asymmetric Cryptography

Initial Access
TA0001 

• Endpoint Protection
• Endpoint Detection / Response
• Code Signing 

Exfiltration
TA0010

Transfer Data to 
Cloud Account

Impact
TA0040

Data Encrypted for 
Impact

The attack does not take these steps in order as 

outlined. There is nuance to the attack and how one 
defends. This is an example and not comprehensive 

• Audit 
• Privileged Account MGMT 
• Update Software 
• User Account Control

• Endpoint Protection
• Endpoint Detection / Response

• MFA Code Generation  / Proximity 
• User Training

Detection / User Awareness 

Prevention 

• Network Segmentation 
• MFA / Encrypt Traffic
• Network Detection & Response 

• Network Segmentation 
• Workload Segmentation 
• Network Detection & Response 

• Workload Segmentation 
• Network Detection & Response 
• Next Generation Firewall 

• Network Detection & Response 
• Next Generation Firewall 
• TLS Proxy & Encrypted Visibility 

• Next Generation Firewall 
• Workload / Network Segmentation
• Network Detection & Response 

• Endpoint Detection & 
Response

• Backups

Initial Access 

Understanding the Adversaries Abilities 
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Initial Access Will Be Accomplished

Assuming breach drives better outcomes for defenders 

TA0001 Initial Access: The adversary is 
trying to get into your network.

Initial Access consists of techniques that 
use various entry vectors to gain their 
initial foothold within a network. 
Techniques used to gain a foothold 
include targeted spearphishing and 
exploiting weaknesses on public-facing 
web servers. Footholds gained through 
initial access may allow for continued 
access, like valid accounts and use of 
external remote services, or may be 
limited-use due to changing passwords.

T1190: Exploit Public-Facing Application

T1200: Hardware Additions

T1133: External Remote Services

T1189: Drive-by Compromise

T1566: Phishing

T1659: Content Injection

T1091: Replication Through Removable Media 

T1195: Supply Chain Compromise

T1199: Trusted Relationship

T1078: Valid Accounts

T1669: Wi-Fi Networks
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Common Threat Theme! 

The attack does not take these steps in order as 

outlined. There is nuance to the attack and how one 
defends. This is an example and not comprehensive 

Detection / User Awareness 

Prevention 

Lateral 
Movement

TA0008

60 – 70 % of all breaches involve lateral movement

Adversaries continue to advance unchecked!
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The Anatomy of an 
Attack

Prevention Opportunity

Incident Response 
Investigations and Threat Hunting

SOC Center of Excellence
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Security Operations Center

Evolving threats but this has been the story all along. The difference is the velocity

Cisco XDR

• Incident Response 
Workflow & Attack Chains

• Playbooks and Workflows 

• Talos Incident Response 
Services 

Cisco Splunk

• Custom Vertical Risk Dashboard 

• Attack Analyzer 

• Governance & Compliance 

• SOAR 

Social Engineering 

Credential Theft

Distributed Denial of Service 

Ransomware / Malware 

Insider Threats 

Advanced Phishing

Advanced Persistent Threats 

Vulnerability Exploit Attack

Supply Chain Attacks

AI Threats
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The Defenders 
Opportunity 
Campus Network 

Visibility  

Policy

Enforcement 

Zero Trust 

Defcon Policy

Simulation

Risk Profiles
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The Defenders Opportunity 
Operational Network 

Visibility  

Policy

Enforcement 

Zero Trust 

Defcon Policy

Simulation

Config Files

Risk Profiles
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The Defenders 
Opportunity 
Datacenter

Visibility

Policy

Enforcement 

Zero Trust 

Exploit Protection

Simulation 

Risk Profiles
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The Defenders 
Opportunity 
Private Applications

Visibility

Policy

Enforcement 

Zero Trust 

Risk Profiles

Step up Auth



Hybrid Mesh Firewall
Cisco Innovation 
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Nothing can 
be trusted
• Distributed perimeter necessary 

but no longer sufficient

• Need security in every flow to stop 
lateral movement

More vulnerabilities, 
exploited faster
• Weeks to hours to minutes

• Patching can't keep up

• New AI model risks

Highly distributed, 
fine-grained apps
• Spanning data center, cloud​

• Containers​

• 1000s of microservices

Securing the Enterprise Is Increasingly Challenging

AI increasing attack surface 
and attack sophistication 
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O UR NORT H STAR

Make it easy for organizations 
to reduce attack surface, prevent 
compromise, and stop lateral 
movement in the modern data 
center, cloud, campus, and factory

NGFW 
Mesh

Manage NGFW in 
multiple form factors 
at key chokepoints 

Every server

Every app

Every VM

Every container

Every IoT device

Every user

Encrypted traffic at scale

Prevent exploit — 
known & unknown threats

Identity intelligence

AI app runtime guardrails

Microsegmentation

Protect vulnerable IoT

Cisco’s 
Hybrid Mesh 

Firewall

P
L

A
C

E
M

E
N

T

THREAT PROTECTION

Firewalling Needs to Evolve to Meet Today's Challenges



SECURITY CLOUD CONTROL

Cisco Hybrid Mesh Firewall

Secure
Firewall
Secure
Firewall

Secure
Workload
Secure

Workload

Isovalent  
Runtime 

Protection

Isovalent 
Runtime 

Protection 

TetragonTetragon Third-Party 
Firewall

Third-Party 
Firewall

Price-performance leader  |  strong security  |  cloud-nativeMarket-leading, proven microsegmentation solutionHyperdistributed, AI-native security Agentless enforcement  |  IoT/OTPolicy enforcement for third-party firewallsThe network fabric for modern applicationsWrite policy once, enforce across the mesh 

ACI Secure 
Router

NEW

Smart SwitchesSmart Switches

DPU

Hypershield



No Rip and Replace
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Hypershield

Hypershield

Secure Workload

Secure Workload

Secure Workload

Secure Firewall

DPU
Switch

Hypershield

DPU

Hypershield/
Secure Workload

DPU
Switch

Hypershield

Enforcement points change, rules don’t

Security Cloud Control
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Autonomous Segmentation

OT Managed Servers IoT Unmanaged AI

Assess every
connection every time.

Apps

C O N T I N U O U S  V A L I D A T I O N
A C R O S S  E N T I R E  C H A I N

API

See the inner 
workings of apps

FUTURE
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Autonomous Segmentation

Complete understanding of changing 

app behavior from network to 

workload to pre-prod

Web app

database frontend

analytics

Policies updated to stricter rules 

in response to suspicious events

frontend

Web app

database

Approve Create Ticket

Flexible segmentation rules that help 

avoid app fragility

Workload 
behavior

Network 
flow

File changes

Permit web app frontend can access analytics

Permit web app analytics can access database

Default observe and permit web app policy group…

Recommendations

Permit web app frontend can access database

FUTURE
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Enable Segmentation Using the Same Switch Fabric
Infusing security into the network fabric

Holistic 
Security

Cisco 
Smart 

Switches

Cisco 
Hypershield

Zone-based 
segmentation

Cloud Edge

Data Center 
Interconnect (DCI)

Segmentation use cases
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Network + Security 
in one switch

Separate workflows and 
separate data flows for 
networking and security

Up to 84% TCO savings

Introducing Cisco Smart Switch NEW
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Enables firewalling at scale across multi-cloud environments

Automated 
Deployment

Auto-Scaling Self-Healing

Cloud-Native Firewall 
with Firewall Threat Defense

NEW



Stopping Lateral Movement
Segmentation that Works
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Segmentation that Meets You Where You Are

Campus/mfg 
to​ data center​

Data center 
to​ Cloud

Within 
data center

VMVM

VMVM

VMVM

VMVM

App-based 
segmentation

1

2

3

4

5
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Optimal Segmentation For: 

Traditional Workloads Kubernetes WorkloadsIoT Devices
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Dev Prod

MACROSEGMENTATION
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Prod

connect toPCI_APP1 PCI_APP2Allow TCP/3306

Flow-Based Rule

MICROSEGMENTATION

connect to

PCI_APP1Allow

TCP/3306“payment_processor”

PCI_APP2

“mysqld”

Process-Based Rule
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Secure Workload ISE

Protocols / Ports

TCP: 443

Action

Allow

Source

contractors-users

Destination

vdesktop-infra
Secure Firewall

Smarter Firewalling with Secure Workload & ISE

Security group tags

User based policy using ISE tags inline

ML powered policy discovery

Policies evolve as users and apps change
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All types 
of workloads

VM

BareMetal

Windows |  Linux |  Cloud

Virtual Machine

SaaS 
delivered

Get started quickly without 
hardware investment

Confident 
outcomes

Speed up time to value 
with implementation services

Traditional Segmentation for Workloads
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X

Salesforce

Logitech

connect toCam_01 Logitech_AppAllow

connect toCam_01 Salesforce_AppDeny

Segment IoT Devices Using ISE and Firewall
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Cloud-Native Segmentation for Kubernetes

Isovalent EnterpriseSales-front end

Sales backend

Database service

Discover microservice 
interactions

Enforce policies in the 
Kubernetes fabric



Advanced Threat Protection 
Preventing Modern Attacks
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Over 95% of data center 
traffic is encrypted
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Traditional Approaches to Decryption Do Not Scale
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Cisco Encrypted Visibility Engine

Machine learning 
(ML) technology

AI

Processes 1 B+ 
TLS fingerprints

Processes 10 K+ 
malware samples daily

Visibility to malicious flows in encrypted traffic without decryption
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Eve Changes the Game on Decryption
Risk-based intelligent decryption, powered by Cisco Encrypted Visibility Engine (EVE)

High risk

Low risk

Medium risk

Decrypt and inspect further

~0.6% of flows

~3.4% of flows

~96% of flows

EVE Risk 
Score
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The Leading IDPS, Now with Zero-Day Protection
Snort ML extends IDPS protection to unknown variants of common attacks

Known SQL injection attack

Zero-day SQL Injection variant

S
n
o

rt
 M

L
 R

u
le

S
n
o

rt
 I
P

S
 R

u
le

Powered by TALOS Intelligence

(Deep learning model)



Compensating Controls
Distributed Exploit Protection
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Patching Is Hard
T

H
R

E
A

T
 

D
I
S

C
O

V
E

R
E
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Patching Gap

HOURS

E
X

P
L

O
I
T

E
D

C
V

E
 

P
U

B
L

I
S

H
E

D

A T T A C K E R

MONTHS

P
A

T
C

H
E

D

D E F E N D E R
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Distributed Exploit Protection

Risk Engine 

C V E - 2 0 2 4 - 5 3 7 5 7

C V E - 2 0 2 4 - 5 6 6 4

HIGH

MED

C V E - 2 0 2 3 - 4 5 2 2LOW

P1!

AI

Compensating control 
removed

Qualys RedSeal Tenable WIZ

Compensating control 

added

FUTURE
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Closing the Exploit Gap with Automated Workflows

dockerd

containerd Containerd-
shim runc-v2

runc host_ns:/
Distributed 

Exploit Shield 
recommended

 to deploy

95%
Passed

Confidence Score

100%
Passed

Effectiveness Score

The Distributed Exploit Shield was already 
tested in your environment

65% | 20,123 Assets

60,234 vulnerable assets

High risk assets Severe risk assets Medium risk assets

Data-driven vulnerability prioritization

+19 threat and exploit intel feeds

+12.7B managed vulnerabilities

+1B security events processed monthly

Tested against live production 

traffic to earn trust and 

increase confidence 

Surgical mitigating control 

that keeps application running

Block and alert

The Distributed Exploit Shield blocks new container 
processes with a current directory of ”/” in the host 
name space

runc. 1.1.11 vulnerability

High Priority

16,234 vulnerable assets

FUTURE



Security Cloud Control
Unified Management
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Security Cloud Control
Define policy once and enforce anywhere

Cisco Firewalling AI Defense 3rd Party Firewalls

Unified AI Assistant: 
Simplify policy administration by up to 70%

Secure Access (FW as a service)

HypershieldSecure WorkloadSecure Firewall

Secure Router NGFW
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AVAILABLE AUG 2025

Secure Router Policy Management Now in 
Security Cloud Control 

In Security Cloud Control, you can now: 

• Create objects and security policies

• Sync and manage existing secure router objects 

• Create new security policies 

• ​Visualize secure router events in SAL

• Sync RBAC model between SD-WAN Manager and Security Cloud Control ​

Supported models

 Cisco 1000 Series Integrated Services Routers

 Cisco 8000 Series Secure Routers

 

Cisco Secure Routers 
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Absorb and optimize 
existing rules

Security Cloud Control 
Industry’s first multi-vendor intent-based policy

Change enforcement 
points, not policy

NEW

No rip and 
replace
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Reduce Management Overhead with AI Assistant

Assist Policy configuration

Augment Troubleshooting

Automate Policy lifecycle management
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AI Assistance When You Need It

Firewall Assistant

What are the best practices for 
using Cisco Firewall?

Duo Assistant

What are the best practices for 
using Cisco Duo?

Duo Docs Firewall Docs

Unified AI Assistant

How do I secure my network 
with Cisco Security?

Hypershield  Docs Secure Workload Docs

                           

     

Unified AI Assistant

How do I secure my network 
with Cisco Security?



Profanity Indirect prompt injection

SecuritySafety

Infrastructure compromise

IP theft

Meta prompt extraction

Prompt injection

Model theft

Training data poisoning

Sensitive information disclosure

Data exfiltration

Model denial of service

Cost harvesting / repurposing

Harassment

Hallucinations

Hate speech

Off-topic

Toxicity

Social division & polarization

Self-harm

Financial harm
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AI Defense EARLY
ACCESS
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Delivered Via the Hybrid Firewall

Cisco 
Security Cloud 

Enforcement Points

Secure Firewall

Secure Firewall Cloud

Hypershield
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AI Security Journey
Safely enable GenAI across your organization

Discovery
Uncover shadow 
AI, apps, models,

 and data

Detection
Test for AI risk, 

vulnerabilities, and
adversarial attacks

Protection
Place guardrails and 

access policies to secure 
data and defend against 

runtime threats
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Conclusion

• Lateral movement equals success for the adversary
• Hybrid Mesh Firewall is not all the same
• Zero trust is achievable with prescriptive based outcomes 
• Secure Cloud Controller unifies and simplifies controls 
• AI augmentation drives better outcomes 
• Visibility, policy, simulation, enforcement, compliance 

Possible when Powered with AI 



Thank you
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