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Securing the enterprise is increasingly challenging

Nothing can 
be trusted

More vulnerabilities, 
exploited faster

Highly distributed 
applications

AI adoption makes it more challenging
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Firewalling needs to evolve to meet today’s challenges

NGFW 
Mesh

Manage NGFW in 
multiple form factors 
at key chokepoints 

Every server

Every app

Every VM

Every container

Every IoT device

Every user

Encrypted traffic at scale

Prevent exploit — 
known & unknown threats

Identity intelligence

AI app runtime guardrails

Microsegmentation

Protect vulnerable IoT

Cisco 
Hybrid Mesh 

Firewall
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Segmentation that meets you where you are

Perimeter

Campus/mfg to​
datacenter​

Datacenter to​
Cloud

Within 
datacenter

VMVM

VMVM

VMVM

VMVM

App-based 
segmentation
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Zone Firewall Microsegmentation



Cisco Hybrid Mesh Firewall

Price-performance leader  |  strong security  |  cloud-nativeMarket-leading, proven microsegmentation solutionHyperdistributed, AI-native security Agentless enforcement  |  IoT/OTPolicy enforcement for third-party firewallsThe network fabric for modern applicationsWrite policy once, enforce across the mesh 

Cloud Management (Security Cloud Control)

Hybrid Mesh Firewall

Major trust boundaries Everywhere

Secure 
Firewall

Multicloud 
Defense

Secure Access
(FWaaS)

Secure 
Workload

Hypershield
(Smart Switch)

Hypershield 
(Agent)

Segmentation Distributed Exploit 
ProtectionL7 Threat Protection AI Model Protection 

3rd Party 
Firewall*

Flexibility to swap components
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AI Defense ON
AWS

MARKETPLACE
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The AI Defense Solution

End User

Model
Providers

Custom
AI Apps

Connected
Data Sources

Cisco AI Defense

AI Cloud Visibility

AI Model & Application Validation

AI Runtime Protection

Cisco AI Threat Research Labs

Employee

Third-party
Apps

CopilotSHADOW
AI AI Access

AI 
APPLICATION 

SECURITY
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Resources

Download the Hybrid Mesh 
Firewall Cisco Live 

Presentation:
https://www.ciscolive.com/c/dam

/r/ciscolive/global-
event/docs/2025/pdf/PSOSEC-

1026.pdf

View the Hybrid Mesh 
Firewall At-a-Glance:

https://www.cisco.com/c/en/us
/solutions/collateral/security/hy

brid-mesh-firewall/hybrid-
mesh-firewall-aag.html

Read our Hybrid Mesh 
Firewall e-book to learn 

more:
www.cisco.com/c/en/us/produ

cts/security/hybrid-mesh-
firewall-ebook.html

NEW
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