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Securing the enterprise is increasingly challenging

Highly distributed
applications

Nothing can
be trusted

More vulnerabilities,
exploited faster

Al adoption makes it more challenging
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Firewalling needs to evolve to meet today’s challenges

Every server

Every app Cisco
Every VM » Hybrid Mesh

Every container Firewall
Every loT device
Every user ,

PLACEMENT

Encrypted traffic at scale

NG FW Prevent exploit —
|\/| h known & unknown threats
es |dentity intelligence
Manage NGFW in Al app runtime guardrails

multiple form factors

at key chokepoints Microsegmentation

Protect vulnerable loT
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Segmentation that meets you where you are

App-based
segmentation

Within
datacenter

Datacenter to
Cloud

Campus/mfg to
datacenter

A

Microsegmentation —

Perimeter

A

Zone Firewall
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Cisco Hybrid Mesh Firewall

Hyobrid Mesh Firewall

Major trust boundaries
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Secure Multicloud Secure Access 31 Party Hypershield Hypershield Secure
Firewall Defense (RWEES)) Firewall* 1 (Smart Switch) (Agent) Workload
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Flexibility to swap components

Write policy once, enforce across the mesh



Al Defense

Applications (32)

PROTECTION
4 None 12 Partly 16 Full

Models (534)

VALIDATION
230 Unvalidated 304 Validated

@ Agents (476)

PROTECTION
300 Unprotected 146 Protected

89k Events

52k Monitored

Data (34)

PROTECTION
4 None 12 Partly

User Access (140 apps)

USE CASES
Chat Image Video Code Assistant

Recommended Actions

Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Review increased app usage 3 days ago

Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application
45MB +7%

AVANV Al

1 week ago

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.

Runtime enforcement across
public and private clouds

Model Validation and
guardrail recommendations

Visibility of underlying
models and data



The Al Defense Solution

Cisco Al Defense (
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Resources

Download the Hybrid Mesh
Firewall Cisco Live
Presentation:

© 2025 Cisco and/or its affiliates. All rights reserved.

View the Hybrid Mesh Read our Hybrid Mesh
Firewall At-a-Glance: Firewall e-book to learn
more:
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