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Introduction
This document is intended to help network engineers deploy Medianet 2.2 features. It provides implementation
details for four specific medianet use cases:
●

Traffic baselining

●

Troubleshooting and fault isolation

●

Network validation

●

Medianet autoconfiguration for digital signage

This document is structured so that you can either read the entire document or read only the topics that are of most
interest to you.
Table 1 provides a summary of the most popular Cisco Medianet 2.2 features.
Table 1.

Medianet 2.2 Features

Feature

Description

Performance Monitor

Performance Monitor passively measures TCP and Real-Time Protocol (RTP)
performance metrics for live network traffic flowing through a network device.
Performance Monitor statistics can be packaged into Flexible NetFlow records and
Simple Network Management Protocol (SNMP) MIBs and sent to a NetFlow
collector or network management system (NMS).

Mediatrace

Mediatrace is a diagnostic tool similar to traceroute. It allows the operator to
retrieve the following data points from both Layer 3 and Layer 2 network nodes:
● Performance statistics (packet loss, jitter, and round-trip time [RTT]) of a media
flow
● Quality of service (QoS) values
● Differentiated Services Code Point (DSCP)
● System health information for network nodes in the data path (CPU and
memory use, etc.)
Mediatrace follows the same path as the real media flow and reports the data
points to the mediatrace initiator.

IP Service-Level Agreement (SLA) Video Operation (VO)

IP SLA VO generates synthetic video flows with the same characteristics as real
flows (packet rate, packet size, and RTP header). IP SLAs generate a
unidirectional flow from the source to the IP SLA responder. The responder
calculates performance statistics such as delay and packet loss and sends the
results back to the IP SLA sender. IP SLA VO includes three predefined video
profiles:
● TelePresence 1080p
● IP Television (IPTV)
● IP Video Surveillance Camera (IPVSC)
You can also add new custom traffic profiles.

Autoconfiguration

Service discovery and autoregistration are part of the medianet autoconfiguration
capabilities. Autoconfiguration is a plug-and-play solution that eases the addition,
movement, and changing of media endpoints. Service discovery allows a video
endpoint such as a Cisco Digital Media Player (DMP) to learn the network address
of a media server. Using autoregistration, it can then register to that media server.
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Reference Topology
This document refers to a sample network to illustrate a medianet deployment. The network depicted in Figure 1
belongs a fictitious company called SuperWatch, a manufacturer of high-quality watches. SuperWatch has its
corporate headquarters in Geneva, Switzerland, and production facilities in Basel and Zurich.
Figure 1.

SuperWatch Network

The topology used in this deployment guide is simplified; for an in-depth discussion of enterprise WAN and LAN
design, please visit Cisco Design Zone at http://www.cisco.com/go/cvd.

Traffic Baselining
Network operators need to understand how their networks manage media applications. They want to gain insight
into traffic patterns and collect performance metrics for applications traversing their networks. The network operator
of the fictitious company SuperWatch is specifically interested in the following data points:
●

Bandwidth use per (media) application

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 3 of 43

●

Times of application use

●

Loss and jitter for media flows

●

Response time of transaction-based applications

Network operators traditionally use NetFlow and Flexible NetFlow, Network-Based Application Recognition
(NBAR), interface counters, and class-based QoS (CBQoS) to gain insight into traffic patterns. Performance
Monitor complements these methods by adding performance metrics for media and other applications.
The network operator of SuperWatch wants to collect performance data for the most important applications
traversing the WAN. With this data, the operator can get information about how the network affects critical
applications. Performance Monitor is deployed on the headquarters routers’ WAN interfaces in input directions (to
gather performance data for flows coming across the WAN into the headquarters) and on the branch-site routers’
WAN interfaces in input directions (to gather performance data for flows coming across the WAN into the branch
site). This data will give the network operator a baseline on RTT, jitter, and loss at those specific points in the
network (Figure 2). To locate the exact point at which loss is introduced, you may need to retrieve Performance
Monitor statistics on additional network nodes. This procedure is discussed in “Troubleshooting and Fault
Isolation.” later in this document.
Figure 2.

Preparing the Network for Performance Baselining

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 4 of 43

For a network operator familiar with the use of class and policy maps for QoS configurations, the configuration of
Performance Monitor is a simple task. Figure 3 shows how Performance Monitor is configured. Optional
components are shown with dotted lines; the only configuration elements that do not have defaults are the flow
record, the flow monitor, and the class.
Figure 3.

Performance Monitor Configuration

Deployment Configuration Example: Baselining Enterprise Media Applications
Performance Monitor uses class maps to define what traffic to monitor. In the example network, you want to create
a baseline for all the media applications, so you assign each media application to a class. Because media
applications are usually classified when implementing QoS, you can reuse the same class maps that you use for
QoS. Table 2 shows the configuration.
Table 2.

Configuration Example: Baselining Enterprise Media Applications

Configuration

Description

flow exporter Plixer

Performance management systems can get Cisco IOS® Performance Monitor
statistics through SNMP or Flexible NetFlow.

destination NetFlow1.superwatch.com
transport udp 2055
flow monitor type performance-monitor alltcp
record default-tcp
exporter Plixer
flow monitor type performance-monitor allrtp

In this example, you are sending the statistics to a NetFlow collector that is
receiving Flexible NetFlow records over User Datagram Protocol (UDP) port 2055.
The flow monitor defines the Flexible NetFlow record that is used to collect data
and where that data is sent.
In this example, you are using the default flow records for TCP and RTP. You can
use the show flow record type performance-monitor default-rtp or show flow
record type performance-monitor default-tcp command to see what flow records
are collected.

record default-rtp
exporter Plixer
class-map match-any STREAMING
Match ip dscp af31

This class contains digital signage systems. In the example network, the Cisco
Digital Media Manager (DMM) located in the headquarters pushes media files to
the Cisco DMPs at the branch sites. This traffic is based on TCP, and you are
collecting RTT and packet loss information for these transactions.

policy-map type performance-monitor baseline
class STREAMING
flow monitor all-tcp
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Configuration

Description

class-map match-any BROADCAST-VIDEO

This class covers Cisco IP Video Surveillance traffic. In the SuperWatch network,
the surveillance cameras send RTP streams to the Cisco Video Surveillance
Operation Manager (VSOM) located in the headquarters. Cisco IP Video
Surveillance video uses an RTP payload type of 96 and a clock rate of 35 kHz.

match ip dscp cs5
policy-map type performance-monitor baseline
class BROADCAST-VIDEO
flow monitor all-rtp
monitor metric rtp
clock-rate 96 35000
class-map match-any REALTIME-INTERACTIVE
Match protocol telepresence-media
policy-map type performance-monitor baseline

This class covers Cisco TelePresence® calls. Classification is performed with
NBAR
In this example, Cisco TelePresence System is using an RTP payload type of 112
for video. For audio, it uses 96 for advanced audio codec (AAC; at 48 kHz) and 101
for dual-tone multifrequency (DTMF; at 8 kHz).

class REALTIME-INTERACTIVE
flow monitor all-rtp
monitor metric rtp
clock-rate 96 48000
clock-rate 101 8000
ip access-list extended Movi

This class covers desktop video conferencing.

permit udp any range 14040 14240 any

The video phones in this network deployment are the Cisco Unified IP Phone 9971,
and they use a payload type of 96 for video and 9 (G.722) for audio. In the same
class are Cisco TelePresence Movi clients that are classified by a UDP source port
range.

class-map match-any VIDEO-CONF
Match ip dscp af41
match access-group name Movi
policy-map type performance-monitor baseline
class VIDEO-CONF
flow monitor all-rtp
class-map match-any TRANSACTIONAL

This class covers transactional TCP-based applications such as SAP applications.

Match ip dscp af21

In this example, the Cisco WebEx® solution also goes into this class. Because
many TCP applications may end up here, you limit the number of flows to 100. As
NetFlow records are exported to the NetFlow collector, you can check there to see
which applications are using which ports and IP addresses to revise the
classification. For example, after you know the addresses of the Cisco WebEx
servers, you may want to call out the subnets of the Cisco WebEx servers explicitly
in an access control list (ACL).

policy-map type performance-monitor baseline
class TRANSACTIONAL
flow monitor all-tcp
monitor parameters
flows 100
class-map match-any SIGNALING
Match ip dscp cs3

This class covers signaling traffic such as Session Initiation Protocol (SIP) and
Skinny Client Control Protocol (SCCP). Because this class is often based on TCP,
you assign the default TCP monitor.

policy-map type performance-monitor baseline
class SIGNALING
flow monitor all-tcp
class-map match-any VOIP
Match ip dscp ef
policy-map type performance-monitor baseline
class VOIP
flow monitor all-rtp
interface tunnel 1
description DMVPN
service-policy type performance-monitor
input baseline
inter gig 0/1

This class meters audio-only calls. Cisco IP Phones that use Cisco Unified Call
Manager mainly use the audio codecs G.729, G.711, and G.722. Performance
Monitor detects those audio types.
In this example, you are monitoring only on-network intersite calls. If you are
interested in RTP statistics for intrasite calls, you can deploy Performance Monitor
on the LAN switches. Furthermore, be aware that Cisco Unified Call Manager
keeps some call statistics in the call detail records (CDRs).
Apply the Performance Monitor service policy to the WAN interfaces. When using
IP Security (IPsec) encryption, make sure that you apply the Performance Monitor
policy to the tunnel interface. If it is attached to the physical interface, Performance
Monitor will not be able to compute statistics because it receives encrypted data.
Also note that GETVPN interfaces do not support monitoring, because interfaces
enabled for GETVPN process encryption before monitoring.

description L3 MPLS VPN
service-policy type performance-monitor
input baseline
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After the configuration described in Table 2 is applied, Performance Monitor sends Flexible NetFlow records
containing performance metrics to the NetFlow collectors. Figure 4 shows Performance Monitor data on a Plixer
Scrutinizer. Several other vendors also support Cisco Media Monitoring metrics; for information, see
http://developer.cisco.com/web/mnets/partners.
Different hardware platforms have different monitoring capacities (Table 3). For example, when 800 RTP flows
were monitored on a Cisco 3845 Integrated Services Router (ISR), CPU utilization increased 11 percent.
Therefore, you should deploy Performance Monitor gradually: for example, map classes to the Performance
Monitor policy incrementally while carefully watching CPU and memory utilization.
Table 3.

Performance Monitor Scale Values

Platform

Number of Monitored Flows

Monitored Throughput (All Flows)

Increase in CPU Utilization

Cisco 2851 ISR

150 at 350 Kbps

52.5 Mbps

17%

Cisco 2851 ISR

300 at 350 Kbps

105 Mbps

41%

Cisco 3845 ISR

400 at 100 Kbps

40 Mbps

6%

Cisco 3845 ISR

800 at 100 Kbps

80 Mbps

11 %

Figure 4.

Plixer Scrutinizer Default RTP 24-Hour Report

Performance management applications supporting media monitoring allow the data to be displayed in various
ways. Figure 5 shows RTP packet loss and jitter summarized by subnet.
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Figure 5.

RTP Loss and Jitter on NetFlow Analyzer

The performance data that is sent to the NetFlow analyzer can also be displayed on the routers using the following
show commands:
show performance monitor history
show performance monitor status
For more information about Performance Monitor configuration, please refer to the following command reference
and configuration guide:
●

http://www.cisco.com/en/US/partner/docs/ios/media_monitoring/command/reference/mm_perf_mon.html

●

http://www.cisco.com/en/US/docs/ios/media_monitoring/configuration/guide/mm_pasv_mon.html

Deployment Configuration Example: Baselining on Internet Access
The previous example showed how the network operator of SuperWatch can use Performance Monitor to create a
traffic profile and collect performance data for the media applications within the corporate network. You can also
use Performance Monitor to learn the traffic profiles of applications in the public cloud. For this, you deploy
Performance Monitor on the demilitarized zone (DMZ) routers (Figure 6).
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Figure 6.

Deploying Performance Monitor on Internet Access

By deploying Performance Monitor on the DMZ routers, you can gather flow statistics and performance data for
cloud-based applications. Often those applications are based on TCP, so in the example in Table 4, a Performance
Monitor policy is created to collect flow statistics and TCP metrics and send these records to a NetFlow collector
for analysis.
Table 4.

Configuration Example: Baselining on Internet Access

Commands
flow exporter Plixer
destination NetFlow1.superwatch.com
transport udp 2055
ip access-list extended all-tcp

Description
This policy meters all TCP traffic entering and exiting the WAN interfaces on the
Internet edge routers. Depending on the CPU utilization of the device, the network
operator can gradually increase the number of monitored flows. This example starts
with a conservative number of 500 flows to monitor. After the flow data has been
analyzed by the NetFlow server, you can go back and narrow down the
classification ACLs by calling out the server subnets of the applications in which
you are particularly interested.

permit tcp any any
class-map all-tcp
match access-group name all-tcp
flow monitor type performance-monitor
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Commands
all-tcp

Description

record default-tcp
exporter Plixer
policy-map type performance-monitor
baseline
class all-tcp
flow monitor all-tcp
monitor parameters
flows 500
interface gigabitethernet 0/1
description Internet-Access-ISP1
service-policy type performance-monitor
input baseline
service-policy type performance-monitor
output baseline

After the Internet edge routers are configured for Performance Monitor, you can view reports on the NetFlow
analyzer. Figure 7 shows RTT and packet loss values for applications in a pie chart and, in the lower image, on a
plot that displays statistics per interface. This way, the statistics for different interfaces connected to different ISPs
can be compared.
Figure 7.

Performance Monitor TCP Statistics: Per Application RTT and Packet Loss

Media Monitoring Statistics per Application
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RTT and Packet Loss

Understanding RTP and TCP Metrics
Performance Monitor calculates RTP packet drops by keeping track of the sequence numbers that are part of the
RTP header. Unlike a TCP connection, a media stream based on RTP and UDP is always unidirectional. Thus,
when applying a media monitor policy in the input direction on a LAN interface on a branch site’s router, you collect
RTP metrics only for media streams leaving the site. To collect RTP metrics for media streams entering a branch
site, you need to apply the policy either on the WAN interface (input) or on the LAN interface (output).
Another field in the RTP header is the synchronization source identifier (SSRC). This identifier is used to
distinguish between different audio and video channels if they share the same UDP session. In the case of the
Cisco TelePresence System, the multiscreen video channels share the same UDP stream (IPsrc, IPdst, and Layer
4 ports). For the Cisco TelePresence System, the SSRC is used to differentiate the unique video channels.
RTP jitter values are calculated by analyzing the time-stamp field in the RTP header. The time stamp does not
actually refer to regular time, but to ticks of the encoder’s clock. For video, the encoding clock rate is usually 90
kHz, and in traditional voice it is 8 kHz. However, with modern wideband audio codecs, the frequency may be a
variety of values. Performance Monitor tries to derive the clock rate from the payload-type field in the RTP header,
so the RTP payload type gives you an idea of the kind of media in an RTP stream. The static RTP payload types
can be found on the IANA website (http://www.iana.org/assignments/rtp-parameters). Some important payload
types are listed in Table 5.
Table 5.

Payload Types

Payload Type

Name

RTP Clock Rate

0

PCMU (G.711 mu-law)

8000
Most audio codecs use an RTP clock rate of 8 kHz.

8

PCMA (G.711 A-law)
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Payload Type

Name

RTP Clock Rate

9

G.722 (default codec for Cisco IP Phones)

8000

18

G.729

8000

34

H.263

90,000

96–127

Dynamic

Performance Monitor uses 35 kHz as the default for payload
type 96, and 90 kHz as the default for all other payload types.
Most video codecs use a clock rate of 90 kHz.

A Performance Monitor policy is configured on an interface in the inbound or outbound direction. Figure 8 depicts a
TCP connection initiated by host A. Media monitoring uses the time taken to perform a TCP three-way handshake
to calculate TCP RTT. Only the upstream interfaces see the TCP SYN call; therefore, you see only RTT statistics
for the Performance Monitor policies depicted in Figure 8. Moreover, because Performance Monitor takes the
entire three-way handshake into account, it does not matter where the sample is taken. Routers B and C will report
the same RTT.
Figure 8.

TCP RTT

Likewise, when calculating TCP loss, media monitoring keeps track of TCP sequence numbers. So when packets
are lost between Routers B and C (as shown in Figure 9), router C will notice this on the interfaces located
upstream of the error source. Router B, however, will not report any packet loss. This behavior allows the network
operator to pinpoint the error source.
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Figure 9.

TCP Packet Loss

Troubleshooting and Fault Isolation
This section discusses how to make the sample network ready for media troubleshooting, and it also shows the
steps for a fault isolation example. A deployment example using Cisco IOS Embedded Event Manager (EEM) for
automated fault isolation is provided.

Preparing the Network for Media Troubleshooting
When a problem occurs, you want to capture performance data while the event is happening, so you need to
prepare the network for media troubleshooting in advance. Specifically, you need to enable the network devices
for Mediatrace.
Figure 10 depicts the SuperWatch network. All network elements that are in the path of the company’s critical
media applications will be enabled for Mediatrace. In the event of a network problem, the operator can retrieve
performance data from the devices along a media flow, allowing the operator to locate the cause of the problem.
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Figure 10.

Preparing the Network for Mediatrace

When troubleshooting a network problem, you need to know which flows are affected. SuperWatch did not want to
rely on user complaints for that, so it put proactive monitoring in place to be instantly aware of network problems.
Specifically, SuperWatch’s network operator enabled Performance Monitor on the WAN routers to assess RTP
metrics for its most important media applications. When performance thresholds are crossed, syslog alerts are
directed to an NMS.
Performance Monitor is deployed on the router’s WAN interface in the ingress direction. This way, RTP
performance metrics are gathered for media flows coming from the WAN into the sites. In this example,
Performance Monitor threshold-crossing alerts (TCAs) are set for Cisco TelePresence System calls between the
headquarters and the two branch sites (Figure 11).
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Figure 11.

Applying Performance Monitor TCAs

Deployment Configuration Example: Mediatrace
Table 6 shows a sample Mediatrace configuration.
Table 6.

Configuration Example: Mediatrace

Configuration of Routers H1, H2, and B1

Description

Mediatrace initiator source-interface Loopback0 maxsessions 10

This command is needed so that during a network problem the operator can initiate
a Mediatrace session. All Mediatrace responders will send back their reports to the
network address specified as source-interface. Make sure this address can be
reached from all nodes. The max-session value specifies the number of sessions
that can be initiated at a time. Different platforms have different default values.
In this example, sessions are limited to a maximum of 10.

Mediatrace responder

This command enables the Mediatrace responder on all devices that support it.
Mediatrace responders send their Mediatrace reports to Mediatrace initiators.

policy-map type performance-monitor mediamon1

In the react portion of a Performance Monitor policy map, you define drop
thresholds for mission-critical media applications. Here you assign a TCA alarm to
the Realtime-Interactive class, which contains Cisco TelePresence System calls.
This way, you are alerted when a network problem occurs. You can direct traps to
an SNMP manager or, as in this example, trigger a syslog message. The alert will
contain the flow in question, which is needed to further troubleshoot the problem
using Mediatrace.

class REALTIME-INTERACTIVE
flow monitor inline
record default-rtp
react 1 transport-packets-lost-rate
description Media-Packet-Loss
threshold value ge 1.00
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alarm severity critical
action syslog
Interface <WAN Interfaces>
service-policy type performance-monitor input mediamon1
Configuration of Switches H1, H2, and B1

Description

ip rsvp snooping

Cisco Catalyst 3000 and 4000 Series Switches support Mediatrace even if they
are configured to run in Layer 2 mode. In this case, IP Resource Reservation
Protocol (RSVP) snooping needs to be enabled for Mediatrace packets to be
forwarded to the switch’s CPU.

Mediatrace initiator source-interface Loopback0 maxsessions 10

This command enables the Mediatrace initiator on the switch. For switches running
in Layer 2 mode, you can define the management VLAN interface as the
Mediatrace source. Make sure that this network address can be reached because
Mediatrace responders will send their reports to this address.

Mediatrace responder

This command enables the Mediatrace responder and limits the number of
concurrent Mediatrace sessions to 10.

max-sessions 10

®

The SuperWatch network is now ready for media troubleshooting.

Isolating a Network Problem Using Mediatrace
To determine the root cause of a network problem using media monitoring involves several steps. Figure 12 lists
the steps from fault detection to isolation of the root cause.
Figure 12.

1.

Mediatrace Troubleshooting Workflow

A network problem is usually brought to a network operator’s attention by an NMS alert or user complaints.
Performance Monitor allows the network operator to set thresholds for packet loss and directs syslog
messages to the NMS. These syslog messages contain the flow information that you can feed into Mediatrace.
After you know that a problem occurred and the media flows that are affected, you can start troubleshooting.

2.

Mediatrace is sent to the same destination as the actual media flow. Ideally, you can invoke Mediatrace
directly on the media device; however, you can do so only if the media device has embedded Mediatrace
capability (through the media services interface). Alternatively, you can run Mediatrace on a switch or router;
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for this, you need to determine the Mediatrace initiator that is located as close as possible to the media
sender. If an up-to-date topology drawing exists, the network operator can see the network address of the
Medianet initiator on that diagram. If it is unclear what devices are in the media path, use a reverse Mediatrace
operation (a Mediatrace operation sent to the source IP address of the media stream) to determine the
Mediatrace initiator.
3.

Invoke Mediatrace to gather performance data along the media path. All Mediatrace responders send their
performance reports to the initiator.

4.

By analyzing the data, the network operator can isolate the problem.

5.

The operator eventually finds the problem.

Fault Isolation Procedure
To better understand media troubleshooting using Mediatrace and Performance Monitor, examine the
troubleshooting scenario for the SuperWatch network shown in Figure 13.
Figure 13.

Isolating a Network Problem Using Mediatrace and Performance Monitor

The network operator of SuperWatch has noticed Performance Monitor TCAs on the syslog server indicating that
packet-loss thresholds have been crossed for one of SuperWatch’s critical media applications (Cisco TelePresence
System). The operator logs into the router to examine this problem more closely. In the syslog buffer for Router-B1,
the operator can see that there is packet loss for one of the media flows. Performance Monitor supplies the 5 tuple
for that flow:
May

3 13:38:33.610: %PERF_TRAFFIC_REACT-2-CRITSET: TCA RAISE.

Detailed info: Threshold value crossed - current value 1.27%
Flow info: src ip 12.1.1.16, dst ip 10.1.1.13
src port 32400, dst port 31998
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ssrc 30583
Policy info: Policy-map mediamon1, Class REALTIME-INTERACTIVE, Interface
GigabitEthernet0/1, Direction input
React info: id 1, criteria transport-packets-lost-rate, severity critical, alarm
type discrete, threshold range [1.00%, 100.00%]
Because the media flow is generated in the regional headquarters, the operator wants to determine the device in
the headquarters to which the media source is connected. The network operator can find out which device is
closest to the media source either by looking at the network diagram or by invoking a reverse Mediatrace operation
with the media source address as the target. The output of such a reverse Mediatrace operation is shown here:
Router-B1#Mediatrace poll path-specifier destination 12.1.1.16 hops
Started the data fetch operation.
Waiting for data from hops.
This may take several seconds to complete...
Data received for hop 0
Data received for hop 2
Data received for hop 3
Data fetch complete.
Results:
Data Collection Summary:
Request Timestamp: 13:03:22.269 UTC Tue May 3 2011
Request Status: Completed
Number of hops responded (includes success/error/no-record): 3
Number of hops with valid data report: 3
Number of hops with error report: 0
Number of hops with no data record: 0
Detailed Report of collected data:
Number of Mediatrace hops in the path: 3
Mediatrace Hop Number: 0 (host=Router-B1, ttl=255)
Reachability Address: 23.1.1.2
Ingress Interface: None
Egress Interface: Gi0/1
Mediatrace Hop Number: 2 (host=Router-H1, ttl=252)
Reachability Address: 22.1.1.2
Ingress Interface: Gi0/2
Egress Interface: Gi0/1
Mediatrace Hop Number: 3 (host=Switch-H1, ttl=251)
Reachability Address: 19.1.1.1

Node Closest
to Media Source

Ingress Interface: Gi1/0/3
Egress Interface: Gi1/0/12
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Because the Mediatrace poll had a destination address of the video endpoint, it travelled all the way to that host. All
Mediatrace-enabled devices responded to the poll, and by looking in the show command output, the network
operator can see that Switch-H1 is the relevant device. The Mediatrace results shown here also list all the
interfaces along the data path. This information is particularly useful for checking QoS settings on all interfaces
along a network path.
Now the operator can connect to Switch-H1 and launch a Mediatrace session that gathers performance information
about all Mediatrace-enabled devices in the path. The source and destination addresses of the Mediatrace
message will be the same as for the flow the operator is troubleshooting. Using the same network address as for
the media flow allows Mediatrace to travel down the same path as the real traffic, even if the addresses can be
reached through equal-cost multipath (ECMP). Cisco Express Forwarding (CEF) hashes source and destination
Layer 3 addresses to determine the equal-cost path to which packets are sent.
Table 7 shows the configuration elements of a Mediatrace poll.
Table 7.

Mediatrace Poll Configuration Elements

Configuration Element

Description

Path specifier

The path specifier identifies the destination and (optional) source IP addresses of the Mediatrace packet.
The addresses need to match those of the actual data flow.

Layer 2 parameters

If Mediatrace is invoked on a Layer 2 switch, you need to tell it through which VLAN it should go.

Performance Monitor parameters

The parameters identify the 5 tuple of media flow for which you want to gather Performance Monitor
statistics (source IP address, source Layer 4 port, destination IP address, destination Layer 4 port, and IP
protocol).

Mediatrace initiator

Each Mediatrace responder will send Mediatrace reports to this address.

Following are the results for a Mediatrace type Performance Monitor initiated on Switch-H1 in the headquarters:
Switch-H1#Mediatrace poll path-specifier source 12.1.1.16 destination 10.1.1.13
perf-monitor source-ip 12.1.1.16 source-port 32400 dest-ip 10.1.1.13 dest-port
31998 ip-protocol udp
Started the data fetch operation.
Waiting for data from hops.
This may take several seconds to complete...
Data received for hop 1
Data received for hop 3
Data received for hop 4
Data fetch complete.
Results:
Data Collection Summary:
Request Timestamp: 13:39:40.921 UTC Tue May 3 2011
Request Status: Completed
Number of hops responded (includes success/error/no-record): 3
Number of hops with valid data report: 3
Number of hops with error report: 0
Number of hops with no data record: 0
Detailed Report of collected data:
Number of Mediatrace hops in the path: 3
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Mediatrace Hop Number: 1 (host=Router-H1, ttl=254)
Metrics Collection Status: Success
Reachability Address: 19.1.1.2
Ingress Interface: Gi0/1
Egress Interface: Gi0/2
Metrics Collected:
Flow Sampling Start Timestamp: 13:39:06
Loss of measurement confidence: FALSE
Media Stop Event Occurred: TRUE
IP Packet Drop Count (pkts): 0
IP Byte Count (KB): 12299.602
IP Packet Count (pkts): 9062
IP Byte Rate (Bps): 409986
Packet Drop Reason: 0
IP DSCP: 40
IP TTL: 62
IP Protocol: 17
Media Byte Rate Average (Bps): 403945
Media Byte Count (KB): 12118.362
Media Packet Count (pkts): 9062
RTP Interarrival Jitter Average (usec): 24436
RTP Packets Lost (pkts): 0
RTP Packets Expected (pkts): 9075
RTP Packet Lost Event Count: 0
RTP Loss Percent (%): 0.00
Mediatrace Hop Number: 3 (host=Router-B1, ttl=251)
Metrics Collection Status: Success
Reachability Address: 23.1.1.2
Ingress Interface: Gi0/1
Egress Interface: Gi0/2.10
Metrics Collected:
Flow Sampling Start Timestamp: 13:39:06
Loss of measurement confidence: FALSE
Media Stop Event Occurred: TRUE
IP Packet Drop Count (pkts): 0
IP Byte Count (KB): 12185.851
IP Packet Count (pkts): 8977
IP Byte Rate (Bps): 406195
Packet Drop Reason: 0
IP DSCP: 40
IP TTL: 59
IP Protocol: 17
Media Byte Rate Average (Bps): 400210
Media Byte Count (KB): 12006.311
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Media Packet Count (pkts): 8977
RTP Interarrival Jitter Average (usec): 23776
RTP Packets Lost (pkts): 104
RTP Packets Expected (pkts): 9081
RTP Packet Lost Event Count: 102
RTP Loss Percent (%): 1.14
Mediatrace Hop Number: 4 (host=Switch-B1, ttl=251)
Metrics Collection Status: Success
Reachability Address: 18.1.1.1
Ingress Interface: Gi1/0/3
Egress Interface: Gi1/0/11
Metrics Collected:
Flow Sampling Start Timestamp: 13:39:06
Loss of measurement confidence: FALSE
Media Stop Event Occurred: TRUE
IP Packet Drop Count (pkts): 0
IP Byte Count (KB): 12185.851
IP Packet Count (pkts): 8977
IP Byte Rate (Bps): 406195
Packet Drop Reason: 0
IP DSCP: 40
IP TTL: 59
IP Protocol: 17
Media Byte Rate Average (Bps): 400210
Media Byte Count (KB): 12006.311
Media Packet Count (pkts): 8977
RTP Interarrival Jitter Average (usec): 23778
RTP Packets Lost (pkts): 104
RTP Packets Expected (pkts): 9081
RTP Packet Lost Event Count: 102
RTP Loss Percent (%): 1.14
Switch-H1#
In the preceding output, the SuperWatch network operator can see that there is a network problem between
Router-H1 and Router-B1. The Mediatrace output also shows the ingress interface on Router-B1, so the operator
concludes that the problem most likely is in the Multiprotocol Label Switching (MPLS) network. By contacting the
ISP, the operator learns that the ISP currently has a problem on an optical link and is in the process of fixing it.
SuperWatch’s network operator now diverts traffic to the backup link and informs the help desk. In addition, the
operator could test the backup link using IP SLA VO prior to moving any live traffic onto that link. This concept is
discussed in “Network Validation” later in this document.
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Deployment Configuration Examples: Mediatrace Fault Isolation
This section summarizes the commands used in a problem scenario like the one just described.
The first command shown here is issued on a router to find the Mediatrace-enabled node closest to a media
source. In this example, the command is issued on Router-B1:

To gather comprehensive performance metrics for an RTP flow, the following command can be used. In the
scenario here, the command is issued on Switch-H1:

In addition to the Performance Monitor operation, the Mediatrace system operation is helpful in looking for a
problem cause. As part of the system operation, Mediatrace collects interface counters and CPU and memory
statistics along the media path:

By default, a Mediatrace system operation collects interface statistics.
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For an extensive list of Cisco IOS Software Mediatrace commands, please refer to the following configuration and
command references:
●

http://www.cisco.com/en/US/docs/ios/media_monitoring/configuration/guide/mm_mediatrace.html

●

http://www.cisco.com/en/US/partner/docs/ios/media_monitoring/command/reference/mm_mediatrace.html

Mediatrace on Layer 2
Mediatrace works for Layer 2 and 3 devices. A Layer 2 switch enabled for Mediatrace will respond to a Mediatrace
request like any other Mediatrace responder. However, when a Mediatrace operation is initiated on a switch in
Layer 2 mode, some additional parameters are required. Figure 14 shows a Mediatrace poll launched on a Layer 2
switch for a media flow originating on endpoint A. To make sure that Mediatrace polls the correct next-hop device,
the Mediatrace poll command supplies the gateway address for the VLAN in which endpoint A resides.
Figure 14.

Mediatrace Layer 2 Parameters

In many LAN designs, Hot Standby Router Protocol (HSRP) or Virtual Router Redundancy Protocol (VRRP), or
Gateway Load Balancing Protocol (GLBP), is deployed to provide first-hop redundancy to end hosts. Figure 15
shows a scenario in which two media endpoints reside in different VLANs and their active default gateways reside
on distinct routers. Therefore, a Mediatrace operation for a flow originating at Host 1 needs to be sent to Router2,
whereas a Mediatrace operation for Host 2 needs to go to Router1.
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Figure 15.

Mediatrace Initiated on a Layer 2 Switch

In the case of HSRP, you can simply specify the standby IP address for the respective VLAN as the gateway (as
displayed in the show standby command). In the case of GLBP, you need to identify the router that GLBP
selected as the gateway for a given host.
Layer 2 Mediatrace Example
The following example shows how to enable Mediatrace on an Layer 2 switch. The operator supplies the correct
gateway and VLAN parameters:
Switch-H1#Mediatrace poll path-specifier source 12.1.1.2 destination 10.1.1.2 l2params gateway 12.1.1.1 vlan 20 perf-monitor source-ip 12.1.1.2 source-port 22704
dest-ip 10.1.1.2 dest-port 23684 ip-protocol udp
Using the Mediatrace poll command, Mediatrace retrieves Performance Monitor statistics from the devices in
the SuperWatch network.
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Cisco Prime Collaboration Manager and Mediatrace
Cisco Prime™ Collaboration Manager supports Mediatrace for fault analysis of Cisco TelePresence sessions. Cisco
Prime Collaboration Manager triggers Mediatrace on network nodes through the Cisco Web Services Management
Agent (WSMA). Mediatrace then discovers the network path and collects RTP performance metrics for Cisco
TelePresence sessions. Figure 16 shows Cisco Prime Collaboration Manager: on the left side, an active Cisco
TelePresence System call is selected; on the right side, the Medianet Path View tab is displayed, with a graphical
representation of the network path and RTP jitter and packet loss for that particular Cisco TelePresence
System session.
Figure 16.

Cisco Prime Collaboration Manager

Deployment Configuration Example: Cisco IOS Software Mediatrace and Cisco Prime Collaboration Manager
The following example shows a sample Cisco IOS Software Mediatrace and Cisco Prime Collaboration
Manager configuration:
username ${username} priv 15 secret ${username_enable_password}
!
!CollabMgr requires priv 15 username for it to work.
!
ip http authentication local
ip http secure-server
ip http timeout-policy idle 60 life 86400 requests 10000
!
wsma agent exec profile wsma_listener_https
wsma agent config profile wsma_listener_https
© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 25 of 43

!
wsma profile listener wsma_listener_https
transport https
!
wsma profile listener wsma_listener_ssh
transport ssh
mediatrace responder
mediatrace initiator source-ip ${source_interface_ip}
!
For more information about Cisco Prime Collaboration Manager, see
http://www.cisco.com/en/US/products/ps11480/index.html.

Automating Media Troubleshooting Using Cisco IOS Embedded Event Manager
The previous deployment example showed how you can isolate a problem by invoking Mediatrace manually. Cisco
IOS EEM allows the network operator to automate Mediatrace fault isolation. The Cisco IOS EEM scripts used in
this deployment example are triggered when a router or switch detects excessive jitter or packet loss on a media
flow. The EEM script then locates the router closest to the media source and initiates a Mediatrace Performance
Monitor poll. The results are written in a text file that can reside on the router’s flash disk or a Trivial File Transfer
Protocol (TFTP) or FTP server.
The combination of media monitoring and Cisco IOS EEM allows automation of the workflow shown in Figure 17.
Figure 17.

Mediatrace Troubleshooting Workflow
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1.

Cisco IOS EEM is triggered by a Performance Monitor syslog message (on Router-B1 in Figure 18).

2.

Cisco IOS EEM now runs a reverse Mediatrace operation from Router-B1 to find the Mediatrace-enabled
device located closest to the media source.

3.

Cisco IOS EEM invokes a Mediatrace Performance Monitor poll on Switch-H1 (by sending a SNMP trap to it).

4.

Cisco IOS EEM writes the results on the Switch-H1 flash disk. The results can now be analyzed by the
network operator to identify the problem source.

5.

At this point, the operator knows the location of the problem.

Figure 18.

Automating Media Troubleshooting Using Cisco IOS EEM

Deployment Configuration Example: Mediatrace and Cisco IOS EEM
Table 8 lists the commands needed for a configuration example for an automated Mediatrace deployment.
Table 8.

Configuration Example: Mediatrace and Cisco IOS EEM

Command

Description

policy-map type performance-monitor mediamon1

Creates a Performance Monitor policy

match ip dscp af41

Specifies what traffic to watch

flow monitor inline
record default-rtp

Defines the default flow record for RTP

monitor parameters

Enters monitor parameter command mode

interval duration 10

Tunes down the monitoring interval for that class down from 30 to 10 seconds

history 2

Reduces the number of historic records

react 1 transport-packets-lost-rate

TCA configuration

description Video.Loss

Adds a description to the TCA

threshold value ge 1.00

Sets the threshold for packet loss to 1%

alarm severity critical

Specifies the alarm severity as critical; this command is important because the Cisco IOS
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Command

Description
EEM script is triggered by that keyword in the syslog message

action syslog

Specifies the action to take in the event of a TCA

interface GigabitEthernet0/2

Attaches the policy to an interface

service-policy type performance-monitor inline output
copy ftp://cisco:cisco@ftp-server//sl_Mediatrace.tcl
flash:/.

Copies the 3 Tool Command Language (TcL) scripts to the routers; note that Cisco IOS
Software Release 15.2(1)T ships with these scripts

copy ftp://cisco:cisco@ftpserver//st_media_callback.tcl flash:/.
copy ftp://cisco:cisco@ftpserver//st_run_Mediatrace.tcl flash:/.
event manager directory user policy flash0:

Tells Cisco IOS EEM which directory to use when looking for TcL scripts

event manager policy sl_Mediatrace.tcl

Registers the TcL scripts with Cisco IOS EEM; this script detects the syslog message
PERF_TRAFFIC_REACT-2-CRITSET, extracts the flow parameters, invokes a reverse
Mediatrace operation to find the router closest to the media source, and then sends an
SNMP trap to that router

event manager policy st_media_callback.tcl

Registers the TcL scripts with Cisco IOS EEM; this script is triggered when the router
receives an SNMP trap from the router closest to the source reporting the completion of
the Mediatrace operation

event manager policy st_run_Mediatrace.tcl

Runs the actual Mediatrace command on the router closest to the source; this command
stores the results in a file, and that file needs to be specified using the respective
environment variable, which follows

event manager environment media_trace_timeout
300
event manager environment
media_trace_check_timeout 5
event manager environment media_trace_file
Mediatrace.txt

Sets the name and location of the file in which Mediatrace results will be stored

snmp-server enable traps event-manager

Enables the Cisco IOS EEM syslog

snmp-server manager

Sets up the router as an SNMP manager so that it can receive SNMP traps

snmp-server host <NMS-Server-IP-Address> traps
public event-manager

Specifies the trap receiver where an SNMP trap reporting the completion of a Mediatrace
operation is sent

Note:

The Cisco IOS EEM scripts listed in Table 8 have been tested with Layer 3 Mediatrace initiators only.

Layer 2 Mediatrace initiators are not supported.

Other Fault Management Deployment Options
The deployment option described in “Isolating a Network Problem Using Mediatrace” and “Automating Media
Troubleshooting Using Cisco IOS Embedded Event Manager” earlier in this document assumes that Performance
Monitor is invoked by Mediatrace only when there is a network problem.
Another option is to deploy Performance Monitor on all network nodes and let it gather performance statistics
continuously. When coupled with a powerful NetFlow collector and analyzer, this deployment option would
supersede the Mediatrace Performance Monitor operation because all current and historical fault statistics could be
retrieved from the NetFlow analyzer (Figure 19).

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 28 of 43

Figure 19.

Media Monitoring Enabled on All Network Nodes

Network Validation
This section discusses IP SLA VO and how you can use it to test the network’s readiness for media applications.

Validating IP SLAs for Video Applications
Figure 20 shows a synthetic video flow.
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Figure 20.

Creating a Synthetic Video Flow

Here you want to deploy a new Cisco TelePresence endpoint in one of the branch sites in the reference topology.
When you add a new Cisco TelePresence System, you need to provision the network with additional bandwidth
and adjust the QoS configuration so that Cisco TelePresence traffic is treated according to the IP SLAs in place.
Using IP SLA VO, the operator can test the QoS configuration with a synthetic media flow that mimics real Cisco
TelePresence traffic and validate the IP SLAs needed for that application before the system goes live.
IP SLA VO creates a unidirectional RTP flow from the IP SLA initiator to the responder.
Note:

It is considered good practice to configure the IP SLA peers as close as possible to the real endpoint.

Ideally, a peer should be configured on the same access switch and in the same VLAN in which the media
endpoint resides.
Deployment Configuration Example: IP SLA VO
To model a realistic Cisco TelePresence call, you need to configure the IP SLA initiator and responder on a pair of
IP SLA VO–capable devices (Figure 21).
Figure 21.

IP SLA VO
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Figure 21 shows that the switches in both the headquarters and branch site are configured with an IP SLA VO
initiator and responder. The full configuration for both switches is shown here:
Configuration on Switch-B1

Configuration on Switch-H2

ip sla 1

ip sla 1

video <H2> 20010 source-ip <B1> source-port 27010 profile
TELEPRESENCE

video <B1> 27010 source-ip <H2> source-port 20010 profile
TELEPRESENCE

duration 60

duration 60

frequency 75

frequency 75

ip sla schedule 1 life forever start-time now

ip sla schedule 1 life forever start-time now

ip sla enable reaction-alerts

ip sla enable reaction-alerts

ip sla responder

ip sla responder

ntp server <network address of NTP server>

ntp server <network address of NTP server>

After applying this configuration, both switches will send a UDP RTP stream that looks to the network like a Cisco
TelePresence 1000 1080p call. The default duration for IP SLA VO is 20 seconds, and the default frequency is 15
minutes. Here, the duration of a call is configured for 60 seconds, so after about 75 seconds the IP SLA results can
be retrieved from both switches.
The duration of the synthetic Cisco TelePresence call in the example is configured as 1 minute. After that, IP SLAs
have 15 seconds to compute the results before starting the next operation.
CAUTION: Because of a software issue (CSCtr18862) in the initial release of IP SLA VO, you should configure the
duration no longer than 60 seconds.
The results of the configuration are shown here:
Switch-B1#sh ip sla statistic <operation-id>
IPSLAs Latest Operation Statistics
IPSLA operation id: 1
Type of operation: video
Latest operation start time: 08:41:08.419 UTC Tue Apr 12 2011
Latest operation return code: OK
Packets:
Sender Transmitted:

275833

Responder Received:

275833

Responder Over Timeout:

0

Responder Over Threshold: 0
Latency one-way time:
Number of Latency one-way Samples: 189111
Source to Destination Latency one way Min/Avg/Max: 1/0/73 milliseconds
NTP sync state: SYNC
Inter Packet Delay Variation, RFC 5481 (IPDV):
Number of SD IPDV Samples: 189117
Source to Destination IPDV Min/Avg/Max: 0/1/72 milliseconds
Packet Loss Values:
Loss Source to Destination: 0
Source to Destination Loss Periods Number: 0
Source to Destination Loss Period Length Min/Max: 0/0
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Source to Destination Inter Loss Period Length Min/Max: 0/0
Out Of Sequence: 0

Tail Drop: 0

Number of successes: 1
Number of failures: 0
Operation time to live: Forever
Now the operator can compare the packet drop and one-way delay values with the IP SLA targets for
that application.
Note:

For one-way delay measurement, Network Time Protocol (NTP) needs to be enabled on the IP SLA VO

initiator and responder.
After network validation is complete, the synthetic Cisco TelePresence streams can be disabled:
Switch-B1(config)#no ip sla schedule 1
Switch-H1(config)#no ip sla schedule 1

Validating QoS Implementation Using IP SLA VO and Mediatrace
Quality of service is essential to a satisfying end-user experience for media applications. Sometimes it is hard to
verify that QoS is working as designed. IP SLA VO is useful for verifying that media application flows are being
classified and marked according to the enterprise QoS design and end up in the queue that has been provisioned
for them. You can apply this verification to the reference network.
The switches are configured to trust QoS markings coming from the Cisco TelePresence System (Cisco
TelePresence bearer traffic is marked with CS4), and the WAN routers are provisioned with a low-latency queue
for Cisco TelePresence traffic.
IP SLA VO marks packets by default with CS4 (this marking can be verified with the command show ip
sla configuration).
To verify that QoS is working as expected for the new Cisco TelePresence System installation, you can do the
following (Figure 22):
●

Verify that synthetic Cisco TelePresence bearer traffic preserves the correct DSCP marking across
the system.

●

Verify that synthetic Cisco TelePresence streams reach the correct queue on the WAN routers.
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Figure 22.

Verification of QoS for the new Cisco TelePresence System Installation

Switch-H1 and Switch-B1 are used again to generate an artificial Cisco TelePresence call (see “Deployment
Configuration Example: IP SLA VO” earlier in this document for a detailed configuration).
The SuperWatch network is enabled for Mediatrace, so the network operator can now invoke a Mediatrace poll to
display network path, DSCP value, and performance statistics for intermediate nodes:
Switch-H1#Mediatrace poll path-specifier destination 18.1.1.1 perf-monitor
source-ip 19.1.1.1 source-port 27010 dest-ip 18.1.1.1 dest-port 20010 ip-protocol
udp
Started the data fetch operation.
Waiting for data from hops.
This may take several seconds to complete...
Data received for hop 1
Data received for hop 3
Data received for hop 4
Data fetch complete.
Results:
Data Collection Summary:
Request Timestamp: 11:28:43.947 UTC Tue Jun 7 2011
Request Status: Completed
Number of hops responded (includes success/error/no-record): 3
Number of hops with valid data report: 3
Number of hops with error report: 0
Number of hops with no data record: 0
Detailed Report of collected data:
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Number of Mediatrace hops in the path: 3
Mediatrace Hop Number: 1 (host=Router-H1, ttl=254)
Metrics Collection Status: Success
Reachability Address: 19.1.1.2
Ingress Interface: Gi0/1
Egress Interface: Gi0/2
Metrics Collected:
Flow Sampling Start Timestamp: 11:28:09
Loss of measurement confidence: FALSE
Media Stop Event Occurred: TRUE
IP Packet Drop Count (pkts): 0
IP Byte Count (KB): 30235.423
IP Packet Count (pkts): 26868
IP Byte Rate (kBps): 1007.847
Packet Drop Reason: 0
IP DSCP: 32
IP TTL: 63
IP Protocol: 17
Media Byte Rate Average (Bps): 989935
Media Byte Count (KB): 29698.063
Media Packet Count (pkts): 26868
RTP Interarrival Jitter Average (usec): 1095
RTP Packets Lost (pkts): 0
RTP Packets Expected (pkts): 26868
RTP Packet Lost Event Count: 0
RTP Loss Percent (%): 0.00
Mediatrace Hop Number: 3 (host=Router-B1, ttl=251)
Metrics Collection Status: Success
Reachability Address: 23.1.1.2
Ingress Interface: Gi0/1
Egress Interface: Gi0/2.1
Metrics Collected:
Flow Sampling Start Timestamp: 11:28:09
Loss of measurement confidence: FALSE
Media Stop Event Occurred: TRUE
IP Packet Drop Count (pkts): 0
IP Byte Count (KB): 30235.261
IP Packet Count (pkts): 26869
IP Byte Rate (kBps): 1007.842
Packet Drop Reason: 0
IP DSCP: 32
--output truncated --
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On the switches, you can use show mls qos commands to verify DSCP statistics and queue mappings:
3750-2#clear mls qos interface statistics
3750-2#sh mls qos inter gig 1/0/3 stat
GigabitEthernet1/0/3 (All statistics are in packets)
dscp: incoming
------------------------------0 -

4 :

0

0

0

0

0

5 -

9 :

0

0

0

0

0

10 - 14 :

0

0

0

0

0

15 - 19 :

0

0

0

0

0

20 - 24 :

0

0

0

0

0

25 - 29 :

0

0

0

0

0

30 - 34 :

0

0

3960

0

0

35 - 39 :

0

0

0

0

0

40 - 44 :

0

0

0

0

0

45 - 49 :

0

0

0

0

0

50 - 54 :

0

0

0

0

0

55 - 59 :

0

0

0

0

0

60 - 64 :

0

0

0

0

…
The preceding output confirms the receipt of packets marked DSCP 32 (CS4).
On the WAN router, classification and queuing can be verified using modular QoS command-line interface
(MQC) commands:
Router-H2#sh policy-map inter
GigabitEthernet0/2
Service-policy output: p1
queue stats for all priority classes:
Queuing
queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 114438/123131222
Class-map: REALTIME-INTERACTIVE (match-all)
114438 packets, 123131222 bytes
30 second offered rate 6680000 bps, drop rate 0 bps
Match: ip dscp cs4 (32)
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Priority: 15% (150000 kbps), burst bytes 3750000, b/w exceed drops: 0
…

Validating Performance Monitor Implementation Using IP SLA VO
The section “Validating IP SLAs for Video Applications” earlier in this document discusses how you can deploy
Performance Monitor to retrieve performance metrics for live media flows. Because IP SLA Video Operation is
creating RTP streams, the Performance Monitor configuration can be tested using IP SLAs VO.
Configuration Example
The branch-site routers are configured with a Performance Monitor policy as discussed in “Traffic Baselining”
earlier in this document. To display the Cisco TelePresence flow, you can use the following command:

Here is sample show command output for a Cisco TelePresence flow generated by IP SLA VO and monitored on
the branch-site router:
Router-B1#show Performance Monitor
REALTIME-INTERACTIVE
Codes: *
NA

status policy-map mediamon1 class-map

- field is not configurable under flow record
- field is not applicable for configured parameters

Match: ipv4 src addr = 12.1.1.16, ipv4 dst addr = 10.1.1.13, ipv4 prot = udp,
trns src port = 33332, trns dst port = 33333, SSRC = 30583
Policy: mediamon1, Class: REALTIME-INTERACTIVE, Interface: GigabitEthernet0/1,
Direction: input

*counter flow
counter bytes
counter bytes rate

: 4
: 38414771
(Bps) : 960369

*counter bytes rate per flow

(Bps) : 960369

*counter bytes rate per flow min

(Bps) : 922715

*counter bytes rate per flow max

(Bps) : 979345

counter packets
*counter packets rate per flow

: 34223
: 855

counter packets dropped

: 0

routing forwarding-status reason

: Unknown

interface input

: Gi0/1
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interface output

: Gi0/2.10

monitor event

: false

ipv4 dscp

: 32

ipv4 ttl

: 59

application media bytes counter

: 37730311

application media packets counter
application media bytes rate

: 34223
(Bps) : 943257

*application media bytes rate per flow

(Bps) : 943257

*application media bytes rate per flow min

(Bps) : 906263

*application media bytes rate per flow max

(Bps) : 961885

application media packets rate

(pps) : 855

application media event

: Normal

*transport rtp flow count

: 4

transport rtp jitter mean

(usec) : 1675

transport rtp jitter minimum

(usec) : 2

transport rtp jitter maximum

(usec) : 199116

*transport rtp payload type

: 112

transport event packet-loss counter

: 0

*transport event packet-loss counter min

: 0

*transport event packet-loss counter max

: 0

transport packets expected counter

: 34223

transport packets lost counter

: 0

*transport packets lost counter minimum

: 0

*transport packets lost counter maximum
transport packets lost rate

: 0
( % ) : 0.00

*transport packets lost rate min

( % ) : 0.00

*transport packets lost rate max

( % ) : 0.00

IP SLA VO has three built-in video profiles, detailed in Table 9.
Table 9.

IP SLA VO Built-in Video Profiles

Profile Name

Description

Bit Rate

IPTV

IP television traffic

2.6 Mbps

IPVSC

Cisco IP Video Surveillance camera traffic

2.2 Mbps

Telepresence 1080p

Cisco TelePresence 1080pP

6.6 Mbps

Cisco IOS Software Release and Scalability Information for IP SLA VO
Table 10 lists Cisco IOS Software release and scalability information for IP SLA VO.
Table 10.

Cisco IOS Software Release and Scalability Information for IP SLA VO

Platform

Cisco IOS Software Release

Maximum IP SLA VO Bandwidth

Cisco Catalyst 3750 Series Switches

Cisco IOS Software Release 12.2(58)SE

20 Mbps

Cisco Catalyst 3560 Series Switches

Cisco IOS Software Release 12.2(58)SE

20 Mbps
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Medianet Autoconfiguration Solution for Cisco Digital Signage
This section discusses how the network operator of SuperWatch can use Medianet Autoconfiguration capabilities
to ease the deployment of Cisco DMPs. SuperWatch wants to deploy a large number of Cisco DMPs in the Zurich
branch. To ease the deployment, the following Medianet capabilities are used:
●

Auto-smartport

●

Location

●

Service discovery

●

Autoregistration

Figure 23 depicts the SuperWatch network with Cisco DMM and a central Dynamic Host Configuration Protocol
(DHCP) server. The new Cisco DMPs in Zurich will register with the Cisco DMM in Geneva. They retrieve the
Layer 3 address of the Cisco DMM from the DHCP server and their location information from the switch.
Figure 23.

Cisco Digital Media Systems (DMS) Deployment

Figure 24 shows the interactions between the Cisco DMP, the switch, the DHCP server, and the Cisco DMM. As
soon as the switch detects a Cisco DMP, it configures the port with the correct security, QoS, and VLAN settings
for Cisco DMS. Then it conveys location information to the Cisco DMP. The Cisco DMP is assigned an IP address,
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at the same time that it asks for the IP address of a Cisco DMM. The Cisco DMP registers with the Cisco DMM that
supplied location information. The administrator can then assign location-specific media content to that digital sign
such as a media file in a particular language.
Figure 24.

Interactions between Cisco DMP, the switch, the DHCP server and the Cisco DMM

Deployment Configuration Example: Medianet Autoconfiguration
Table 11 presents a Medianet autoconfiguration deployment configuration example.
Table 11.

Configuration Example: Medianet Autoconfiguration for Digital Signage

Solution Element
Cisco DMP

Cisco DMPs do not require any configuration. Medianet features are
turned on by default.

Switch-Z1 and Switch-Z2
macro auto global processing

This command enables auto-smartports globally on the switch.

location civic-location identifier L1

In this example, the location information is configured to be identical for
all ports on the two switches in the Zurich branch office.

additional-location-information zurich
building 1
city Zurich
country CH
primary-road-name Hauptstrasse
state ZH

interface range GigabitEthernet 1/1 - 48

This command assigns the civic location to a series of access ports.

location civic-location-id L1
macro auto execute CISCO_DMP_EVENT builtin
CISCO_DMP_AUTO_SMARTPORT ACCESS_VLAN=100
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Router-RZ1 and Router-RZ2
!
interface Vlan x

On the access VLAN, you specify the DHCP server address so that the
device can convert Bootstrap Protocol (BOOTP) broadcasts to unicast.

ip helper-address 172.16.5.105
end
DHCP Server
class "DMM" {
match if option option-125 =
"\x00\x00\x00\x09\x06\x13\x04\x01\x44\x4d\x4d";
option option-125
"\x00\x00\x00\x09\x0b\x14\x09\x01\xac\x10\x05\xd2\x1f\x90\x00\x01";
}

Note:

This example list the configuration that needs to be added to a Cisco IP
Solution Center (ISC) DHCP server. Other products use similar syntax.
The Cisco DMPs discover the Cisco DMM address by sending a
DHCPINFORM message with a specific option 125 to the DHCP server.
The corresponding reply (DHCPACK) should contain the IP address of
the Cisco DMM. In this example, the highlighted section
(\xac\x10\x05\xd2\) denotes the IP address of the Cisco DMM, which is
172.16.5.210 in hexadecimal format.

For an in-depth discussion of Medianet and auto-smartports, see

http://www.cisco.com/en/US/docs/solutions/Enterprise/Video/Medianet_Ref_Gd/chap7.html.
Figures 25 through 28 shows the Cisco DMP service discovery process. The DMP-1 and DMP-2 screens are from
the web interface of the Cisco DMP. The other screens are from Cisco Digital Media Manager.
Figure 25, showing screens from Cisco DMPs in Zurich, indicate that location information has been learned from
the switch and that the Cisco DMM IP address was retrieved from the DHCP server through DHCP option 125.
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Figure 25.

Cisco DMP Discovery Process

Figure 26 shows the Cisco DMM screen before the Cisco DMPs have registered. There is a default Cisco DMP
group called All-DMPs.
After the Cisco DMPs have learned the Cisco DMM address, they register with the Cisco DMM. In Figure 27, so far
two Cisco DMPs in Zurich have registered.
The location information for a given Cisco DMP can be displayed in the Cisco DMM (Figure 28). Now the
administrator can assign media content based on the location to this specific Cisco DMP or can create a group,
such as for a particular language.
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Figure 26.

Cisco DMM Screen Before the Cisco DMPs have registered

Figure 27.

Location Information on the Cisco DMM

Table 12 lists the software versions used in this Cisco DMS deployment example.
Table 12.

Software Versions Used in Cisco DMS Deployment Example

Platform

Software Release

Cisco DMP 4310G

Release 5.2.3

Switch

Cisco Catalyst 2960, 3560, and 3750 Series: Cisco IOS Software Release 12.2(58)SE
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Platform

Software Release

Cisco DMM

Release 5.2.3

For a comprehensive list of platforms and software releases. Please refer to the Medianet datasheet at
http://www.cisco.com/en/US/prod/collateral/routers/ps10536/data_sheet_c78-612429.html.

Printed in USA
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