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Introduction and purpose
A moreconnected world has brought great advantages
—Eut by its very nature, being more connected PHDQV
new threats are looming as organi]ational boundaries
become blurred. At the same time adversaries are
developing increasingly sophisticated ways to exploit
these new connections.
This change in the threat landscape is a constant
challenge, especially for healthcare organizations. The
increasing prevalence of new threats, such as
ransomware, demonstrates that attackers are adapting at
a faster paceand organi]ations are struggling to respond.
Now, as we enter the next generation of the Internet, a
new wave of connected devices is further expanding the
threat surface. The Internet of Things (IoT) will create
billions of new connections between objects and
organisms, from trees to cars WR buildings. Despite its
many benefits, digital transformation will also introduce
new “Eack doors” WKDW must be considered as much a
part of the security domain as any IT system.

Healthcare organi]ations are particularly
susceptible to threats when it comes to IoT.
Outside of physical facilities, considerations for
healthcare IT and security professionals include
medical devices, wearables, telemetry equipment
and WKH new breed of health apps. Inside the
hospital or clinic, heathcare organizations should
consider connected medical devices, third-party
equipment and systems, DQG the built
environment.
)RUDUHIHUHQFHSRLQWORRNWR(QJODQGZKHUHLn
July 2016 Dame Fiona Caldicott issued the latest
review RI security and information governance IRU
WKH1DWLRQDO+HDOWK6HUYLFH NHS 1. Her review callV
for tougher penalties and better controlVIRU data
and information. 5ecommendations include a
moderni]ed Information Governance Toolkit,
improved cybersecurity controls, dataprotection
enhancementsand harsher penalties for malicious
data breaches.

In this document, we set out 10 common
security challenges facing healthcare
organi]ations. In response to
UHFRPPHQGDWLRQVVXFKDVWKRVH
SUHVHQWHGLQ(QJODQG V Caldicott review,
we propose that security should be
treated as a system and blended into an
architectural approach that more directly
aligns business needV to the technology
domain. In conclusion we demonstrate
solutions that can empower healthcare
organizations to create an integrated
threat-defense architecture that offers
the best-possible security and mitigation
of advanced threats.

What is abundantly clear IURPWKH&DOGHFRWWUHYLHZis
that traditional approaches to information governance
and security have become inadequate. For example, it is
fair to say that NHS organi]ations have concentrated on
perimeter and endpoint security, with the added notion
that the national network formed a barrier—making them
one step removed from major threats. This view is
changing as threat vectors continue to evolve including
email, the web, social media, mobile, and malware.
Where security efforts have previously focused on
preventing attacks, healthcare leaders need to adopt a
more holistic and pragmatic view going forward.
Review of Data Security, Consent and Opt-Outs https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/535024/data-security-review.PDF
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10 common
security challenges
for healthcare
organi]ations
The threat domain has evolved as threat vectors increase along with the
ever-present threats related to procedure (for example, patching) and
human behavior. Here, we identify 10 threat vectors common to all
healthcare organi]ations along with a number of suggestions on how to
mitigate these challenges.

1. Availability
Now more than ever, networks and other IT systems are
critical to the way our healthcare systemV function. From
entrance to exit, at each point along the patient
pathway, reliable access to information is now pivotal to
patient outcomes and operational excellence.
While networks and systems are increasingly designed
for high availability, the underpinning fabric and control
plane of involved devices can often go ignored. Yet
they too can be the subject of Denial of Service
'R6 attacks that can have devastating
consequences. Therefore, it is extremely important to
consider control-plane protection, including the use of
policing techniquessuch as classification and rate
limiting of traffic.

2. Malware

3. Legacy Application Support

Malware represents one of the greatest cyber threats to
healthare organi]ations. The near exponential rate at
which new malware variants are released, alongside the
inherent limitations of the current signature-based
defenses, results in a high risk of infection.

Software patching is one of the most fundamental
security controls. Patching reduces the exposure to
malicious software and can make it very difficult for an
attacker to gain a foothold in the network. Effective
patching can be difficult to achieve in practice andLW is
becoming KDUGHUWRGR as the number and diversity of
network-connected devices increases. Patching can
also be problematic when dealing with legacy systems
where patches HLWKHUare not availableor rendeU the
system unsupported by the vendor. The latter is a
particular problem for healthcare organi]ations, where
software changes may affect a medical device’s
regulatory status.

Ransomware is one form of malware that has grown
significantly in popularity and has been responsible for a
number of high-profile cyber incidents. The trend of
attackers using ransomware appears to be increasing
as it remains an easy route for criminals to extort
significant sums of money from their victims. Apart
from the financial aspects, a ransomware infection can
also have a significant operational impact within the
healthcare setting, especially if critical clinical
machines are infected. This is because they are
rendered unusable until they can be recovered.
In light of this, a robust backup-and-recovery
procedure remains one of the primary lines of defenVe
against ransomware. However, in many cases the risk
of initial infection can also be reduced through a
combination of improved user education and the
deployment of defensive controls that do not rely on
signatures alone.

Where patches cannot be applied, additional
compensating controls can help reduce risk exposure.
Network segmentation can provide one such control,
as can increased monitoring to provide early
identification of potentially malicious behavior.
To ensure effective deployment, both RIthese
controls rely on a full understanding of the network
landscapeLQFOXGLQJFRQQHFWHGGHYLFHV.

4. Internet of Things
For many years, healthFDUHRUJDQL]ations have adopted
the use of network-connected medical devices,
especially within radiology, where PACS deployments
enabled the digiti]ation of medical imaging as far back
as the late 1990s.
Today, the Internet of Things (IoT) revolution is in full swing
not only in the consumer space but also in the clinical
setting, with many examples of connected medical
devices in useLQFOXGLQJinfusion pumps, patientmonitoring systems and even wirelessly connected
medical implants. While these devices have clear clinical
benefits, they can suffer from a range of security issues,
which are in part GXH to D lack of mature secure software
development practices RQWKHSDUWRIdevice
manufacturers. These devices also amplify the network
attack surface, as they fall outside established security
management practices and are not actively purchased or
managed by IT teams.
In addition to the quantity and diversity of new devices,
there is the issue of mobility. In the past, large
radiology modalities were static by their very nature.
This meant they could be easily identified and
segregated from the rest of the hospital network.
With the adoption of smaller, more mobile clinical
devices it is no longer possible to rely solely on static
network-segmentation approaches. Instead the
network must be able to identify devices as they are
connected and apply security polices dynamically.

5. From Healthcare
WRHealth and Care
,QPDQ\FRXQWULHVWhe landscape of healthFDUH is
changing rapidly. )RUH[DPSOHLQ(QJODQGSustainability
and Transformation Plans (STPs) will indicate a move to
more regional approaches and consideration of the
whole system to improve the continuum of care. In
parallel, the impending move from the 1ational
1etwork to the Health and Social Care Network will
almost certainly see a shift to regionali]ed networks that
underpin STPs. In many ways this mirrors the Health
Board approach of (QJODQG VQHLJKERULQJ
FRXQWULHVScotland and Wales—though they too are
likely to see further erosion of boundaries with, for
example, partners in social care and the third sector.
While the intention RIWKHVKLIWis to bring benefits to
both patient outcomes and operational efficiencies,
this transition opens up a new range of threat vectors
for healthFDUHRUJDQL]ations to consider. 2rgani]ational
boundarLHV will no longer be as rigid or so easily
managed, while visibility into and control over what is
happening in each organi]ation’s domain will be
challenged.
7RDGGUHVVWKLVVKLIWWRZDUGGHFHQWUDOL]DWLRQPany
organi]ations are GHYHORSLQJinformationsharing
agreements. Other considerations should be both
policy basedVXFKDV co-location working practices
and practical, VXFKDVusing networkawareness tool to
identify anomalies.

6. The Built Environment

7. Threats Closer to Home

$FURVVWKHJOREHPDQ\ healthFDUHRUJDQL]ations
operate LQpublic buildings—RUEXLOGLQJVWKDWDUHRSHQ
WR WKHSXEOLF—whether they are hospitals, clinicsor
JHQHUDOSUDFWLFHRIILFHV. It is very difficult to track the
whereabouts of every individual inside these buildings.
While much emphasis is often placed on securing the
wireless environment, it can be the wired network that is
the most exposed due to accidental or malicious access
to live network connections. There are several
approaches that can be employed to address the issue,
from physical securitywhereYHU scaling challenges may
existto authentication, authori]ation and posturing
at the network edge.

6ecurity breaches across WKHhealthcare environment
DUH not QHFHVVDULO\ caused by malicious external
attackers. Instead they FDQEHWKH result of actions by
internal employeeswho KDPSHUHGE\ineffective
technology or processes.

AnRWKHUFRQVLGHUDWLRQLVWKHincreasing numbers of
converged buildingmanagement systems that PD\EH
incorporated into the fabric of DQRUJDQL]ation’s network.
These should be considered as IoT systems, as
described above.

This VLWXDWLRQ points clearly to the fact that security RIWHQ
is not considered as an integral part of the development
of business and clinical systems,QVWHDGLWLVWUHDWHGDV
DQ“ DGGRQ,”DQDSSURDFKWKDWFDQUHVXOWLQDSRRU
XVHUH[SHULHQFHWKDWIRUFHVVWDIIWRVHHNDOWHUQDWLYH
DSSURDFKHVWRJHWWKHLUMREVGRQHHYHQLIWKDWPHDQV
E\SDVVLQJVHFXULW\FRQWUROV
The solutions here are both policy based and practical.
Rather than being seen as a barrier, security must be
an integrated part of systems development and should
support business DQGclinical workflowV, not hinder
them. In other words, ZLWKthe right security controls in
placeVWDIIFDQwork freelyDQGsafely.

8. Cultural Challenges

9. Skills and Capability

&XOWXUHLVDQRWKHUVXEMHFWWRFRQVLGHULQKHDOWKFDUH
VHFXULW\&XOWXUDOO\VSHDNLQJhealthcare ZRUNHUV DUH
PRWLYDWHGto provide the best possible care to their
patientsDQGVRZKHQZRUNHUVDUHfaced with poorly
designed systems that hinder this goal, WKH\PD\ORRN
IRU workarounds or alternative approaches to achievH
a given outcome.

Currently, there are not enough skilled security
professionals available to meet the growing demand.
:KLOH&KLHI,QIRUPDWLRQ6HFXULW\2IILFHUV &,62s 
DUHEHFRPLQJPRUHFRPPRQLQODUJHFRPSDQLHV
KHDOWKFDUHRUJDQL]DWLRQVPD\QRWEHZLOOLQJRUDEOHWR
LQYHVWLQVXFKDUROH,QVWHDGWKHSUDFWLFDOVHFXULW\
IXQFWLRQPD\EHFRQILQHGWRWKH,7WHDPZLWKRXWWKH
DVVLJQPHQWRIGHGLFDWHGSHUVRQQHO,QDGGLWLRQLWLVUDUH
IRUVHFXULW\WREHWUXO\RSHUDWLRQDODQGVRZKLOH
QXPHURXVVHFXULW\FRQWUROVDUHGHSOR\HGWKHODFNRI
IRFXVHGVWDIIPHDQVWKDWVHFXULW\LQFLGHQWVDUHKDQGOHGLQ
DQLVRODWHGDQGKLJKO\UHDFWLYHIDVKLRQ

These workarounds may inadvertently lead to insecure
behaviors such as the use of “shadowIT”—the use of
unsupported and unsanctioned applications WKDW are
often EDVHGLQWKHcloud. There are many anecdotes of
staff adopting unauthori]ed cloud-based email or filesharing applications. This activity often goes unnoticed,
leading to risk of infection from malware, loss of data
and potentially even breaches in dataprotection
regulations. Other examples of unauthorized
technologies include well-known applications for
consumer messaging and video conferencing.
Instead of blocking this sort of behavior, it is important
to first understand the business need WKDW LVQRW being
met by current solutions and then develop a secure,
sanctioned method for achieving the desired outcome.
Furthermore, it is important to foster a culture of
security within the organi]ation. This must extend
beyond an annual training effort to include the
introduction of security champions who can act as
local points of escalation and sources of best
security practiceV.

Investment in people, processes and education is the
primary means of addressing this challenge, but it
PD\ also be supported by deploying a moreintegrated
security architecture. Closer integration between
discrete components can deliver a degree of automated
response in the face of security incidentsand can also
help identify the most critical events requiring
operational intervention.

10. Executive Leadership
Executive leadership is critical to the overall
development and implementation of effective
cybersecurity strategies. All too often, security is
quickly delegated to the IT department.
Instead, executive leadership must offer clear
guidance to the IT team, indicating the most critical
clinical and business applications. This enables IT to
put appropriate controls in place, ensuring the bestpossible risk mitigation.
Given the importance of executive participation,
executive teams must have a clear understanding of
the potential impact of a cybersecurity breach.
A breach FDQ result in a loss of confidentiality,
integrity or availability for critical clinical or business
systems, leading to a damaged reputation, a
decrease in public trust, and—in extreme cases—an
increase to patient risk.
To support executive understanding, IT teams PXVW
improve their abilities to articulate risk in a nontechnical way and seek strong business guidance to
prioriti]e investmentV.

Adopting an architectural
approach to security
We have identified 10 critical security considerations for healthcare
organi]ations. Each consideration may be addressed in isolation, but the
most complete and sensible approach is to view security as a whole
system, supporting the healthcare economy to work freely and more
efficiently to deliver better patient outcomes.

Taking an architectural approach means treating security
as an end-to-end system rather than a distinct set of
individual components. The overall security system should
be easier to manage and, at the same time, capable of
sharing vital contextual and threat information to deliver a
more responsive and ef f ective outcome.
An architectural approach should adopt the
following guiding principles:
• A policy shift PXVWRFFXU6HFXULW\PXVWEHFRQVLGHUHG
DV an enabler
• Organi]ations must accept that it is no longer a case
ofLIbut ZKHQ a security breach occurs
• Security controls must transcend the traditional “block”
approachDQGLQVWHDGIRFXV on improvingdetection and
remediation times
• Security should be developed as a system: Distinct
components should not operate in isolation; they should
integrate to provide more accuratethreat detection and
reduce management complexity
An architectural approach is fundamentally driven by the
needs of the business. By first identifying the information
assets and systems that support the business, an
assessment can be performed to determine the relative
impact if compromise were to occur.

Compromise in this sense should be considered
across all three aspects of information security
confidentiality, integrity and availability. This is an
important shift given that all too often emphasis is
placed on the loss of conf i dentiality when, in fact,
a loss in availability or integrity can have a far greater
impact, particularly in a clinical setting.
Once the assets are understood and the impacts are
analy]ed, it is then important to consider the threat. We
have identified 10 areas for consideration herein, DQG
equal focus VKRXOGEHapplied to both internal and
external threats.
As with any architectural approach, understanding the
business context helps with understanding the
capabilities that the technology needs to deliver, which
in turn benefits the user experience. Security should
therefore be considered systematically, moving away
from point solutions that plug holes as they appear. With
such an approach, security controls become transparent
to the enduser and prevent the need to bypass a control
due to its impact on XVHU workflow.
,QRWKHUZRUGVVHFXULW\serves as
anHQDEOHUIRUWKHEXVLQHVV

How can Cisco help?
&LVFRLVXQLTXHO\SRVLWLRQHGWRfacilitateVHFXULW\DVDQ
LQWHJUDOSDUWRIWKHQHWZRUNIDEULFDVZHOODVWKURXJK
GHGLFDWHGSK\VLFDODQGYLUWXDOVHFXULW\DSSOLDQFHV
Cisco enables truly effective security with simple, open,
automated solutions and services that provide superior
visibility and intelligence designed to answer the
simplest of questions:
“Are we secure?”
With a best-of-breed portfolio, world-class threat
intelligence, a leading services organizations, and an
architectural approach, Cisco provides visibilitiy into
real-time changes in endpoints, networks, and the
cloud, empowering you to understand attacks from
every angle to quickly detect and remediate threats.

To aid the development of a robust security architecture,
it is helpful to consider the progression of a cyber attack
as a continuum containing a number of phases. Cisco
has developed the simple mnemonic “BDA,” which
represents WKHSKDVHVRI%HIRUH'XULQJDQG$IWHU
DQDWWDFN

Following the above model, it is important to consider
deploying capabilities that span the entire attack
continuum. The focus must go beyond defensive
technologies to include essential elements that
support rapid identification, containment and
remediation in the face of a security incident.

Before

Being the very fabric of interconnectivity, the network is
uniquely positioned to deliver the increased visibility and
control required in most healthFDUHRUJDQL]ations.
Technologies such as Cisco Netflow—a capability that
is built in to most Cisco network devices—provides realtime network telemetry to reveal who is talking to whom,
over what protocol, and for how long. Through careful
analysis of this telemetry, unusual patterns of activity
can be quickly identified and investigated. Such patterns
include excessive one-way data transfer, which can be
evidence of data being stolen or transmitted between
healthcare systems and Internet-based machines that
are geo-located in unexpected locations.

This phase represents the area where most security
investment takes place. It includes the deployment
of defensive capabilities, such as firewalls and antimalware protections. It is vital to understand that
defensive controls, while important, will be breached,
and so investment should be more evenly spread
across the remaining phases.

During
Controls deployed in the “during” phase focus on
improved visibility to enable fast identification and
mitigation of attacks. When implemented properly,
network segmentation also helps ibecause it can contain
an attack to a smaller subset of the network and IT estate.

After
The final phase of the continuum is concerned with rapid
remediation. It also includes forensic controls that can
help identify how an attack occurred and which systems
may have been impacted.

Segmentation is another important capability that
is delivered by the network. Its importance is only
increasing, especially given the need to connect a wider
range of devices and user communities to a common
network infrastructure. Segmentation remains
challenging, however, with many environments still
relying on static segmentation based simply on physical
location. Furthermore, the segmentation that is in place
often is not used to enforce security controls, and traffic
is allowed to flow freely across the entire network.

Cisco TrustSec encompasses a range of capabilities
WKDW enable software-defined network segmentation.
This is the ability to apply a segmentation policy
dynamically as a user or device connects to the
network, either wired or wirelessly.
TrustSec can capture details about the connected
endpoint to inform policy decisionmaking. These details
can range from simple user identifiers to device type,
installed software and compliance with software
policiesVXFKDV whether D device has the latest patches
installed. Through gathering this information, the system is
able to make an informed decision and enforce a
predefined security policy, ensuring that the device is
given the access it needs and no more. For example, this
could be used to enforce dynamic segmentation between
FROODERUDWLQJRUJDQL]DWLRQV, ensuring both are provided
the access they need to perform their function and
limiting access to all other systems.
Cisco Netflow and TrustSec represent just two of the
many innovations that Cisco has developed to embed
security into the fabric of the network. As the wider
security system is considered, the Cisco portfolio
also includes a full suite of capabilitiesfrom perimeter
access control and intrusion prevention to advanced
network and endpoint anti-malware solutions.

,WLVLPSRUWDQWWKDWeach distinct V\VWHPcomponent is
able to operate in conjunction with others, forming a
tightly integrated security system that can share threat
and context data. The overall result is a system WKDW
is more responsive to threat and able to quickly
identify issues as they emerge, allowing for rapid
remediation and recovery.
Addressing the challenges within this paper
requires a top-down approach to the development
of a cybersecurity strategy. Cisco Security
Advisory Services can support healthcare
organizations in achieving this goal E\:
• Identifying key risks to the organi]Dtion based on analysis
of the information and business impact if breach or loss
were to occur
• Performing a gap analysis to identify areas of weakness
between the required level of control versus the
current state
• Highlighting strategic areas for security investment
across the organi]ational, policyand technology domains
to support the secure delivery of frontOine services
Digital transformation within the KHDWOKFDUH setting has
the potential to have a truly profound impact.
However, the increasing reliance on technology
requires a comprehensive security architecture that
is driven from the top down.
Cisco is uniquely positioned to support our
customers in developing this vital capability.
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