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2017 Midyear
Cybersecurity Report
Impacts on State and Local Government

Escalation: an attempt to undermine government
Our security experts are becoming increasingly concerned about the accelerating pace of change, and
sophistication, in the global cyber threat landscape as we are witnessing two dynamics undermine
government’s hard-won successes in cybersecurity:
●

Escalating impact of security breaches: adversaries increasingly have the ability and inclination to
lock systems and destroy data, including evidence for criminal cases, as part of their attack process.
This can lead to loss of funding and access to secure networks such as the FBI’s Criminal Justice
Information System (CJIS). Our researchers see this activity as a precursor to a new and devastating
type of attack that is likely to emerge in the near future: Destruction of Service (DeOS).
Within the past year, we have also observed adversaries employing Internet of Things (IoT) devices in
DDoS attacks. Botnet activity in the IoT space further suggests some operators may be laying the
groundwork for a wide-reaching, high impact attack that could disrupt the Internet itself.

●

Pace and scale of technology: mobility, cloud computing, and other advancements are stretching and
eroding the security perimeter that organizations must defend. And malicious actors are eagerly taking
advantage of that ever-expanding attack surface – especially its complexity and lack of visibility – to
create more chaos. This is leaving defenders overwhelmed and creating an environment difficult to
manage.
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The rapid evolution of
threats and the
magnitude of the attacks
that Cisco’s threat
researchers and
technology partners have
been observing of late
are troubling. There is a
sense throughout the
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security community that
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Adversaries now seek to eliminate the “safety net” that
organizations rely on to restore their systems and data
following malware, ransomware or other types of attacks. The
emerging Internet of Things (IoT), and its myriad devices and
systems with security weaknesses ripe for exploitation, will play a central role
in enabling these campaigns of escalating impact. The IoT is a bold new
frontier for attackers and defenders in their arms race.

Vulnerabilities

As attackers face increasingly constrained and defended areas of operations
they are being forced to constantly shift from one strategy to another to
evade detection. This requires them to innovate quickly and rely upon Bitcoin
and Tor to make ransomware attacks more effective. They are also being
forced to recycle older tactics, such as malicious email and social
engineering, in an attempt to gain traction.
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Your defense strategy: Reduced fragmentation
Defenders already have most of the solutions they need to
slow down attackers and constrain their operational time and
space. The problem is how they use them. Those working in
State and Local Government cybersecurity report that they
deploy many tools from a variety of vendors. But this is a complicated
approach when security, by its very nature, requires a seamless and
integrated one. Using a fragmented approach reduces an organization’s
ability to manage and respond to threats while exponentially increasing the
number of security triggers. By using an integrated security solution, State
and Local Government agencies can reduce their threat exposure and
simplify operations. It will also help better prepare them for the increasing
threat from IoT devices.
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Favored attack behaviors
There are many approaches that attackers may use to gain entry into and
disrupt your organization. By examining each method more closely, your
organization can better understand the behavior and purpose of each. You
can also gain a stronger understanding of how to defeat them. The following
attack methods are the most prominent across the current threat landscape
for State and Local Governments.
Email compromise: Still the money maker

Major Threats

The risk intelligence provider Flashpoint, a Cisco partner, has
studied the email compromise (EC) problem and has
determined that it’s currently the most lucrative and profitable
method to extract large amounts of money from an
organization, not ransomware. It’s a deceptively easy attack vector that relies
on social engineering to trigger the theft. An email compromise campaign
involves an email (sometimes using spoofing to appear as though it’s from a
co-worker) delivered to employees with financial responsibilities and who
can send funds by wire transfer. The adversaries have usually done some
research on the organization’s hierarchy and its employees, often through
social media.
The email may appear to be from an agency director or other top leadership,
and ask the recipient to send a wire payment to an associate or to pay a
vendor. The message may express some urgency to compel the recipient to
send the money, which typically ends up in foreign and domestic bank
accounts owned by cybercriminals.
Because email compromise messages don’t contain malware or suspect
links, they can usually bypass all but the most sophisticated threat defense
tools. Combating EC fraud usually requires improvements in business
processes, as opposed to threat defense tools. Flashpoint recommends
training employees to identify out-of-the-ordinary requests for financial
transfers, such as an out-of-country transfer, and requiring confirmation by
phone before sending funds.
Spyware: It really is as bad as it sounds
Did you know that much of the online advertising you and your
team encounters every day is actually created as spyware?
Their creators try to spin this form of software as a useful
business tool, but no matter how they try to spin it, spyware is
nothing more than malware.
Spyware masquerading as advertising can collect and transmit information
about a user’s computer activities without them knowing it. It exist in three
broad categories: Adware, system monitors, and Trojans. For State and Local
Governments, spyware presents a range of potential security risks including
stealing confidential government and user information, modifying device
configurations and settings, allowing third-party access and even enabling
remote code execution on devices (this would allow attackers to fully control
a device remotely). And, much like human diseases, spyware can also
‘weaken’ a system’s defenses, opening it to more infections.
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Most common
malicious file
extensions

Spyware companies are known to sell or provide access to the data they
collect, allowing third parties to harvest information with relative anonymity.
That information can be used to identify critical assets, map internal
infrastructures in organizations, and orchestrate targeted attacks. So spyware
infections on browsers and endpoints must be remediated quickly. Plus,
security teams must maintain active awareness of spyware capabilities and
determine what type of information is at risk, including creating a playbook
for remediation.
Botnets: The mosquito of the cyber world

.zip (192,097)
.doc (72,254)
.jar (55,193)

.gz (25,646)
.xls (16,155)
.rar (12,328)
.pdf (10,478)
.html (8,485)
.7z (7,425)
.arj (7,023)
Source: Cisco Security Research

Recently, science fiction became reality as attackers were able
to launch cyber-attacks from multiple devices on the internet
and turn them into an army of cyber soldiers known as
botnets. These initial attacks easily crippled hundreds of
popular websites, shook traditional protection approaches to the core and
clearly proved to the world that botnets are real and a serious threat to
government.
Radware, a Cisco partner, recently examined the activity of three large IoT
botnets and uncovered some common characteristics:


Setup is fast and easy; in fact, it can be completed within an hour



Distribution is rapid



An infection recurrence mechanism leads to exponential growth in
the botnet’s size (100,000 infected devices in 24 hours)



They have a low detection rate



Very difficult to retrieve samples because the malicious code lives in
the device’s memory and is wiped out once the device is restarted.
Spam: Tried and true and increasing

The overall increase in spam volume Cisco threat researchers
have observed in the last year appears to coincide with a
significant decline in exploit kit activity. Adversaries have been
turning to other tried-and-true methods, like email, to
distribute ransomware and malware and generate revenue.
Cisco threat researchers anticipate that the volume of spam with malicious
attachments will continue to rise while the exploit kit landscape remains in
flux. Email has the potential to go straight to the endpoint. Adversaries also
can count on “help” from unsuspecting users to move their campaigns
beyond the inbox. Through crafty social engineering (phishing or more
targeted spear phishing), they can dupe users and compromise entire
systems.
Some adversaries are also relying on spam emails containing macro-laden
malicious documents to deliver ransomware. These threats can defeat many
sandboxing technologies because they require some type of positive user
interaction, such as clicking “OK” on a dialog box, to infect systems and
deliver payloads.
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The cloud: Exploiting poor user habits
As cloud computing expands, so does the attack against it.
Hackers now understand the mission-critical nature of the
cloud for many State and Local Governments. And they also
now see it as a shortcut to infiltrating a government’s
connected networks.

Can it help State
and Local
Governments?
The U.S. Federal Risk and
Authorization Management
Program (FedRAMP) is the result
of a close collaboration with
cybersecurity and cloud experts
from the GSA, NIST, DHS, DOD,
NSA, OMB, the Federal CIO
Council and its working groups,
as well as private industry.
FedRAMP is designed to help
speed adoption of secure cloud
computing by Federal agencies. It
sets standards for security
assessments, monitoring and
authorization for cloud computing
solutions and services.
FedRAMP compliance means that
a cloud product or service meets
the Federal Government’s
standards for security. So for
State and Local Governments, it
can serve as an indicator of
whether a product or service can
meet their own agency’s security
standards, or be used to establish
a baseline for security if your
agency has not yet established
one.
Often, if a product or service
meets FedRAMP compliance,
then it will meet your standards
as well.
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For example, hackers have been able to create libraries of verified user
credentials (user names and passwords) by using known lists of
compromised accounts on the web. These credentials can be used for a
large and focused attack, subtle
access to quietly copy sensitive
data or compromise other
collaborators. The lists can even
be sold for profit.
Some of the largest breaches to
date began with the compromise
and misuse of a single privileged
user account. Gaining access to a
privileged account can provide
hackers with the virtual “keys to
the kingdom” and the ability to
carry out widespread theft and
inflict significant damage.
However, most organizations
aren’t paying enough attention to this risk as we found that 60 percent of
privileged users never log out of active sessions, making it easier for
unauthorized users to gain access and to do so undetected. Users should log
in daily to take administrative actions, and log out when work is complete.
As State and Local Governments look to expand their use of the cloud, they
need to understand their role in ensuring cloud security and look to FedRAMP
compliant products and services for added assurance. Cloud service
providers are responsible for physical, legal, operational, and infrastructure
security of technology they sell. State and Local Government agencies are
typically responsible for securing the use of underlying cloud services.
Exploit kits: Down but not likely out
Exploit kit activity has been declining dramatically as
adversaries now find they must target multiple vulnerabilities
to exploit a system. In addition, automatic security updates in
modern operating systems and web browsers are also helping
to shield users from exploit kit compromise.
Although this has resulted in a shift towards ransomware, it is likely we will
see a resurgence in the exploit kit market since crime-ware is an industry
worth billions. As soon as a new attack vector emerges that is easy to exploit
and can affect users at scale, the popularity of exploit kits will rise again and
so will competition and innovation. Defenders must therefore remain vigilant
about patching vulnerabilities swiftly, especially in web browsers and
browser plug-ins; and remove any unnecessary plug-ins.
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Vulnerabilities
Recent global cyber-attacks have shed light on a variety of vulnerabilities and
exposures that can leave State and Local Governments susceptible to
compromise or attack. Based on these events and attack behaviors, Cisco
researchers feel there are three areas that need immediate action for
organizations to remain safe:

Did you know?



The need for processes: State and Local Governments should report
all software flaws to vendors in a timely fashion and, to the extent
that they exploit those flaws, codify decisions for independent
oversight and review. They should also adopt a process for riskbased decisions regarding how to handle and when to release
information about vulnerabilities to developers and the public.



The need for transparency: Technology developers need publicly
disclosed, risk-based mechanisms to receive, process, and disclose
information about the availability, or absence, of known
vulnerabilities, patches, mitigations, and workarounds. They should
communicate to the public the how, what, why, and when of handling
vulnerabilities. And they should strive to provide more transparency
about co-development processes, making sure users know precisely
whom to contact to report vulnerabilities.



The need for urgency: Public Sector leadership must make
cybersecurity a top priority. Unmanaged infrastructure and endpoints
leave organizations at risk.

Unknown or unmanaged
points can:
 Become entry points for
attackers looking to gain a
foothold in your
organization
 Enable attackers to move
laterally within an
organization to breach
specific targets
 Be used to capture data,
send unauthorized Tor
traffic, or become part of a
botnet.
Even a simple router, network
firewall, or segmentation
misconfiguration can provide
an attacker with an entry point
to penetrate infrastructure and
gain access to sensitive data.

Today’s dynamic networks enable a greater attack surface by introducing
new security risks and gaps and reducing visibility. The cloud is a major
contributor to this issue. So, too, are rogue and so-called shadow IT devices
and applications. Many organizations underestimate the risk and number of
blind spots in their network, endpoints, and cloud infrastructure. According to
research by Lumeta, a Cisco partner that provides cyber situationalawareness technology, a lack of visibility can lead to 20 to 40 percent of
network/endpoint infrastructure becoming unknown or unmanaged.
To achieve visibility, organizations need access to real-time, context-driven
security intelligence. Without it, attackers can successfully move around a
network unchecked and undetected. Organizations should also:


Review their segmentation policies and employ robust tools that can
test their effectiveness



Conduct regular and automated inventories of all devices and
systems connecting to the network. Failure to do so could leave up to
20% of such devices unmanaged.

Vulnerabilities for organizations also occur on the server-side, where issues
have been on the increase due to server software. This may be especially
true for State and Local Governments which tend to delay updating software
or upgrading systems due to budget constraints. These issues often revolve
around third-party software vulnerabilities that require manual patching
which, if not done in a timely manner, creates a large window of exploitation.
Fortunately, these can be patched by activating automatic updates.
© 2017 Cisco and/or its affiliates. All rights reserved.
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Security challenges for defenders
The challenges: Cloud, talent, regulations
The emergence of the Internet of Things (IoT) demands special attention
from the Public Sector as it is driving many of the security challenges they
face today and will in the future. But as the number and scope of attacks is
increasing, organizations are also having to deal with other challenges such
as difficulty finding qualified talent and increasing regulation.

Challenges
Cloud Loopholes
 Secure transition
 Targeted attacks
 Advanced persistent threats
(APTs)
 Insider exfiltration
 Securing storage and
infrastructure
Lack of Talent
 Less penetration testing
 Fewer forensics tools
 Less threat investigation
 Less remediation
Regulatory issues
 FedRAMP compliance
 CJIS security policy and
audits

The transition to the cloud
presents many advantages as
well as challenges to public
sector organizations that
need to maintain consistent
protection against threats.
One-third of public sector
organizations said that
targeted attacks, advanced
persistent threats (APTs), and
insider exfiltration are high
security risks. In addition,
public sector security
professionals said that public
cloud storage and cloud
infrastructure are the most
challenging elements to
defend against attacks.
The issue, say Cisco public sector security experts, is that cloud storage
offers a different set of tools to protect data, forcing security teams to rethink
how they will configure tools and processes to keep data safe. For example,
the features in the NetFlow analysis tool don’t map precisely to analysis tools
in cloud services, so processes and outcomes won’t be the same.
Organizations may also be slow in adopting certain tools because they
require knowledgeable staff to implement them, and to analyze results. Only
30 percent of the public sector security professionals said their organizations
use penetration testing and endpoint or network forensics tools. These tools
are considered key pillars of a defense-in-depth security strategy, so their
lack of adoption is worrisome. Organizations without these services baked
into security can expect to see network breaches repeatedly.
Without enough security experts on hand, public sector organizations may
also fall short on threat investigation. Nearly 40 percent of the public sector
organizations report that of the thousands of alerts they see daily, only 65
percent are investigated. Of those 32 percent are identified as legitimate
threats, but only 47 percent of these are eventually remediated.

© 2017 Cisco and/or its affiliates. All rights reserved.

The number of threats that go uninvestigated reveals the need for tools that
share information about alerts and provide analysis. Such tools add texture
and understanding to alerts (making them more valuable), so that staff can
determine which ones need immediate attention. In addition, automation can
help resolve some threats, reducing the burden on security teams.
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To truly examine a large number of daily alerts, Cisco security experts say, a
public sector organization might need dozens of security staffers—yet they
rarely have the headcount. Thirty-five percent of the public sector
organizations said they have fewer than 30 employees dedicated to security.
In addition, 27 percent said they believe a lack of trained personnel is a major
obstacle to adopting advanced security processes and technology. This is
another reason why automation tools can be essential to building a security
defense system to process the amount of threat alerts generated daily.
The Public Sector, by its nature, involves ongoing collaboration across
agencies, including at the Federal level. This pulls FedRAMP authorized
Cloud services and the FBI’s Criminal Justice Information Services (CJIS)
security requirements into the mix as well as security of transmitting,
accessing and archiving any forensics evidence in the cloud. State and Local
Governments are also facing an ongoing challenge to attract top talent in
Information Technology. This is especially so for cybersecurity. So any
software that can plug the hole is worth the investment.

Threat resolution

Traditionally, the Public Sector also reacts to events rather than planning
ahead through a proactive, threat-centric cyber-security defense. So there is
a real need to evolve more long-term, proactive planning for technology,
especially related to integration, scalability, and security. And despite
increasing awareness, State and Local Governments continue to struggle
with transitioning to the cloud, a process that may be greatly affected by the
previously mentioned regulations. Fortunately, both the Federal Risk and
Authorization Management Program (FedRAMP) and CJIS provide standards
for the use of cloud products and services which can be leveraged by State
and Local Governments for best practices.
The mistake: Letting
breaches drive security
improvements
The shortage of people and
tested security tools in the
public sector has an impact
on breaches. Fifty-three
percent of the public sector
organizations said they have
dealt with public scrutiny due
to data breaches. It should be
assumed that breaches will
happen, not that
organizations might get lucky
and be spared an attack. A
related problem is that
security direction is driven by
the response to attacks, not
by a holistic approach to risk, based security. So much effort is needed to
respond to incoming threats that there are no resources left for long-term
planning.

© 2017 Cisco and/or its affiliates. All rights reserved.
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Public sector organizations do indicate that when breaches happen, security
teams learn from the experience: 46 percent said breaches drove security
improvements to a great extent. However, organizations need to invest in
technology that gets them out in front of security breaches, so they can
better minimize risk and more effectively manage security systems.
Outsourcing is a key strategy for public sector organizations looking to gain
more resources but doesn’t increase in-house expertise. Over 40 percent
said they fully or partially outsource services such as monitoring and audits.
Of those organizations that outsource security services, roughly half cite
unbiased insight, cost efficiency, and timely incident response as the top
reasons to do so.
Penetration and other audit services should be done by an outside
organization, but there is a downside to full reliance on outsourced services:
It means that public services organizations do not build in-house expertise
over time. This in-house knowledge is critical in defending networks against
sophisticated attacks. Automated solutions can be cost-effective and timely,
but should strike a balance between outsourcing and on-sight experts in
order to gain essential insights and analysis.

Security opportunities for defenders

Outsourced
Security Support

While State and Local Governments face a variety of challenges in securing
their networks and endpoints, those same challenges have already spawned
potential opportunities. Many organizations, such as the FBI and National
Institute of Standards and Technology (NIST), have used their knowledge
gained in facing these same challenges in cyber warfare to develop best
practices and approaches which can be adapted or used as-is by
organizations like yours at the state and local level. These include:


The NIST Cybersecurity Framework



The FBI’s Criminal Justice Information Services (CJIS) Security Policy



Threat-centric defense against ransomware.
The NIST Cybersecurity Framework

For State and Local Government
agencies seeking to secure
themselves from growing cyber
Download NIST PDF
threats, the National Institute of
Standards and Technology (NIST) Cybersecurity Framework provides an
existing and proven opportunity to do so. A collaborative effort by both the
private and public sector, the Framework provides a common language to
address and manage cybersecurity risk in a cost-effective way, based on
business needs, without placing additional regulatory requirements on
organizations.

© 2017 Cisco and/or its affiliates. All rights reserved.

The Framework consists of three parts: the Framework Core, the Framework
Profile, and the Framework Implementation Tiers. The Framework Core is a
set of cybersecurity activities, outcomes, and informative references that are
common across critical infrastructure sectors, providing the detailed
guidance for developing individual organizational Profiles. Through use of the
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Profiles, the Framework will help the organization align its cybersecurity
activities with its business requirements, risk tolerances, and resources. The
Tiers provide a mechanism for organizations to view and understand the
characteristics of their approach to managing cybersecurity risk.

What is Talos?
Talos is Cisco’s elite threat
intelligence organization that
provides superior protection for
our State and Local Government
partners. Talos tracks threats
across end points, networks,
cloud environments, web, and
email to provide a holistic view
of cyber threats, their root
causes, and the scope of
outbreaks. They then correlate
this data into actionable threat
intelligence.
 19.7 billion total threat blocks
per day
 1.5 million incoming malware
samples per day
 15 billion web requests per
day
 2,557,767 threats blocked
per second.
To learn more, check out
https://www.talosintelligence.c
om/

The NIST Cybersecurity Framework also includes a methodology to protect
individual privacy and civil liberties whenever critical infrastructure
organizations conduct cybersecurity activities. It provides organizations –
regardless of size, degree of cybersecurity risk, or cybersecurity
sophistication – a set of standards, guidelines, and practices that are known
to provide a core defense. Yet it’s not a one-size-fits-all approach and
organizations still face unique risks based on their uses of technology and
areas of expertise (such as Law Enforcement or criminal courts securing and
handling evidence) which need special attention. However, the NIST
Cybersecurity Framework has been widely adopted and is a proven
foundation for security, having been used by the FBI’s Criminal Justice
Information and Services system which is accessed by thousands of public
safety agencies across the nation every day.
The CJIS security policy
Another opportunity for State and Local
Governments to improve their cybersecurity
defenses is through adherence to the thirteen
security policies of the Criminal Justice Information
and Services (CJIS) division of the FBI. Since CJIS
serves as a central repository for the bureau’s
massive amount of criminal data, and as an access
Download CJIS PDF portal for the agency’s multiple services, the FBI
developed a series of stringent security policies to protect the full lifecycle of
criminal justice information (CJI), whether the data is at rest or in transit.
CJIS is a highly secure resource that equips agencies like yours with up-todate resources so that you can better protect your community through:


Integrated Automated Fingerprint Identification System (IAFIS)



National Crime Information Center (NCIC)



Uniform Crime Reporting (UCR) Program



Next Generation Identification (NGI)



National Data Exchange (N-DEx)



Enforcement Enterprise Portal (LEEP)



Nation Instant Criminal Background Check System (NICS).

The CJIS Security Policy provides guidance for the creation, viewing,
modification, transmission, dissemination, storage, and destruction of CJI.
The policy integrates presidential directives, Federal laws, FBI directives and
the criminal justice community’s Advisory Policy Board (APB) discussions. It
also utilizes the NIST Cybersecurity Framework to leverage existing best
practices to simplify operations, increase efficiency and speed processes.

© 2017 Cisco and/or its affiliates. All rights reserved.
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Since the system contains extremely sensitive data (including biometric data,
identity history, biographic and property data, and case histories), the FBI
enforces three important security rules for agencies using CJIS:

3 Key CJIS Rules



Security Requirements: Your agency must meet all minimum security
requirements to keep access to CJIS



Access Compliance: Everyone (contractors, private entities, nonjustice reps, justice reps) that handles or supports CJIS information
must fully comply with thirteen security policy areas



Audits: Your agency must pass an FBI directed audit every 3 years.

By gaining a strong understanding of the thirteen security policy areas of
CJIS, agencies of all types can better prepare their cyber defenses. Cisco
encourages all personnel involved in security at the State and Local
Government level to become familiar with these policies. Even if you are not
working directly with CJIS, the thirteen security policies can prove beneficial,
serving as an actionable outline for developing your agency’s own
cybersecurity approach.

The 13 security
policies of CJIS

As public safety agencies work with CJIS and are required to adopt their
stringent security standards, the knowledge of public sector security
© 2017 Cisco and/or its affiliates. All rights reserved.
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personnel in how to secure their networks from cyber threats will grow. And
eventually this knowledge base will be shared with other agencies, helping to
improve standards and practices across all organizations at the State and
Local Government level.
A threat-centric defense against ransomware
Ransomware is the name given to a class of malware that, once downloaded,
encrypts critical data and demands a ransom for releasing it. However,
researchers at Cisco are now seeing variants that damage the data
regardless of whether a ransom is paid or not. Attackers usually attempt to
hit as many agency assets as quickly as possible, so the payloads are most
often delivered through three methods:

Can your agency
just ignore
ransomware?
The County Attorney’s office
in Pinal County, Arizona was
attacked by a leading
ransomware known as
CryptoLocker. Over 65,000
files were destroyed. Luckily,
it did not spread to the courthouse and other government
networks.
Why did this happen? Because
the county had no threatcentric defense against
ransomware in place.

They paid a steep price in
ignoring the threat. This
included lost productivity as
well as the time and
unanticipated budget needed
to restore their network. But
they also paid a much higher
price: erosion of public trust.

© 2017 Cisco and/or its affiliates. All rights reserved.



Mass phishing: Emails which rely on unsuspecting users in your
agency to activate



Malvertising: Malicious advertising accidently activated by your staff



Exploit kits: Taking advantage of your agency’s pre-existing software
vulnerabilities, like those found in common applications (Adobe
Flash).

Ransomware specifically
targets your user files
and avoids damaging
any system files, so that
you can be notified of
what happened. Once
the files are encrypted,
the malware usually selfdeletes and leaves
behind a message. This
will instruct your agency
on how to pay the
ransom and regain
INFOGRAPHIC: What is your agency’s weakness? Find Out Now
access to your files.
Some variants display a countdown timer, threatening to delete the
key/decryption tool if you don’t pay before the timer reaches zero or, in other
cases, may simply increase the ransom once it hits zero.
At the State and Local level, Law Enforcement agencies have been the prime
target of ransomware. But it can strike any organization and even if you pay
the ransom (usually done via Bitcoin) there is no guarantee that the attackers
will send a decryption code. In fact, you may find that the files will not
decrypt intact or that a second ransomware virus was left behind to do even
more damage at a later date now that they know how unsecure your network
is and that you are willing to pay a ransom. Because of the speed and
potential devastation of ransomware and other malware variants to the data
entrusted to State and Local Governments, as well as potential damage to
the public trust, it is critical organizations be proactive, rather than reactive,
when it comes to cyber threats. The public sector must make cybersecurity a
top priority and deploy threat-centric defenses that better protect their
assets before, during and after an attack.
11
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Cyber warfare’s new target:
Government infrastructure
When it comes to cybersecurity, the biggest threat facing the Public Sector
today is the loss of continuity in services while sensitive data is being held
hostage. From disrupting Law Enforcement efforts by taking evidence
hostage, disrupting vital transportation networks, or shutting down critical
utilities such as water and energy, today’s attackers feel increasingly
emboldened – and reckless.

Target:
Law Enforcement
In January 2017 the Cockrell
Hill Police Department near
Dallas had to admit to losing
digital evidence from as far
back as 2009 after the
department’s server was
compromised with
ransomware.
All Microsoft Office Suite
documents and significant
amounts of bodycam video,
photos, in-car video and
surveillance video were lost.
The malware had been
introduced into the network
from a spam email using a
cloned department email
address.
The ransom demand was
nearly $4000 and paying was
no guarantee the decryption
key would be provided and
files preserved. So the police
decided not to pay. As a result,
the department lost eight years
of data.

© 2017 Cisco and/or its affiliates. All rights reserved.

Law Enforcement: Some ignored the threat and paid a price
Law Enforcement agencies from Detroit to Maine to Louisiana have already
been held hostage by ransomware. This success is spurring others,
especially those with a grudge against justice, to launch similar attacks. Add
to that a variety of server-side vulnerabilities that agencies may be unaware
of and attackers are being presented a unique opportunity to harm
government’s commitment to protect and serve. So it’s critical that Law
Enforcement agencies honestly ask themselves: “are we really ready to
defend against attempts to shut down our networks, hold our data hostage or
use our own IT system against us?”
Does ransomware make you WannaCry?
The recent WannaCry ransomware cyberattack provides a perfect example of
the escalating threats facing State and Local Government agencies like Law
Enforcement. It utilized a new self-propagating technique with no need for
human interaction to spread. Ransomware will often attack your organization
by various means, including already known vulnerabilities that were not
repaired, copying, attaching to files and using backdoors but it can attack
something much more important than data; your reputation. Agencies that
succumb to attack by either losing years’ worth of data and evidence or by
paying a ransom, face a litany of concerns. These can include:


Loss of confidence from law-abiding and trusting citizens



Damaged public relations in communities where police actions and
authority are already questioned



Damage to ongoing investigations/prosecutorial cases



Increased scrutiny that may impact personnel and budgets



Significant media coverage that can damage relationships with other
agencies that have taken years to build.

To pay or not to pay, that is the question
Unfortunately, the adversaries behind these threats are taking their malware
to an entirely new level of effectiveness by using cryptographically sound file
encryption. This technique is quickly gaining popularity, preventing the
majority of new ransomware from being easily decrypted. This new twist on
ransomware might leave your agency tempted to pay the ransom. But it is
important to remember that if you do pay, there is no guarantee you will be
able to decrypt your data anyway. And attackers are increasingly planting
additional ‘hidden’ malware during the initial attack. This is activated later,
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after you pay and they know that you will be a compliant victim. Worst of all,
by paying a ransom you become an active part of the problem, helping fund
development of the next generation of ransomware. That’s why it is critical to
the security of Law Enforcement agencies across the nation that a cycle of
infection-payment-infection be prevented by deploying industry leading
threat-centric cybersecurity. Only then can organizations properly defend
themselves before, during and after attack.
Transportation: Securing critical infrastructure

Target:
Transportation
Recently, the San Francisco
Municipal Transportation
Agency (SFMTA) was hit with
a ransomware attack that
forced 900 computer
terminals to display a demand
for a $73000 ransom.
Fearing it would spread and
infect their entire network, the
transit agency shut down all
ticket machines and fare
gates. This allowed
passengers to ride for free,
costing SFMTA much needed
income for an entire weekend.
But cyber threats for
transportation extend beyond
lost income and can cost the
security, livelihood and even
lives of your personnel and
citizens by:
 Disarming security systems
at airports, train stations
and ports
 Altering safety messages
on roadway signage
 Misusing alert systems
 Misdirecting rail traffic.
© 2017 Cisco and/or its affiliates. All rights reserved.

The transportation industry’s technology infrastructure was traditionally built
on closed, proprietary systems. Today the industry is on a journey, switching
to modern connected networks. But this is leaving security leaders fearful of
exposure to attacks during the transition period. Yet due to the increasing
maintenance cost and complexity of existing systems, this change to
connected IP systems must happen. If not, the impacts from cyber threats
will increase.
Consumer demands driving innovation
According to the recent 2017 Cisco Security Capabilities Benchmark Study,
more than a third of transportation security professionals said that advanced
persistent threats (APTs) and the proliferation of BYOD and smart devices are
already high security risks to their organizations. Fifty-nine percent said that
cloud infrastructure and mobile devices are among the most challenging risks
to defend against attacks.
Thanks to BYOD and the expansion of the IoT, transportation consumers are
also demanding new safety and mobility services. For example, customers
want the ability to interact with airports, airlines, passenger and freight
railroads, roadways, or connected vehicle fleets and transit authorities within
social networks. They want to ability to buy tickets using mobile devices or
use mobility applications in their vehicles. And transportation workers also
see the benefit of connectivity in reducing manual operations in favor of
automation.
To fully meet these demands for information access,
transportation security teams recognize that data must sit at
the network edge, and be made available in real time.
Controlling access to the data, and making sure it’s available
to those who need it, is a key concern for security
practitioners. For example, Cisco is now partnering with the
Tennessee Department of Transportation (TDOT) to build a secure, real-time
sensor fabric for their existing network that uses data to make decisions at
the network edge, where it originates.
Pushing decision making to the network edge
With this approach, State and Local Governments are now able to leverage
the Internet of Things (IoT) to offer secure services, improving efficiencies
and lower costs - all without an expensive network rebuild. This innovative
new approach will turn TDOT’s existing network into a real-time automated
and integrated network environment able to implement automated responses
for a variety of real-world conditions by using preset policies to determine
actions, all in real-time as conditions warrant.
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It will also be able to deliver the services that personnel and citizens alike are
demanding. This includes the capability to alert drivers to rapidly changing
conditions in real-time by automatically messaging digital road signage,
sending smartphone alerts and changing speed limits displayed on dynamic
speed signs. Plus, the enhanced network is designed to easily add sensors
for frost, temperature and other roadway hazards in the future.
Overcoming talent issues
Lack of security talent also continues to be a challenge in the transportation
industry, driving outsourcing. Over half of transportation security staffers said
they have fewer than 30 employees dedicated to security, with 29 percent
stating a lack of trained personnel is a major obstacle to adopting advanced
security processes and technology. Nearly half said they outsource some or
all security tasks. Of the organizations that outsource, cost efficiency (52
percent) and unbiased insight (44 percent) were the top reasons for doing
so. Unfortunately, as security capabilities become more sophisticated and
specific, the likelihood of transportation organizations attracting the right
talent declines. So leadership needs to start recruiting, compensating and
retaining high-caliber talent now to help keep our nation’s critical
infrastructure secure tomorrow.
To help overcome talent issues, adherence to standardized information
security practices, such as ISO 27001 or NIST 800-53, can help
transportation organizations follow established benchmarks for security.
Fifty-four percent of transportation security professionals say they already
follow a standardized information security policy practice, with a full twothirds saying they follow formal written security strategies. There are also
signs that transportation organizations recognize the value of embedding
security throughout the organization, not just simply buying point solutions, as
seventy-five percent have a security operations center (SOC), and 14
percent said they plan to build one. In addition, nearly 90 percent of the
security professionals said their organizations participate in a security
standards body or industry organization, such as PT-ISAC or ST-ISAC.
The benefit of attack simulations

Use of
security standards

The fact that transportation, like other heavily regulated industries, is deemed
to be critical infrastructure may drive decisions about security. For example,
nearly 80 percent of the transportation security professionals run attack
simulations in their organizations at least once every quarter. In addition,
almost half said that the results of attack simulations drove significant
improvements in security policies, procedures, and technologies.
Data breaches still in the driver’s seat?
But as we see in other public sector organizations, public data breaches are
still driving an inordinate amount of the response to cyber threats in
transportation, with 48 percent saying they have had to deal with increased
public scrutiny due to such an event. Even more revealing, 43 percent said
that the breaches drove improvements to a “great extent,” and 83 percent
said they drove improvements to at least a “modest extent.” So it is clear,
more preventive actions can and must be taken to secure our nation’s critical
transportation infrastructure.

© 2017 Cisco and/or its affiliates. All rights reserved.
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Utilities and Energy: Preventing catastrophic shutdowns
As utilities push towards digital transformation, they are increasingly adopting
newer software technologies that sense, monitor, and actuate physical
processes without human intervention. And they are also getting more
complex. Combined with security weaknesses in deployed firmware and
software, it is increasing the attack surface they need to protect. This cyberphysical convergence, the integration of software and embedded systems
into physical devices, is increasing the challenges faced by security
professionals in the utilities and energy industries.

Target:
Utilities & Energy
The recent takedown of
Ukrainian power grids by
Russian hackers highlighted
the challenges faced by
utilities in protecting critical
networks from attack.
Today’s water, sewage,
energy and public safety
communications systems no
longer operate in closed
networks. More often, the
same control center
workstations that remotely
monitor and control electricity
generation, transmission, and
distribution equipment are also
connected to business
networks and IT systems.
Because of this association,
utilities and energy are
increasingly being targeted.
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Security concerns around cyber-physical convergence also extend to the
supply chain. The Federal Energy Regulatory Commission (FERC) recently
directed the North American Energy Reliability Corporation (NERC) to develop
new standards for critical infrastructure protection, specifically directed at the
utility supply chain. Targeted attacks are also high on the list of worries for
utility and energy security professionals. Security professionals said targeted
attacks (42 percent) and advanced persistent threats, or APTs (40 percent)
were the most critical security risks to their organizations. In addition, they
cited mobile devices, user behavior, public cloud storage, and customer data
as the top challenges to their defender strategies.
A complex target, a complex attack
APTs are also of concern to utilities because they have the potential to
remain undetected in critical networks for longer periods of time, increasing
the damage that attackers can cause. With large and complex facilities such
as water purification and energy production, this could lead to significant
disruption of services. This in turn could have immediate impacts on quality
of life for citizens.
Because data networks are converging, and connected devices are
increasing, the potential for harm such as a utility shutdown is greater than
before. And as high profile targets, utilities are acutely more aware of the
threat landscape but they are still in need of guidance on the proper way to
integrate such technologies to effectively protect against APTs and targeted
attacks. Basically, they understand the “why” of security but they need
security vendors to show them the “how” - that is, how to implement a
layered approach to value-chain security that includes elements such as
physical security and cybersecurity standards.
Utility and energy networks are by their nature very complex. The complexity
of their networks means organizations must also assess the impact of threat
alerts, and decide which ones deserve mitigation resources. But that can be
difficult. Nearly half of the utility and energy security professionals said of the
thousands of daily alerts they see, only 63 percent of those are investigated.
But of those, 41 percent are deemed legitimate threats yet only 63 percent
are remediated. Although it may seem as though only a fraction of legitimate
alerts are investigated, the utility and energy industries show the highest rate
of alert mitigation among the industries surveyed. In addition, an alert does
not necessarily equal a threat. Security professionals may steer resources
toward mitigating only those threats that could have a severe impact on
network safety.
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Growing cost and regulatory impacts
Strict budget controls are also impacting security for utility and energy
organizations. Because they are tightly regulated, utility and energy
organizations can’t easily add budget for security. That can require extensive
and time-consuming approvals, which may explain the reliance on
outsourced security (over 60 percent). In addition, nearly half said they
outsource monitoring and threat intelligence services. Of those utilities that
outsource security, over half of the security professionals named cost
efficiency and unbiased insight as the top reasons to do so.
In keeping with the need to operate under strict regulatory control, utilities
are likely to abide by formal security polices and standardized procedures.
Nearly two-thirds of utility security professionals said they have written
formal security strategies and follow standardized information security policy
practices such as ISO 27001 or NIST 800-53.
Damaged reputation means a damaged bottom line
When utilities suffer public breaches, awareness of these incidents is very
high. The public recognizes that utilities are part of the critical infrastructure,
and that breaches put key services – and lives - at risk. It is interesting to
note that sixty-one percent of the utilities surveyed reported that they have
dealt with public scrutiny due to a data breach. The good news is that such
breaches may have triggered changes in security, with 91 percent saying it
drove security improvements. This may be an example of “making lemons
into lemonade”: as a breach can offer useful insights into how attackers got
into the networks by showing security professionals the chain of entry points.
The benefit of frequent drills and simulations

Threats fixed

Utility security professionals indicate that they conduct frequent drills and
simulations to detect weaknesses in their security infrastructure. Ninety-two
percent said they conduct semiannual or annual drills or exercises to test
incident response plans. When performing these drills, 84 percent of the
organizations include their security partners. In addition, 78 percent run
attack simulations on their organizations at least once a quarter. In slightly
less than half the organizations (45 percent), security professionals said
attack simulations helped drive improvement to a great extent—for example,
changes in security policies, procedures, and technologies. The high number
of organizations conducting attack simulations may indicate that security
professionals are using more automated tools, which allows them to
accomplish simulations with less time and manpower.
Although utilities face some of the most complex cybersecurity challenges,
they are also one of the most mature verticals regarding their cybersecurity
methodologies, practices, and adoption of technology security controls. But
as cyber threats evolve, critical infrastructure providers must also evolve so
that they can quickly identify, protect, detect, respond, and recover from
security incidents.

© 2017 Cisco and/or its affiliates. All rights reserved.
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Conclusions
A more complex threat landscape emerging
The modern threat landscape facing State and Local Governments is and
continues to grow much more complex. Fortunately, much of our research
shows that defenders have been gaining ground on adversaries while
developing a much better understanding of how and where threat actors
operate.
A tougher, longer battle ahead

Next Steps
To learn more about the
cybersecurity issues that are
impacting State and Local
Governments like yours and
how you can develop a threatcentric defense, please visit:
cisco.com/go/security

However, we expect that defenders will struggle to maintain ground as the
IoT expands. As discussed in the introduction to this report, there are signs
that new types of attacks, more sinister and destructive than campaigns of
the past, are in development. Adversaries appear to be devising high-impact,
well-planned attacks that are designed to prevent any organization, big or
small, from operating. Their initial successes have emboldened them and
they now realize that no public sector organization has a contingency plan
that outlines how to rebuild all their IT or OT from scratch, and attackers are
determined to use that weakness to their advantage.
Cybersecurity as a top priority
That is why it has never been more important for State and Local Government
organizations to make cybersecurity a top priority. It is now critical that they
invest in automated tools that can help their security teams:


Stay on top of alerts



Gain visibility into and manage their dynamic networks



Detect and respond swiftly to true threats.

And they must devote the time and resources to ensure they always know
exactly what is in their IT environment, and that everything within it is
deployed correctly and securely and kept up to date.
Integration, transparency and urgency
The security community also needs to expand its thinking and dialogue about
how to create an open ecosystem that will allow customers to implement
security solutions that will work best for their organization and make the most
of existing investments. In this ecosystem, all security solutions can
communicate with each other, and work together to protect State and Local
Government, citizens and businesses in their communities. And in the end, a
unified effort from defenders is needed to meet the escalating impact of
security breaches and growing pace and scale of technology used. If
cybersecurity is not made a top priority by State and Local Governments,
then threats meant to disrupt the expanding IoT world and inflict devastating
impact on our nation’s infrastructure will go unchecked.
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