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Cisco Systems, Inc.

18, June 2015
To Whom It May Concern

Cisco completed its conformance review of Cisco Systems Inc.’s Instant Message and Presence (IM&P), software
version 10.5 on June 11, 2015, and has found that the Product faithfully integrates the following FIPS 140-2
approved cryptographic module:

1. Cisco FIPS Object Module (version 4.1), cert #2100
Specifically, Cisco’s review confirmed that:

Cisco confirmed that the following features leverage the embedded cryptographic module to provide
cryptographic services used for SIP-TLS, XMPP-TLS, and HTTPS:

Session establishment supporting each service,

Ail underlying cryptographic algorithms supporting each services’ key derivation functions,
Hashing for each service.

Symmetric encryption for each service
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Additionally, Cisco confirmed that the above referenced cryptographic module is initialized in a manner consistent
with the instructions provided in the non-proprietary Security Policy.

Moreover, the FIPS conformance claims made for Cisco Instant Message and Presence (IM&P), version 10.5.1,
verified by Leidos, hold true Cisco Instant Message and Presence (IM&P), version 10.5.2 with no additions or
removal of cryptographic services or cryptographic implementations.

The intention of this letter is to provide our assessment that the Product correctly integrates and uses validated
cryptographic modules within the scope of the claims indicated above. Cisco offers no warranties or guarantees
with respect to the above described conformance review. Furthermore, the Cryptographic Module Validation
Program (CMVP) has not independently reviewed Cisco’s analysis, testing or results.

Any questions regarding these statements may be directed to the Cisco Global Certification Team
(certteam@cisco.com).

Thank you, ﬂ

Ed Paradise
VP Engineering
Cisco Security & Trust Organization (STO) Engineering




