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Cisco Plug and Play Connect (a component of the Cisco
Network Plug and Play solution) is a cloud-based service
that provides a discovery mechanism for a network
device to discover its on premise Cisco DNA-Center or
APIC-EM controller.

This presentation talks about the Redirection
Capalbilities.
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Accessing Smart Account
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New Smart Account Signup

Step by Step Instructions:

Q Go to Cisco Software Central

(https://software.cisco.com).

The following Smart Account
administration functions can be
accessed from Cisco Software
Central (software.cisco.com):

A Request a new Smart Account

A Request access to an existing
Smart Account

Note: SA Admins, VA Admins and VA
Users will be allowed to access the
PnP Connect portal. Previously, only
SA admins could access the tool.
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Cisco Software Central

v

Download & Upgrade

Software Download

Downiaad new softviare ar updates to your curment softwars
eDsiivery

Get fast dlecironic fulfliment of software, licenses, and
dosumentation

Product Upgrade Tool (FUT)
Order major upgrades to software such as Unified
Communications

Upgradeatie Products
Browis= a list of all svailabie softwars updstes.

w

Order

Buy Dirzetly from Cisco

Configurs, prioz, and ordar Cisco products, seftware, and sey

Awailshiz to pariners and to customers with 3 direct purcha:
agresment

End Usar License and SAAS Terms

Ciseo softwiare is ot 5ok, but is licensed to the registered end
user, The terms and canditions provided govem your use of that

software. Riead them here,

]
ClIsco

&
Network Plug and Play

Plug and Play Connzat
Devica management through Plug and Flay Connect portal

Leam atout Network Plug and Play
Training, documentation and vidsas

@l PnP Test Account - KB w

&

License

Traditional Licznsing
Ganerate and manage PAK-based and cthar devies licenses,
including demo licenses

Smart Software Licensing
Track and manage Smart Softwars Licenses.

Enterprise Agresments

Generats and manage licanses from Enterprse Agreements,
\fiew My Consumgsion

\fiew all my customers based on smart accounts

It

Administration

Request 3 Smart Account
Gt 3 Smart Accourt for your organization of initiate it for someone|
eke

Requast Access to an Exiting Smart Account
Sumit s requast for acosss to 3 Smart Account

Manage Smart Account

Modify the prop=riies of your Smart Accounts and assceiate individus!
Ciseo Acoounts with Smart Accounts.

Bulk Deactivate Smart Accounts

Deactivate Panding Smart Accounts in Bulk

Bulk Users Nominstion
Bulk Users Nomination.

Learn about Smart Accounts
Access documentation and training

Additional for Partners:

Request a Partner Holding Account

Allows Cisco Partners 1o r=quest 3 Holding Smart Acsount
Manage Pending Smart Accounts

View thy perties of Smant Accounts in Pending' status
behalf of Customers and take actions to sctiats the



https://software.cisco.com/

Request a New Smart Account

afean]n
CISCO

Cisco Software Central = Create Smart Accounts

Create Smart Accounts

You can create a new Smart Account for your company or organization, or request an account on behalf of someaone else.

Account Creator

Are you authorized to create the Smart Account?

® | have the authority to create the account on behalf of my company or organization

The account will be associated to your Cisco.com profile.
Please confirm that it is up to date. If necessary, update your profile

Full Name: Jayashree Narayanan
Email Address: jayanara@cisco.com
Cisco |D: jayanara

Phone: +1 408 527 5186
Company / Cisco Systems, Inc.
Crganization

Name:

_/ Someone else will authorize the creation of the account

Account Settings

Fleasze provide the name and the domain identifier for the Smart Account.

= Account Name: Cisco Systems, Inc.
= Account Domain |dentifier: cisco.com Edit
The Account Domain ldentifier will be used to uniguely identify

the ount. The default Account Domain Identifier is based on
the email address of the person specified to authorize activation
of the account

Learn More




Request Access to an Existing Smart Account

(&) ‘ & Secure | https://software.cisco.com/smartaccounts/setup#accountaccess-userAccessRequest |

Worldwide [change] Lo In | Account | Log Out My Cisco
alra]n

Products & Services How to B Training & Events Pariners m
cisco = o

Cisco Software Central > Request Access to a Smart Account ; Hello, Vinita Karbhari
Request Access to an Existing Smart Account

Use this page to request access to a Smart Account or Holding Account that has already been established by your company or associates. You will need to know the specific Domain |dentifier that
represents the Smart Account to request access.

Your Profile

Your Cisco.com profile will be included with the access request to the Account Administrators. It is very important that it is accurate before procesding. If you need to update your profile, do it now.

Company / Organization Mame: Cisco Systems, Inc.
Full Name: Vinita Karbhari

Email Address: vkarbhar@cisco.com
Cisco ID: vkarbhar

Phone: +1 408 527 9898

Smart Account Domain Ildentifier

Confirm the Smart or Holding Account Domain Identifier you are requesting access to, by entering it below:

* Account Domain ldentifier: €.g. company.com Submit
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CCW Integration
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CCW Ordering of PNP Device

The Plug and Play (PNP) Connect web portal is
linked to Cisco Commerce Workspace (CCW),
facilitating automatic registration of the serial
numbers and PIDs of purchased devices in
Plug and Play Connect. The following are steps
on how to enable the automated registration.

Step by Step Instructions:

@ Order the major line PnP enabled device.

9 Click the Select Options link to order the
optional license (PNP license).

Note: The selection of the PnP license
option will trigger a requirement to assign a
Smart Account.

Products & Services How to Buy

cisco

Back to Internal Order Portal

Worldwide [change] ~ Welcome, TREVOR WEBER | Accounts My Cisco

Training & Events

——— ———

Open a Case | Training Support & FAQs

Favorites  [# Export & Print % Email «§ Share 1l Delete  More v

ORDER NAME PnP Test Order (trweber) #

PURCHASE ORDER # * 'WEB ORDER ID STATUS
Created in Procurement 80248765 UNSUBMITTED
System

Items Discounts Shipping and Install Billing

Set preferences for this order

SMART ACCOUNT
Assign Smart Account

Review and Submit

Global Price List US Availability (USD)

Check Local Validations m Save and Continue »

[ @ Items added successfully to your order

)

[ ¢

Add

Remove Selected Lines Validate | | Assign Smart Account

E % Hardware, Software and Services

] 1.0 C891F-K9
Cisco 890 Series Integrated Services Routers more @
ECCN 5A992.C

Invalid as of 10-Feb-2017 10:26 PST
Select Options Select Service | Validate Add Note More Actions w

P.O. Line Reference b

Find Products and Solutions | More Actions w

Filter By  Show All ltems v

Lead Time ) Unit List Qty Ext. List Price
Price (USD) (USD)

14 days 1,395.00 10 1,395.00

Showing 1 -1 of 1 Line Items Previous 1 ¥ Next

Check Local Validations m Save and Continue »

* Some of the newer devices like Catalyst 9000 series switches have the PNP license selected by default in CCW configurations.
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CCW Ordering of PNP Device (NETWORK-PNP-LIC)

Step by Step Instructions:

Q In the Option Selection tab, any applicable items appear
below the Configuration Summary. Click the Network
PnP License option class to access the PnP license
option.

e A PNP option item will appear to the right of the
Configuration Summary. PNP option items require a
Smart Account, which is noted in the warning message
above the option item and next to the SKU as SA.

Select the option item to configure. In case of device
configurations where this item is selected by default there
i's a ANEPNMMORKEO option to
selection if the user wants to opt out.

° Upon completing the configuration, you will receive
applicable warning/error notifications based on
configuration selections.

Note: There is also a minimum iOS requirement for each
device type. These can be found here in Tables 1,3, and

4: (http:/Mmww.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-
and-Play/release/notes/pnp-release-notes14.html).

OPTION SELECTION C891F-K9

Configuration Summary

View Full Summary

Global Price List - US (USD)

« Please note that Network Plug-n-Play (PnP) enables automated controller discovery and day0 provisioning of cisco A
devices.Please enter Smart Account details to enable PnP features. This is only available for Smart Account and If
you do not have a Smart Account,you can request a new Smart Account for your organization using

u

Country Specification ) http: .CiSCO.COr counts/h eation-account (CE200928)
Select Country (Not Required) v
Category 0 Unit L"‘(ﬁ"slg‘) (® Option Search @ Multiple Options Search
108 Featurs Licanse C891F-K9 > Network PNP License Key v
Network PNP License PNP License
NETWORK-PNP-LIC 0.00 SKU aty LeadTime @) UnitList Price
CISCO ONE A Smart Account Required (USD)
l -PNP-| 3 T |
Cisco ONE e L Bl
Network Plug-n-Play License for zero-touch device deployment
MEMORY ~
Show | ible SKI
MNsiiiory Dpgrads ow Incompatible SKUs
C800 POE OPTION A
PoE Module
Subtotal 1,395.00
Estimated Lead Time 14 days
Reset Configuration Cancel m
TS e oty = omTETSTETCE
Time @ (usD)
StackWise Cable ~ =
@®  NETWORK-PNP-LIC EE ED 1 3 days 0.00
STACK-T1-50CM 58.00 _ )
Metwork Plug-n-Play License for zero-touch device deployment
Stack Power Cables ~
()  NETWORK-PNP-NONE aty 28 days 0.00

CAB-SPWR-30CM

NETWORK-PNP-LIC

Network Plug-n-Play Opt Out SKU

Subtotal

Estimated Lead Time

Reset Configuration

cnen | (O

889430 |Done Messages

21days | vour product configuration has some errors and warnings.

Product Configuration Issues
Return to configuration to correct these errors.

[ A A selection of minimum 15.5(3)M 10S is required when NETWORK-PNP-LIC is selected. Please adjust the selections. (CE200685)
rning (1):
« Please note t etw \-Play (PnP) e controller discovery and day0 provisioning of cisco devices.Please enter
Sm e

e for Smart Account and If you do not have a Smart Account,you can

count

Return to configuration

R T———



http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-Play/release/notes/pnp-release-notes14.html

CCW Ordering of PNP Device (Smart Account Assignment)

Step by Step Instructions:

The screenshot shows the two ways of
assigning Smart Accounts:

@ Assign the Smart Account at the order level
by clicking the Assign Smart Accountlink.
Assign the Smart Account at the line level by
clicking the Assign Now link below the line
item name.

eAfter clicking one of the options to assign a
Smart Account, a screen will appear with two
options:

A If you already have a smart account, type
the name of the Customer Smart Account
to assign the device to.

A You can also request Smart Accounts
from the order directly.

e Click Assignto assign the Smart Account.
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ORDER NAME PnP Test Order (trweber) #

PURCHASE ORDER # * WEB ORDER ID STATUS
Created in Procurement 80248765 UNSUBMITTED
System

ltems Discounts Shipping and Install Billing

Set preferences for this order ~

Remove Selected Lines Validate Assign Smart Account

[] @ Hardware, Software and Services

[ @ 1oC891FKke @

i i i rs more @
@lSmaﬂ Account Required Assign Now '

Valid as of 10-Feb-2017 10:42 PST

Edit options | Select Service Validate Add Note More Actions w

Global Price List US Availability (USD)

Review and Submit

SMART ACCOUNT
Assign Smart Account

Check Local Validations Save and Continue »

Add Find Products and Solutions | More Actions

Filter By  Show All ltems v

P.O. Line Reference ", Lead Time @) Unit List Qty Ext. List Price
Price (USD) (USD)

= 14 days 1,395.00 1 0 1,395.00

Assign Customer Smart Account

[ Smart Account will only be assigned to Smart Account enabled items.

Search for a Customer Smart Account )
pnp.test.com PnP Test Account DEFAULT

Set the Smart Account at Order Level

OR | Request New Customer Smart Account

% -




CCW Ordering of PNP Device (Order Summary)

Step by Step Instructions:

The screenshot shows the Order Summary
screen. It explains the following information:

Smart Account has been assigned to the

major line PNP device.

The selection of the PnP license option

also requires Smart Account assignment at

the PnP device level.
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ORDER NAME PnP Test Order (trweber)  #

PURCHASE ORDER # * WEB ORDER ID STATUS
Created in Procurement 80248765 UNSUBMITTED
System
Items Discounts Shipping and Install Billing
Set preferences for this order ~
h by Sk ) I t Famil,
Remove Selected Lines | | Validate Assign Smart Account

[ ] @p Hardware, Software and Services

] e 1.0 C891F-K9
it i e 9
SMART ACCOUNT
pnp.test.com DEFAULT[Customer Account] #
ECCN 5A992.C

Valid as of 10-Feb-2017 10:42 PST
Edit options | Select Service | Validate @ Add Note | More Actions s~

1.1 CAB-ETH-S-RJ45
Yellow Cable for Ethernet, Straight-through, RJ-45, 6
feet
ECCN EAR99

1.2 SL-890-AIS ==
Cisco 890 Advanced IP Services License
Single License Key
ECCN 5D992.C
1.3 PWR-66W-AC-V2
Power Supply 66 Watt AC version 2 for C890 platforms
ECCN EAR99
1.4 PACK-800
Packaging PIDs for 800 with no 3G and POE
ECCN 5A991
1.5 CAB-ACS
AC Power Cord (Switzerland), C13, IEC 60884-1, 2.5m
ECCN EAR99
1.6 SBIUK9-15503M

Cisco 890 Series 10S UNIVERSAL
ECCN 5D992.C

1.7 NETWORK-PNP-LIC [SA]
Network Plug-n-Play License for zero-touch device
deployment
v

ECCN 5D002.C.1

‘Global Price List US Availability (USD)

SMART ACCOUNT
Assign Smart Account

Review and Submit

Check Local Validations Save and Continue >

Add Find Products and Solutions | More Actions ~
Filter By Show All Items -
P.O. Line Reference o Lead Time @ Unit List Qty

Ext. List Price
Price (UsD) (USD)

-5 14 days 1,395.00 1 o 1,395.00
14 days 0.0 1 0.00

14 days 0.0 1 0.00

14 days 0.0 1 0.00

14 days 0.0 1 0.00

14 days 0.0 1 0.00

14 days 0.0 1 0.00

3 days 0.0 1 0.00

Showing 1 - 1 of 1 Line Items Previous 1 - Next

Check Local Validations w Save and Continue >




Devices Shown in PNP Connect Portal

o The screenshot shows the Show Log
screen displaying the user information for a
device.

The entire Message displays above when
user hovers over the line if it is wrapped.

Note: Once the order is placed with the ship
option as PNP, the serial numbers of the
devices in the order automatically populate

Plug and Play Connect

Devices

Controller Profiles | Network  Certificates = Manage External Virtual Account  Event Log

Devicelog (3
Serial Number: 193A1243180183  Base PID: VEDGE-5000-AC-K9

Sev

Device added from SO# 109015913 to Virtual Account

Message
"DEFALLT" and associated with Controller Profile

"VIPTELA-CLOUD-HOSTED-PROFILE™.

Device Provision has changed from "Pe

Device added from S0# 109015913 to Virtual Account "DEFAULT™ and associated with Controller Profile "VIPTELA-CLOUD-HOSTE....

More

Logged By

Cisco

Cisco

Feedback Support Help

<< Back to Summary

Logged At
2019-5ep-06, 16:04:33

2019-5ep-06, 16:04:17

Showing All 2 Records

in the customer's Smart Account.
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1. APIC-EM Integration
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APIC-EM Integration Steps

A PnP Connect Redirection Workflow with APIC-EM.

A Configuring Smart Account Settings in APIC-EM.

A Auto-registration of APIC-EM in PnP Connect as the default controller.
A Sync devices serial numbers from PnP Connect to APIC-EM.

A Device Onboarding workflow in APIC-EM.

[} i i
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Cisco Application Policy Infrastructure Controller T Enterprise Module (APIC-EM)

Defining APIC-EM

A APIC-EM is a Cisco software that delivers software-defined networking to the enterprise branch,
campus, wireless, and Wide Area Network (WAN).

A It allows automation of policy-based application profiles. With this module, IT can respond rapidly to
new business opportunities.

A The PNP application is pre-installed within APIC-EM:

A APIC-EM receives PNP requests from Cisco devices and provisions devices based on the
predefined configuration and image.

A By adding the device serial numbers to APIC-EM, a network admin can predefine the configuration
and image that needs to be pushed to the device when it sends a request to the APIC-EM.

A In the APIC-EM as well as PNP Connect service, a device is identified by its serial number.

Note: The minimum version of APIC-EM release that supports PNP app is 1.0.0.
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PNP Connect Redirection Workflow

Feature: Auto-register APIC-EM IP to PNP Connect

Configure AManual Associate 'gle

o Add Accw _

Benefits: - Controller | AAPIC-EM Controller ‘ice
. ‘, Ay Profile /' Registration to Device  kimport

A Previously, an admin needed to manually define the
default APIC-EM IP Address for all devices in the PNP
Connect redirection service.

A Auto registration eliminates the manual task of mapping
devices to the controller.

Auto Reg atio Assign
Configure Smart to PNP Connect Sy nc Device SNs Mov e Devicesto Configuration or
Account Setting as Default from PNP Connect Project Image to Devices
Controller in Project

Feature: Cloud Inventory Sync i PNP Connect & APIC-EM APIC-EM

Benefits:

A Visibility into devices populated from sale orders (SO#)
placed via Cisco Commerce Workspace (CCW).

A Simplifies serial# tracking for device provisioning.

afean]n
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APIC-EM Integration: Configure Smart Account Setting (continued)

Step by Step Instructions for APIC-EM:

APIC-EM
@ 'n order to sync the APIC-EM Controller as Configurations Templates Bulk Import
the ndefaul t controllero for t hhe PNP Connect

Redirection Service, log into the system
using existing Smart Account credentials.

Cisco Smart Account

o Click the Authenticate button to Sync. This feature provides integration between on-prem PNP Server in APIC-EM controller and Smart
Account enabled PNP Cloud redirection service for automating Plug and Play provisioning of
Cisco Smart Account enabled Cisco Enterprise devices|Routers/Switches/Access Points) .
Customers can register this instance of APIC-EM Controller as a "default controller” in PNP Cloud
Redirection Server for all redirection purposes and also be able to synchronize device inventory
from PNP Cloud redirection portal to this on-prem Controller for quick and automated
deployment. If your organization does not have a Smart Account, you can request a new Smart
Account.

Username

Password

q Authenticate ||
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APIC-EM Integration: Configure Smart Account Setting(continued)

Step by Step Instructions for APIC-EM:

@ ' the Cisco Smart Account screen,

enter the Smart Account and APIC-EM
Controller Profile settings.
Check the
under def ault
to make this the default controller for
your devices in PNP Connect.

Q Click the Save button.

9 The Current Settings are displayed.

afean]n
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ARnRegi ster
prof.i

APIC-EM

Logout

Cisco Smart Account

This feature provides integration between on-prem PNP Server in APIC-EM controller and Smart
Account enabled PNP Cloud redirection service for automating Plug and Play provisioning of

Ci. omrtrcco tenable Cis:tfnfﬁ:rifgd icesﬁoulers,’ itches/Acress Points) .

Custo can regtiter this iNstartee of APICEM Contrdtler &s a “Hefalt cohtroller” in PNP Cloud
Redirechy nSer\reQar res 'recjonp o3as and alsj)befletosy chro 'eﬁiceinv ry,
frorh PNF Cloud redire ontort Itotmsuoﬁrem(:o troller for quicl andQJto ated W a
deployment. If your organization does not have a Smart Account, you can reguest a new Smart
Account.

e Smart Account Settings

Smart Account

| pnp.test.com v |

Virtual Account | PNPTESTVAL v

APIC-EM Controller Profile Settings

Register this controller under default profile

Profile Name

Controller IF Address 10.16.80.88

q Save I

Logout

Cisco Smart Account

This feature provides integration between on-prem PNP Server in APIC-EM controller and Smart

t Accountenabled PNP Cloud redirection service for automating Plug and Play provisicning of
Cisco Smart Account enabled Cisco Enterprise devices(Routers/Switches/Access Points) .
Customers can register this instance of APIC-EM Controller as a “default controller” in PNP Cloud
Redirection Server for all redirection purposes and also be able to synchronize device inventory
from PNP Cloud redirection portal to this on-prem Controller for quick and automated
deployment. |f your organization does not have a Smart Account, you can request a new Smart
Account.

Current Settings

Change settings

Smart account: pnp.test.com
Virtual account: PNP TEST VAL

Profile name: PNP-DEFAULT-APICEM-10_16_80_88
Controller |P address: 10.16.80.88

Ready to sync devices? Go to Cloud Synced Tab under Devices




APIC-EM Integration: Auto Registration to PNP Connect as Default Controller

Step by Step Instructions: e

Cisco Software Central = Plug and Play Connect PNP C €E3 PnP TestAccount-KB w PNPTESTVAT w
Plug and Play Connect onnect

Feedback Support Help

o Once the sync from APIC-EM settings
tab is completed, the APIC-EM

Devices Controller Profiles Metwork Cerfificates Manage External Virtual Account Event Log Transactions

2
controller profile associated with the + Add Prfie.. 8 Delete Selected.. | v Make Default. | @ Showlog. | | G
corresponding Smart Account displays 0 Profie Name Controer Type Defaut Descripton UsedBy | Download
in the PNP Connect portal. PNP SERVER -
I ) PNP-DEFAULT-APICEM-10_16_80_88 PNF SERVER v 1 = I
] MMCLOUDTESTPROFILE PNP SERVER test description 0 =

To edit a controller profile, select the
profile and click the Edit button. e
Edit Controller Profile

e The Edit Controller Profile dialog box o | sree 2 sree 3

appears. Update and save the settings
here . + Profile Name: [ PNP-DEFAULT-APICEM-10_16_80_88 ]

Description of this profile {optional) l

Default Profile:

+ Primary Contrller

1Pva - l [ HTTPS !+ ] I 10.16.80.88 ] [443

+ 8L Cerfficate: ——BEGIN CERTIFICATE— N
MIIDVCCARgARIBAGIUFULIMICAdnMVMUMEY 3EGCGY FEQMADOYIKD

|
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APIC-EM Integration: Sync Device SNs from PNP Connect(contd..)

Step by Step Instructions
for APIC-EM:

Navigate to the Devices tab in the
PNP application in APIC-EM.

In the Devices tab, navigate to the
Cloud Synced tab.

e Click the Sync button to sync all the
devices from the PNP Connect portal.

e The devices will now show up in the
Cloud Synced tab in APIC-EM. . Now
your devices are ready to be pre-
provisioned(moved to a project,
associate with an image and/or
configuration file).

afean]n
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Cisco Software Central = Plug and Play Connect P NP C EEB PnP Test Account- KB -  PnP-Marketing «
PIUQ L] Play ConneCt Feedback Support Help
1
Controller Profiles Network Certificates Manage External Virtual Account Event Log Transactions
+ Add Devices... + Add Software Devices. .. # Edit Selected... i Delete Selected. . Enable External Management... Transfer selected... C
O Serial Number Base FID Product Group Controller Last Modified Status Actions
Any PNP-DEFAULT-APICEM-10_16_30_88 JReilalatli - || Any - Clear Filters
L FDO20121362 ISR4331/K9 Router PNP-DEFAULT-APICEM-... 2019-Nov-13, 21:55:19 Show Log... w
O FLM2213V00D ISR4331/K9 Router GAMEFAST-VBOND1 2019-Feb-20, 04:35:59 Show Log... w
q T T APIC-EM
2
Unplanned (0) Pre-provisioned (1) Cloud Synced (3)
Y Filters
| Serial Number ‘ R N . .
Serial Number Product ID Virtual Account Project Redirect Status Status
| Product ID ‘
BLNT111111 ISR4351/KS PnP-Marketing Pending
| Virtual Account Name ‘
FLM1852W0BM ISR4321/KS PnP-Marketing cloud Pending PENDING
| Status ‘
FLM2040W2FE ISR4331/KS PriP-Marketing Unconfigured
[ QClear J [ Q Search ] D Y ¢
10 perpage v 3 Device(s) < Previous 1o0f1 ¥ Next >



Device Onboarding Workflow in APIC-EM : Move Devices to Project

Step by Step Instructions: }ﬂmw 1

Unplanned (0) Pre-provisioned (1) Cloud Synced (3)

€@ n the Cloud Synced tab, select

the devices that you want to assign to | vrir 1
a pl'OjeCt. |Serial Numoer | Serial Number Product ID Virtual Account Project Redirect Status Status
|PmducLID |
) B BLM1111111 ISR4351/K3 PnP-Marketing Pending
e Click the Move to Project button. [Vitua Account Namo |
FLM1852W0BM ISR4321/K9 PnP-Marketing cloud Pending PENDING
|smms |
e The Move to Project WindOW appears_ [ o ctenr ][ Py ] O FLM2040W2FE ISR4331/K9 PnP-Marketing Uncenfigured
You can define a name for the project 10 perpage ¥ 3Device(s) | < Povoss | qort v | New >

to which you want to assign the device.

Configurations

Templates Bulk Import

< Refresh

Move to Project

R R Pre-| isioned (1 Cloud S d (3
Project Configurations re-provisioned (1) lou ynced (3)

Project Name * cloud

Select project name from drop down or [ect Status Status

enter new project name (project will be created).

Move

FLM2040W2FE ISR4331/K9 PnP-Marketing Unconfigured

afean]n
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Device Onboarding Workflow in APIC-EM: Move Devices to Project (Continued)

Step by Step Instructions:

.-||.':|‘;. APIC-Enterprise Module / Network Plug and Play

e T he deV| ce appears | n the Dashboard Projects Images Configurations Templates Bulk Import Settings
Pre-provisioned tab with the project
that it was assigned to.
Unplanned (0) Pre-provisioned (1) Cloud Synced (3)
T Filters
| Serial Number | Device Name Serial Number/MAC Address Dsvice IP Status Product ID Last Contact Project
VA
| Product ID | DEVICE fim1852608m FLM1852W08M PENDING ISR4321/K9 cloud
| Status | 10 per page v 1 Device(s) < Previous 1o0f1 Vv Next >
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Device Onboarding Workflow in APIC-EM: Assign Configuration or Image to Devices in
Project

Step by Step Instructions:

APIC - Enterprise Module /  Network Plug and Play

i
cisco

Dashboard

Images Configurations Templates Bulk Import

Q Click the Projects tab. Projct s I R

CiscoLive-Berlin Devices
@ Select the device to which you want to |~ 9 I ) o o]

assign a configuration and/or image. ¥ fiters
‘ Name | Device Serial / Product .
Narne Certificate MAC D Config Bootstrap Image Last Contact Status
H H Serial f MAC
o C“Ck the Ed It bUtton' ‘ | 0 Berlin-PP-4G- 2017-03-23 09:05:30 .
=) DEVICE fim2040w2te FLM2040W2FE I5R4331/K9 T o0 Pending
‘ Product 1D |
‘ Staws | U DEVICE bin11111113 /] BLN11111113 ISR4321/K9 Berlin-PnP-4GDemo.txt Pendint
2 Device(s) < Previous
‘ SUDI Authentication | 10 per page \/ — 1oft
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IV. Redirect Capabilities
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Step by Step Instructions:

Log into the Cisco Software Central
(software.cisco.com) page.

Click the Plug and Play Connect link.

We will now look into the following
redirect capabilities:

A Add/Edit Devices
A Add/Edit profile
A Delete Device
A Delete Profile

afean]n
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Logging into Cisco Software Central (CSC)

@ software.cisco.com/#

Cisco Software Central

v

Download & Upgrade

Software Download
Dewnlaad new softviare ar updates to your cument soitwars

eDstvery
Get fast slecironic fulfliment of softwiare, licenses, and
dosumentaion

Product Upgrade Tool (FUT)
Ordr major upqrades to software such a5 Unified
Cemmunizations

Usg roducts
Brovis= a list of s svailabiz scftwars updstes.

Buy D from Ciseo
Canfigure, pricz, and arder Ciseo products, sofwars, and senvces.
Auailabiz 1o parners and to customers with a direct purchasing
agre=ment

End Ussr Licenise and SAAS Terms
Cisao softwiare is ot 5o, but is licensed to the registered end
user, The tarms and canditions providad govem your use of that
software. Raad them here,
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el PnP Test Azcount - KE w

&

Network Plug and Play License

Traditions] Licznsing
Ganerate and manage PAK-based and cthar devies liosnsas,
including demo licenzes

Training, decumentation and vidsos Smart Softwarz Liczrsing
Track and manage Smart Saftware Licenszs.

Enterprise Agrasments
Generats snd manage licenses from Enterprss Agreemants,

Vizw My Cansumgtion
Wiz all my custemers based an smar accounts

Administration

All Users: Additional for Partners:

Request 2 Smant Account Requ g ACC
G2t 3 Smart Accourt for your organization of initiata it for someone Allows Cisoo Panners 1 1=quest 3 Hoiding Sman Acsount
eke

g Sman Acsounts
rties of Smart Ascaunts in Pending status

122 on Eshalf of Customers and take astions to sctvate the
Sman Accounts

Requast hecess o an Exiting Smart Acceunt
‘SuEmit = request far acesss to 3 Smart Accaunt
Manage Smart Account

Modify the prop=ries of your Smart Accounts and assceiate individus!
Ciseo Acosunls wiith Smart Accounts.

Bulk Deactivste Smart Accounts
Desctivats Pending Smart Ascounts in Bulk

Bulk Users Nomi
Bulk Users Nomination.

La=rn about Smar Accounts
Access documentation and training




Plug and Play Connect:

Step by Step Instructions:

e The Plug and Play Connect page appears.

If a customer has multiple Virtual Accounts,
they can select a Virtual Account from the
Virtual Account dropdown. Default Virtual
Account can be set up in Manage Smart
Account -> Virtual Accounts.

In this example, we have selected Default
VA.
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Devices Tab

Cisco Software Central = Plug and Play Conneet

Plug and Play Connect

Devices

<+ Add Devices..

Sernial Mumber

FLM2117WW0P3

JACZ2430RPZ
Marc's 5200 stack-2

PEZ20I010EN

JAEZ2430RPO

5200
1234566
JAEZFI0 DABX
DHIZ040000]

FOO1920E480

Do not

FTX20G5200L

Controfler Profiles Nebwark

Certficates

+ Add Software Davices. .

Baz= FID

CE200L-24T-4G-A

I3R4321/KD

CE200L-42T-4G-A

RWI40W-A-KD-NA

CE200L-42T-4G-A

VAP 150-A-K9-NA

CE200L-4ET-4G

WAPSE1-A-K2

WE-C3650-24T3

IRE29GWHLTE-NA-AKD

Mansge Extemal Virual Account

# Edit Selectad...
Product Group

Any

Swiitch

Router

Swiitch

Router

Swiitch

Access Point

Swiitch

Access Point

Switch

Router

Event Log

i Delete Selected. ..

Controller

w | | Any

XUEJUN-IPV&-HTTP

Enable External Management. ..

-

FNP_FOR_TAEEI_LTE

XUEJUN-IPV&-HT TP

PNP_3RD_BB2

KUEJUN-IPW&-HTTF

S0A2 W FODN_PNPSE...

MM-CLOUD-150

PNP_TEST_SW

APIC-160

NIKMATHU_FND_AWS

Last Modified

% Select Range -

2018-May-21, 23:24:51

2019-May-21, 22-07:35

2018-May-21, 21:11:20

2019-May-21, 02:25:07

2019-May-21, 00:07:05

2018-May-17, 07-16:51

2018-May-15. 16:41:05

2018-May-10, 08:13:21

2010-May-08, 11:43:51

2019-May-08, 01:43:45

# FnP TestAccount™ = DEFAULT -
O, Search by Name
AAA-SANJVBLR "

ACMED1 - G100056780
ADD_DEVICES_PROD_M

Stanl  AMY1Z3A

| Auav_TESTH23

Ayl s ey _TEST_TRANSFERDEVICE
AJAY_TEST_TRANSFERDEVICE_Z

P VTSTVNREL o0
ANIL_TST_JUN_REL_D02

ANZ-SDWAN-D1

ANZ-SDWAN-D2

ANZ-SDWAN-D3

APAC-DEMO

APAC-SMAKKNY AR-PNP

Redires! Suctsssful Show Log... w

Redirect Sucosssful Show Log... w
Redirect Sucoessful Show Log... w
Redirest Successful Show Log... w
Redirect Sucoessful

Show Log... w

Redirec! Successful Show Log... w

Redirect Sucosssful Show Log... w

Showing Page 2af 35 (383 Records) | o B |




Plug and Play Connect: Devices Tab (continued)

a Cisco Software Centrsl > Plug and Play Connect e PnP TestAccount-KB » DEFAULT
Step by Step Instructions: Plug and Play Connect Fesdback Support e
Devices Controller Profies Metwaork Certficates Msznage Extemal Virtual Account Ewvent Log Transactions
@ All the devices associated with that Virtual Account
. . . . + Add Devices... + Add Softwara Davices... # Edit Selected... il Delete Selected... Enzble Extenal Management... Transfer selected... C
will be displayed with the following values: _ _ _
= Serial Mumber Base PID Product Group Controlier Last Modified Status Artions.
A Serlal Number | | | |An}r - | |An}r - | ||_‘mSeIEDtRange - | |.Any - | Clear Filters
A P rOd uct l D B e COZDDL-24T-4G-A Switch HUESUN-IPVE-HTTF 2018-May-21. 23:24:51 Show Log... w
A Product Group
. . (] FLMZ117W0F3 ISR4321/KD Router PNP_FOR_TABEI_LTE 2019-May-21, 22:07:35 Show Log... wr
A Controller (if associated)
A Last M Od |f| ed [ I v g A COZDDL-4ET-4G-4 Swiitch HUESUN-IPYA-HTTF 2018-May-21, 21:11:20 Show Log... w
A Status . -
(] PSZ203010SN RV I40W-A-KE-NA Router FNP_3RD_BB2 2019-May-21, 02:25:07 Show Log... wr
A Actions
@ i COZDOL-45T-45-A Swiitch HUEJUN-IFVA-HTTF 2019-May-21, 00:07-05 Show Log... wr
= 1234566 WAPT50-A-KE-NA Access Point SOA2 W _FODM_PMPSE... MHO-May-17, 07-16:51 Show Log... w
=] JAEZIDAEX COZD0L-4ET-4G Switch MM-CLOUD-150 2019-May-15, 16:41:05 Show Log... w
= DHI40000 WAPSE1-A-KD Access Point PNP_TEST_SW 2018-May-10, 08:13:21 Show Log... w
B2 Fooiosaay WE-C3650-24TS Switch AFIC-180 2010-May-08, 11:43:51 Show Log... w
D not change this. Thisis b...
(] FTX2038700L IRE2IGVELTE-NA-AKE FRouter NIKMATHU_FND_AWS 2019-May-08, 01:43:48 Show Log... wr
Shawing Page 2af 35 (343 Records) |4 o B B
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Device Status Transition in PNP Connect

The following diagram explains the workflow and the different statuses that the device goes through for each workflow.

CCW or Manual

Unconfigured

Redirection
Redirection

Workflow

Pending (Redirect) Contacted Redirect Redirect Successful
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Device Status Transition in PnP Connect (continued)

Device Status Types

1. Unconfigured: Device has been added to the list on Customer account but does not have assigned Controller Profile.
Pending (Redirection): Device has called PnP Connect and is associated with a Profile.

Contacted: While waiting for Redirection, device is in the Contacted status where the Device is locked so no Edit functionalities
can be performed.

4. Redirected: This means that the Controller Profile Information is sent from PnP Connect to APIC/DNA-C Server and is waiting for
confirmation response.

Redirect Successful: Device was successfully Redirected to the server after validations of Information.
Redirect Failed: Device has failed Redirection due to some reason.

Deletein Progress

Error

© N o O
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Device Log

Step by Step Instructions:

o To view the log information for any product,
click the Show Log button for any device

under the Actions tab.

o The Device Log page appears for the

product selected.
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Cisco Software Centrsl > Plug and Play Connect

Plug and Play Connect

el PnP TestAccount-KB » DEFAULT

Devices Controller Profiles Metwark Certificates Manage External Virual Account Event Log Transactions
+ Add Devices.. + Add Software Devices... # Edit Selecied... il Delete Selected. . Enable External Management... Transfer selected. ..
[m] Serial Number Bas= PID Product Group Controller Last Modified Status
| |Any - | |Any - | | 4 Select Range - | |,|\n-1.l -
=] ;‘:ffmzf;fgu__k COZOOL-24T-4G-A Swiitch HUEJUN-IFV4-HTTR 2018-May-21, 23:24:51
=] FLMZ11 7WOF3 ISR4321/K0 Router FNP_FOR_TABEI_LTE 2010-May-21, 22:07:35
=] ;‘:ff.ﬁnggi?_m R COZ0DL-48T-45-A Switch HUEJUN-IFV4-HTTR 2018-May-21, 21:11:20
=] PSZ20301DSN RVZ40N-A-KE-NA Router FNP_3RD_BBZ 2019-May-21, 02:25:07
=] COZ00L-48T-4C-4 Switch HUEJUN-IPV4-HTTP 2019-May-21, 00:07-05
e =] 1234566 VIAP150-4HEHA Ascesz Paint SQA2 W FQDN PNPSE...  2018-May-17, 07-16:51
Cisco Software Central > Plug and Play Connect @ PP TestAccount- KB »  DEFAULT ~
Plug and Play Connect Feecback Support Help | op1g w1 164108
Devices Controller Profiles Network Centificates Manage External Virlual Account Event Log Transactions
2018 10, 081321
Device Log << Back to Summary
Serial Number: FLM2117WOP3  Base PID: ISR4321/K9 2010-May-D2, 11:43:51
Sev Message More  Logged By Logged At
- Device added to Vinual Account "DEFAULT" and associated with Controller Profile "PNP_FOR_TABEI_LTE" _ Cisco 2019-May-21, 21:54:37 2018-May-08, 01:43:45
Showing 1 Record

10

Fesdback Support Help

&

Artions

Clear Filters

Show Log...

Show Log....

Show Log... w

Show Log... w

Show Log... w

Show Log... w

Show Log... w

Show Log... w

Show Log... w

Show Log... w

Shawing Page 2af 35 (343 Records) | 4 B B




Troubleshooting Issues for the PNP Cloud Portal

Common Issues

A Devices can not sync with NTP servers (time-pnp.cisco.com or pool.ntp.org)
A Possible Cause: Customer firewall may block NTP traffic inbound from Internet
A Solution: Unblock NTP on firewall or use internal NTP servers

A Device contact PNP Connect but redirection fails.

A Check on the log for device on PNP Connect portal.

A -Use Ashow run | s pnp profileo to check on device iIif there i :
A Get Ashow pnp techo from device.
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Add Devices

Step by Step Instructions:

OTO manually add devices, click the
Add Devices button.

Users will be able to add devices
even i f they di
NETWORK-PNP-LIC/ NETWORK-
PNP-LIC-O.

Note: There is no step required at
Cust omer 6s ¢@ibalable n
to add a device once the Cloud
Agreement has been signed by the
SA Admin
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Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices

Controlier Profiles

Serial Number

1234567891

PEZ10E1DVE

PEZ19231E.2

DHIM9320032

DHIZ242000P

dni device:

DI 324051

SM245425843
Added by PNPATS

FCW1B4BCOME

DMNIM23C3C

FGL220400XG

Netwark

Certficates

+ Add Scftware Davices...

Bas= PID

RW280-K8-IN

RVW345P-KE-BR

WAPST1E-A-KS

SG550X-24MP-KE-NA

SG350X-23PV-HE-NA

WAPSS1-A-H

AIR-AP38021-8-K8

WWS-C3850-48F-L

WAPIG1-A-H

C1111-BPLTEEA

M=nage Extemal Winual Account

# Edit Selected. .
Product Group

Any

Routsr

Router

Azoess Point

Switch

Swiitch

Access Point

Azoess Point

Switch

Access Point

Routsr

i Delete Selected. ..

Ewvent Log

Controller

Any -

SQAZ_W_IP_172180180

PNP_3RD_BB2

AWS-CROC

CQH-TEST-PNPEERVER..

DNI_SQA1

AWS-FODN-DENNIS

PNPATS-APROE_16_53

COMNNECTED_DMNA

PNP_TEST_SW

XUEJUN-DMZ-DMAC-HT...

) Selzct Range

Transactions

Enable Extemnal Management...

Last Modified

2019-Apr-15, 08:15:11

2018-Apr-15, 04:22:03

2019-Apr-11, 08:36:51

2019-Apr-11, 07:00:34

2018-Apr-10, OT:48:25

2018-Apr-10, 02:55:13

2018-Apr-08, 16:54:19

2018-Apr-08, 02:51:42

2018-Apr-03, D5:35:08

2019-Mar-28, 23:02:24

-

i PnP TestAccount - KE » DEFAULT »

Fesdback Support Help

Transfer selected.... c
Status Aclions
Any - Clear Filters

Show Log... w

Redirec

|

Show Log... w
Redirecd Sucoessful

Show Log... w

Redired Sucosssful Show Log... w

g
i

Show Log... w

Show Log... w

g
i

1l

Show Log... w

Redirecd Sucosssful Show Log... w
Redirec Sucosssful Show Log... w
Redirec Sucosssful Show Log... w

Showing Page 4 of 35 (M3iRecords) |d o & ]|




Add Devices (continued)

Step by Step Instructions:

e The Step 1: Identify Source page of the
Add Device(s)wizard appears.

The users can import a device from a CSV
file or enter the devices information
manually. Use the Sample CSV file to
upload the device details with the
instructions provided in the file.

@ Or click on Enter Device info manually and
click the Next button.
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Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles MNetwork Certificates

Add Device(s)

—
STEP fl STEP Z

Identify Source Identify Device(s)

Identify Source
Select one of the following two opfions to add devices:

() Import using a CSV file

I (® Enter Device info manually

Cancel

Manage External Virtual Account Event Log

)
STEP )

Review & Submit

)

EEY PnP Test Account- KB = DEFAULT -

Feedback Support Help

&, Download Sample CSV




Add Devices (continued)

Step by Step Instructions:

@The Step 2: Identify Device(s) page
appear s. Click on
button. Here, the users can add the
identified devices.

°Enter the following values:
A Serial Number
A Base PID
A Certificate Serial Number (optional)
A Controller Profile (Optional)
A Description (optional)
Add Additional SUDI (Optional)

A This field appears only if Base PID has

been set as SUDI Supported in
Manufacturing.

n+ 1

7 )

Note that Certificate Serial Number field
Is available at Device(Chassis) level and
at SUDI level. Both should have different
values as applicable to Device or SUDI.

Click the Save and Next button after all

reqyirgd devices have been added.
CIsco

: Cancel | | Back |

ertificate Serial
umber

Controller Profile

Description

dd Additional SUDI

SUDI SERIAL NUMBER

SUDI Serial Number

Cancel Save

ex. 01E94730D

Choose Coniroller Profile

Enter short optional description for this device.
Cerfificate Serial Number

Certificate Serial Number 7

Mo Devices to display.

Actions

Mo Records to Display

Identify Device X
= Serial Number FTX234231
Cisco Software Central = Plug and Play Connec e PnP TestAccount- KB ~ DEFAULT +
* Base PID ISR4221-AX/KI b
Plug and Play Connect Feedback Support Help
Controller Profile Choose Controller Profile -
Devices | Controller Profiles | MNetwork | @  Description Enter short optional description for this device.
Add Device(s) .
Device
51
Identify Device(s) Review & Submit Results
Identi
Enter ice details by clicking Identify Device b . . Valid o Errors o Existing
Identify Device X
a + Identify Device..
: = Serial Number EX. FTX1433AH95
Row Serial Number Base Iﬂ ption Actions
* Base PID 7 |SR4451-X-SEC/KS -
-~
v

No Records to Display

Next




Add Devices (continued)

Step by Step Instructions:

a The Step 3: Review & Submit page
appears.

Review the details entered and click the
Submit button.

e The Step 4: Results page appears. The
device has been added successfully. Click
the Done button.
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Plug and Play Connect

Devices  Controller Profiles  Network | Certificates | Manage External Virtual Account | EventLog | Transactions

Add Device(s)

— —~ y
STEP J| v STEP / STEP Q) STEP _l
Identify Source Identify Device(s) Review & Submit Resulis

Cisco Software Central = Plug and Play Connect BB PnP TestAccount- KB » DEFAULT w

Feedback Support Help

Review & Submit
Submit action will submit following 1 newly identified device(s).

Row Serial Number Base PID Certificate Serial Number SDWAN Type Controller
1 FOX32123T ISR4331-DNA B0EM45 - APIC-EM-AWS
Cancel Back

Description

Test Add

Showing 1 Record

Add Device(s)

STEP 1 v STEP 2 v STEP 3 v STEP 4

Identify Source Identify Device(s) Review & Submit Results

Attempted to add 1 device(s)

Successfully added 1 device(s) !

It may take a few minutes for the new devices to show up in the Devices table. Please wait a minute or two and refresh the page as needed.




Add Devices (continued)

Device Information @ X

Serial Number: FOX32123T Certificate Serial Numbeff 80EM45

Step by Step Instructions:

$SUDI Serial Number Base PID Certificate Serial Number MAC Address UDI Version ID Device IMEI
@ Device(s) added appears on the Devices soest e o - - -
tab at the top. If SUDI details are available
for a device, it appears blue and underlined | + AddDevices.. || + Add Software Devices.. | / EditSelected . Delete Selected | Enable Extemal Management . | Transferselected . | G
On hover over O Serial Number Base PID Product Group Controller Last Modified Status Actions
’ X ] ’ X ] ’Any - ] ’Any - ] ’ B2 2019-11-08 - 2019-11w l [Any - ] | Clear Filters
@ Click on the Serial Number to view the |:gtxj:;237 ISR4331-DNA Router APIC-EM-AWS 2019-Nov-14, 204954 ShowLog  w
SUDI details. e e

If the Customer does not input the

additional information, it is fetched from Cisco Software Central > Pug and Play Connect i PP Test Account KB v  DEFAULT +
autotest. Plug and Play Connect Feedback Support Help
Devices Controlier Profiles Network Certificates Manage External Virtual Account Event Log Transactions

@ For devices created without SUDI, there will

. . <+ Add Devices. + Add Software Devices / Edat Select 21 t ] Enable External Management ranster select C
be an alert shown along the device with a
, 11 Serial Number Base PID Product Group Controller Last Modified Status Actions
m e S S a g e O S e C u r e U D I n Secre UDI not avaliable. l Any v Any - £ Select Range - Any v Clear Filters
V 378 €9200-24P Switch MM-CLOUD-OFFER-PR 2019-Jul-08, 16:57:03 Pending (Rodirection) Showlog. . w 7
KKH7TBLKI81 WS-C3850-48F-L Switch DIV-PNP-TEST 2019-Jul-03, 22 10:02 Bl Showlog. w
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Add Device 1 csv file upload

@Another option to add device to the
accountis to upload CSV File.

@®Download the Sample CSV File to
get the list of fields and
instructions.

@rollow the instructions given in the
CSV File and note that the
instructions row should be left
intact for the upload and should
not be deleted.

@User will be able to upload SUDI
Number and Certificate Serial
Number. If there are multiple SUDI
& Certificate Serialnumber for a
given Device, follow instructions.
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Add Device(s)

1

Identify Source

Identify Source

o
a- Import using a CSV file
nter Device info manually

Cancel

\

@ o, Download Sample CSV

\

@ Instructions

udiProductld
IR809G-LTE-GA-K9
VEDGE-110B-AC-K9
VEDGE-110B-AC-K9
ISR4331/K9
ISR4331/K9
ISR4331/K9
ASR1002-HX
ASR1002-HX
ASR1002-HX
ASR1002-HX

udiSerialNumber controllerProfile
JMX2017X045 CX-DCLOUD
1920C403384 ANZ-1-VBOND
1920C403384 ANZ-1-VBOND
FLM221SWOGD PROFILE_ 172 TS
FLM2219WOGD PROFILE_ 172 TS
FLM2219WOGD PROFILE 172 TS
FX52148Q2MP  SDWAN-TEST
FX52148Q2MP  SDWAN-TEST
FX52148Q2MP  SDWAN-TEST
FX52148Q2MP  SDWAN-TEST

description
Upload 1
Upload2
Upload2
Upload3
Upload3
Upload3
Upload4
Upload4
Upload4
Upload4

| SUDI Number Certificate SN
FTX21117093 sudicertl

10013DAS 10013DAS
FDO2217PH5 02BB7BB9
FDO2217PH6 02BB7BB2
FDO2217PH8

JAE15009FU 0220BEA3
JAE15009FX
0220BEAS




Add Software Devices

Step by Step Instructions:

User can add Software only Devices on
Plug and Play Portal by clicking on Add
Software Devices button.

Stepl: User is taken to Add Software
Devices Page, click on Add Software
Device button.
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Cisco Software Central = Plug and Play Connect EE PnP Test Account- KB + PNP-LABFKF

Plug and Play Connect

Feedback Support Help

Devices Controller Profiles MNetwork Certificates Manage External Virtual Account Event Log Tranzactions

4+ Add Devices... + Add Software Devices.. # Edit Selected. i Delete Selected.. Transfer selected.. C
(] Serial Number Base PID Product Group Smart Virtual Controller Last Modified Status Actions
Account Account
Any - Any - Any - Any - £ Select Range Any - Clear Filters

Cisco Software Central = Plug and Play Connect B8 PnP Test Account- KB w PNP-LABFKF w

4 Plug and Play Connect

Feedback Support Help |- W

Devices  Confroller Profles | Metwork | Certificates  Manage External Virtual Account | EventLog | Transactions

Add Software Device(s)

~ ~
STEP W STEP / STEP )
Identify Device(s) Review & Submit Resulls
Identify Devices
Enter device details by clicking Add S e Device button and click Next to proceed to the next step © A1 @ veid | @ Emors Existing
4+ Add Software Device...
Row Base PID ‘Quantity Controller Description Actions
No Devices to display
MNo Records to Display
Cancel Next




Add Software Devices

Step by Step Instructions: Identify Device

Identify Device pop-up is displayed. User can * Base FID
now enterpens as shown in the screenshot. + Quantity

The user can add the device here.
Controller Profile

°Enter the Following values: Description

A Base PID (Mandatory)

A Quantity (Mandatory)

A Controller Profile (optional)

A Description (optional)

Click Save.

Step2: Devices added are displayed for
Review & Submit. Click Next.

NOTE: PnP supports only 3 types of software Routers.
A vEdge Cloud (VEDGE-CLOUD-DNA)
A Virtual ISR (ISRv) and
A CSR (CSRv)
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VEDGE-CLOUD-DMA

2

VEBOND-AA

Demo

4




Adding Software Devices
e Add Software Device(s)

STEP }| v STEP Z v STEP 3

Identify Device(s) Review & Submit Results

Step by Step Instructions:

Click Submit will display
Step3 Results.

Attempted to add 1 device(s)

Click Done. Serial G
Number will be Devices | Controller Profiles | Metwork | Certfiicates = Manage External Vitual Account | Eventlog | Transactions
generated and device is
added to De\/lceS tab |n 4+ Add Devices.. 4+ Add Software Devices. .. # Edit Selected. i Delete Selected.. Enable External Management... Transfer selected... C m
the Vl rtual ACCOU nt. || Serial Number Base PID Product Group Controller Last Modified Status Actions
Any - Any - £ Select Range - Any - Clear Filters
o ;8;;‘058”‘5'42535555'532--- VEDGE-CLOUD-DNA Router VBOND-AA 2019-Nov-15, D0-53-36 Show Log. w
o EZEHCOGAEE'GMMN C-465..  YEDGE-CLOUD-DNA Router VBOND-AA 2019-Nov-15, 00-53-:36 Show Log. w

User (SAAdmin, VA Admin and VA user) can add only 25 devices for one prefix pid in one VA. If the user tries to add more than 25
devices, it throws the following error and devices will not be created.
If the user wants to go beyond 25 devices, they need to ask their Cisco Sales Engineer or Account manager to drop an email to
sdwan_approvals@cisco.com with the reason and count. Once BU approves, the approved counts will be added. Please note emails from
domains other than Cisco.com does not get through.
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Edit Devices

Step by Step Instructions:

Edit can be done for a Single Device at a
time or for Multiple Devices.

o Select the checkbox corresponding to the

device you want to edit or click on the drop

down Menu under Actions column (Single
only)

Click the Edit Selected button or Click Edit

option from the Drop

Multiple Devices can be selected to enable
Edit Selected Button as well. However, the

Product Family should be the same for all
devices in case of bulk edit.

Edit is applicable to both Hardware and
Software Devices.
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Cisco Software Central > Plug and Play Connect @ PnP TestAccount-KB v DEFAULT v
Plug and Play Connect Feedback Support Help
Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log Transactions
<+ Add Devices... 4+ Add Software Devices... / Edit Select @ Delete Select Enable External Management... Transfer selected C
Seral Number Base PID Product Group Controlier Last Modified Status Actions
Any v Any 4 Select Range > Any v Clear Filters
PSZ20301DSN RV340W-A-K9-NA Router PNP_3RD_BB2 2019-Mar-14, 03:00:17
DNI123C3C WAP361-A-K9 Access Point PNP_TEST_SW 2019-Mar-14, 00:44:51 Delete
S —
Devices Controller Profiles Netwark Certificates Mana@emal Virtual Account Event Log Transactions
+ Add Devices... + Add Software Devices... # Edit Selected... il Delete Selected... Enable External Management... Transfer selected... C
(] Serial Number Base PID Product Group Controller Last Modified Status Actions
e Any - Any A d 4 Select Range hd Any A d Clear Filters
v PSZ20301DSN RV340W-A-KI-NA Router PNP_3RD_BB2 2019-Mar-14, 03:00:17 Show Log. w




Edit Devices (continued)

St ep by St ep In St r u Ct | O N S : Cisco Software Central > Plug and Play Connect PnP Test Account - KB v DEFAULT
Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Cerlificates Manage External Virtual Account Event Log Transactions

@ The Edit Devices page appears. From the
Select Device Property drop down, select

. Edit Devices
th e p rOpe rty yO U Want tO ed It. Select the property of the device, provide the value and apply to all selected devices. Once done submit the changes
O ptl ons ava'l | ab | €. Select Device Property e Provide a value Q e
A De SCr | p tl on Description - I Demo Reset
) Description
A ContrO”er PrOflle | Controller Profile I
Sel
Priduct Group : Router
e In the Prov I d e a V al u e text bOX, enter the Serial Number Base PID Certificate Serial Number Controller Description Actions
new Value fOI’ the Selected pI’OpeI’ty. e PSZ20301DSN RV340W-A-KI-NA - PNP_3RD_BB2 ﬂ’f‘f’ 7/

“duub\e click to edit cerlificate serial number

Showing 1 Record

e Click the Apply button. _—

e The updated values appear in the table
below.
In the given example, Description has been
edited.
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Edit Devices (continued)

Step by Step Instructions:

a Similarly, for this example, edit the
Controller Profile property of the device.

Q Certificate can be edited by double clicking
on the Certificate Serial Number column at
the Device Level.

@ Click on Pencil Icon will enable user to add
SUDI details.

@ Click the Submit button to complete the
process of editing the device. Success
Message Displayed.

@ The status has now changed to Pending

(Redirection) for the device that was edited.

Edit Devices

Select the property of the device, provide the value and apply to all selected devices. Once done submit the changes
Select Device Property Provide a value

Controller Profile hd APIC-EM-AWS - Apply Reset

Selected Devices a

Product Group : Router

Serial Number Base PID Certificate Serial Number Controller Description Actions
New: APIC-EM-AWS New: Demo =3
PSZ20301DSN RV34DW-A-KO-NA Current PNP_3RD_BB2 Current — o m
I oduub\e click to edit certificate serial number I 9
Identify Device X
Serial Number: PSZ20301DSN  Base PID: RV340W-A-K9-NA
Add Additional SUDI
’ S 2D SUDI SERIAL NUMBER Certificate Setial Number Ac
Selected devices edited successfully
SUDI Serial Number Certificate Serial Number Actions
FTX98909 13X0ED ﬁﬂ
0 double click to edit certificate serial number
i
<+ Add Devices... 4+ Add Software Devices... / Edit Selecte T Delete Select Enable External Management... Transfer selected... C
Serial Number Base PID Product Group Controller Last Modified Status Actions
Any A4 Any - f=h Select Range v Any - Clear Filters
émo‘“”‘dﬂ RV340W-A-K3-NA Router APIC-EM-AWS 2019-Nov-15, 22'16:35 Show Log... w

Note : SUDI number cannot be edited. The user can delete the SUDI and add new SUDI.
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Only certificate serial Number can be edited by double clicking inside the column.




Delete Devices

Step by Step Instructions:

Under Devices tab, select one or more
Devices you want to delete.

9 Click Delete Selected... Button.

For a single delete of device user can also
click on the drop down under Actions
Column. Choose Delete.

@ Delete Success message is displayed.

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Network Certificates

Manage External Virtual Account Event Log

PnP Test Account- KB v DEFAULT =

Transactions

Feedback Support Help

4+ Add Devices... 4+ Add Software Devices... / Edit Selected... 1 Delete Selected... Enable External Management... Transfer selected... G
Serial Number Base PID Product Group Controller Last Modified Status Actions
E Any - Any - = Select Range v Any - Clear Filters
@ Eifa"am“” RV340W-A-K9-NA Router APIC-EM-AWS 2019-Nov-15, 221635 Showlog W
[#] TEST240CT ISR4331-AX/K9 Router APIC-160 2019-Oct-23, 21:36:05 Show Log... w
[ =
4+ Add Devices... <4 Add Software Devices... # Edit Selected I Delete Selected... Enable External Management... Transfer selected G
Serial Number Base PID Product Group Controller Last Modified Status Actions
Any v Any 4 4 Select Range - Any v Clear Filters
PeZ20301DSN RV340W-A-KI-NA Router APIC-EMAWS 2018 Nov-15, 22:16:35 Show Log W
Edit
TEST240CT ISR4331-AX/K9 Router APIC-180 2019-Oct-23, 21:36:05 1 Delete...

Delete Selected Devices !

Selected devices deleied successiully.

Note : User cannot delete a software only device. If the user tries to delete a SW only device, the attempt will fail and the user will receive a

message ¢t hat
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Add a Controller Profile

Step by Step Instructions:

0 In the Controller Profiles tab, the list
of PNP servers is displayed with the
following fields:

A Profile name

A Controller Type i (PNP SERVER, VBOND or
WLC)

A Default T devices that comein will be
attached to the Default controller.

A Description

A Used BY - Number of devices tied to each
particular PNP Service

A Download T Provisioning file

© 10 add a Controller Profile, click Add
Profile.

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

PnP TestAccount- KB + DEFAULT +

Feedback Support Help|

Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log Transactions

B Show Log... C Q

+ Add Profile... L/ Edit Selected... fi Delete Selected... + Make Default...
Profile Name Controller Type Default Description Used By Download
Any v
WAP-PNP-AWS-DENNIS PNP SERVER https://manager finditnm.com test edit 2
P_1567059492008 PNP SERVER dESC1 0
P_1567059457400 PNP SERVER dESCH 0
P_1567046558511 PNP SERVER dESC1 0
P_1567046509975 PNP SERVER dESC1 0
P_1567039043321 PNP SERVER dESC1 0
P_1567038927188 PNP SERVER dESC1 0
P_1566973772917 PNP SERVER dESC1 0
P_1566973734137 PNP SERVER dESC1 0
P_1566969909685 PNP SERVER dESC1 0
0 v Showing Page 1 of 46 (460 Records) > »

Note: In a given VA you can only have one cloud-hosted and one

OnPrem VBOND Controller
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Add a PNP Controller Profile

Step by Step Instructions:

@ The Step 1: Profile Type page of the Add
Controller Profile wizard appears.

From the Controller Type drop down, select
PNP SERVER.

° Click the Next button.

e The Step 2: Profile Settings page appears.
Enter the required details in the page.

@ The user can choose Host Name, IPv4 or
IPv6 from the Primary Controller dropdown
list.

The user can also choose a HTTP or
HTTPS for primary controller. If the user
chooses HTTPS then another field for SSL
opens up where the user needs to add SSL
certificate to proceed further.

ﬂ Click the Next button.
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Add Controller Profile

e
Profile Type
Choose the type of Profile to be created: e
I * Controller Type PNP SERVER hd I 4
Ty— NP SERVER
Add Controller Profile X
o] A
STEP W v STEP 2 STEP ) STEFP /]
Profile Type Profile Settings Review Confirmation
Profile Settings
= Profile Name: 30 CHARACTERS, NO SPACES, ALPHA, NUMERIC, HYPHEN {-), UNDERSCORE(_), PLUS {+) ONLY
Description: Description of this profile {optional)
Default Profile: No v
* Primary Controller:
‘ Host Name HTTPS: v | | e.g myhostmydomain.com 443
Host Name Max file size up to 1 ME or max characters not to exceed 1048376 m
IPv4
IPvE e
I Cancel Back MNext I

Note: User can add a trailing dot to the Host name




Add a Controller Profile (continued)

Step by Step Instructions:

e The Step 3: Review page
appears. Review the details
entered on the page.

@ Click the Submit button.
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Add Controller Profile

STEP W v

Profile Type

Review the following options to make sure they are correct before you Submit the changes.

Profile Type:

Controller Type:

Profile Settings:

Profile Name:

Description:

Primary IPv4 Address:

Primary Protocol:

Primary Port:

STEP 2 W STEP 3

Profile Settings Review

PNP SERVER

TESTING

This is a testing profile
121.1.141

hitp

a0

STEP ﬁl

Confirmation

Cancel Back @



Add a Controller Profile (continued)

Step by Step Instructions:

@ The Step 4: Confirmation page
appears. The controller profile has been
created successfully.

@ Click the Done button.

@ The profile added appears on the
Controller Profiles page.
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@ Add Controller Profile

STEFP v STEF i v STEP ' STEP 4
Profile Type Profile Settings Review Confirmation
The controller profile "TESTING" was successfully created.
Cisco Software Central > Plug and Play Connect PnP TestAccount - KB + DEFAULT =
Plug and Play Connect Feedback Support Help
Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log Transactions

+ Add Profile... / Edit Selected... i Delete Selected... + Make Default... B Show Log... G
Profile Name Controller Type Default Description Used By Download
Any
@ I [0  TESTING PNP SERVER This is a testing profile 1 I
TEST234 PNP SERVER 0
WAP-PNP-AWS-DENNIS PNP SERVER https://manager finditnm.com test edit 2




Add a Controller Profile i SD WAN

Step by Step Instructions:

| f youdre adding a
SD WAN product, you follow the same
steps as you would with a PNP Server
Product except you select a different
controller type.

The Step 1: Profile Type page of the
Add Controller Profile wizard appears.

From the Controller Type drop down,
select VBOND.

e Click the Next button.
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Add Controller Profile ) X
Controll er Profile for

Profile Typa
Choosa ihe type of Profile to be creatad
= Camtroler Type FNP SERVER -

PNF SERVER e

| VROND
[ %

I~ _cap ppoEgfE




Add a Controller Profile i SD WAN

Q In case of Cisco Routers
ordered via CCW with a
SDWAN Configuration (ie
PNP-CAP-VBOND in the
config), then the devices will
be automatically associated
with a default VBOND profile
if existing in the account.

Note: Customer can
manually associate the
devices with Controller
Profile at any point of time.
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Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Network

4+ Add Profile.... # Edit Selected

[} Profile Name

[ PNPATS-NOVAT_22 53
[ PNPATS-NOVIT_19 53

0]  PNPATS-NOVA7_17_53

) PNPATS-NOVA7_13 53

{1 CA_OLEGP

[] PNPATS-NOVI7_02 53

)  PNPATS-NOVI7_01_53

0] PNPATS-NOV16_20 53

{1 PROFILE_172_23_165_104_1

) VBOND-AA

10 v

Certificates Manage External Virtual Account Event Log Transactions

M Delete Selected.... + Make Default.. B Show Log... c‘,
Controller Type Default Description

Any -

PNP SERVER

PNF SERVER

PNP SERVER

PNP SERVER

PNP SERVER v For testing CA ceriificate
PNF SERVER

PNP SERVER

PNP SERVER

PNP SERVER
VBOND v

PnP Test Account - KB - DEFAULT

Feedback Support Help

Used By Download

3 Provisioning File

Showing Page 1 of 51 (509 Records) » p|




Add a Controller Profile i SD WAN (continued)

Step by Step Instructions:

9 The Step 2: Profile Settings page
appears. Enter the required details in
the page. Note that the details required
for VBOND differ from the previous
details required for PNP Server.

oThe

user can choose
O0Yesd and it shows
Organi zati on Name o,
screenshot.

9 Click the Next button and then follow
the normal process noted in the slides
above for PNP Server.

Ag Controller Profile

STEP 1 v STEP ;2 STEP i% STEP ﬁl
Profile Type Profile Settings Revie Confirmation
Profile Settings:
* Profile Name: TESTING
Description: Description of this profile (opfional)
OMul ti ttenancy6 —as
aNR6t her f é@d for O6SP
“a*8s™” s h owif i t he
* SP Organization Name: 50 characters, Non Trailing Space, Alpha, Numeric and _/7*. (@ + =% - only
= (Organizafion Name: INFYTEST
* Primary Coniroller:
| Host Mame A DTLS:A » e.g. myhost. mydomain.com 12346
Server Root CA: Max file size up fo 1 MB or max characters not fo exceed 1048576

Cancel
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Downloading Provisioning file - SD WAN

Step by Step Instructions:

@ SD WAN users will need to download a

prOVISlonlng flle Wthh Can be found 4 Add Profile. : # Edit Selected... T Delete Selected. .. .  Make Default . B Show Log... (@]
u nd er CO n t r 0 I | e r P r Of| | e S tab’ r  Profile Name | IControIIer Type Default Description Used By Download
. . . . . . x An -
Provisioning File. It is available or .
needed o nIy for VBOND pr ofile I VIPTELA-CLOUD-HOSTED-PROFILE VBOND v Viptela Cloud Hosted Profile Information 2
Showing 1 Record

The download includes the devices /
associated to Vbond profile.

. ’i Download Provisioning File X
Before the user can download, they will 9
have to choose which Controller .
. . @ * Coniroller Versions | 18.3 and newer - I
Version they are using. 5
Download

Customer can choose to download
either 17.x or 18.x version of the
vManage.

18.X supports both vEdge routers and
ISRs and CSRs, whereas 17.x supports
only vEdge H/w and vedge S/W.
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Add a Controller Profile - WLC

Step by Step Instructions:

| f youdre adding a
WLC product, you follow the same
steps as you would with a PNP Server
Product except you select a different
controller type.

The Step 1: Profile Type page of the

Add Controller Profile wizard appears.

From the Controller Type drop down,
select WLC.

o Click the Next button.
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¥ ot epF e e v P oo f |
STEP ]
Profile Type Conditional Steps

Choose the type of Profile to be created:

= Controller Type: WLC

e PMP SERVER

e

f

o

r




Add a Controller Profile - WLC

Step by Step Instructions:

e The Step 2: Profile Settings page
appears. Enter the required details in
the page. Note that the details required
for WLC differ from the previous details
required for PNP Server. Only WLC
Servers have Secondary Controller
details.

° Click the Next button and then follow
the normal process noted in the slides
above for PNP Server.
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©

Add Controller Profile

STEP “ v
Profile Type
Profile Settings:
* Profile Name:

Description:

Default Profile:
= Primary Controller:
Host Mame v

# Secondary Controller:

™ A
STEP 2 STEP STEP /]

o

Profile Settings Review Confirmation

30 CHARACTERS, NO SFACES, ALPHA, NUMERIC, HYPHEN (-), UNDERSCORE(_), FLUS (+) ONLY

Description of this profile (optional)

No v

e.g. myhost. mydomain.com

Cancel

Back

4




Edit a Controller Profile

Step by Step Instructions:

€ Sclect the profile you wish to edit
and click the Edit Selected
button.

9 The Step 1: Profile Settings
page appears of the Edit
Controller Profile wizard. Here

you can edit the following values:
Controller Profile Name

Description

Default Profile

Multi-Tenancy i VBOND only
Organization Name i VBOND only

SP Organization Name i VBOND only
Primary Controller

SSL Certificate

Secondary Controlleri WLC

Do o o o o Do o Do P>

e click the Next button.
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Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log Transactions

PnP Test Account - KB v DEFAULT v

Feedback Support Help

<4 Add Profile... 1 Delete Selected... +/ Make Default... B Show Log... G
( Profile Name Controller Type Default Description Used By Download
Any v
v/ § TESTING PNP SERVER This is a testing profile 1
[ TEST234 PNP SERVER 0
[ WAP-PNP-AWS-DENNIS PNP SERVER https://manager findithm.com test edit 2
[ P_1567059492008 PNP SERVER dESC1 0
[ P_1567059457400 PNP SERVER dESC1 0
[ P_1567046558511 PNP SERVER dESC1 0
( P_1567046509975 PNP SERVER dESC1 0
[ P_1567039043921 PNP SERVER dESC1 0
[ P_1567038927188
L b sesoraro Edit Controller Profile X
0 - STEP 1 STEP 2 STEP 3 > >

Profile Settings Review Confirmation
e Profile Settings
= Profile Name: | TESTING
Description: ‘ This is a testing profile
Default Profile: | No - ‘

* Primary Controller:

Pvd v‘ |HTFF:h'v||121111 ||sn

Cancel Next




Edit a Controller Profile (continued)

Step by Step Instructions:

o The Step 2: Review page appears. If you
see any inaccuracies on this page, click the
Back button and make the required
corrections.

© cClick the Submit button.

Once you click the Submit button, the Step
3: Confirmation page appears showing
that your profile has been updated

Edit Controller Profile

STEP ’| v

Profile Settings

Review the following options to make sure they are correct before you Submit the changes.

Profile Settings:

Profile Name:
Description:

Primary IPv4 Address:
Primary Protocol:
Primary Port:
Controller Type:

STEP 2

Review

TESTING

This is a testing profile
121111

hitp

30

PNP SERVER

Cancel Back i

successfully.

a Click the Done button.
STEP 1 V4

Profile Settings

Edit Controller Profile

STEP 2 N

Review

The controller profile "TESTING" was successiully edited.

STEP 3

Confirmation

X
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Controller Profile T Show Log

Step by Step Instructions:

@ Select a Profile and click on Show Log
Button

e Controller Profile Log is displayed in a new
pop-up window. The log captures all the
changes that were done on the given
Profile.

Click the X button to close the window.
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Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Network Certificates Manage External Virtual Account Event Log Transactions

PnP Test Account- KB w DEFAULT ¥

Feedback Support Help

Controller Profile renamed from "TEST" to "TESTING™

Controller Profile Description changed from "null” to "This is a testing profile”

<4 Add Profile... # Edit Selected. I Delete Selected... + Make Default... B Show Log... G
Profile Name Controller Type Default Description Used By Download
Any -
TESTlNG PNP SERVER This is a testing profile 1
e Controller Profile Log X
Profile Name: TESTING
Message Logged By Logged At

Gisco l 2019-Nov-15, 23:39°48
Cizeo l

2019-Nov-15, 23:39°48

Showing All 2 Records




Delete Controller Profile

Step by Step Instructions:

Select one or more Profiles and click on

Delete Selected Button

o Confirmation is required from User to delete
the Controller Profile(s). Click Yesto

Proceed.

e If Devices were associated to the Controller

Profile, the device will go to unconfigured

Status.

Note that in case of VBOND Profile,
devices associated to the profile will have t
be unconfigured first before deleting the

profile.
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Devices Controller Profiles Network

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Transactions

Certificates Manage Ext; \/irtual Account Event Log
1 Delete Selected... + Make Default... B Show Log... G

PnP Test Account- KB w DEFAULT ¥

Feedback Support Help

<4 Add Profile... # Edit Selected.
Profile Name Controller Type Default Description Used By Download
Any -
TESTING PNP SERVER This is a testing profile 1
Are you sure you want to delete the selected controller
profile?
o
+ Add Devices... + Add Software Devices... # Edit Selected... fiil Delete Selected... Enable External Management... Transfer selected... C
[ Serial Number Base PID Product Group Controller Last Modified Status Actions
Any A4 TESTING A4 4 Select Range hd Any A Clear Filters
:%L22°394E7 C1101-4PLTEPWB Router TESTING 2018-Dec-18, 18'19-02 Show Log... w
1 pluggable LTE router
FCL220394E7 C1101-4PLTEPWE Router 2019-Nov-16, 00-4021 Show Log. . W

1101 pluggable LTE router




VI. Network Tab
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Network Tab

Step by Step Instructions:

€ 'n the Network tab, you should have a
Network ID set. Click Submit to send data to
ZProv. The information is used for
provisioning of the devices for SD WAN.

In a Cloud-hosted scenario, the components
are sentto ZProv.

For OnPrem installations it needs to be
manually defined by customers.

Note: It will work only if there are devices
under the Virtual Account and there is a
Controller Profile in place
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Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Network Certificates

Network Settings

Network 1D PNP-LABFKF - 128996

Manage External Virtual Account

Event Log

PnP Test Account- KB v PNP-LABFKF

Feedback Support Help

Transactions

=l
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RMAS in PnP

Process Flow:

If a Customer . .
needs an RMA, Cisco utilizes the

TAC or a Partner
will create this in

Cisco ships the
RMA and
provisions it to
the Customer

SORT. Network

Customer Actions *

ALog into the product in vManage, and manually click on Sync in order to sync their products

AFor On-Prem (Self-hosted) vManage, the Customer or Partner needs to login to PnP, download the new SN file and add it to the On-Prem
vManage.

AFor a partner led 3-way swap, the replacement shipped device is not automatically provisioned.

Customer logs
into the vManage
product and
cli cks n

claimed defective
Serial Number to
identify SA

SD WAN Specific

Note: Once the replacement is shipped, the data is captured in C3 and updated. It gets passed to supply chain.
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Return Material Authorization (RMA) user experience changes

QWhen customer initiates a Return
Material Authorization (RMA), an alert
will appear on the device as shown in
the following screenshot:

<4 Add Devices . <4 Add Software Devices / Edit Selected § Delote Selocted C
Serial Number Base PID Product Group Controlier Last Modfied Status Actions

Any v | Any - £ Select Range v Any - Clear Filters

. SHIPPEDEVO3S ISR4331K9 Router CONTROLLER 2018Jui-05, 100553 | Ponding (Recrecton) ST v

A defective device is the device for

ISR4I31/KY Router CONTROLLER 2018-Jul-05, 10.05:52 BT showlog . v
. . . . This is the defective device
WhICh the Clalm 1S I’aISGd by the ISR4331/K9 Router CONTROLLER 2018Jul-05, 10:0447 BT showlog. W
customer for exchange.
4% SHIPPEDEVD3S ISR4331K9 Router CONTROLLER 2018-Jul-05, 09:59.46 | Pending (Recvechon) L T v

A replacement device is the device
that the customer gets as replacement
of the defective device.
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X. Certificates
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Certificates

Crypto PKIl is the capability for
PnP connect Ul portal for user
to configure Certificate

Signing Request (CSR).
Certificates allows customers to
authenticate devices and
profiles in PNP for provisioning
process.

e User can generate new
certificate using the Generate
Certificate button
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