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Executive Summary

The adoption pattern just inverted. By the strict federal measure, large enterprises still lead —
but the gap has collapsed in under two years, and on everyday-use measures smaller companies
have pulled even or ahead while enterprise adoption plateaued. The reversal in momentum is
the story, and it is federal data, not vendor surveys.

The cost of that speed is visibility. Research shows Al usage up 41% in a year while security
concern fell 40%. Your company is adopting Al faster than you can see it.

Enterprise-style controls won't fix this. Companies winning with Al got there because nothing
slowed them down; governance that starts by slowing them down gets bypassed. This paper
presents a different sequence, in four phases:

1. Assure & See. Make Al dependable and fully visible. Enforce nothing; seeing is the first
act of governance.

2. Empower & Standardize. Make corporate Al accounts the version employees prefer.
Identity, not enforcement.

3. Govern the Corporate Path. Attach data protection to the accounts everyone already
chose.

4. Al Infrastructure, Right-Sized. When a workload earns it: from a single GPU server to a
full Al factory.

The architecture that makes it work: growing companies consume Al as a cloud service, so Al

traffic flows out, through one place, the internet edge. That single control point is where Al
reliability is assured and where Al risk is managed. One edge. Two outcomes. No trade-off.
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A Blueprint That Grows With You

Climb as the business earns it. Each step is independently valuable.

PHASE 4

Al Infrastructure, Right-
Sized

PHASE 3 Local inference — optional, gated

Govern the Corporate
Path

PHASE 2 DLP, tenant controls, device trust

Empower & Standardize

PHASE 1 Corporate Al accounts win on merit
Assure & See

See everything; make Al dependable

Stop at any step — the value already banked stays. Most organizations stop at Phase 3.

1. The Problem You Can't See

The US Federal Small Business Administration (SBA) analysis of Census data tells the story in two
snapshots. In February 2024, large firms led small firms in Al adoption nearly two to one —
11.1% versus 6.3%. By August 2025 the momentum had flipped: small firms at 8.8% and
climbing, large firms at 10.5% and slipping. The SBA titled its own report "Small Firms Closing
In."

The trend has held into 2026. The Federal Reserve's April 2026 monitoring of Al adoption put
roughly 18% of all US firms using Al at year-end 2025; once the Census broadened its question
in early 2026 to count any business function, that jumped to about 20%, with smaller firms still
accelerating while large-firm adoption flattened. Everyday generative-Al use runs higher still: a
2026 QuickBooks survey found 68% of small businesses now use Al regularly, up from 48% in
mid-2024.

For the growing organizations in SMB and mid-market that this paper targets, the pressure is
sharpest. Adoption climbs with company size, and mid-market companies are adopting Al like
much larger enterprises: Al is moving fast out of small experiments and into the everyday tools
people use to run the business. Deloitte found the share of workers with access to Al rose 50%
in 2025, with in-production use on track to double within six months. Yet these same companies
run the leanest IT teams, per employee, of any segment. They are adopting at enterprise speed
with a fraction of the staff to see it, support it, or secure it. That is the opportunity and the
exposure in a single sentence.

Cisco Public



Then the shadow. The same survey that found adoption up 41% found security concern down
40%. Usage surging, vigilance falling, at the same rate. Employees use tools IT never approved.
Business data flows into personal accounts of consumer Al services. Leadership admits speed
beats security review. None of this is a character flaw. It is what happens when a tool is
genuinely useful, instantly available, and invisible to every control you own.

Blocking fails twice. Practically, because these are web services: a ban stops visibility, not usage.
Strategically, because the speed you'd suppress is your edge over larger competitors. The real
guestion for a growing company's CIO: how do I get control without giving back the speed?

2. Your Al Traffic Isn't What You Think

GPU clusters, east-west fabrics, local model serving: that's not your world yet. Growing
companies consume Al as a cloud service. The models run in the providers' data centers, and
inside the SaaS you already use. Roughly three-quarters of smaller businesses use Al through
features in software they already run.

So your Al traffic is outbound. Every prompt, every shared file, every Al experience your people
have crosses one place: your internet edge.

Two problems collapse into one. Reliability: when Al degrades, is it your circuit, your ISP, or the
provider? Without edge visibility, every incident is a mystery ticket. Governance: which Al, by

whom, with what data? Same traffic. Same edge.

One control point. Two outcomes. Instrument one path, once. Harvest both.
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Two Outcomes, One Platform

Acceleration and governance run on the same path, phase by phase.

E Dependable Al Faster adoption No slowdown Lower cost / latency
lﬂ Al application assurance SSO, one-click access Protection without friction Local inference
g Path visibility to providers Best tools, day one Selective decryption GPU Server — Enterprise Scale
Q Al sessions prioritized Premium Al tiers & limits Same speed, anywhere Edge proximity
<

PHASE 1 PHASE 2 PHASE 3 PHASE 4

Assure & See Empower & Standardize Govern the Corporate Path Right-Sized Al Infra (optional)
= See everything Standardize identity Protect the data Govern what you host
14
u>" Al Access discovery SSO/MFA DLP on Al traffic Model validation
O Shadow-Al inventory Corporate accounts Tenant controls Runtime guardrails
© Risk-ranked, alertable Agent identity ready Device trust Al lifecycle security

One control point: the internet edge * One unified platform

3. The Blueprint

Sequence is the principle. Governance imposed before trust gets bypassed; governance
attached to a path employees already prefer gets adopted.

Three properties make it a blueprint, not a wish list. Each phase stands alone: stop after Phase 1
and you still gained dependable Al and full visibility. Each phase has exit criteria: you know
when the next is earned. And nothing is thrown away: edge, identity, and security investments
compound.

It's also a growth path. For illustration: a 300-person company entering Phase 1 may be 1,500
people by Phase 4, with Al workflows as the reason why. The same phases, at larger numbers,
are how enterprises run.

What to look for: one management plane. Whatever products deliver the phases, the
operational win comes from running them from as few consoles as possible. A lean team cannot
absorb a new Al stack across five dashboards. Look for unified management across your
network, assurance, identity, and security layers, ideally with Al-assisted operations that reduce
alert load rather than add to it. Every additional console is another integration and another
place the picture breaks.

The Cisco recommendation: Cisco Cloud Control. Network, assurance, and security are
already converged into a single dashboard — one login, one operational context — and it
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extends across the rest of the Cisco portfolio: Collaboration, Splunk, Nexus, Intersight, 1Q,
with more to come. For a growing organization, the payoff is headcount. IT teams are
drowning in alerts, and Cloud Control inverts that. Al Canvas makes troubleshooting a
conversation — describe the symptom, and operators and Al agents work the same
telemetry to resolution — while AgenticOps remediates routine incidents autonomously.
Work that would have justified new operations hires gets absorbed by the platform. And
Cloud Control Studio (coming later in 2026) will let the team build its own agents and
natural-language apps, with OpenAl Codex built in, and draw from a shared Marketplace.
Adopting four phases without staffing for four phases lives here.

4. Phase 1 — Assure & See

The promise: Al your business can count on, nothing blocked, everything visible in your
network. Business outcome: fewer "the Al is slow" tickets, and the shadow Al usage finally on
the books.

The control point is the office edge, not employee devices. Agent-based visibility tools miss
every unmanaged phone, contractor laptop, and guest device in the building. The edge sees
them all, with nothing installed on anything. From there, internet-bound traffic is forwarded to a
cloud security service that identifies Al usage, while performance monitoring watches the path
to the Al providers.

Dependability is the lead, and here's the truth of it: when Al degrades, the cause is usually the
provider's cloud or the internet path, not your network. Assurance proves it in minutes. You can
see whether the problem is yours or the provider's, and the mystery ticket dies. Assurance is
also how IT earns credibility. When its first Al initiative makes Al demonstrably more
dependable, later governance conversations start from goodwill.

Phase 1 enforces nothing: no blocking, no restrictions, no content inspection. This sequencing
doesn't prevent blocking a clearly malicious tool on sight — it's the default posture for the long
tail of ordinary Al usage, not a constraint on emergency response. But that is not the same as
governing nothing. But that is not the same as governing nothing. Visibility is the first act of
governance — every Al application inventoried, risk-ranked, and ready to alert on. You govern
by seeing before you govern by stopping, and you build the two assets every later phase needs:
a complete Al inventory, and a track record of IT making Al better.

What to look for (any vendor)
e A network edge (router, firewall, or SASE on-ramp) that forwards internet traffic to a

cloud security service without an agent on every endpoint, so unmanaged and guest
devices are still seen.
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e A cloud security service (SSE/SWG) with Al-application discovery: which Al tools and Al-
embedded SaaS are in use, by whom, with risk context.

o Digital-experience / path monitoring that distinguishes your network from the ISP from
the provider, so "Al is slow" becomes answerable.

o Local traffic prioritization for latency-sensitive Al sessions on a contended uplink.

¢ Simple onboarding, since the goal of this phase is fast time-to-visibility.

The Cisco recommendation. The Cisco 8000 Series Secure Router running Meraki MX OS,
paired with Cisco Secure Access in the cloud. The pairing extends Meraki's AutoVPN
simplicity to the security cloud, so connecting the edge to Secure Access is a guided
setup, not a VPN engineering project. Al Access in Secure Access identifies every Al
application in use, including Al embedded in other SaaS; ThousandEyes monitors the path
to the providers; the router prioritizes Al sessions locally.

What you deploy (two decisions)

¢ Cisco 8000 Series Secure Router with a MX Advantage subscription — or activate
your existing Cisco edge (Meraki, Secure Firewall, Cisco routing), which makes
Phase 1 a licensing and configuration event.

o Cisco Secure Access, SIA Essentials.

Included at no additional cost

e Cisco ThousandEyes path assurance, entitled through Meraki Advantage.

e Al Access discovery, Application Visibility, and Experience Insights, within SIA
Essentials.

e Cisco Cloud Control management platform.

Exit criteria. Phase 1 is complete when you have thirty days of Al visibility, a named inventory
of Al applications with risk profiles, a baseline of personal versus corporate account usage, and
a dependability baseline for the Al services your business counts on.

Remote and hybrid visibility completes in Phase 3, once the endpoint agent is in place.

5. Phase 2 — Empower & Standardize

The promise: the best Al tools the company can buy, one login away. People switch because
it's better. Business outcome: more of your Al usage running on contract-protected corporate
accounts, by choice.
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Phase 1's data answers what no committee can: what your people actually prefer. Often it isn't
the tool you bought seats for. Treat that as market research, not misconduct. Standardize on the
enterprise edition of the tool that won.

Then make corporate objectively better: stronger models, higher limits, and contract terms that
keep business prompts out of public model training. Add single sign-on and the corporate
account becomes the easy path. No new passwords, one click, live on day one of employment
and automatically deactivated on exit.

Nothing is blocked. Personal accounts still work. Phase 2 outcompetes them, and the Phase 1
dashboards measure the migration: corporate logins up, personal usage down, organically. That
curve is the most important chart in the blueprint. It proves consolidation happened voluntarily,
which is what makes Phase 3 safe.

One look ahead. The next Al wave is agentic: Al that acts, holds credentials, calls systems.
Agents are identities, and they need the same lifecycle discipline as human ones. Put identity at
the center now, and the agent era arrives pre-handled.

What to look for (any vendor)
¢ Anidentity provider with single sign-on and MFA that integrates cleanly with the

enterprise Al tools your inventory surfaced.
e Automated provisioning and deprovisioning, so access is live on day one and gone on

exit.

e A device-trust capability you can grow into for Phase 3, ideally without requiring a full
MDM rollout.

e An early posture on non-human / agent identity, since agentic Al will need governed
credentials.

The Cisco recommendation: Cisco Duo. SSO and MFA that make the corporate account
the path of least resistance, with Trusted Endpoints device trust included at the entry tier
(no separate MDM required) and a clear runway to agent identity when you need it — see
below:
e Cisco Duo Advantage — risk-based authentication, richer device-trust analytics;
recommended by Phase 3.
e Cisco Duo Premier — adds agentic identity management (Duo Agentic ldentity,
built in part on the completed Astrix Security acquisition) for organizations already
running Al agents at scale. Optional; not required by any phase in this blueprint.

What you deploy
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o Cisco Duo Essentials — SSO, MFA, and Trusted Endpoints device trust, all included
at the entry tier.
e Enterprise editions of the Al tools from Phase 1 discovery.

Optional

o Cisco Duo Advantage — risk-based authentication, richer device-trust analytics;
recommended by Phase 3.

e Cisco Duo Premier — adds agentic identity management (Duo Agentic ldentity) for
organizations already running Al agents at scale. Optional; not required by any phase in

this blueprint.

Exit criteria. Phase 2 is complete when corporate accounts are live on the standardized tools,
SSO is enforced, and roughly 80% of Al usage flows through corporate accounts, achieved
through self-onboarding rather than mandate.

6. Phase 3 — Govern the Corporate Path

The promise: company data can't leak into Al, and nobody's workday gets slower. Business
outcome: data-leakage risk falls without a single workflow slowing down.

Al activity has consolidated onto corporate accounts — employees self-onboarded onto the
easier, better path. Governance now becomes a property of that path: protection that follows
the login anywhere.

Three controls switch on, all in the cloud security service from Phase 1:

DLP on Al traffic. Customer records, financials, source code: recognized and stopped before
they enter a prompt. Al stays free to use; the one paste that mattered is the thing that stops.

Tenant controls. For Al services that support tenant-level restrictions, corporate accounts are
allowed while personal accounts of the same service are blocked on the corporate path —
accounts, not websites, wherever the vendor supports the distinction.

Device trust. Corporate Al opens only from trusted devices. The right capability does this
without a full MDM deployment; if you already pay for a productivity suite with device

management, it can usually be reused.

For remote and hybrid work, a single endpoint agent extends the same protection off-network:
a corporate laptop at a kitchen table gets the same policy as a desk in the office, defined once.
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Two design decisions, stated plainly. Prompt inspection requires decryption. Do it selectively:
corporate Al tenants yes, personal banking and health no, and tell employees exactly which is
which. And for personal devices on home networks: corporate data lives only behind corporate
accounts, which open only from trusted devices. Don't chase the ungovernable device. Shrink
what matters onto ground you govern.

What to look for (any vendor)

¢ Al-aware DLP that inspects prompts and outputs, not just file uploads, with identifiers
for code and structured sensitive data.

e Tenant/instance controls that distinguish corporate from personal accounts of the
same Al service.

o Device-trust enforcement tied to your identity provider.

¢ Asingle endpoint agent that carries the same policy to remote devices.

o Selective decryption scoping, so inspection is targeted and privacy-respecting.

The Cisco recommendation. Upgrade the Secure Access you already deployed in Phase 1
to SIA Advantage: full DLP on Al prompts and outputs, complete tenant controls, and Al
guardrails. Cisco Secure Client (included) carries the policy to remote devices; Duo
Trusted Endpoints enforces device trust. Note the shape of this — Phase 3 adds no new
products, only a tier upgrade on Secure Access, and on Duo for anyone not already
running Premier — the platforms already in place.

What you deploy

o Cisco Secure Access, SIA Advantage (upgrade from Essentials) — full DLP
including Al prompt and output inspection, complete tenant controls, Al
guardrails. The Essentials dashboards will have shown you why.

o Cisco Duo Advantage — risk-based authentication, device posture. Customers
already on Duo Premier from Phase 2 carry that forward automatically — no Duo
change needed here.

Included at no additional cost

e Cisco Secure Client with DefenseClaw built-in, included with the Secure Access
subscription

Exit criteria. Phase 3 is complete when DLP is live on corporate Al tenants, tenant controls are
enforced, device trust is required, and the endpoint agent runs on every corporate device.
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7. Phase 4 — Al Infrastructure, Right-Sized

Optional future-state path for qualified workloads.

The promise: when a workload earns its own infrastructure, a continuum from one GPU
server to a full Al factory, with the same governance at every scale. Business outcome: lower
cost or latency on the specific workloads that justify owning the capability.

Most readers will not enter Phase 4, and that is by design. Entry is gated by one of three
conditions: regulatory data residency, sustained volume where cloud Al costs cross over
ownership costs, or hard latency and edge requirements. Absent one of these, the blueprint's
recommendation is to stay in the cloud.

Qualify, and you enter a continuum. Start at whatever point fits; scale as you grow.

What to look for (any vendor)

e Aright-sized entry point — a single GPU server for one justified workload, not a cluster
you don't need.

e Pre-validated configurations that cut design and deployment time as you scale.

¢ A growth path to enterprise scale on the same architecture, so you don't rip and
replace.

¢ Al-specific security — model validation before deployment and runtime guardrails —
carried over from Phase 3.

The Cisco recommendation. A continuum entered where the workload demands: a Cisco
UCS GPU server with Cisco Intersight management - Cisco Al PODs (pre-validated
compute, network, and GPU) as workloads multiply - the Cisco Secure Al Factory with
NVIDIA at full scale. Cisco Al Defense rides every rung, validating models before
deployment and guarding them at runtime, so Phase 3's discipline extends to Al you host.

Phase 4 is where this blueprint meets the enterprise. An organization that reaches it has grown
into enterprise Al architecture with edge, identity, and governance already in place. Larger

readers: same phases, bigger numbers.

Exit criteria. None. Phase 4 is not a destination the blueprint pushes toward; it is a capability it
makes available when the business case arrives.
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Three Solutions managed all through Cisco Cloud Control

You deploy three Cisco products across Phases 1-2. Phase 3 is a tier upgrade on what you already own — no new vendors.

WHAT YOU DEPLOY

PHASE 1 PHASE 1 PHASE 2

Cisco 8000 Secure Router Cisco Secure Access Cisco Duo

MX Advantage License SIA Essentials License Duo Essentials License

Office edge - traffic prioritization - Al discovery & visibility - SSO - MFA -
AutoVPN on-ramp the cloud control point Trusted Endpoints

PHASE 3 — one upgrade event, no new products

Secure Access: SIA Essentials — Advantage ‘

Duo: Essentials — Advantage ‘

unlocks DLP, tenant controls, Al guardrails adds risk-based auth, device posture, agentic identity management

Phase 4 — optional capex (gated): UCS GPU + Intersight - Al PODs - Secure Al Factory - Al Defense

Cisco Cloud Control — one dashboard across all three products - no additional cost

Sinan Cont darlal

8. Where to Start

The blueprint meets you where you are, on whatever infrastructure you run today.

Already running an SSE, SASE, or secure web gateway? You likely have a control point for Al
discovery already. Start Phase 1 by turning on Al-application visibility, and add path assurance
for the dependability story.

Already running an identity provider or SSO? Begin the Phase 2 empowerment motion
immediately — corporate Al accounts behind the identity you have — and add the edge and
assurance layers in parallel. The phases compose.

Standardized on Microsoft 365? Keep all of it: the identity directory, the device management in
Business Premium, the productivity Al. What a productivity suite does not include is the office
edge — agentless visibility of every device, local session protection, and path-level assurance
are network capabilities. Add the blueprint at exactly the layers the suite doesn't occupy.

Running lean? The blueprint assumes it. Lead with a single management plane and Al-assisted
operations so a small team isn't buried in consoles and alerts, and use a partner or managed

service for delivery. Every phase boundary doubles as a natural quarterly review.

The Cisco recommendation. If you'd rather not assemble this from parts, Cisco
delivers all four phases as one integrated stack under Cisco Cloud Control, available
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directly or through Cisco partners as a managed service. The advantage is fewest
consoles, fewest integrations, and Al-assisted operations that offset the headcount

a new Al stack would otherwise require.

9. Getting Started

Two weeks of looking. A Phase 1 starter engagement — assembled from your existing tools, or
delivered by a vendor or partner — should return three artifacts: a complete Al usage inventory
(including the Al you didn't know about), a dependability baseline for the Al your business
counts on, and a phase-readiness review against the exit criteria in Appendix B. Nothing

blocked. Nothing slowed.

Appendix A — Solution Reference

Generic capability first; Cisco mapping in the right column.

Phase Capability you need

(any vendor)

Cisco recommendation

1 — Assure & See | Network edge + cloud
SSE with Al discovery +

path assurance

Cisco 8000 Router (MX OS) or existing
Cisco edge - Secure Access SIA Essentials -
ThousandEyes - Cloud Control

SSO/MFA + auto-
provisioning + device-
trust runway

2 — Empower &
Standardize

Cisco Duo Essentials - enterprise Al tool
editions

Al-aware DLP + tenant
controls + device trust +
remote agent

3 — Govern the
Corporate Path

Cisco Secure Access SIA Advantage
(upgrade) - Secure Client (included) - Duo
Advantage

4 — Al Right-sized GPU
Infrastructure, compute + validated
Right-Sized scale-up + Al security

Cisco UCS + Intersight — Al PODs —
Secure Al Factory with NVIDIA - Al Defense

Duo Premier optional for organizations running Al agents at scale — supersedes the Phase 3

Duo Advantage upgrade.

Appendix B — Phase Exit-Criteria Checklist (printable)

Phase 1 complete when: 30 days of Al visibility / named Al app inventory with risk profiles /
personal-vs-corporate usage baseline / Al service dependability baseline

Phase 2 complete when: corporate accounts live on the tools employees prefer / SSO
enforced / ~80% of Al usage on corporate accounts via self-onboarding
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Phase 3 complete when: Al DLP active on corporate tenants / tenant controls enforced /
device trust required / remote agent on all corporate devices

Phase 4 entry gates (any one): regulatory data residency / sustained usage with demonstrated
cloud-cost crossover / hard latency or edge requirement

Appendix C — Sources

U.S. Small Business Administration, Office of Advocacy, Research Spotlight: Al in Business —
Small Firms Closing In (September 2025) - U.S. Census Bureau, Business Trends and Outlook
Survey (2025-2026) - Federal Reserve, Monitoring Al Adoption in the U.S. Economy, FEDS
Notes (April 2026) - QuickBooks/Intuit Small Business Al survey (2026) - Thryv, Al and Small
Business Survey, 2nd annual (July 2025) - Deloitte, State of Al in the Enterprise (2026) -
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