
Transcription 

 

 

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 1 

Building Networks of Trust 
From Barcelona, Spain, insights on Cisco and the human network connection from SVP Edwin Paalvast, 

who leads Cisco in Europe, the Middle East, Africa and Russia. 
 
 

Michelle Dennedy:  A friend offers you a stick of gum and you accept gladly. A stranger does the same thing and you 
politely say, "No, thank you." Same gum, same offer, different outcome. We readily accept 
things from friends because we understand the context and their intent. We've accepted them 
into our network of trust and in so doing, we reap the rewards of that trust. Whether it's a stick 
of gum, sage advice, or simply comradery with a friend. But the stranger, who knows what that 
guy's intentions are?  

Hi everyone, Michelle Dennedy here once again, Cisco vice president and chief privacy officer. 
Today we're going to talk about networks of trust and how building them creates value for 
everyone involved. Trust begins with intent, which is ironic since this was not the original intent 
for this very episode, but things happen on the Privacy Sigma Riders, and we just go with it.  

While at the Cisco Live conference in Barcelona, Spain, I was able to catch up with a very busy 
guy, Cisco's senior vice president for Europe, the Middle East, Africa, and Russia, Edwin Paalvast. 
My intention, obviously, was to discuss the GDPR and we did touch on it. But, our conversation 
took an interesting turn right from the start.  

Yes, technology must comply with the law. That's table stakes. But when you comply with 
intent, and your intent is pure, as in Edwin's example of leverage technology to help sick kids to 
just be kids, you're well on your way to building something far more powerful: a network of 
trust.  

This was a bit of guerilla podcasting – and my first attempt at it – so I apologize in advance for 
the quality of the recording and I promise we'll get better at capturing these opportunities in the 
future. So, without further ado, here's an excerpt of my interview with Edwin Paalvast. 

Hello, fellow Privacy Sigma Riders. Michelle Dennedy once again, Chief Privacy Officer at Cisco 
speaking to you from beautiful Barcelona, Spain. I'm here for Cisco Live Europe, our premiere 
customer conference and IT education and thought leadership event. Today I am honored, 
thrilled and amazed we made the time work, so you have with me Mr. Edwin Paalvast, senior 
vice president of Cisco's EMEAR region. Welcome, Edwin. 

Edwin Paalvast:  Thank you. 

Michelle Dennedy: Tell us a little bit about your personal journey. It's privacy groups, we're going to get a little 
personal right away. What's your educational background? When did you come to Cisco? How? 
Why? Give us the scoop, Edwin. You're running a really big important thing. 

Edwin Paalvast:  Yep. I'm not going to go back to my birth, but ... 

Michelle Dennedy: There I was alone in my manger. 
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Edwin Paalvast: Let me start at university. Actually, I did computer science and math and then I wanted to be a 
professor. It sounded like something really cool. So, I did a PhD, actually while I was working at a 
research institution, and that was called TNO, which is the institute of applied sciences. And they 
kindly gave me the opportunity to do my PhD whilst I was working there. And I was thrilled. I 
really was mesmerized by technology, what it could do.  

At this direction of time, unfortunately shows my age, that computer science was actually on the 
rise. What you can't imagine right now, was actually on the rise, but it was actually early days. 
So, I actually kind of caught the first wave of computer science ... 

Michelle Dennedy: What was your thesis? 

Edwin Paalvast: My thesis were actually around Compello computers. We had some really difficult complication 
of problems, weather forecasting, how you would model car security – your car crashes. For 
example, ground water levels, etc.  

Michelle Dennedy: So, you were big data before big data was big data. 

Edwin Paalvast:  Again, show my age, because we called it something different. 

Michelle Dennedy: We used to call it the grid – before it was the cloud, it was the grid. 

Edwin Paalvast: One of the frustrating things, my kids are in big data and are super cool. I was in math and 
computer science and I was super noncool. 

Michelle Dennedy: It's so true. 

Edwin Paalvast:  So something definitely improved. 

Michelle Dennedy: Well, we think you're super cool, if it means anything.  

Edwin Paalvast: Thank you, thank you. That was my whole theorum, so I said I want to work on this. Well, 
interestingly enough, at that time, chips became much faster – what we called a "Super 
computer" is actually already a phone, and even better. I actually drifted away into more 
consulting because I was trying to figure out how can we actually apply technology for the 
good? It's great that do all kind of geek stuff, but what does it do? 

One of the things I did, I started with a lot of other people, a charity. This was actually when I 
switched over from consulting. I started with a small consulting company in the Netherlands, 
and we started wondering, children in the hospitals, they are patients. So, how do you make a 
child a child again? 

Michelle Dennedy: Right. 

Edwin Paalvast: It's about connecting the children to other children, to their friends, to their pets. First we 
thought they were interested in their parents but they saw them anyway in the hospital, so, 
more interested in their pets, and brothers and sisters. And how can you actually connect them 
to others to talk to them? So, we did kind of video conference – again shows my age 22 years 
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ago – there was no Skype, there was no anything else. So we had to actually really engineer 
internal networks, we had to put the networks in. But it really taught me how do you actually 
transcend technology into something that changes people's lives. And that since then has really 
been the theme for me, to try to understand how to do that.  

Michelle Dennedy: It's so interesting on so many levels – we may go way off script of what we were gonna talk 
about – cause I want to pick on this, cause I talked to Dr. Bob Pepper last week and his quote is 
apt and speaks to my experience as well, which is it is communication – human communication 
– that is the killer app. We used to say that it was the telephone before we had email, then we 
said it was email. It is human connection and communication that I believe still is the killer app.  

It's interesting to me, we share an interesting background in that I thought I was going to get my 
PhD; I was working with handicapped students, we were using an Apple 2A Plus and an 
industrial Rigo Arm to teach science to severely handicapped children using this robotic arm. 
And what I found, and what my thesis ended up being was, the role of self-efficacy in health and 
welfare. The development of this curriculum went far beyond teaching them science; we 
actually gave them an opportunity to play. We got their parents to come in and actually see 
their child smile, sometimes for the first time in years, using technology.  

I love what you're saying, and I want to pick up on that a little bit of seeing into the future of, 
today over 80 percent of the world's network traffic, at some point, lives on a Cisco system, 
router, cloud service, something. So, I feel, as a privacy officer, I feel a tremendous obligation. Of 
course there's the legal obligation, but I think that's chump change compared to this 
communication obligation and where we're going next.  

So, there you were, back doing your NGO. How did you go from that to running this huge region 
and does that thread still connect for you? 

Edwin Paalvast: Oh, absolutely. It was interesting how I joined Cisco. I was actually asking Cisco for money to 
connect with these hospitals. 

Michelle Dennedy: Aren't we all? I'm still asking Cisco for money at the end of every fiscal year. 

Edwin Paalvast: And we had many of their competitors already contributing. But they said, actually you're an 
interesting chap. And they realized that I had a lot of connections and, because I came from 
consulting, I had a deeper understanding of what companies wanted to do with their 
technology. So, that's why I joined Cisco. And I was first kind of, wait a minute, that's a hardware 
company, not really interesting. But I didn't realize, it's not actually hardware, it was a platform.  

Michelle Dennedy: Absolutely.  

Edwin Paalvast: Actually, the Cisco team and our partners were able to help our charity be effective. Because, 
you know, children relied on it, so they wanted it to work.  

Anyway, I want to talk about security and privacy; we had to also work with a protocol that's 
children just couldn't connect to anybody and parents wanted to know what they were 
connected to, because they are unprotected. It was kind of their privacy. And, by the way, they 
could be undressed, they could be other things, so how do you shield the camera, how do you 
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have a protocol with the nurses what you do. So, it actually became very close, because they are 
in a vulnerable position, and how do you protect them? So, that whole thing ... So when I joined 
Cisco, I was like, hey, you can do this on a much bigger scale, right. And this was what the 
doctors in the hospital said, you're like Speedy Gonzalez, because things work at glacial speeds 
in hospitals and now you came in and lifted us to a different level. 

Michelle Dennedy: You were very early in the trend that's only hitting now on personalized medicine; that's what 
you're talking about.  

Edwin Paalvast: Yes, and personalized capability to relate to other patients, because they are usually the experts. 
Even sometimes better than the doctors because they know what it is to be ill, and not just what 
their disease is.  

To come back to Cisco, the question really is, how do you collaborate with many parties to get 
an effect that is easy to use, it's everywhere, it is secure, it complies with all laws, but it also 
complies with all intent? 

Michelle Dennedy: Oh, I love that. Wait, I want to slow that down, Edwin, because that is huge. We're not only 
complying with laws, we are complying with intent, which is a design-thinking thing of we're 
starting with the intent even in the architecture. Sorry to slow you down, but I want to red-line, 
underline and put stars around that.  

Edwin Paalvast: How does a translator, for example, one of the initiatives we started with one of the service 
providers is called ENGENA. So if you want to connect globally, you want to do this security, but 
also you want to make sure you can store data, for example, in a specific software area – and 
you know everything about it. Then probably working with just a very big global organization will 
be challenging because any global organization will have its headquarters somewhere, so it will 
have a natural, sort of, bias towards a certain jurisdiction.  

What we've now done, is actually unified many service providers around the world. We started 
this with telecom and then actually work with all these alliance partners, but then use the 
technology to connect them seamlessly. So you can get a connection anywhere in the world, so 
this is mainly for enterprises or corporate users; anywhere in the world, quality of service, 
protected, and with all the data stored in the location you want it to be stored.  

Michelle Dennedy: So, they can be effective in what they want to do. Rather than worrying about screwing 
everything together, hoping and praying that it works, and then being a slave to the platform, 
what you're saying is the users of our technology are allowed to be the command center, if you 
will, of their communications network.  

Edwin Paalvast: Right. And they make sure it works, it's connected, it's always on. When you take away the 
complexity from trying to figure out how you communicate from London to Australia or to 
Japan, it's just something ... 

Michelle Dennedy: It's human to human. 

Edwin Paalvast:  It's human to human. I think, to be honest, even, you know again showing my age, 30 years on... 
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Michelle Dennedy: He's younger than me, by the way, so it's kind of depressing me every time you say that. 

Edwin Paalvast:  I don't think so.  

Michelle Dennedy: Yes, I'm older than you. Yes, thank you. He's also very charming.  

Edwin Paalvast: If you go back to the story around the connectivity, it's interesting to see that 30 years on, we're 
making these steps over and over again, and just, every time we can make it more simple, we 
can make it more robust, and actually have more dowels to turn, in terms of this privacy, 
sovereignty, etc. And only then, you're able to the things that truly matter, because if you look 
back to the intent, what you're trying to do is that people can share whatever it is. And again, 
back to the children, if you're ill, that's the most vulnerable you can get as a human, right? But 
there are many other things that have us vulnerable. However it's done technically is less 
relevant but we [must] build the trust.  

This is back to your question about how you scale such a big organization, and in my view it is all 
around partnering. Because you can't build this if you don't use other partners that have the 
implicit trust, for example, in the country, where it's a very well-known entity, the people work 
at it and they trust it. And if you then have to stress reactions between us and those companies 
and then of course with our partners, because we, of course, work with a lot of partners in there 
as well. So, my view is the whole trust network that it is, which is a human network. And it 
precedes the physical network. And the people make sure it works, it's secure, and also the 
intent, that people actually want to use it for communication and not for any other purpose.  

  All these things are really, really important because if people don't trust it they won't use it.  

Michelle Dennedy: There's so much richness there, Edwin, and I think what's really interesting is that when you 
think about large, industrial IT companies, whether it's a chip or a database, or the Y platform 
that we have, Communications platform, often you think of a big industrial tool and it's kind of 
benign, but what is being illuminated here is the humanity isn't just something you talk about 
and do. I saw a report to say, Oh we're good people and we help people; we fill food banks full 
of stuff. What we actually are talking about here, is both on the human side, as well as the 
business side of taking a business role. And the business role for children's hospital is the 
outcome I want is as much access to the child with the parents and people and caregivers; as 
much ability for play, and other things we know leads to natural growth, and healing, and 
wellbeing for that patient, as well as all of the world's expertise of infectious disease, or 
whatever they're specialized malady is. It’s special to their DNA.  

I can't think of any other requirement system other than the human body that is even more 
complex than the IT. How do you look at Cisco's future and all these things we're putting 
together. We're a very inquisitive company, we're way deep – neck deep – into the digitized 
transformation. And along comes this little GDPR thing in the European theater that I think joins 
some of these things that you're talking about: human rights, legal concerns, and how do we 
actually execute and build these things to serve our customers, and our neighbors, and the 
planet? 

Edwin Paalvast: That's a really good question and the general practice directive, I think, is trying to establish a 
balance between privacy, but also ease of use. Let's be honest, some of the technology that's 
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now being developed we got used to it. When it get into my car I can never get anywhere I like, 
usually, actually the system knows where I'm going so I don't even think about it because they 
kind of learn my behavior. There's a lot of things to be gained in terms of ease of use.  

But, of course, there's also significant privacy implications because they can actually predict 
what I do. And sometimes I just don't want it to predict what I do. For many things that I use on 
the daily basis, when I want to go somewhere, I can input my car, switch on my smartphone, 
and she knows, hey, at this time you're probably going home. Right, yeah, I'm going home. 
There's a lot of things we're doing that actually add a lot of value because it makes things easier, 
a lot of things are intuitive as I use them. So, that's perfect.  

Michelle Dennedy: And security as well.  

Edwin Paalvast: And security as well. So, how do you balance those? Just like, to give you a sense, and it's not an 
ad campaign here, but just something that Cisco engineers came up with which was to detect 
malware in encrypted connections. If you have an encrypted connection.  

Now, this is interesting because this would then allow you to start balancing privacy, because 
sometimes you want it to be encrypted because it might be a connection to your social media, 
might be a connection to a secure email. On the other hand, you don't want malware to come 
in. So, this is, I think, the first example where some of the technology we developed could 
actually help to create some of that balance, because otherwise the balance is ... You will 
decrypt everything because you want to protect against malware and secure it, which is, again, a 
big challenge with privacy. 

Michelle Dennedy: Absolutely.  

Edwin Paalvast: And, let's be clear: there is no perfect world; there is not the ability to have full privacy with full 
security.  

Michelle Dennedy: That's right.  

Edwin Paalvast:  Because otherwise you won't be able to detect ... 

Michelle Dennedy: Well, you can you just can't go anywhere, or do anything or know anything. So, you can be very, 
very secure, and you will go mad.  

Edwin Paalvast:  Yep. This means you will probably unplug from the world, which probably isn't helpful either.  

Michelle Dennedy: Exactly. 

Edwin Paalvast: So, this whole point, and of course there's different levels, if you have a pace maker, which is 
connected to the world and it needs to because that helps people alert, etc. Of course you want 
that information to go out to most of the people, which, by itself, again could be very 
dangerous. It's all these different things – how we get the benefits of technology, how you 
benefit with security and privacy. And I think this is where GDPR is helping, but it brings me back 
to the earlier point I made is if you then link up with the right partners, with the governments, 
collaborate with them, then actually you can build a system which tries to balance all these 
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things. Technology can enable this, if you use it in the right way. This is our mission, to give 
those platforms.  

We won't the data. We don't manipulate the data. We don't monetize the data as a company. 
So, that helps you to be part of that trust network. To actually deliver, what I said earlier, the 
intent is to do what people are comfortable with, so they have to balance their privacy, security 
and ease of us.  

Michelle Dennedy: Yeah, we want authenticated processing of your data. And more and more data is personal 
because, as you say, we have it all built in these, what we call the intuitive network. I want to 
take a couple steps back for people who haven't heard about this; it's a brilliant thing.  

My colleague Dave McGrew is the distinguished engineer on this concept, if you can visualize in 
your mind, remember the book the Little Prince, le Petit Prince? There's a picture in the book 
and it's a picture that looks like a little brown hat, it's like a little lumpy thing. And the little boy 
shows this photo to people and he says, what does this look like? And they say, well it's a hat. 
And he shows it to any child and they say, well, of course it's an elephant that's been swallowed 
by a boa constrictor.  

Well, most people that see network traffic see bulges and volume going through at different 
times. What our security people see is every hacker has a signature and practicing the dark arts 
of today's crypto-wars, I'll call them, to be a little hyperbolic but not really, when people are 
attacking our networks and attacking that communication system to make it less reliable, they 
do so in an encrypted fashion often. So, you'll see these bulges in the network that look like an 
elephant that's been swallowed by a boa constrictor. And while other companies may see a hat, 
we see the elephant. And I think it's such a sea change that's just gotten started. I mean, this 
whole podcast is about what's coming. So, if you want to buy 25 intuitive networks, you're 
gonna have a hard time; we're still implementing it for the most face-forward customers out 
there.  

I did want to highlight that piece that you're illuminating, Edwin, because I think GDPR, if we let 
it, will spur that type of innovation. And back to your roots in the not-so-distant past, less 
distant than my past, in parallel processing, one of the requirements to create balance in GDPR 
is proportionality. So, parallel processing because of scale, is one thing to get to massive 
computer power. But in the way we see it in the data world, and you haven't heard the voice of 
the wonderful Lorena Marciano who's always on the show, but she happens to be sitting here. 
You can't see her but she's lovely as ever. But we talk about proportionality in processing 
because I think it meets those business requirements that you're talking about. When I'm using 
the example of a child who needs to communicate or be communicated to, that is sometimes a 
context of medical advice, sometimes it's a social visit, sometimes it's something else. And 
sometimes it's ephemeral and sometimes it's not.  

I went a little bit off, crazy tangent, but what I think you're talking about is what I'm trying to 
really get to and let people really understand the thinking that we're doing in looking at 
something as dry as piece of legislation that has four percent of global turnover as penalty, 
millions of dollars or euros of penalty, what it actually can do, if we let it, is look into it and say, 
what can we build to actually meet the challenge of GDPR in a really productive way. And I've 
heard you speak on that time and time again.  
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Edwin Paalvast: The other thing is, which is interesting if you look at the networks as they existed, in the 
beginning they were just about connecting computers. At first with the same type of computer, 
then you could connect an Apple computer, then a non-Apple PC. But now, more and more 
functionality actually gets into the network; a lot of security is now in the network. We are 
bringing mobile traffic onto that network. Slowly it actually adds more functionality. But the 
interesting thing now, let me digress a little bit into things like lock chain, where actually you can 
start to see things like distributor trust. Since we started migrating from living in one village, 
where everybody knew each other, and you knew what was good, what was bad and where 
your food was coming from, we are now in a world where many things are disconnected.  

How do you trust what you eat? How do you trust what you see in the news? How do you know 
where it's coming from? The networks also have the potential, if you build in the right way with 
the right partners, to create these networks of trust.  

Michelle Dennedy: My conversation with Edwin continued for a few more minutes but I thought this would be a 
great place to stop for now. Networks of trust existing long before the information networks we 
build at Cisco. When we tryst, we are free to be ourselves without fear of judgment. We can be 
different without fear of rejection. We can be vulnerable without we'll be taken advantage of. 
Building networks of trust creates a secure environment that enables us to accept the value 
that's being offered. I hues you could say that the killer app has always been and will always be 
about the human connection. Thank you so much for inviting me into your network of trust. I 
look forward to our next connection 

Michelle Dennedy: Thank you sir. It's a wrap.  

 You've been listening to Privacy Sigma Riders brought to you by the Cisco Security and Trust 
Organization. Special thanks to Kory Westerhold for our original theme music. Our producers 
are Susan Borton and David Ball. You can find all our episodes on trust.cisco.com or subscribe 
wherever you listen to podcasts. Then please take a moment to review and rate us on iTunes. To 
stay ahead of the curve between episodes, consider following us on Facebook, LinkedIn, and 
Twitter. You can find me, Michelle Dennedy on Twitter, @mdennedy. Until next time. 

 


