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Send in the Machines 
Taming enterprise data chaos with machine learning for greater business value 

Michelle Dennedy: The May 25, 2018 deadline for GDPR enforcement beginning has come and gone. We know 
you've got your act together. You've got your data ready to go. You know what personal 
information you have, what you can use, what you can share, what you better forget. However, 
if you've only been thinking GDPR's a compliance issue and not an opportunity to move your 
data forward, look at data as asset, it has a potential of becoming a nightmare rather than the 
sunshiney, innovation-filled opportunity that it is. The next 20 minutes may be the most 
valuable data you access all day. 

 Cybersecurity, data protection, privacy. You like to stay ahead of the curve and listen to experts 
who are leading the way in deriving greater value from data with a more organized approach to 
data privacy. You're like us, just a few deviations past the norm. You are a privacy sigma rider.  

Hey, everyone. Michelle Dennedy here, chief privacy sigma rider, or officer if you prefer, at 
Cisco. Just when you thought all the GDPR hoopla was over, we're back at it and talking about it 
some more.  

 That's because GDPR and all the other data regulations are not a one-and-done activity, but a 
radical new beginning with customer expectations on how well you handle personal data and 
other forms of data. Many customers expect you've already operationalized these new 
regulations at every touchpoint in your company, and if you haven't they and you may be deeply 
disappointed. That's why my special guest today will tell you, privacy and data is not a 
compliance issue. It's a customer experience issue, and meeting your customers' rising 
expectations is going to require a radically different approach. 

 Carl Gerber is managing partner at Global Data Analytics Leaders, where he tames enterprise 
data chaos for Fortune 500 companies to help them derive greater business outcomes and value 
from data. Super, super important. Welcome to the show, Carl. 

Carl Gerber: Thanks, Michelle. I want to point out what makes us different is how we deliver the business 
value. We do it using sustainable methods that scale up and out in an agile way. I've had the 
opportunity to lead four data transformation programs in large multinational companies. I've 
had the opportunity to establish the chief data officer office. And I've dealt with large, very 
complex data landscapes. 

Michelle Dennedy: What does a CDO do or a chief data officer? I'm hearing more and more people sort of reaching 
to that, and I know that there has been sort of a quality initiative of CDO over the years, but I 
think you're talking about something a little bit different. 

Carl Gerber: I am, Michelle. The CDO title is new. It's like the chief information officer title of about 20 years 
ago. 

Michelle Dennedy: Yeah.  
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Carl Gerber: Basically as CDO, I'm responsible for the entire enterprise getting business value from its data. 
That means we need to efficiently and effectively manage our data. We need to get analytics-
ready data. We need to fix the data quality. We need the core data that runs a business, that 
master data and reference data. And so it's the CDO's role to organization all those efforts 
across the entire enterprise and take the enterprise-wide view. And that's why I think a CDO's 
role has a lot to do with data privacy. And the CDO needs to partner with these other titles 
within the organization if we're going to pull off data privacy and data protection. 

Michelle Dennedy: I've heard you talk before about what you call machine-centric approaches to privacy. And I 
think it's a really important and rich concept. Can you tell us a little bit about that? 

Carl Gerber: So what I mean by that, in today's world, we have data in so many forms and so many places, it's 
in our data centers, and we have multiple data centers. It's in the cloud. There is so much data, 
it's structured in data bases. It's in documents. It's in big data, which is considered to be 
unstructured. There's so much of it, an individual or even a group of individuals really can't 
adequately discover it and have the knowledge about it to properly leverage it. So in come the 
machines. I really believe that, and have used, applications and automation that use machine 
learning that can go out and discover this data. 

 And it's not enough just to find it, you now need to read it, interpret it, measure the data quality 
of it, and categorize it. And that is really the only way you're going to know where your sensitive 
data is, where your medical privacy data is, where your payment card data is, where your 
important information about your customers or your products. I believe that's the only way in 
today's world that you can truly understand your data landscape and be able to effectively use it 
and protect it. 

Michelle Dennedy: You know, I think you're one of the first people that I've spoken to in a long while that is actually 
talking about artificial intelligence and machine learning that is applied in a pragmatic and 
realistic way, so I think that's incredible. And I think, you know, when I heard, "Bring in the 
machines," I, of course, thought robot. But what you're talking about is like micro-robotic data. 
When you're talking about analytics quality and core datasets across enterprise, I don't think 
you can get there without ML, can you? 

Carl Gerber: I don't believe so. Let me give you an example where this really delivered true value to an 
organization. We had a use case where we needed to locate all of the instances of a customer 
identifier. So basically where is all of our customer data across a very complex environment? 
The plan was three analysts, three months, so nine man-months’ worth of effort. My team, 
using a data catalog that was built with machine learning and this automated discovery 
capability, it took our team three weeks. 

Michelle Dennedy: Wow. 

Carl Gerber: And in those three weeks, we discovered over 65,000 objects across varying datasets, data 
integration and transformation code, business intelligence reports, mainframe code. The effort 
was estimated to take nine man-months, but they were going to read systems documentation, 
ask experts. There truly would have been gaps in that approach. 
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Michelle Dennedy: Yeah, you would have had all the biases and accessibility and even just non-listening to the 
correct cues of humans if you have nine months of full-time head count versus three weeks. I 
mean, that is an incredible efficiency on the business for probably a lot higher dataset. 

Carl Gerber: Absolutely. 

Michelle Dennedy: Send in those machines. 

Carl Gerber: We scanned well over 70,000 databases. I can't even tell you how many lines of code. But we 
did it using automation. 

Michelle Dennedy: Yeah. That makes so much sense to me. And I think what you're pointing out, Carl, is really 
important. So we've talked a lot about GDPR as a compliance effort and all of the things that we 
should have really been doing as an industry over the last 20-25 years. But what you're talking 
about is really the next step of this. So what happens after we look at GDPR as a set of rules? 
And I'm guessing that you probably have ideas about, what do we do with these rules now that 
we have them, and we have some granularity and we have some view into customer 
information and customer experience? 

Carl Gerber: That's right. I think we've been handed one of those opportunities that doesn't come along very 
often in business. We had Y2K, we had the euro currency conversion, and I view data privacy the 
same way. And so we can take two approaches. We can say, "Look, we have to do this." That's 
the big stick approach. Or we can say, "There're some business benefit to thinking bigger about 
this and taking a different approach." The carrot. And I don't know about you, but I like carrots 
more than I like sticks. 

Michelle Dennedy: Well, it depends on the sticks; if they're pretzel sticks stuffed in chocolate… but I don't think 
that’s the sticks you're talking about. 

Carl Gerber: That's right. I'm talking about the motivation. 

Michelle Dennedy: Exactly. Why would I want to punish myself by doing a search of my 70,000 database looking for 
something that I allegedly did wrong if I could sit down with 70,000 databases and say, "How 
can I make my business better? What can I do to serve people? What can I do to serve my 
employees better, faster, with velocity?" 

Carl Gerber: That's right. I view this as a user experience. This is a customer touchpoint. And you know our 
customers are very valuable. We've actually done some user experience analytics, and what that 
showed us was the people who call in and complain to our contact center, they take the time, 
they're the most engaged, and they're often the high-value customers. So if they're engaged and 
they're reaching out to us with a data privacy request, we want to fulfill that, and we want to do 
that in a timely manner. And we just think that that's part of the many touchpoints that they 
have with our company, and we want it to be a positive experience. 

Michelle Dennedy: And I think it's also true when you're working this in a company culture. And I've heard you talk 
a bit about this, and I'd love to hear your approach to company culture. Because as you pointed 
out, so CDO and the rise of the CDO in this expanded role, it has to be a horizontal function. Can 
you talk about how would you take the capabilities that you've talked about in these four 
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massive companies and the data transformation you've done there? What can we learn from 
you? How do we build this into a company that already has a lot of noise at the C-level? How do 
we bring that CDO to bring customer experience as well as employee experience into our 
culture? 

Carl Gerber: So I already talked about the motivation. We'd all rather do things for the benefit side rather 
than we must. And I believe it takes more than a village. You really need a CXO alliance. And 
what I mean by that is, it's a partnership with folks like yourself, a chief privacy officer, the chief 
risk officer, the chief operating officer, the chief information security officer, the chief 
information officer, the chief digital officer, and folks like me, the chief data analytics officer. 

Michelle Dennedy: I think we're turning into the Iroquois seven nations here, where we really— 

Carl Gerber: I know. 

Michelle Dennedy: —need to have autonomy and culture, but come together in one united CXO alliance. I like that 
a lot. 

Carl Gerber: That's right. And these are the chiefs of their respective business functions. In order to not be 
siloed and disjointed in the efforts and the spend, if they come together and share this common 
view of, "We're going to do data privacy, because of the user experience." This also happens to 
be the most important data we want to analyze, so we want to know where it is and trust it. And 
this is also the most important data that the bad actors want to come in and get access to, so we 
better protect it. They come up with a common approach, which is more efficient and effective. 
And then have a similar and same message that gets distributed all throughout the organization 
and pushed down to the point of execution. That's why I call it an alliance. 

Michelle Dennedy: I think it's really good, too. And I think as you're talking about going ... and we're talking about 
one project, right? Nine months, three full-time headcount versus three weeks of mechanized 
search. As much as we don't like to have a lot of internal meetings and more executives and 
more weight at the top, what you're talking about is actually having a more coordinated, 
cooperative, at-the-top, and you're saving time based on the efficiency that you're building for 
each of these organizations. So they're not giving way to turf. What you're suggesting is you're 
going to give them back quality data and maybe even time and resources. 

Carl Gerber: That's right. Be very operationally efficient. And each one has something to gain from that. 

Michelle Dennedy: That's a really good tradeoff. And it also really implies a healthy cross-functional interaction. And 
I think the other thing I wanted to ask you about, now that we've got our C-levels working 
together as independent but coordinated chiefs, what about the board members? What are 
they going to say about this? 

Carl Gerber: This is where I really think about my role as the chief data analytics officer. I need to stand in 
front of the board, or I need to get the message up to the board that we've got this. We've got 
the data under control, we know where it is. We can provide it and fulfill the privacy requests, 
and it's protected. In order to do that, though, I think the board needs to be more involved. And 
I think that the board members each need to have a deeper understanding of what it means to 
be digital.  
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Carl Gerber: I know we think about the websites and the mobile apps and the things that we expose to our 
clients, but the board should really be thinking about how do we ensure that common 
experience across all of those channels? And that's part of being digitally aware, and that means 
investing in some of the behind-the-scenes plumbing that I've been talking about, these 
automated platforms, the trusted sources of the customer data, knowing that we've got the 
proper controls that protect that data. And I think what that really means is that if the boards 
don't already have, they really need a senior technologist as a member of the board and 
certainly advisors. 

Michelle Dennedy: Yeah. I think if you look at the composition of many, many boards today, I don't know any that 
even have a chief privacy officer. I definitely don't know any that have a chief data officer or a 
CDO. I think we've got a long way and a lot of education to do along the way. If only we had 
someone who was a CDO coach. Do you know a guy, Carl? 

Carl Gerber: Yes. I happen to know somebody who is very good at coaching CDOs in large organizations on 
this cultural transformation around how do we handle our data better. 

Michelle Dennedy: Amazing. And you know a little thing or two about AI and ML and how to make that work? 

Carl Gerber: Yeah. That's the fun part of my job. You get to think about business outcomes and the more 
strategic picture. But then you get to be at the operational side of things and see what happens 
when you can apply these technologies to solve real business problems. And on the coaching 
front, if I had the opportunity to advise a board, there would be three or four questions that I 
would be talking to them about they should be asking of their organization. The first one is, how 
do we think better and globally? How do we get a sustainable data privacy and regulatory 
efforts? 

Carl Gerber: This isn't a one and done. GDPR is what's in front of us now. But there's more coming down the 
road. And in fact, the US already has privacy laws that a firm may or may not be good at being 
compliant with. We all know Europe just went live. Asia's next, and the other trend that I'm 
seeing is that in business to business, contractual terms now are building in trust requirements 
on how you'll handle the data privacy data. So I would be advising boards to look inward and 
say, "How do we make this not a one-time event, but how do we build for sustainability, so 
we're very adaptive to what comes down the road?" 

Michelle Dennedy: I was going to say, that's only one question. And I've already revolutionized the board. Give us 
the other question. This is great. 

Carl Gerber: Right. So I think the board should be questioning the efficiency and effectiveness of the firm's 
data management and maturity. Are they requiring automated platforms that are more cost 
effective and these repeatable processes when they hear about the business initiatives and the 
technology initiatives that they fund? Because it's real easy to fall back to the business as usual 
data management, which relies on a lot of manual methods. And I think I've shared this with you 
in the past. I call that the people with clipboard syndrome. 

Michelle Dennedy: Yes. 
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Carl Gerber: What that means is, back to my example I gave earlier of finding customer identifiers, the team, 
these three analysts, one of the tactics they were going to use was to send out surveys. And 
they were going to ask subject matter experts to tell them on a survey where the important 
customer data is. 

Michelle Dennedy: Yeah. So cute. I've seen it done a million times, too. It's painful to watch. 

Carl Gerber: Right. I'd probably say a lot of privacy impact assessments for GDPR were done by such surveys. 

Michelle Dennedy: Yep. Governance by email. It's just such a great plan. 

Carl Gerber: Yeah. And you know, in the world of surveys, a 30% response rate is considered good. 

Michelle Dennedy: Mm-hmm (affirmative). 

Carl Gerber: So again, in come the machines. They can fill in for and be enhanced by the responses that you 
do get. 

Michelle Dennedy: And you can repeat it without sending more emails out. 

Carl Gerber: Right. I mean, this ever-changing data landscape, it changes every minute of every day. And so 
with machines, you could re-scan on some frequency and detect the changes and detect what's 
been added since the last scan. And again, that's how you keep it evergreen and not stale and 
not a one-and-done event. So the board should be looking for evidence of this kind of future-
proof thinking and build that into the initiatives. 

Michelle Dennedy: Yes. And what's question four? You said three to four. Do you have a four kicker closer question 
for us? 

Carl Gerber: So it comes down to the investments. Are we making these investments and are we expecting 
that we're going to get some additional lift and some knock-on effects? Or are we just doing this 
to be minimally regulatory compliant? 

Michelle Dennedy: Right. 

Carl Gerber: And I think the board, anyone, needs to be thinking about how do we avoid the risks of our 
firm's reputation from a data breach of this very sensitive data? 

Michelle Dennedy: I think this is amazing. And I'm getting frantic waving from the production staff saying that we're 
over time. But I'm going to put a teaser out there that I'm definitely going to ask you back to 
come on the show if you're game, Carl, because man I got a lot of questions for you, my friend. 

Carl Gerber: I'd love to come back. I feel like we're just getting started. 

Michelle Dennedy: Exactly. 

Carl Gerber: As you can tell, I'm very passionate about how do we deliver value from our data and how do 
we protect it? 
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Michelle Dennedy: Yeah. And I think it's amazing to think the rise of the chief data officer, as you know I've shared 
with you in the past, my dad was a security and data architect from the beginning. So great 
people like Bob Steiner and some of these other people who have been working the CDO 
problem for decades. And now we finally are coming together with this kind of expertise with 
your kind of experience out there in the field with your willingness to coach other people and 
boards, I'm super, super excited about it. I think I'm going to repeat your three to four questions 
for the board just for those taking notes at home. 

Michelle Dennedy: One, think bigger and think global, sustainable, and efficient. Think beyond compliance and 
requirements. Think the rising threat, I think of the B2B contract. Question number two, how 
are we becoming efficient and effective with our data? So important. How are we requiring 
some sort of an automated platform whenever we build data systems. Three, avoiding the 
people with clipboard syndrome. I love this advice so much. We love, love, love a consultant. 
Don't get me wrong here. But that's not a business plan that's sustainable. That is a point-in-
time solution. 

Michelle Dennedy: And then four, finally, how are we investing in characterizing our investment, so that we get 
additional lift rather than worrying about yesterday's compliance? So I think that's a great sum 
up of the questions. And I guess as wrap up, I just want to reflect. The right to data is not only 
the biggest civil rights issue of the century, it actually shows up as a distribution of natural 
resources, education, the right to fair and effective and delightful interactions and transactions.  

Michelle Dennedy: So I think that this methodology and the rise of the chief data officer are timely, impactful, and 
important. And most of all, want to thank you, Carl Gerber, for being out there and fighting the 
fight that you fought. If you want to reach out to Carl, he's got a new Twitter handle 
@CDOCoach. Easy to find. So thank you so much, Carl.  

Carl Gerber: Thank you, Michelle. I've really enjoyed talking about this. 

Michelle Dennedy: Excellent. It's another wrap on the Riders.  

You've been listening to Privacy Sigma Riders, brought to you by the Cisco Security and Trust 
Organization. Special thanks to Kory Westerhold for our original theme music. Our producers 
are Susan Borton and David Ball. You can find all our episodes on trust.cisco.com or subscribe 
wherever you listen to podcasts. Then please take a moment to review and rate us on iTunes. To 
stay ahead of the curve between episodes consider following us on Facebook, LinkedIn, and 
Twitter. And you can find me, Michelle Dennedy, on Twitter @mdennedy. Until next time. 

 

 


