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The Cisco Data Protection and Privacy Policy
defnes PIl as any information or collection of
data that enables identifcation of an individual.

In Europe, the General Data Protection Regulation (GDPR) refers
to PIl as Personal Data. The Cisco Online Privacy Statement calls it
Personal Information.

None of these defnitions or terms are wrong; they all express the
same notion and underlying concept.
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Cisco privacy policies address the following data:

Data that directly identifes an individual like an individual’s name,
address, phone number, or national or tax identifcation number

Claire Roberts

A collection of data that together identifes an individual because no
10010210101 one else has those characteristics, for example, anonymous information
that, when combined, can only be a single person

Data that is associated with personal identifers like unique device and
network identifers such as the universally unique identifer (UUID) and
IP addresses, or other forms of telemetry or machine data that can be
linked to an individual’s device or endpoint
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WHAT IS SENSITIVE PII?

Information about an individual’s mental
or health conditions
Some Pll is classifed sensitive either

culturally, under the law, or both. Sensitive
Pll (i.e. sensitive data) is Pll that can be
used to embarrass, harm, or discriminate
against someone or can be used for identity
theft or fraud to the data subject.

Financial information and records

If Pl is sufciently removed or deidentifed
so the data can not link to an individual
person, it can become just “information”
as long as it can’t be reidentifed.

Racial or ethnic origin

Religious or philosophical beliefs

Political
opinions Information related to ofenses
or criminal convictions

SPECIFIC EXAMPLES OF PII

TAC case fles

An employee’s grade level PII: If an attachment to a support case that contains
PII: If for a specifc employee a customer’s email address with contact details

Not PIl: If not for a specifc employee Not PIl: If an attachment to a support case contains network
confguration fles

Logon addresses A street address

PII: If for an end user’s (i.e., an individual’s)
email address

Not PII: If for a domain URL

PII: If for an individual
Not PII: If for a business

GEO location
PII: If data is the GPS of an end user (i.e., an individual)

Not PIl: If data is derived from an IP address (i.e., at a large
geographical area that is not specifc to an individual)

IP addresses
PII: If for an end user’s (i.e., an individual’s) device
Not PII: If for a system in a rack at a data center

DETERMINING IF DATA IS PII

Put yourself in the individual's place YES
and ask yourself, “Can the data

(or aggregate of data) be used to
identify or contact an individual?”

The data is not PlII The data is PlII

For more detailed information
about Cisco’s perspective on PII,

visit trust.cisco.com. ol | Il | e
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