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Cisco Compliant Cloud Portfolio

1. “Cloud Controls Framework” baseline includes the most common controls across global cloud compliance frameworks. SOC2 is SOC2 Type 2
2. SCC – Firewall Management refers to Security Cloud Control – Firewall Management, formally Cisco Defense Orchestrator
3. Webex Suite includes Messaging, Meeting, and Cloud Calling
4. Only XDR committed for ISMAP
5. This product is undergoing the authorization or certification process and/or sales enablement

Certification Achieved In Progress5
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Cloud Offer CFF Baseline1 United States EMEA APJC

SOC2 & ISO 27001 GovRAMP or 
TxRAMP

Class C
(FedRAMP 

Mod.)

Class D
(FedRAMP 

High)
DoD IL5 DoD IL6 ENS

(ES)
CS
(DE)

QC1 
(IT)

ISMAP
(JP)

IRAP
(AUS)

Security

Security Cloud Control ● ●

Secure Access ● ● ● ● ● ● ● ● ●

SCC – Firewall Management2 ● ● ● ● ● ● ● ●

Multicloud Defense ● ● ● ● ● ● ●

Umbrella ● ● ● ● ●

Duo ● ● ● ● ● ● ● ● ●

CloudLock ● ● ● ●

XDR & Secure Malware Analytics4 ● ● ● ● ●

Email Threat Defense & Talos ● ● ● ● ●

Networking

Meraki ● ● ● ● ● ●

Catalyst SD-WAN ● ● ● ● ● ● ● ● ●

Cisco Spaces ● ● ● ●

Thousand Eyes ● ● ● ● ●

Intersight ● ● ●

Collaboration
Webex Suite3 ● ● ● ● ● ● ● ● ●

Webex Contact Center ● ● ● ● ● ● ●

Observability

App Dynamics ● ● ● ●

Splunk Cloud Platform ● ● ● ● ● ● ● ●

Splunk Observability ● ● ● ●

Security Orchestration Automation & Response ● ● ● ● ●

Splunk Victoria Experience ● ● ● ●

All Information is Subject to Change.
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Certification Portfolio | Collaboration

Certification Achieved Planned / In Progress

Product / Feature Name Global EMEA APJC AMER US PBST

CSA Star 
Level 2

ISO 
27001

ISO 
27017

ISO 
27018

ISO 
27701

ISO 
22301 SOC 2 PCI PCI SAQ BSI C5 EU COC Spanish 

ENS
Italian 

ACN Q1
NHS 
DPST

Swiss 
DTL HDS Saudi 

CCC
ISMAP
(JAP)

IRAP 
(AUS) HIPPA

FedR
AMP 
Mod

FedRAMP
High

GovRAM
P

TX-RAMP

Webex Suite:Webex 
Messaging/App

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

Webex Suite:Webex 
Meetings

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

Webex Suite:Webex 
Calling

● ● ● ● ● ● ● ●* ● ● ● ● ● ● ● ● ● ●

Webex Suite:Webex 
Calling DI (WxCDI)

● ● ● ● ● ● ●* ● ● ● ● ● ●

Webex Suite:Webex 
Contact Center (WxCC)

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

Webex Suite:Webex Slido ● ● ● ● ● ● ● ● ● ● ● ● ● ●

Webex Suite:Webex 
Events (Socio)

● ● ● ● ● ● ● ● ● ● ● ●

Webex Suite: Webex 
Contact Center Enterprise 
(WxCCE)

● ● ● ● ● ● ●

Webex Suite: Vidcast ● ● ● ● ● ●

CPaaS:Webex Connect ● ● ● ● ●

CPaaS:Webex Campaign ● ● ● ●

CPaaS:Webex Notify ● ● ●

CPaaS:Webex Interact ● ● ● ●**

CPaaS:Healthcare Envoy ● ● ● ●

CPaaS:NMX6 ● ● ● ●

Webex for Government ●

*PCI Compliance met through Self Assessment Questionnaire – Type D
**PCI Compliance met through Self Assessment Questionnaire – Type A
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Certification Portfolio | Networking

Certification Achieved Planned / In Progress

Product / Feature 
Name

Global EMEA APJC US PBST

ISO 
27001

ISO 
27017

ISO 
27018

ISO 
27701

ISO 
22301 SOC 2 SOC 3 PCI BSI C5 EU COC Spanish 

ENS CPSTIC Italian 
ACN Q1

ISMAP
(JAP)

IRAP 
(AUS)

FedRAM
P Mod

FedRAM
P

High

Gov-
RAMP

TX-
RAMP

Cisco Catalyst SD-WAN ● ● ● ● ● ● ● ● ● ● ● ● ●

SD-WAN for 
Government

● ● ●

Catalyst Center (P&C) ● ● ●

ThousandEyes (TE) ● ● ● ● ● ● ● ● ● ● ●

ThousandEyes (TE) for 
Government

● ●

IoT Operations 
Dashboard (OD) (IoTOD)

● ● ●

Network Based 
Application Recognition 
(NBAR)

● ●

Intersight ● ● ● ● ● ● ● ●

Cisco Spaces 
(Commercial)

● ● ● ●

Spaces for Government ● ●

Meraki (Commercial) ● ● ● ● ● ● ● ● ●

Meraki for Government ● ● ●

Last updated May 8, 2026© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Certification Portfolio | Security

Certification Achieved Planned / In Progress

Product / Feature Name Global EMER APJC US PBST

CSA Star 
Level 1

CSA Star 
Level 2 ISO 27001 ISO 27017 ISO 27018 SOC 2 SOC 3 PCI SAQ BSI C5 Spanish 

ENS CPSTIC Italian ACN 
Q1

Italian ACN 
Q2

ISMAP
(JAP)

IRAP 
(AUS)

FedRA
MP 
Mod

FedRA
MP
High

GovRA
MP

TX-
RAMP

AI Assistant + AI canvas ● ● ● ●
AI Defense ● ● ● ● ●
Security Cloud Control Firewall 
Management (formerly CDO) ● ● ● ● ● ● ● ● ●

Cisco Identity Intelligence (CII) 
(Oort) ● ● ●

Cisco Secure Access (CSA) ● ● ● ● ● ● ● ● ● ● ● ● ●
Cloudlock (Commercial) ● ● ●
Cloudlock for Government ● ● ●
Security Cloud Control (SCC) 
(formerly Common Services 
Platform)

● ● ●

Duo (Commercial) ● ● ● ● ● ● ● ● ● ● ● ●
Duo Federal ● ● ● ●
Multicloud Defense (Valtix) ● ● ● ● ●
Secure Workload ● ● ● ●
Umbrella ● ● ● ● ● ●
Cisco Secure Cloud (formerly 
Umbrella for Government) ● ● ● ●

Talos Analytics Platform ● ●
TD&R: Cisco Secure Endpoint 
(CSE) ● ● ● ● ● ● ● ● ●

TD&R: Cisco Vulnerability 
Management ● ● ● ● ● ● ●

TD&R: Email Threat Defense (ETD) ● ● ● ● ● ● ● ●
TD&R: Secure Malware Analytics 
(SMA) ● ● ● ● ● ● ●

TD&R: Orbital ● ● ● ● ● ● ●
TD&R: Talos Threat Hunting ● ● ● ● ● ● ●
XDR Suite: Asset Insights ● ● ● ● ● ●
XDR Suite: Cisco XDR Automate ● ● ● ● ● ●
XDR Suite: Cisco XDR Platform ● ● ● ● ● ● ●
XDR Suite: Data Analytics Platform ● ● ● ● ● ●
XDR Suite: Network Visible Module ● ● ● ● ● ●

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Certification Portfolio | Customer Experience CX

Certification Achieved Planned / In Progress

Product / Feature Name Global EMEA US PBST

ISO 27001 ISO 27017 ISO 27018 ISO 22301 SOC 2 BSI C5 Spanish ENS HDS TX-RAMP

Cisco Provider Connectivity Assurance 
(formerly Accedian)

● ● ●

CWay Cloud Platform (CWAY) ● ●

CX Cloud ● ● ● ● ● ● ● ●

CX Org ●

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Certification Achieved Planned / In Progress

Product United States EMEA
IPv6 FIPS CC DoW CSfC EUCC BSI BSZ NATO

Security

ISE ● ● ● ● ● ●
Email Security Appliance ● ● ●
Firepower (ASA) ● ● ● ● ● ● ● ●
Firepower (FTD) ● ● ● ● ● ● ● ●
Secure Client (Anyconnect) ● ● ● ● ●
Secure Firewall Management Center ● ● ● ● ● ● ●
Secure Network Analytics ● ● ● ● ●

Splunk

Splunk Enterprise ● ● ●
Splunk Enterprise Security ●
Splunk IT Service Intelligence ●

AI Cisco IQ Link ●

The status provided reflects an aggregate view of the product family. This does not imply that all PIDs or 
software versions within the family share the same certification status. Certification and compliance are 
specific to individual PID and software version combinations.

Cisco Certification On Prem Portfolio
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Certification Achieved Planned / In Progress

Product United States EMEA
IPv6 FIPS CC DoW CSfC EUCC BSI BSZ NATO

Switches

Cisco 8000 ● ● ● ● ●
Aggregation Services Router ASR 1000 ● ● ● ● ●
Aggregation Services Router ASR 9000 ● ● ● ● ● ● ●
Catalyst 8000V ● ● ● ● ●
Catalyst 8100 ● ● ● ● ●
Catalyst 8200 ● ● ● ● ● ● ●
Catalyst 8300 ● ● ● ● ● ● ●
Catalyst 8400 ● ● ● ● ● ●
Catalyst 8500 ● ● ● ● ● ● ●
Embedded Service Routers 6300 ● ● ● ● ● ●
Catalyst IR 1100 ● ● ● ● ● ●
Catalyst IR 1800 ● ● ● ● ●
Integrated Services Routers C1100 ● ● ● ● ● ●
Integrated Services Routers 4000 ● ● ● ●
Network Convergence System 540 ● ● ● ●
Network Convergence System 560 ●
Network Convergence System 1000 ● ● ● ●
Network Convergence Syste5500 ● ● ● ● ●
Network Convergence System 5700 ● ● ● ● ● ●
SD-WAN ● ● ● ● ●

The status provided reflects an aggregate view of the product family. This does not imply that all PIDs or 
software versions within the family share the same certification status. Certification and compliance are 
specific to individual PID and software version combinations.
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Certification Achieved Planned / In Progress

Product United States EMEA
IPv6 FIPS CC DoW CSfC EUCC BSI BSZ NATO

Switches

APIC ● ● ● ● ●
Catalyst 1200/1300 ●
Catalyst 9200 ● ● ● ● ● ● ●
Catalyst 9300 ● ● ● ● ● ● ●
Catalyst 9400 ● ● ● ● ● ● ●
Catalyst 9500 ● ● ● ● ● ● ●
Catalyst 9600 ● ● ● ● ● ● ●
Industrial Ethernet 3000 ● ● ● ● ●
Industrial Ethernet 9300 ● ● ● ● ●
Embedded Services ESS 3000 ● ● ● ● ●
Embedded Services ESS 9300 ● ● ● ● ●
Multilayer Distributed Switches (MDS) ● ● ● ●
Nexus 900 ● ● ● ● ● ● ●
UCS (Intersight) ● ● ● ●

Network Management Catalyst Center ● ● ●

The status provided reflects an aggregate view of the product family. This does not imply that all PIDs or 
software versions within the family share the same certification status. Certification and compliance are 
specific to individual PID and software version combinations.
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Certification Achieved Planned / In Progress

Product United States EMEA
IPv6 FIPS CC DoW CSfC EUCC BSI BSZ NATO

Wireless

Catalyst Wireless Access Points ● ● ● ● ● ● ●
Catalyst Wireless Controllers 9800 ● ● ● ● ● ● ●
Meraki Access Points ●

Collaboration

Cisco Meeting Server ● ●
CUBE ● ● ● ● ● ●
CUCM ● ● ● ● ● ●
IM Presence ● ● ● ●
Cisco Unity Connection ● ●
Cisco Emergency Responder ● ●
Expressway ● ● ●
Jabber ● ● ●
Voice Gateways 400s ● ●
Cisco Contract Center Express (UCCX) ●
Thousand Eyes for Endpoints (Room Devices) ●
Cisco Desk Devices ● ● ●
Cisco Room Devices ● ● ●
Cisco Desk Phones 9800 ● ● ●
Cisco Desk Phones 8875 ● ● ●
Cisco IP Phones 7800/8800 ● ● ●
Cisco P Phones 7832 8832 MPP ● ●
Cisco Analog Adapter 191/192 ● ●

The status provided reflects an aggregate view of the product family. This does not imply that all PIDs or 
software versions within the family share the same certification status. Certification and compliance are 
specific to individual PID and software version combinations.
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Certification Achieved Planned / In Progress

Product United States EMEA
IPv6 FIPS CC DoW CSfC EUCC BSI BSZ NATO

Security

ISE ● ● ● ● ● ●
Email Security Appliance ● ● ●
Firepower (ASA) ● ● ● ● ● ● ● ●
Firepower (FTD) ● ● ● ● ● ● ● ●
Secure Client (Anyconnect) ● ● ● ● ●
Secure Firewall Management Center ● ● ● ● ● ● ●
Secure Network Analytics ● ● ● ● ●

Splunk
Splunk Enterprise ● ● ●
Splunk Enterprise Security ●
Splunk IT Service Intelligence ●

AI Cisco IQ Link ●

The status provided reflects an aggregate view of the product family. This does not imply that all PIDs or 
software versions within the family share the same certification status. Certification and compliance are 
specific to individual PID and software version combinations.

Cisco Certification On Prem Portfolio


	Cisco Compliant Product Availability 
	Cloud Portfolio
	Slide Number 3
	Global / Baseline CCF Portfolio
	Certification Portfolio | Collaboration
	Certification Portfolio | Networking
	Certification Portfolio | Security
	Certification Portfolio | Customer Experience CX
	On Prem Portfolio
	Cisco Certification On Prem Portfolio
	Cisco Certification On Prem Portfolio
	Cisco Certification On Prem Portfolio
	Cisco Certification On Prem Portfolio
	Cisco Certification On Prem Portfolio

