
Cisco Compliant Cloud Portfolio

1. “Cloud Controls Framework” baseline includes the most common controls across global cloud compliance frameworks. SOC2 is SOC2 Type 2
2. SCC – Firewall Management refers to Security Cloud Control – Firewall Management, formally Cisco Defense Orchestrator
3. Webex Suite includes Messaging, Meeting, and Cloud Calling
4. Only XDR committed for ISMAP
5. This product is undergoing the authorization or certification process and/or sales enablement

Certification Achieved In Progress5
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Cloud Offer CFF Baseline1 United States EMEA APJC

SOC2 & ISO 27001 GovRAMP 
or TxRAMP

FedRAMP 
Mod.

FedRAMP 
High

DoD IL5 DoD IL6 ENS
(ES)

CS
(DE)

QC1 
(IT)

ISMAP
(JP)

IRAP
(AUS)

Security

Security Cloud Control ● ●

Secure Access ● ● ● ● ● ● ● ● ●

SCC – Firewall Management2 ● ● ● ● ● ● ● ●

Multicloud Defense ● ● ● ● ● ● ●

Umbrella ● ● ● ● ●

Duo ● ● ● ● ● ● ● ● ●

CloudLock ● ● ● ●

XDR & Secure Malware Analytics4 ● ● ● ● ●

Email Threat Defense & Talos ● ● ● ● ●

Networking

Meraki ● ● ● ● ● ●

Catalyst SD-WAN ● ● ● ● ● ● ● ● ●

Cisco Spaces ● ● ● ●

Thousand Eyes ● ● ● ● ●

Intersight ● ● ●

Collaboration
Webex Suite3 ● ● ● ● ● ● ● ● ●

Webex Contact Center ● ● ● ● ● ● ●

Observability

App Dynamics ● ● ● ●

Splunk Cloud Platform ● ● ● ● ● ● ● ●

Splunk Observability ● ● ● ●

Security Orchestration Automation & Response ● ● ● ● ●

Splunk Victoria Experience ● ● ● ●

All Information is Subject to Change.
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