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1.1.1 Available under license:

Google Gson
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
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"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.
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2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
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within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
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other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 2008-2011 Google Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
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communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
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the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.
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8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");

you may not use thisfile except in compliance with the License.

Y ou may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
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See the License for the specific language governing permissions and
limitations under the License.

1.2 summernote 0.8.10

1.2.1 Available under license :
The MIT License (MIT)

Copyright (c) 2015~ Summernote Team (https://github.com/orgs/summernote/people)

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.3 nock 9.2.5

1.3.1 Available under license :
MIT License

Copyright (c) 2017 Pedro Teixeiraand other contributors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
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IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.4 seamless-immutable 7.1.3

1.4.1 Available under license :
Copyright (c) 2016, Richard Feldman
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of seamless-immutable nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS"

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.5 log4j-slt4j-impl 2.11.1

1.5.1 Available under license :

Apache Log4j SLF4JBinding
Copyright 1999-2018 The Apache Software Foundation

This product includes software developed at
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The Apache Software Foundation (http://www.apache.org/).

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
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"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
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Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.
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7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]
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Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.6 akka-stream 2.5.6

1.7 redux-saga 0.16.0

1.7.1 Available under license :

MIT License
SPDX short identifier: MIT
Copyright <YEAR> <COPYRIGHT HOLDER>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.8 request-local 1.0.5
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1.9 httpsnippet 1.16.5

1.9.1 Available under license :
The MIT License (MIT)

Copyright (c) 2015 Mashape (https.//www.mashape.com)

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.10 eslint-config-airbnb 16.1.0

1.10.1 Available under license :
MIT

1.11 mongoose 4.11.12

1.12 mail 1.4.7

1.12.1 Available under license :
COMMON DEVELOPMENT AND DISTRIBUTION LICENSE (CDDL) Version 1.0

1. Definitions.

1.1. Contributor. means each individual or entity that creates or contributes to the creation of Modifications.
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1.2. Contributor Version. means the combination of the Original Software, prior Modifications used by a
Contributor (if any), and the Modifications made by that particular Contributor.

1.3. Covered Software. means (a) the Original Software, or (b) Modifications, or (c) the combination of files
containing Original Software with files containing Modifications, in each case including portions thereof.

1.4. Executable. means the Covered Software in any form other than Source Code.

1.5. Initial Developer. means the individual or entity that first makes Original Software available under this
License.

1.6. Larger Work. means awork which combines Covered Software or portions thereof with code not governed by
the terms of this License.

1.7. License. means this document.

1.8. Licensable. means having the right to grant, to the maximum extent possible, whether at the time of the initial
grant or subsequently acquired, any and all of the rights conveyed herein.

1.9. Modifications. means the Source Code and Executable form of any of the following:

A. Any file that results from an addition to, deletion from or modification of the contents of afile containing
Original Software or previous Modifications;

B. Any new file that contains any part of the Original Software or previous Modification; or

C. Any new filethat is contributed or otherwise made available under the terms of this License.

1.10. Original Software. means the Source Code and Executable form of computer software code that is originally
released under this License.

1.11. Patent Claims. means any patent claim(s), now owned or hereafter acquired, including without limitation,
method, process, and apparatus claims, in any patent Licensable by grantor.

1.12. Source Code. means (a) the common form of computer software code in which modifications are made and
(b) associated documentation included in or with such code.

1.13. You. (or .Your.) means an individual or alegal entity exercising rights under, and complying with al of the
terms of, this License. For legal entities, .Y ou. includes any entity which controls, is controlled by, or is under
common control with Y ou. For purposes of this definition, .control. means (a) the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.

2. License Grants.

2.1. Thelnitial Developer Grant.
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Conditioned upon Y our compliance with Section 3.1 below and subject to third party intellectual property claims,
the Initial Devel oper hereby grants Y ou aworld-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by Initial Developer, to use,
reproduce, modify, display, perform, sublicense and distribute the Original Software (or portions thereof), with or
without Modifications, and/or as part of aLarger Work; and

(b) under Patent Claims infringed by the making, using or selling of Original Software, to make, have made,
use, practice, sell, and offer for sale, and/or otherwise dispose of the Original Software (or portions thereof).

(c) Thelicenses granted in Sections 2.1(a) and (b) are effective on the date Initial Developer first distributes or
otherwise makes the Original Software available to athird party under the terms of this License.

(d) Notwithstanding Section 2.1(b) above, no patent license is granted: (1) for code that Y ou delete from the
Original Software, or (2) for infringements caused by: (i) the modification of the Original Software, or (ii) the
combination of the Original Software with other software or devices.

2.2. Contributor Grant.

Conditioned upon Y our compliance with Section 3.1 below and subject to third party intellectual property claims,
each Contributor hereby grants Y ou aworld-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by Contributor to use,
reproduce, modify, display, perform, sublicense and distribute the M odifications created by such Contributor (or
portions thereof), either on an unmodified basis, with other Modifications, as Covered Software and/or as part of a
Larger Work; and

(b) under Patent Claims infringed by the making, using, or selling of Modifications made by that Contributor
either alone and/or in combination with its Contributor Version (or portions of such combination), to make, use, sell,
offer for sale, have made, and/or otherwise dispose of: (1) Modifications made by that Contributor (or portions
thereof); and (2) the combination of Modifications made by that Contributor with its Contributor Version (or
portions of such combination).

(c) Thelicenses granted in Sections 2.2(a) and 2.2(b) are effective on the date Contributor first distributes or
otherwise makes the Modifications available to a third party.

(d) Notwithstanding Section 2.2(b) above, no patent license is granted: (1) for any code that Contributor has
deleted from the Contributor Version; (2) for infringements caused by: (i) third party modifications of Contributor
Version, or (ii) the combination of Modifications made by that Contributor with other software (except as part of the
Contributor Version) or other devices; or (3) under Patent Claimsinfringed by Covered Software in the absence of
Modifications made by that Contributor.

3. Distribution Obligations.

3.1. Availahility of Source Code.

Any Covered Software that Y ou distribute or otherwise make available in Executable form must also be made
available in Source Code form and that Source Code form must be distributed only under the terms of this License.
Y ou must include a copy of this License with every copy of the Source Code form of the Covered Software Y ou
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distribute or otherwise make available. Y ou must inform recipients of any such Covered Software in Executable
form as to how they can obtain such Covered Software in Source Code form in a reasonable manner on or through a
medium customarily used for software exchange.

3.2. Modifications.

The Modifications that Y ou create or to which Y ou contribute are governed by the terms of this License. You
represent that Y ou believe Y our Modifications are Y our original creation(s) and/or Y ou have sufficient rightsto
grant the rights conveyed by this License.

3.3. Required Notices.

Y ou must include anotice in each of Y our Modifications that identifies Y ou as the Contributor of the
Modification. Y ou may not remove or alter any copyright, patent or trademark notices contained within the Covered
Software, or any notices of licensing or any descriptive text giving attribution to any Contributor or the Initial
Developer.

3.4. Application of Additional Terms.

Y ou may not offer or impose any terms on any Covered Software in Source Code form that alters or restricts the
applicable version of this License or the recipients. rights hereunder. Y ou may choose to offer, and to charge afee
for, warranty, support, indemnity or liability obligations to one or more recipients of Covered Software. However,
you may do so only on Y our own behalf, and not on behalf of the Initial Developer or any Contributor. Y ou must
make it absolutely clear that any such warranty, support, indemnity or liability obligation is offered by Y ou alone,
and Y ou hereby agree to indemnify the Initial Developer and every Contributor for any liability incurred by the
Initial Developer or such Contributor as aresult of warranty, support, indemnity or liability terms Y ou offer.

3.5. Digtribution of Executable Versions.

Y ou may distribute the Executable form of the Covered Software under the terms of this License or under the
terms of alicense of Y our choice, which may contain terms different from this License, provided that You arein
compliance with the terms of this License and that the license for the Executable form does not attempt to limit or
alter the recipient.s rights in the Source Code form from the rights set forth in this License. If Y ou distribute the
Covered Software in Executable form under a different license, Y ou must make it absolutely clear that any terms
which differ from this License are offered by Y ou alone, not by the Initial Developer or Contributor. Y ou hereby
agree to indemnify the Initial Developer and every Contributor for any liability incurred by the Initial Developer or
such Contributor as aresult of any such terms 'Y ou offer.

3.6. Larger Works.

Y ou may create a Larger Work by combining Covered Software with other code not governed by the terms of
this License and distribute the Larger Work as a single product. In such a case, Y ou must make sure the
requirements of this License are fulfilled for the Covered Software.

4. Versions of the License.

4.1. New Versions.

Sun Microsystems, Inc. istheinitial license steward and may publish revised and/or new versions of this License
from time to time. Each version will be given a distinguishing version number. Except as provided in Section 4.3, no
one other than the license steward has the right to modify this License.

4.2. Effect of New Versions.
Y ou may always continue to use, distribute or otherwise make the Covered Software available under the terms of
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the version of the License under which Y ou originally received the Covered Software. If the Initial Devel oper
includes a notice in the Original Software prohibiting it from being distributed or otherwise made available under
any subsequent version of the License, Y ou must distribute and make the Covered Software available under the
terms of the version of the License under which Y ou originally received the Covered Software. Otherwise, Y ou may
also choose to use, distribute or otherwise make the Covered Software available under the terms of any subsequent
version of the License published by the license steward.

4.3. Modified Versions.

When You are an Initial Developer and Y ou want to create a new license for Your Original Software, Y ou may
create and use amodified version of this License if You: () rename the license and remove any references to the
name of the license steward (except to note that the license differs from this License); and (b) otherwise make it
clear that the license contains terms which differ from this License.

5. DISCLAIMER OF WARRANTY.

COVERED SOFTWARE ISPROVIDED UNDER THISLICENSE ON AN .ASIS. BASIS, WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
WARRANTIES THAT THE COVERED SOFTWARE IS FREE OF DEFECTS, MERCHANTABLE, FIT FOR A
PARTICULAR PURPOSE OR NON-INFRINGING. THE ENTIRE RISK ASTO THE QUALITY AND
PERFORMANCE OF THE COVERED SOFTWARE ISWITH YOU. SHOULD ANY COVERED SOFTWARE
PROVE DEFECTIVE IN ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY OTHER
CONTRIBUTOR) ASSUME THE COST OF ANY NECESSARY SERVICING, REPAIR OR CORRECTION.
THIS DISCLAIMER OF WARRANTY CONSTITUTES AN ESSENTIAL PART OF THISLICENSE. NO USE
OF ANY COVERED SOFTWARE ISAUTHORIZED HEREUNDER EXCEPT UNDER THIS DISCLAIMER.

6. TERMINATION.

6.1. This License and the rights granted hereunder will terminate automatically if Y ou fail to comply with terms
herein and fail to cure such breach within 30 days of becoming aware of the breach. Provisions which, by their
nature, must remain in effect beyond the termination of this License shall survive.

6.2. If You assert a patent infringement claim (excluding declaratory judgment actions) against Initial Devel oper
or a Contributor (the Initial Developer or Contributor against whom Y ou assert such claim isreferred to as
.Participant.) alleging that the Participant Software (meaning the Contributor Version where the Participant is a
Contributor or the Original Software where the Participant isthe Initial Developer) directly or indirectly infringes
any patent, then any and all rights granted directly or indirectly to Y ou by such Participant, the Initial Developer (if
the Initial Developer is not the Participant) and all Contributors under Sections 2.1 and/or 2.2 of this License shall,
upon 60 days notice from Participant terminate prospectively and automatically at the expiration of such 60 day
notice period, unless if within such 60 day period Y ou withdraw Y our claim with respect to the Participant Software
against such Participant either unilaterally or pursuant to awritten agreement with Participant.

6.3. In the event of termination under Sections 6.1 or 6.2 above, all end user licenses that have been validly
granted by Y ou or any distributor hereunder prior to termination (excluding licenses granted to Y ou by any
distributor) shall survive termination.

7.LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT (INCLUDING
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NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL YOU, THE INITIAL DEVELOPER, ANY OTHER
CONTRIBUTOR, OR ANY DISTRIBUTOR OF COVERED SOFTWARE, OR ANY SUPPLIER OF ANY OF
SUCH PARTIES, BE LIABLE TO ANY PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY CHARACTER INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOST PROFITS, LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR
MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR LOSSES, EVEN IF SUCH
PARTY SHALL HAVE BEEN INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. THISLIMITATION
OF LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY RESULTING
FROM SUCH PARTY.SNEGLIGENCE TO THE EXTENT APPLICABLE LAW PROHIBITS SUCH
LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THISEXCLUSION AND LIMITATION MAY NOT
APPLY TOYOU.

8. U.S. GOVERNMENT END USERS.

The Covered Softwareisa.commercia item,. asthat term isdefined in 48 C.F.R. 2.101 (Oct. 1995), consisting of
.commercial computer software. (as that term is defined at 48 C.F.R. 252.227-7014(a)(1)) and .commercial
computer software documentation. as such terms are used in 48 C.F.R. 12.212 (Sept. 1995). Consistent with 48
C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), all U.S. Government End Users acquire
Covered Software with only those rights set forth herein. This U.S. Government Rights clauseisin lieu of, and
supersedes, any other FAR, DFAR, or other clause or provision that addresses Government rights in computer
software under this License.

9. MISCELLANEOQOUS.

This License represents the complete agreement concerning subject matter hereof. If any provision of this License
is held to be unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable.
This License shall be governed by the law of the jurisdiction specified in a notice contained within the Original
Software (except to the extent applicable law, if any, provides otherwise), excluding such jurisdiction.s conflict-of-
law provisions. Any litigation relating to this License shall be subject to the jurisdiction of the courts located in the
jurisdiction and venue specified in a notice contained within the Original Software, with the losing party responsible
for costs, including, without limitation, court costs and reasonable attorneys. fees and expenses. The application of
the United Nations Convention on Contracts for the International Sale of Goods is expressly excluded. Any law or
regulation which provides that the language of a contract shall be construed against the drafter shall not apply to this
License. You agree that Y ou alone are responsible for compliance with the United States export administration
regulations (and the export control laws and regulation of any other countries) when Y ou use, distribute or otherwise
make available any Covered Software.

10. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is responsible for claims and damages arising,
directly or indirectly, out of its utilization of rights under this License and Y ou agree to work with Initial Devel oper
and Contributors to distribute such responsibility on an equitable basis. Nothing herein is intended or shall be
deemed to constitute any admission of liability.

NOTICE PURSUANT TO SECTION 9 OF THE COMMON DEVELOPMENT AND DISTRIBUTION LICENSE
(CDDL)
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The code released under the CDDL shall be governed by the laws of the State of California (excluding conflict-of-
law provisions). Any litigation relating to this License shall be subject to the jurisdiction of the Federal Courts of the
Northern District of California and the state courts of the State of California, with venue lying in Santa Clara
County, California.

The GNU Genera Public License (GPL) Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place, Suite 330, Boston, MA 02111-1307
USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
alowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License isintended to guarantee your freedom to share and change free software--to make sure the
softwareisfreefor all its users. This General Public License appliesto most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Library General Public License instead.) Y ou can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish),
that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for afee, you must give the recipients all
the rights that you have. Y ou must make sure that they, too, receive or can get the source code. And you must show
them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you
legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that thereis no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any problems introduced by others will not reflect on the
original authors reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of afree program will individually obtain patent licenses, in effect making the program proprietary. To
prevent this, we have made it clear that any patent must be licensed for everyone's free use or not licensed at all.
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The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License appliesto any program or other work which contains a notice placed by the copyright holder saying
it may be distributed under the terms of this General Public License. The "Program", below, refersto any such
program or work, and a "work based on the Program" means either the Program or any derivative work under
copyright law: that isto say, awork containing the Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation is included without limitation in the term
"modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running the Program is not restricted, and the output from the Program is covered only if its
contents constitute awork based on the Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and
give any other recipients of the Program a copy of this License along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for afee.

2.You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided that you
also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of
any change.

b) Y ou must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as awhole at no charge to al third parties under the terms of this
License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty) and
that users may redistribute the program under these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but does not normally print such an announcement, your
work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as awhole. If identifiable sections of that work are not derived from
the Program, and can be reasonably considered independent and separate works in themselves, then this License,
and itsterms, do not apply to those sections when you distribute them as separate works. But when you distribute
the same sections as part of awhole which isawork based on the Program, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and
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every part regardless of who wroteiit.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent isto exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with awork based on
the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this
License.

3. You may copy and distribute the Program (or awork based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three years, to give any third party, for a charge no more
than your cost of physically performing source distribution, a complete machine-readable copy of the corresponding
source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
aternativeis allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for awork means the preferred form of the work for making modificationsto it. For an executable
work, complete source code means all the source code for all modulesit contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the executable. However, as a specia
exception, the source code distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though
third parties are not compelled to copy the source along with the object code.

4. Y ou may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do
not accept this License. Therefore, by modifying or distributing the Program (or any work based on the Program),
you indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or
modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives
alicense from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
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Y ou may not impose any further restrictions on the recipients' exercise of the rights granted herein. Y ou are not
responsible for enforcing compliance by third parties to this License.

7. 1f, as a conseguence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as
to satisfy simultaneously your obligations under this License and any other pertinent obligations, then asa
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-
free redistribution of the Program by all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section isintended to apply and the section as awhole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software
distribution system, which is implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance on consistent application of
that system; it is up to the author/donor to decide if he or sheiswilling to distribute software through any other
system and a licensee cannot impose that choice.

This section isintended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation asif written in the body of this
License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which appliesto it and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Program does not specify aversion
number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the
sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
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STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM
"ASIS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE
PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BELIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HASBEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Y our New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to
achieve thisisto make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each sourcefileto
most effectively convey the exclusion of warranty; and each file should have at least the "copyright” line and a
pointer to where the full notice is found.

Oneline to give the program's name and a brief idea of what it does.

Copyright (C)

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later
version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY ; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General

Public License for more details.

Y ou should have received a copy of the GNU General Public License along with this program; if not, write to the
Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like thiswhen it startsin an interactive mode:

Gnomovision version 69, Copyright (C) year name of author
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Gnomovision comeswith ABSOLUTELY NO WARRANTY:; for details type “show w'. Thisis free software, and
you are welcome to redistribute it under certain conditions; type “show ¢’ for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate parts of the General Public License.
Of course, the commands you use may be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your school, if any, to sign a"copyright
disclaimer” for the program, if necessary. Hereis a sample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision' (which makes passes at
compilers) written by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program
isasubroutine library, you may consider it more useful to permit linking proprietary applications with the library. If
thisiswhat you want to do, use the GNU Library General Public License instead of this License.

"CLASSPATH" EXCEPTION TO THE GPL VERSION 2

Certain source files distributed by Sun Microsystems, Inc. are subject to the following clarification and special
exception to the GPL Version 2, but only where Sun has expressly included in the particular source file's header the
words

"Sun designates this particular file as subject to the " Classpath” exception as provided by Sun in the License file that
accompanied this code."

Linking thislibrary statically or dynamically with other modulesis making a combined work based on this library.
Thus, the terms and conditions of the GNU General Public License Version 2 cover the whole combination.

As aspecia exception, the copyright holders of thislibrary give you permission to link thislibrary with independent
modules to produce an executable, regardless of the license terms of these independent modules, and to copy and
distribute the resulting executable under terms of your choice, provided that you also meet, for each linked
independent module, the terms and conditions of the license of that module.? An independent module is a module
which is not derived from or based on thislibrary.? If you modify this library, you may extend this exception to your
version of the library, but you are not obligated to do so0.? If you do not wish to do so, delete this exception
statement from your version.

1.13 akka-slf4] 2.5.6
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1.14 enzyme-to-json 3.2.2

1.14.1 Available under license :
(The MIT License)

Copyright (c) 2016 Adrien Antoine adriantoine@gmail.com

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.15 powermock-api-mockito 1.7.3

1.15.1 Available under license :
The MIT License

Copyright (c) 2007 Mockito contributors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
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AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.16 react-intl 2.4.0

1.16.1 Available under license :
Copyright 2014 Y ahoo Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the Y ahoo Inc. nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL YAHOOQO! INC. BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.17 akka-http 10.0.9

1.17.1 Available under license :
This software is licensed under the Apache 2 license, quoted below.

Copyright 2009-2018 Lightbend Inc. [https://www.lightbend.com]
Licensed under the Apache License, Version 2.0 (the "License"); you may not

use this file except in compliance with the License. Y ou may obtain a copy of
the License at
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[http:/www.apache.org/licenses/LICENSE-2.0]

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "ASIS' BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under

the License.

/*

* Copyright (C) 2018 Lightbend Inc. <https://www.lightbend.com>

*/

package akka

import sht._, Keys.
import de.heikoseeberger.sbtheader.{ CommentCreator, HeaderPlugin }

object CopyrightHeader extends AutoPlugin {
import HeaderPlugin.autol mport._
import ValidatePullRequest.{ additional Tasks, ValidatePR }

override def requires = HeaderPlugin
override def trigger = allRequirements

override def projectSettings = Def.settings(
Seq(Compile, Test).flatMap { config =>
inConfig(config)(
Seq(
headerLicense := Some(HeaderL i cense.Custom(headerFor(CurrentY ear))),
headerM appings := headerM appings.value ++ Map(
HeaderFileType.scala  -> cStyleComment,
HeaderFileTypejava -> cStyleComment,
HeaderFileType("template") -> cStyleComment
)
)
)

} il
additional Tasks in ValidatePR += headerCheck in Compile,

additional Tasks in ValidatePR += headerCheck in Test
)

val CurrentY ear = javatime.Y ear.now.getVaue.toString
val CopyrightPattern = "Copyright ([ Cc]\\) (\d{ 4} (-\\d{ 4})?) (Lightbend|Typesafe) Inc. <.*>".r
val CopyrightHeaderPattern = s'(?s).* ${ CopyrightPattern} .*".r

def headerFor(year: String): String =
s'Copyright (C) $year Lightbend Inc. <https.//www.lightbend.com>"
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val cStyleComment = HeaderCommentStyle.cStyleBlockComment.copy(commentCreator = new
CommentCreator() {
import HeaderCommentStyle.cStyleBlockComment.commentCreator

def updatel ightbendHeader(header: String): String = header match {
case CopyrightHeaderPattern(years, null, ) =>
if (years!= CurrentY ear)
CopyrightPattern.replaceFirstin(header, headerFor(years + "-" + CurrentY ear))
else
CopyrightPattern.replaceFirstin(header, headerFor(years))
case CopyrightHeaderPattern(years, endY ears, ) =>
CopyrightPattern.replaceFirstln(header, headerFor(years.replace(endY ears, "-" + CurrentY ear)))

override def apply(text: String, existingText: Option[String]): String = {
existingText
.map(updateL ightbendHeader)
.getOrElse(commentCreator(text, existingText))
trim

1.18 eclipse-github 2.1.15

1.18.1 Available under license :

/******************************************************************************

* Copyright (c) 2011 GitHub Inc.

*All rights reserved. This program and the accompanying materials

* are made available under the terms of the Eclipse Public License 2.0
* which accompanies this distribution, and is available at

* https.//www.eclipse.org/legal/epl-2.0/

* SPDX-License-ldentifier: EPL-2.0

*

* Contributors:
*  Kevin Sawicki (GitHub Inc.) - initial API and implementation

*****************************************************************************/

package org.eclipse.egit.github.core;

import java.io.Serializable;

/**

* Repository contributor model class
*/
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public class Contributor implements Serializable {

I** serialVersionUID */
private static final long serialVersionUID = -8434028880839230626L ;

/**

* Anonymous contributor type value

*/

public static final String TYPE_ANONYMOUS ="Anonymous'; //$NON-NLS-1$

private int contributions;

privateint id;

private String avatarUrl;

private String login;

private String name;

private String type;

private String url;

/**

* @return contributions

*/

public int getContributions() {
return contributions;

}

/**
* @param contributions
* @return this contributor
*/
public Contributor setContributions(int contributions) {
this.contributions = contributions;
return this;

}

/**

* @returnid

*/

public int getld() {
return id;

}

/**
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* @paramid

* @return this contributor

*/

public Contributor setld(int id) {
this.id =id;

return this;

}

/* *

* @return avatarUrl

*/

public String getAvatarUrl () {
return avatarUrl;

}

/**

* @param avatarUrl

* @return this contributor

*/

public Contributor setAvatarUrl(String avatarUrl) {
this.avatarUrl = avatarUrl;

return this;

}

/**

* @return login

*/

public String getL ogin() {
return login;

}

/**

* @param login

* @return this contributor

*/

public Contributor setl ogin(String login) {
this.login = login;

return this;

}

/**

* @return name

*/

public String getName() {
return name;

}

/**
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* @param name

* @return this contributor

*/

public Contributor setName(String name) {
this.name = name;

return this;

}

/* *
* @return type
*/
public String getType() {
return type;
}

/**
* @param type
* @return this contributor
*/
public Contributor setType(String type) {
this.type = type;
return this;

}

/**

* @return url

*/

public String getUrl() {
return url;

}

/**
* @param url
* @return this contributor
*/
public Contributor setUrl(String url) {
this.url = url;
return this;
}
}

1.19 react-test-renderer 16.2.0
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1.20 request 2.83.0

1.20.1 Available under license :

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1
through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or are
under common control with that entity. For the purposes of this definition, "control” means (i) the power, direct or
indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of
fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean anindividual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to software source
code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form,
including but not limited to compiled object code, generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License, as
indicated by a copyright notice that isincluded in or attached to the work (an exampleis provided in the Appendix
below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from) the
Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole,
an original work of authorship. For the purposes of this License, Derivative Works shall not include works that
remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative Works
thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any modifications
or additions to that Work or Derivative Works thereof, that isintentionally submitted to Licensor for inclusion in the
Work by the copyright owner or by an individual or Legal Entity authorized to submit on behalf of the copyright
owner. For the purposes of this definition, "submitted" means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to communication on electronic
mailing lists, source code control systems, and issue tracking systems that are managed by, or on behaf of, the
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Licensor for the purpose of discussing and improving the Work, but excluding communication that is conspicuously
marked or otherwise designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been
received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby grantsto
Y ou a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce,
prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such
Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grantsto

Y ou a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such
license applies only to those patent claims licensable by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s) with the Work to which such Contribution(s) was
submitted. If You institute patent litigation against any entity (including a cross-claim or counterclaim in alawsuit)
alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory patent
infringement, then any patent licenses granted to Y ou under this License for that Work shall terminate as of the date
such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the Work or Derivative Works thereof in any
medium, with or without modifications, and in Source or Object form, provided that Y ou meet the following
conditions:

Y ou must give any other recipients of the Work or Derivative Works a copy of this License; and

Y ou must cause any modified filesto carry prominent notices stating that Y ou changed the files; and

Y ou must retain, in the Source form of any Derivative Works that Y ou distribute, all copyright, patent, trademark,
and attribution notices from the Source form of the Work, excluding those notices that do not pertain to any part of
the Derivative Works; and

If the Work includes a"NOTICE" text file as part of its distribution, then any Derivative Works that Y ou distribute
must include a readable copy of the attribution notices contained within such NOTICE file, excluding those notices
that do not pertain to any part of the Derivative Works, in at |east one of the following places: within a NOTICE text
file distributed as part of the Derivative Works; within the Source form or documentation, if provided along with the
Derivative Works; or, within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not modify the
License. You may add Y our own attribution notices within Derivative Works that Y ou distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot be construed
as modifying the License. Y ou may add Y our own copyright statement to Y our modifications and may provide
additional or different license terms and conditions for use, reproduction, or distribution of Y our modifications, or
for any such Derivative Works as awhole, provided Y our use, reproduction, and distribution of the Work otherwise
complies with the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise, any Contribution intentionally submitted for
inclusion in the Work by Y ou to the Licensor shall be under the terms and conditions of this License, without any
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additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the terms of
any separate license agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or product
names of the Licensor, except as required for reasonable and customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor providesits Contributions) on an"AS|S' BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. Y ou are solely responsible for determining the appropriateness of using or redistributing the Work and
assume any risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or
otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing,
shall any Contributor be liable to Y ou for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as aresult of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, or
any and all other commercial damages or losses), even if such Contributor has been advised of the possibility of
such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, Y ou may
choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or
rights consistent with this License. However, in accepting such obligations, Y ou may act only on Y our own behalf
and on Y our sole responsibility, not on behalf of any other Contributor, and only if Y ou agree to indemnify, defend,
and hold each Contributor harmless for any liability incurred by, or claims asserted against, such Contributor by
reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

1.21 eslint-plugin-react 7.4.0

1.21.1 Available under license :
The MIT License (MIT)

Copyright (c) 2014 Y annick Croissant

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.
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THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.22 css-loader 0.28.4

1.22.1 Available under license :
Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

1.23 jsreport-chrome-pdf 0.3.2

1.23.1 Available under license :
GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Thisversion of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU General Public
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License, supplemented by the additional permissions listed below.

0. Additional Definitions.

Asused herein, "this License" refersto version 3 of the GNU L esser
General Public License, and the "GNU GPL" refersto version 3 of the GNU
General Public License.

"The Library" refersto acovered work governed by this License,
other than an Application or a Combined Work as defined below.

An"Application" is any work that makes use of an interface provided
by the Library, but which is not otherwise based on the Library.
Defining a subclass of a class defined by the Library is deemed a mode
of using an interface provided by the Library.

A "Combined Work" is awork produced by combining or linking an
Application with the Library. The particular version of the Library
with which the Combined Work was made is also called the "Linked
Version".

The "Minimal Corresponding Source" for a Combined Work means the
Corresponding Source for the Combined Work, excluding any source code
for portions of the Combined Work that, considered in isolation, are

based on the Application, and not on the Linked Version.

The "Corresponding Application Code" for a Combined Work means the
object code and/or source code for the Application, including any data
and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

Y ou may convey acovered work under sections 3 and 4 of this License
without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify acopy of the Library, and, in your modifications, a
facility refersto afunction or data to be supplied by an Application
that uses the facility (other than as an argument passed when the
facility isinvoked), then you may convey a copy of the modified
version:

a) under this License, provided that you make a good faith effort to
ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs

whatever part of its purpose remains meaningful, or
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b) under the GNU GPL, with none of the additional permissions of
this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from
aheader filethat is part of the Library. You may convey such object
code under terms of your choice, provided that, if the incorporated
material is not limited to numerical parameters, data structure

layouts and accessors, or small macros, inline functions and templates
(ten or fewer lines in length), you do both of the following:

a) Give prominent notice with each copy of the object code that the
Library isused in it and that the Library and its use are
covered by thisLicense.

b) Accompany the object code with a copy of the GNU GPL and thislicense
document.

4. Combined Works.

Y ou may convey a Combined Work under terms of your choice that,
taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of
the following:

a) Give prominent notice with each copy of the Combined Work that
the Library isused in it and that the Library and its use are
covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and thislicense

document.

¢) For a Combined Work that displays copyright notices during
execution, include the copyright notice for the Library among
these notices, as well as areference directing the user to the
copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this
License, and the Corresponding Application Codein aform

suitable for, and under terms that permit, the user to

recombine or relink the Application with a modified version of

the Linked Version to produce a modified Combined Work, in the
manner specified by section 6 of the GNU GPL for conveying
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Corresponding Source.

1) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is onethat (a) uses at run time
acopy of the Library already present on the user's computer
system, and (b) will operate properly with amodified version
of the Library that is interface-compatible with the Linked

Version.

€) Provide Installation Information, but only if you would otherwise
be required to provide such information under section 6 of the

GNU GPL, and only to the extent that such information is
necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the
Application with amodified version of the Linked Version. (If

you use option 4dO, the Installation Information must accompany
the Minimal Corresponding Source and Corresponding Application
Code. If you use option 4d1, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL

for conveying Corresponding Source.)
5. Combined Libraries.

Y ou may place library facilities that are awork based on the
Library side by sidein asingle library together with other library
facilities that are not Applications and are not covered by this
License, and convey such acombined library under terms of your
choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based
on the Library, uncombined with any other library facilities,
conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it
isawork based on the Library, and explaining where to find the
accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions
of the GNU Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns.

Each version is given adistinguishing version number. If the
Library asyou received it specifies that a certain numbered version
of the GNU Lesser General Public License "or any later version"
appliesto it, you have the option of following the terms and
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conditions either of that published version or of any later version
published by the Free Software Foundation. If the Library as you
received it does not specify aversion number of the GNU Lesser
General Public License, you may choose any version of the GNU L esser
General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
apply, that proxy's public statement of acceptance of any version is
permanent authorization for you to choose that version for the
Library.

1.24 node-promise 0.5.12

1.25 react-scroll 1.5.4

1.25.1 Available under license :
The MIT License (MIT)

Copyright (c) 2015 Joachim Karlsson (fisshy)

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.26 immutability-helper 2.4.0

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 50



1.26.1 Available under license :

MIT License
Copyright (c) 2017 Moshe Kolodny

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.27 react 16.2.0

1.27.1 Available under license :

MIT License
Copyright (c) 2013-present, Facebook, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.
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1.28 eslint-plugin-jsx-ally 6.0.3

1.28.1 Available under license :
The MIT License (MIT)
Copyright (c) 2016 Ethan Cohen

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.29 akka-http-testkit 10.0.9

1.30 babel-plugin-transform-async-to-
generator 6.24.1

1.31 react-router 3.0.5

1.31.1 Available under license :
MIT License

Copyright (c) React Training 2016-2018

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
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furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.32 apache-log4j 2.11.1

1.32.1 Available under license :
Apache Logdj
Copyright 1999-2017 Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

ResolverUtil java
Copyright 2005-2006 Tim Fennell

Dumbster SMTP test server
Copyright 2004 Jason Paul Kitchen

TypeUtil .java
Copyright 2002-2012 Ramnivas Laddad, Juergen Hoeller, Chris Beams

picocli (http://picocli.info)

Copyright 2017 Remko Popma

Apache Log4j Core

Copyright 1999-2012 A pache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

ResolverUtil java
Copyright 2005-2006 Tim Fennell

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
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1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
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means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
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attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
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appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 1999-2005 The Apache Software Foundation
Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
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distributed under the License is distributed on an "AS |S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
Apache Log4j
Copyright 1999-2012 Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Dumbster SMTP test server

Copyright 2004 Jason Paul Kitchen

/-k

* Licensed to the Apache Software Foundation (ASF) under one or more
* contributor license agreements. See the NOTICE file distributed with

* thiswork for additional information regarding copyright ownership.

* The ASF licenses thisfile to Y ou under the Apache license, Version 2.0
* (the"License"); you may not use thisfile except in compliance with

* the License. Y ou may obtain a copy of the License at

*

*  http://www.apache.org/licenses/L I CENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS' BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the license for the specific language governing permissions and

* limitations under the license.

*/

1.33 enzyme 3.2.0

1.33.1 Available under license :
The MIT License (MIT)

Copyright (c) 2016 Leland Richardson

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
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THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

The MIT License (MIT)
Copyright (c) 2015 Airbnb, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.34 sinon 5.0.7

1.34.1 Available under license :
(The BSD License)

Copyright (c) 2010-2017, Christian Johansen, christian@cjohansen.no
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,
thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of Christian Johansen nor the names of his contributors
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may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS"ASIS' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.35 body-parser 1.18.1

1.35.1 Available under license :
(The MIT License)

Copyright (c) 2014 Jonathan Ong <me@jongleberry.com>
Copyright (c) 2014-2015 Douglas Christopher Wilson <doug@somethingdoug.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

1.36 babel-cli 6.26.0
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1.37 axios 0.16.2

1.37.1 Available under license :
Copyright (c) 2014 Matt Zabriskie

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.38 logback-classic 1.2.3

1.38.1 Available under license :
Logback LICENSE

Logback: the reliable, generic, fast and flexible logging framework.
Copyright (C) 1999-2015, QOS.ch. All rights reserved.

This program and the accompanying material s are dual-licensed under
either the terms of the Eclipse Public License v1.0 as published by
the Eclipse Foundation

or (per the licensee's choosing)

under the terms of the GNU Lesser Genera Public License version 2.1

as published by the Free Software Foundation.

<IDOCTY PE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

"http://www.w3.org/TR/xhtml 1/DTD/xhtml 1-transitional .dtd" >

<html xmlns="http://www.w3.0rg/1999/xhtml">
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<head>
<meta http-equiv="content-type" content="text/html; charset=iso-8859-1" />
<title>License</title>
<link rel="stylesheet" type="text/css" href="css/’common.css" />
<link rel="stylesheet" type="text/css" href="css/screen.css' media="screen" />
<link rel="stylesheet" type="text/css" href="css/_print.css' media="print" />

</head>
<body>
<script type="text/javascript">prefix=";</script>

<script sre="templates’header.js" type="text/javascript"></script>
<div id="left">

<script src="templates/l eft.js" type="text/javascript"></script>
</div>
<div id="right">

<script type="text/javascript" src="templates/right.js' ></script>
</div>

<div id="content">

<div class="section">
<h2>L oghack License</h2>
</div>

<p>As of release 0.9.18, logback source code and binaries are
dual-licensed under the EPL v1.0 and the LGPL 2.1, or more
formally:</p>

<p class="source">L ogback: the reliable, generic, fast and flexible logging framework.
Copyright (C) 1999-2017, QOS.ch. All rights reserved.

This program and the accompanying material s are dual-licensed under

either the terms of the <a href="http://www.eclipse.org/legal/epl-v10.html">Eclipse Public License v1.0</a> as
published by

the Eclipse Foundation

or (per the licensee's choosing)
under the terms of the GNU <a href="http://www.gnu.org/licenses/old-licenses/Igpl-2.1.html">L esser General

Public License version 2.1</a>
as published by the Free Software Foundation.</p>

<l-- >

<p>The EPL/LGPL dual-license serves severa purposes. The LGPL
license ensures <em>continuity</em> in terms of licensing of the
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logback project. Prior to version 0.9.18, logback was licensed
(exclusively) under the LGPL v2.1. Moreover, sincethe EPL is

deemed <a
href="http://www.fsf.org/licensing/licenses/index_htm">incompatible</a>
by the Free Software Foundation, the LGPL will allow various

licensees, in particular software distributors who may be already

bound by the terms of the GPL or the LGPL, to distribute our

software.

</p>

<p>On the other hand, the EPL license will placate organizations
which refuse certain restrictions imposed by the LGPL.
</p>

<p>Please note that logback-classic is intended to be used behind
the SLF4J API, which islicensed under the <a
href="http://lwww.df4j.org/license.ntml">MIT license</a>.

</p>

<p>If you wish to make a significant contribution to the logback
project, you are invited to file a <a href="cla.txt">Contributor
License Agreement</a>. The purpose of this agreement isto
formalize the terms of your contribution and to protect the
project in case of litigation.

</p>

<p>Upon request, we may exempt open-source projects from LGPL and
EPL's reciprocity clauses so that the said projects can develop

logback extensions under the license of their choice. Exemptions

are granted on a case by case basis.</p>

<script src="templates/footer.js" type="text/javascript"></script>
</div>

</body>
</html>

1.39 json-path 2.4.0

1.40 powermock-module-testng 1.7.3

1.40.1 Available under license :
The MIT License

Copyright (c) 2007 Mockito contributors
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Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

ASM: avery small and fast Java bytecode manipulation framework
Copyright (c) 2000-2011 INRIA, France Telecom
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holders nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.

Apache License
Version 2.0, January 2004
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http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
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submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and
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(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
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implied, including, without limitation, any warranties or conditions

of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 2007-2017 PowerMock Contributors
Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.
Y ou may obtain a copy of the License at
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http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the Licenseis distributed on an "AS1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
The IMockit Testing Toolkit
Copyright (c) 2006-2011 Rogrio Liesenfeld

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.41 enzyme-adapter-react 1.1.0
1.41.1 Available under license :

The MIT License (MIT)
Copyright (c) 2015 Airbnb, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
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THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.42 ajv-keywords 3.1.0

1.42.1 Available under license :
The MIT License (MIT)

Copyright (c) 2016 Evgeny Poberezkin

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.43 ratelimit4jcore 0.4.0

1.44 akka-http-core 10.0.9

1.45 nodemon 1.17.3
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1.45.1 Available under license :
(The MIT License)

Copyright (c) 2010 SenchaInc.

Copyright (c) 2011 L earnBoost

Copyright (c) 2011 TJ Holowaychuk

Copyright (c) 2014 Douglas Christopher Wilson

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Copyright (C) 2011 Peter Zotov <whitequark@whitequark.org>

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

Copyright (c) 2010 Benjamin Thomas, Robert Kieffer

Permission is hereby granted, free of charge, to any person obtaining a copy
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of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

(The MIT License)

Copyright (c) 2013 Jonathan Ong <me@jongleberry.com>
Copyright (c) 2014 Douglas Christopher Wilson <doug@somethingdoug.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2012 TJ Holowaychuk
Copyright (c) 2014 Douglas Christopher Wilson

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
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distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2009-2014 TJ Holowaychuk <tj@vision-media.ca>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

The MIT License (MIT)

Copyright (c) 2014 Jonathan Ong me@jongleberry.com

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
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The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

/I MIT License

Copyright (C) Roman Shtylman <shtylman@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERSBE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2014 Jonathan Ong <me@jongleberry.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
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TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2014 Jonathan Ong <me@jongleberry.com>
Copyright (c) 2014 Douglas Christopher Wilson <doug@somethingdoug.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2013-2014 TJ Holowaychuk <tj@vision-media.ca>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.
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(The MIT License)

Copyright (c) 2013 Jared Hanson

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the " Software"), to deal in
the Software without restriction, including without limitation the rights to

use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.
Copyright (c) 2014 Nathan LaFreniere and other contributors.

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* The names of any contributors may not be used to endorse or promote
products derived from this software without specific prior written
permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS AND CONTRIBUTORS BE LIABLE
FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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The complete list of contributors can be found at: https://github.com/hapijs/qs/graphs/contributors
The MIT License (MIT)

Copyright (c) 2014 Jonathan Ong me@jongleberry.com

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

(The MIT License)

Copyright (c) 2014 Douglas Christopher Wilson <doug@somethingdoug.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

The MIT License (MIT)

Copyright 2014 Alex Gorbatchev
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Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2012-2014 TJ Holowaychuk <vision-media.ca>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (¢) 2012 Federico Romero
Copyright (c) 2012-2014 Isaac Z. Schlueter

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
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without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2012 TJ Holowaychuk <tj@vision-media.ca>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

(The MIT License)

Copyright (c) 2014 Douglas Christopher Wilson

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:
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The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

1.46 jest 21.2.1

1.46.1 Available under license :

MIT License
For Jest software
Copyright (c) 2014-present, Facebook, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.47 moment 2.22.0

1.47.1 Available under license :
Copyright (c) JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
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files (the " Software"), to deal in the Software without
restriction, including without limitation the rights to use,

copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERSBE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGSIN THE SOFTWARE.

1.48 jsreport 1.10.0

1.48.1 Available under license :
GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Thisversion of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU Genera Public
License, supplemented by the additional permissions listed below.

0. Additional Definitions.

Asused herein, "this License" refersto version 3 of the GNU Lesser
General Public License, and the "GNU GPL" refersto version 3 of the GNU
General Public License.

"TheLibrary" refersto a covered work governed by this License,
other than an Application or a Combined Work as defined below.

An"Application" is any work that makes use of an interface provided
by the Library, but which is not otherwise based on the Library.
Defining a subclass of a class defined by the Library is deemed a mode
of using an interface provided by the Library.
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A "Combined Work" is awork produced by combining or linking an
Application with the Library. The particular version of the Library
with which the Combined Work was made is also called the "Linked

Version".

The"Minimal Corresponding Source" for a Combined Work means the
Corresponding Source for the Combined Work, excluding any source code
for portions of the Combined Work that, considered in isolation, are

based on the Application, and not on the Linked Version.

The "Corresponding Application Code" for a Combined Work means the
object code and/or source code for the Application, including any data
and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey acovered work under sections 3 and 4 of this License
without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a
facility refersto afunction or datato be supplied by an Application
that uses the facility (other than as an argument passed when the
facility isinvoked), then you may convey a copy of the modified
version:

a) under this License, provided that you make a good faith effort to
ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs

whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of
this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from
aheader filethat is part of the Library. You may convey such object
code under terms of your choice, provided that, if the incorporated
material is not limited to numerical parameters, data structure

layouts and accessors, or small macros, inline functions and templates
(ten or fewer lines in length), you do both of the following:

a) Give prominent notice with each copy of the object code that the
Library isused in it and that the Library and its use are
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covered by thisLicense.

b) Accompany the object code with a copy of the GNU GPL and thislicense
document.

4. Combined Works.

Y ou may convey a Combined Work under terms of your choice that,
taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of
the following:

a) Give prominent notice with each copy of the Combined Work that
the Library isused in it and that the Library and its use are
covered by thisLicense.

b) Accompany the Combined Work with a copy of the GNU GPL and thislicense
document.

¢) For a Combined Work that displays copyright notices during
execution, include the copyright notice for the Library among
these notices, as well as areference directing the user to the
copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this
License, and the Corresponding Application Codein aform

suitable for, and under terms that permit, the user to

recombine or relink the Application with a modified version of

the Linked Version to produce a modified Combined Work, in the
manner specified by section 6 of the GNU GPL for conveying
Corresponding Source.

1) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is onethat (a) uses at run time
acopy of the Library aready present on the user's computer
system, and (b) will operate properly with amodified version
of the Library that is interface-compatible with the Linked
Version.

€) Provide Installation Information, but only if you would otherwise
be required to provide such information under section 6 of the

GNU GPL, and only to the extent that such information is
necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the
Application with amodified version of the Linked Version. (If
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you use option 4d0, the Installation |nformation must accompany
the Minimal Corresponding Source and Corresponding Application
Code. If you use option 4d1, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL

for conveying Corresponding Source.)
5. Combined Libraries.

You may place library facilities that are awork based on the
Library side by sidein asingle library together with other library
facilities that are not Applications and are not covered by this
License, and convey such a combined library under terms of your
choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based
on the Library, uncombined with any other library facilities,
conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it
isawork based on the Library, and explaining where to find the
accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions
of the GNU Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns.

Each version is given adistinguishing version number. If the

Library as you received it specifies that a certain numbered version

of the GNU Lesser General Public License "or any later version”
appliesto it, you have the option of following the terms and

conditions either of that published version or of any later version
published by the Free Software Foundation. If the Library as you
received it does not specify aversion number of the GNU L esser
General Public License, you may choose any version of the GNU Lesser
General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
apply, that proxy's public statement of acceptance of any version is
permanent authorization for you to choose that version for the

Library.
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1.49 react-tagsinput 3.18.0

1.49.1 Available under license :
The MIT License

Copyright (c) 2015 Ola HolmstrA fim <olaholmstrom+github@gmail .com>

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the " Software"), to deal in
the Software without restriction, including without limitation the rights to

use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies

of the Software, and to permit persons to whom the Software is furnished to do
S0, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.50 redux-act 1.2.0

1.50.1 Available under license :

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
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"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.
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2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
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within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
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other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

1.51 babel-core 6.8.0

1.52 chai 4.1.2

1.52.1 Available under license:

MIT License
Copyright (c) 2017 Chai.js Assertion Library

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.
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1.53 babel-jest 21.2.0

1.54 method-override 2.3.9

1.54.1 Available under license :
(The MIT License)

Copyright (c) 2014 Jonathan Ong <me@jongleberry.com>
Copyright (c) 2014 Douglas Christopher Wilson <doug@somethingdoug.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

1.55 eslint-plugin-extra-rules 0.0.0-
development

1.56 mocha 5.0.0

1.56.1 Available under license :
Attribution 4.0 International
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Creative Commons Corporation ("Creative Commons") isnot alaw firm and
does not provide legal servicesor legal advice. Distribution of

Creative Commons public licenses does not create a lawyer-client or

other relationship. Creative Commons makes its licenses and related
information available on an "as-is" basis. Creative Commons gives no
warranties regarding its licenses, any material licensed under their

terms and conditions, or any related information. Creative Commons
disclaims all liability for damages resulting from their use to the

fullest extent possible.

Using Creative Commons Public Licenses

Creative Commons public licenses provide a standard set of terms and
conditions that creators and other rights holders may use to share
original works of authorship and other material subject to copyright
and certain other rights specified in the public license below. The
following considerations are for informational purposes only, are not
exhaustive, and do not form part of our licenses.

Considerations for licensors: Our public licenses are
intended for use by those authorized to give the public
permission to use material in ways otherwise restricted by
copyright and certain other rights. Our licenses are
irrevocable. Licensors should read and understand the terms
and conditions of the license they choose before applying it.
Licensors should also secure all rights necessary before
applying our licenses so that the public can reuse the
material as expected. Licensors should clearly mark any
material not subject to the license. Thisincludes other CC-
licensed material, or material used under an exception or
limitation to copyright. More considerations for licensors:
wiki.creativecommons.org/Considerations_for_licensors

Considerations for the public: By using one of our public
licenses, alicensor grants the public permission to use the
licensed material under specified terms and conditions. If

the licensor's permission is not necessary for any reason--for
example, because of any applicable exception or limitation to
copyright--then that use is not regulated by the license. Our
licenses grant only permissions under copyright and certain
other rights that alicensor has authority to grant. Use of

the licensed material may still be restricted for other

reasons, including because others have copyright or other
rightsin the material. A licensor may make specia reguests,
such as asking that all changes be marked or described.
Although not required by our licenses, you are encouraged to
respect those requests where reasonable. More_considerations
for the public:
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wiki.creativecommons.org/Considerations _for_licensees

Creative Commons Attribution 4.0 International Public License

By exercising the Licensed Rights (defined below), Y ou accept and agree
to be bound by the terms and conditions of this Creative Commons
Attribution 4.0 International Public License ("Public License"). To the
extent this Public License may be interpreted as a contract, You are
granted the Licensed Rights in consideration of Y our acceptance of

these terms and conditions, and the Licensor grants Y ou such rightsin
consideration of benefits the Licensor receives from making the

Licensed Material available under these terms and conditions.

Section 1 -- Definitions.

a. Adapted Material means material subject to Copyright and Similar
Rights that is derived from or based upon the Licensed Material
and in which the Licensed Materia istrandated, altered,
arranged, transformed, or otherwise modified in a manner requiring
permission under the Copyright and Similar Rights held by the
Licensor. For purposes of this Public License, where the Licensed
Material is amusical work, performance, or sound recording,
Adapted Material is aways produced where the Licensed Material is
synched in timed relation with amoving image.

b. Adapter's License means the license Y ou apply to Y our Copyright
and Similar Rightsin Y our contributionsto Adapted Materia in
accordance with the terms and conditions of this Public License.

¢. Copyright and Similar Rights means copyright and/or similar rights
closely related to copyright including, without limitation,
performance, broadcast, sound recording, and Sui Generis Database
Rights, without regard to how the rights are labeled or
categorized. For purposes of this Public License, the rights
specified in Section 2(b)(1)-(2) are not Copyright and Similar
Rights.

d. Effective Technological M easures means those measures that, in the
absence of proper authority, may not be circumvented under laws
fulfilling obligations under Article 11 of the WIPO Copyright
Treaty adopted on December 20, 1996, and/or similar international
agreements.

e. Exceptions and Limitations means fair use, fair dealing, and/or
any other exception or limitation to Copyright and Similar Rights
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that appliesto Y our use of the Licensed Material.

f. Licensed Material means the artistic or literary work, database,
or other material to which the Licensor applied this Public
License.

g. Licensed Rights means the rights granted to Y ou subject to the
terms and conditions of this Public License, which are limited to
all Copyright and Similar Rights that apply to Y our use of the
Licensed Material and that the Licensor has authority to license.

h. Licensor means the individual (s) or entity(ies) granting rights
under this Public License.

i. Share means to provide material to the public by any means or
process that requires permission under the Licensed Rights, such
as reproduction, public display, public performance, distribution,
dissemination, communication, or importation, and to make material
available to the public including in ways that members of the
public may access the materia from aplace and at atime
individually chosen by them.

j- Sui Generis Database Rights means rights other than copyright
resulting from Directive 96/9/EC of the European Parliament and of
the Council of 11 March 1996 on the legal protection of databases,
as amended and/or succeeded, as well as other essentially
equivalent rights anywhere in the world.

k. You meanstheindividual or entity exercising the Licensed Rights
under this Public License. Y our has a corresponding meaning.
Section 2 -- Scope.
a. License grant.
1. Subject to the terms and conditions of this Public License,
the Licensor hereby grants Y ou aworldwide, royalty-free,
non-sublicensable, non-exclusive, irrevocable license to

exercise the Licensed Rightsin the Licensed Material to:

a. reproduce and Share the Licensed Material, in whole or
in part; and

b. produce, reproduce, and Share Adapted Material.

2. Exceptions and Limitations. For the avoidance of doubt, where
Exceptions and Limitations apply to Y our use, this Public
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License does not apply, and Y ou do not need to comply with
itsterms and conditions.

3. Term. Theterm of this Public License is specified in Section
6(a).

4. Mediaand formats; technical modifications allowed. The
Licensor authorizes Y ou to exercise the Licensed Rightsin
all media and formats whether now known or hereafter created,
and to make technical modifications necessary to do so. The
Licensor waives and/or agrees not to assert any right or
authority to forbid Y ou from making technical modifications
necessary to exercise the Licensed Rights, including
technical modifications necessary to circumvent Effective
Technological Measures. For purposes of this Public License,
simply making modifications authorized by this Section 2(a)
(4) never produces Adapted Material.

5. Downstream recipients.

a. Offer from the Licensor -- Licensed Material. Every
recipient of the Licensed Material automatically
receives an offer from the Licensor to exercise the
Licensed Rights under the terms and conditions of this
Public License.

b. No downstream restrictions. Y ou may not offer or impose
any additional or different terms or conditions on, or
apply any Effective Technological Measures to, the
Licensed Materid if doing so restricts exercise of the
Licensed Rights by any recipient of the Licensed
Material.

6. No endorsement. Nothing in this Public License constitutes or
may be construed as permission to assert or imply that You
are, or that Y our use of the Licensed Material is, connected
with, or sponsored, endorsed, or granted official status by,
the Licensor or others designated to receive attribution as
provided in Section 3(a)(1)(A)(i).

b. Other rights.

1. Mora rights, such as the right of integrity, are not
licensed under this Public License, nor are publicity,
privacy, and/or other similar personality rights; however, to
the extent possible, the Licensor waives and/or agrees not to
assert any such rights held by the Licensor to the limited
extent necessary to alow Y ou to exercise the Licensed
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Rights, but not otherwise.

2. Patent and trademark rights are not licensed under this
Public License.

3. To the extent possible, the Licensor waives any right to
collect royalties from Y ou for the exercise of the Licensed
Rights, whether directly or through a collecting society
under any voluntary or waivable statutory or compul sory
licensing scheme. In al other cases the Licensor expressly
reserves any right to collect such royalties.

Section 3 -- License Conditions.

Y our exercise of the Licensed Rightsis expressly made subject to the
following conditions.

a. Attribution.

1. If You Share the Licensed Material (including in modified
form), Y ou must:

a. retain the following if it is supplied by the Licensor
with the Licensed Material:

i. identification of the creator(s) of the Licensed
Material and any others designated to receive
attribution, in any reasonable manner requested by
the Licensor (including by pseudonym if
designated);

ii. acopyright notice;

iii. anotice that refersto this Public Licensg;

iv. anotice that refers to the disclaimer of
warranties;

v. aURI or hyperlink to the Licensed Material to the
extent reasonably practicable;

b. indicate if Y ou modified the Licensed Material and
retain an indication of any previous modifications; and

c. indicate the Licensed Material is licensed under this
Public License, and include the text of, or the URI or
hyperlink to, this Public License.
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2. You may satisfy the conditionsin Section 3(a)(1) in any
reasonable manner based on the medium, means, and context in
which Y ou Share the Licensed Material. For example, it may be
reasonable to satisfy the conditions by providing a URI or
hyperlink to aresource that includes the required
information.

3. If requested by the Licensor, Y ou must remove any of the
information required by Section 3(a)(1)(A) to the extent
reasonably practicable.

4. 1f Y ou Share Adapted Material Y ou produce, the Adapter's
License Y ou apply must not prevent recipients of the Adapted
Material from complying with this Public License.

Section 4 -- Sui Generis Database Rights.

Where the Licensed Rights include Sui Generis Database Rights that
apply to Your use of the Licensed Material:

a. for the avoidance of doubt, Section 2(a)(1) grants Y ou the right
to extract, reuse, reproduce, and Share all or a substantial
portion of the contents of the database;

b. if Youinclude al or asubstantial portion of the database
contents in a database in which Y ou have Sui Generis Database
Rights, then the database in which Y ou have Sui Generis Database
Rights (but not its individual contents) is Adapted Material; and

¢. You must comply with the conditions in Section 3(a) if Y ou Share
all or asubstantial portion of the contents of the database.

For the avoidance of doubt, this Section 4 supplements and does not
replace Y our obligations under this Public License where the Licensed
Rights include other Copyright and Similar Rights.

Section 5 -- Disclaimer of Warranties and Limitation of Liability.

a UNLESS OTHERWISE SEPARATELY UNDERTAKEN BY THE LICENSOR, TO THE
EXTENT POSSIBLE, THE LICENSOR OFFERS THE LICENSED MATERIAL ASIS
AND AS-AVAILABLE, AND MAKES NO REPRESENTATIONS OR WARRANTIES OF
ANY KIND CONCERNING THE LICENSED MATERIAL, WHETHER EXPRESS,
IMPLIED, STATUTORY, OR OTHER. THISINCLUDES, WITHOUT LIMITATION,
WARRANTIES OF TITLE, MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, NON-INFRINGEMENT, ABSENCE OF LATENT OR OTHER DEFECTS,
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ACCURACY, OR THE PRESENCE OR ABSENCE OF ERRORS, WHETHER OR NOT
KNOWN OR DISCOVERABLE. WHERE DISCLAIMERS OF WARRANTIES ARE NOT
ALLOWED IN FULL OR IN PART, THISDISCLAIMER MAY NOT APPLY TO YOU.

b. TO THE EXTENT POSSIBLE, IN NO EVENT WILL THE LICENSOR BE LIABLE
TO YOU ON ANY LEGAL THEORY (INCLUDING, WITHOUT LIMITATION,
NEGLIGENCE) OR OTHERWISE FOR ANY DIRECT, SPECIAL, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, PUNITIVE, EXEMPLARY, OR OTHER LOSSES,
COSTS, EXPENSES, OR DAMAGES ARISING OUT OF THIS PUBLIC LICENSE OR
USE OF THE LICENSED MATERIAL, EVEN IF THE LICENSOR HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH LOSSES, COSTS, EXPENSES, OR
DAMAGES. WHERE A LIMITATION OF LIABILITY ISNOT ALLOWED IN FULL OR
IN PART, THISLIMITATION MAY NOT APPLY TO YOU.

¢. The disclaimer of warranties and limitation of liability provided
above shall be interpreted in a manner that, to the extent
possible, most closely approximates an absol ute disclaimer and
waiver of al liability.

Section 6 -- Term and Termination.

a. This Public License applies for the term of the Copyright and
Similar Rights licensed here. However, if You fail to comply with
this Public License, then Y our rights under this Public License
terminate automatically.

b. Where Y our right to use the Licensed Material has terminated under
Section 6(a), it reinstates:

1. automatically as of the date the violation is cured, provided
it is cured within 30 days of Y our discovery of the
violation; or

2. upon express reinstatement by the Licensor.

For the avoidance of doubt, this Section 6(b) does not affect any
right the Licensor may have to seek remedies for Y our violations
of this Public License.

c. For the avoidance of doubt, the Licensor may aso offer the
Licensed Material under separate terms or conditions or stop
distributing the Licensed Materia at any time; however, doing so
will not terminate this Public License.

d. Sections 1, 5, 6, 7, and 8 survive termination of this Public
License.
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Section 7 -- Other Terms and Conditions.

a. The Licensor shall not be bound by any additional or different
terms or conditions communicated by Y ou unless expressly agreed.

b. Any arrangements, understandings, or agreements regarding the
Licensed Material not stated herein are separate from and
independent of the terms and conditions of this Public License.

Section 8 -- Interpretation.

a. For the avoidance of doubt, this Public License does not, and
shall not be interpreted to, reduce, limit, restrict, or impose
conditions on any use of the Licensed Material that could lawfully
be made without permission under this Public License.

b. To the extent possible, if any provision of this Public Licenseis
deemed unenforceable, it shall be automatically reformed to the
minimum extent necessary to make it enforceable. If the provision
cannot be reformed, it shall be severed from this Public License
without affecting the enforceability of the remaining terms and
conditions.

¢. No term or condition of this Public License will be waived and no
failure to comply consented to unless expressly agreed to by the
Licensor.

d. Nothing in this Public License congtitutes or may be interpreted
as alimitation upon, or waiver of, any privileges and immunities
that apply to the Licensor or Y ou, including from the legal
processes of any jurisdiction or authority.

Creative Commons is not a party to its public

licenses. Notwithstanding, Creative Commons may €lect to apply one of
its public licenses to material it publishes and in those instances

will be considered the Licensor. The text of the Creative Commons
public licenses is dedicated to the public domain under the CCO Public
Domain Dedication. Except for the limited purpose of indicating that
material is shared under a Creative Commons public license or as
otherwise permitted by the Creative Commons policies published at
creativecommons.org/policies, Creative Commons does not authorize the
use of the trademark "Creative Commons" or any other trademark or logo
of Creative Commons without its prior written consent including,

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 98



without limitation, in connection with any unauthorized modifications
to any of its public licenses or any other arrangements,

understandings, or agreements concerning use of licensed material. For
the avoidance of doubt, this paragraph does not form part of the

public licenses.

Creative Commons may be contacted at creativecommons.org.
(The MIT License)

Copyright (c) 2011-2018 JS Foundation and contributors, https://js.foundation

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

#!/usr/bin/env node

/**

* This script updates the "contributors" property of the root “package.json’.
* |t modifies “package.,json’ in place!

* See ".mailmap’ for username/email mappings.

*/

'use strict’;

const exec = require(‘child_process).exec;
const path = require('path’);
const fs = require('fs);

/I'list of authors/emails that should not appear in the contributorslist, e.g. bots
const BLACKLIST =

‘greenkeeperio-bot <support@greenkeeper.io>',

‘greenkeeper[bot] <greenkeeper[bot] @users.noreply.github.com>',
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"TJ Holowaychuk <tj@vision-media.ca>' // author

I;

const ROOT = path.join(__dirname, '..");
const PKG_FILEPATH = path.join(ROQT, 'package.json’);

const pkg = JSON.parse(fs.readFileSync(PKG_FILEPATH, 'utf8));
const contributorCount = pkg.contributors.length;

// could use *| sort | uniq” here but didn't want to assume 'nix
I/l see “'man git-log” for info about the format
exec('git log --format="%aN <%aE>"", { cwd: ROOT}, (err, gitOutput) => {
if (err) {
throw err;

}

I/ result will be many lines of contributors, one or more per commit.

/I wewrapitina Set” to get unique values, then attempt to get

I/ aconsistent sort.

const contributors = Array.from(new Set(gitOutput.trim().split(/\rAn/)))
filter(contributor => BLACKLIST.indexOf(contributor) < 0)
.sort((a, b) => alocaleCompare(b, 'en’, { sensitivity: 'accent'} ));

const newContributorCount = contributors.length;

if (newContributorCount !== contributorCount) {
pkg.contributors = contributors;
fswriteFileSync(PKG_FILEPATH, JSON.stringify(pkg, null, 2));

console.log(
newContributorCount < contributorCount
? "WARNING: Reducing contributor count by ${ contributorCount -
newContributorCount} ! Hopefully it's because you updated .mailmap.
: "Wrote ${ newContributorCount -
contributorCount} new contributors to package.json.”
)i
} else{
console.log('No new contributors; nothing to do.");
}
b

1.57 mongodb-migrations 0.8.5

1.57.1 Available under license :
The MIT License (MIT)

Copyright (c) 2014-15 Eugene Mirotin
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Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.58 bootstrap 3.3.7

1.58.1 Available under license :
The MIT License (MIT)

Copyright (c) 2011-2018 Twitter, Inc.
Copyright (c) 2011-2018 The Bootstrap Authors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

layout: docs

title: License FAQs
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description: Commonly asked questions about Bootstrap's open source license.
group: about

Bootstrap is released under the MIT license and is copyright {{ site.time | date: "%Y" }} Twitter. Boiled down to
smaller chunks, it can be described with the following conditions.

HH#H## [t requires you to:

* Keep the license and copyright notice included in Bootstrap's CSS and JavaScript files when you use them in your
works

#HH#H# |t permits you to:

- Freely download and use Bootstrap, in whole or in part, for personal, private, company internal, or commercial
purposes

- Use Bootstrap in packages or distributions that you create

- Modify the source code

- Grant a sublicense to modify and distribute Bootstrap to third parties not included in the license

#H## |t forbids you to:

- Hold the authors and license owners liable for damages as Bootstrap is provided without warranty

- Hold the creators or copyright holders of Bootstrap liable

- Redistribute any piece of Bootstrap without proper attribution

- Use any marks owned by Twitter in any way that might state or imply that Twitter endorses your distribution
- Use any marks owned by Twitter in any way that might state or imply that you created the Twitter softwarein
question

#H## |t does not require you to:

- Include the source of Bootstrap itself, or of any modifications you may have made to it, in any redistribution you
may assemble that includes it
- Submit changes that you make to Bootstrap back to the Bootstrap project (though such feedback is encouraged)

The full Bootstrap license islocated [in the project repository] ({{ site.repo } } /blob/v{{ site.current_version
}}/LICENSE) for more information.

1.59 jackson-annotations 2.7.5

1.59.1 Available under license :
This copy of Jackson JSON processor annotations is licensed under the
Apache (Software) License, version 2.0 ("the License").
See the License for details about distribution rights, and the
specific rights regarding derivate works.

Y ou may obtain a copy of the License at:
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http://www.apache.org/licenses/L ICENSE-2.0

1.60 babel-preset-stage-3 6.24.1

1.61 babel-jest 21.2.0

1.61.1 Available under license :
MIT License

For Jest software
Copyright (c) 2014-present, Facebook, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.62 ratelimit4j-redis 0.4.0

1.63 swagger-parser 1.0.35

1.63.1 Available under license :
Copyright 2017 SmartBear Software

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
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Y ou may obtain a copy of the License at [apache.org/licenses/LI CENSE-
2.0](http://www.apache.org/licenses/LICENSE-2.0)

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS IS BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.64 elasticsearch-http-client 6.2.1

1.64.1 Available under license :
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
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Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work
(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
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or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
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by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.
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To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "{}"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright { yyyy} { name of copyright owner}

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.65 ratelimit4j-inmemory 0.4.0

1.66 d3 3.5.17

1.66.1 Available under license :
Copyright 2010-2017 Mike Bostock
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of the author nor the names of contributors may be used to
endorse or promote products derived from this software without specific prior
written permission.
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THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.67 prop-types 15.5.10

1.67.1 Available under license :
MIT License

Copyright (c) 2013-present, Facebook, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.68 react-paginate 5.0.0

1.68.1 Available under license :
The MIT License (MIT)

Copyright (c) 2016 Adle Delamarche
Permission is hereby granted, free of charge, to any person obtaining a copy

of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
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to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.69 jol-core 0.9

1.69.1 Available under license :
The GNU General Public License (GPL)

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of thislicense
document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share
and changeit. By contrast, the GNU General Public Licenseisintended to
guarantee your freedom to share and change free software--to make sure the
softwareisfreefor al itsusers. This General Public License appliesto

most of the Free Software Foundation's software and to any other program whose
authors commit to using it. (Some other Free Software Foundation softwareis
covered by the GNU Library General Public Licenseinstead.) Y ou can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not price. Our
General Public Licenses are designed to make sure that you have the freedom to
distribute copies of free software (and charge for this service if you wish),

that you receive source code or can get it if you want it, that you can change
the software or use pieces of it in new free programs; and that you know you
can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny
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you these rights or to ask you to surrender the rights. These restrictions
tranglate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for
afee, you must give the recipients all the rights that you have. Y ou must
make sure that they, too, receive or can get the source code. And you must
show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2)
offer you this license which gives you legal permission to copy, distribute
and/or modify the software.

Also, for each author's protection and ours, we want to make certain that
everyone understands that there is no warranty for this free software. If the
software is modified by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any problems introduced
by others will not reflect on the original authors reputations.

Finally, any free program is threatened constantly by software patents. We
wish to avoid the danger that redistributors of a free program will
individually obtain patent licenses, in effect making the program proprietary.
To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification
follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License appliesto any program or other work which contains a notice
placed by the copyright holder saying it may be distributed under the terms of
this General Public License. The"Program", below, refersto any such program
or work, and a"work based on the Program" means either the Program or any
derivative work under copyright law: that isto say, awork containing the
Program or a portion of it, either verbatim or with modifications and/or
translated into another language. (Hereinafter, trandation isincluded

without limitation in the term "modification".) Each licensee is addressed as

you'".

Activities other than copying, distribution and modification are not covered by
this License; they are outside its scope. The act of running the Program is

not restricted, and the output from the Program is covered only if its contents
congtitute awork based on the Program (independent of having been made by
running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as
you receiveit, in any medium, provided that you conspicuously and
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appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the noticesthat refer to this License
and to the absence of any warranty; and give any other recipients of the
Program a copy of this License along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and you may
at your option offer warranty protection in exchange for afee.

2. You may modify your copy or copies of the Program or any portion of it, thus
forming awork based on the Program, and copy and distribute such modifications
or work under the terms of Section 1 above, provided that you also meet al of
these conditions:

a) You must cause the modified files to carry prominent notices stating
that you changed the files and the date of any change.

b) Y ou must cause any work that you distribute or publish, that in whole or
in part contains or is derived from the Program or any part thereof, to be
licensed as awhole at no chargeto al third parties under the terms of

this License.

¢) If the modified program normally reads commands interactively when run,
you must cause it, when started running for such interactive use in the

most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or

else, saying that you provide awarranty) and that users may redistribute

the program under these conditions, and telling the user how to view a copy
of thisLicense. (Exception: if the Program itself isinteractive but does

not normally print such an announcement, your work based on the Program is
not required to print an announcement.)

These requirements apply to the modified work as awhole. If identifiable
sections of that work are not derived from the Program, and can be reasonably
considered independent and separate works in themselves, then this License, and
itsterms, do not apply to those sections when you distribute them as separate
works. But when you distribute the same sections as part of awhole which isa
work based on the Program, the distribution of the whole must be on the terms
of this License, whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your
rights to work written entirely by you; rather, the intent is to exercise the
right to control the distribution of derivative or collective works based on
the Program.

In addition, mere aggregation of another work not based on the Program with the
Program (or with awork based on the Program) on a volume of a storage or
distribution medium does not bring the other work under the scope of this
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License.

3. You may copy and distribute the Program (or awork based on it, under
Section 2) in object code or executable form under the terms of Sections 1 and
2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source
code, which must be distributed under the terms of Sections 1 and 2 above
on amedium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three years, to

give any third party, for a charge no more than your cost of physically
performing source distribution, a complete machine-readabl e copy of the
corresponding source code, to be distributed under the terms of Sections 1
and 2 above on amedium customarily used for software interchange; or,

¢) Accompany it with the information you received asto the offer to
distribute corresponding source code. (This alternativeis allowed only
for noncommercial distribution and only if you received the program in
object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for awork means the preferred form of the work for making
modificationsto it. For an executable work, complete source code means all
the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation

of the executable. However, as a special exception, the source code

distributed need not include anything that is normally distributed (in either
source or binary form) with the major components (compiler, kernel, and so on)
of the operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy
from adesignated place, then offering equivalent access to copy the source
code from the same place counts as distribution of the source code, even though
third parties are not compelled to copy the source along with the object code.

4. Y ou may not copy, modify, sublicense, or distribute the Program except as
expressly provided under this License. Any attempt otherwise to copy, modify,
sublicense or distribute the Program is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it.
However, nothing else grants you permission to modify or distribute the Program
or its derivative works. These actions are prohibited by law if you do not

accept this License. Therefore, by modifying or distributing the Program (or
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any work based on the Program), you indicate your acceptance of this Licenseto
do so, and all its terms and conditions for copying, distributing or modifying
the Program or works based onit.

6. Each time you redistribute the Program (or any work based on the Program),
the recipient automatically receives alicense from the original licensor to
copy, distribute or modify the Program subject to these terms and conditions.

Y ou may not impose any further restrictions on the recipients exercise of the
rights granted herein. Y ou are not responsible for enforcing compliance by
third parties to this License.

7. 1f, as a conseguence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues), conditions
are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot distribute so asto satisfy
simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free redistribution
of the Program by all those who receive copies directly or indirectly through
you, then the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply and
the section as awholeis intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or
other property right claims or to contest validity of any such claims; this
section has the sole purpose of protecting the integrity of the free software
distribution system, which isimplemented by public license practices. Many
people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or sheiswilling to
distribute software through any other system and a licensee cannot impose that
choice.

This section isintended to make thoroughly clear what is believed to be a
consequence of the rest of this License.

8. If the distribution and/or use of the Program isrestricted in certain

countries either by patents or by copyrighted interfaces, the origina

copyright holder who places the Program under this License may add an explicit
geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In

such case, this License incorporates the limitation as if written in the body

of this License.
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9. The Free Software Foundation may publish revised and/or new versions of the
General Public License from timeto time. Such new versions will be similar in
spirit to the present version, but may differ in detail to address new problems

or concerns.

Each version is given a distinguishing version number. |f the Program
specifies aversion number of this License which appliesto it and "any later
version", you have the option of following the terms and conditions either of
that version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of this License, you may
choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs
whose distribution conditions are different, write to the author to ask for
permission. For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make exceptions for this.
Our decision will be guided by the two goals of preserving the free status of

all derivatives of our free software and of promoting the sharing and reuse of
software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY FOR

THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM "ASIS"' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND
PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE

PROGRAM AS PERMITTED ABOVE, BELIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIESOR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Termsto Y our New Programs
If you develop a new program, and you want it to be of the greatest possible

use to the public, the best way to achieve thisisto make it free software
which everyone can redistribute and change under these terms.
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To do so, attach the following notices to the program. It is safest to attach
them to the start of each source file to most effectively convey the exclusion
of warranty; and each file should have at least the "copyright” lineand a
pointer to where the full notice is found.

Oneline to give the program's name and a brief idea of what it does.

Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify it

under the terms of the GNU General Public License as published by the Free
Software Foundation; either version 2 of the License, or (at your option)

any later version.

This program is distributed in the hope that it will be useful, but WITHOUT

ANY WARRANTY ; without even the implied warranty of MERCHANTABILITY or
FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU General Public License for
more details.

Y ou should have received a copy of the GNU General Public License along
with this program; if not, write to the Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

Also add information on how to contact you by electronic and paper mail.

If the program isinteractive, make it output a short notice like this when it
startsin an interactive mode:

Gnomovision version 69, Copyright (C) year name of author Gnomovision comes
with ABSOLUTELY NO WARRANTY:; for details type 'show w'. Thisisfree
software, and you are welcome to redistribute it under certain conditions;

type 'show c' for details.

The hypothetical commands 'show w' and 'show c' should show the appropriate
parts of the General Public License. Of course, the commands you use may be
called something other than 'show w' and 'show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your school,
if any, to sign a"copyright disclaimer" for the program, if necessary. Here

isasample; ater the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the program
'‘Gnomovision' (which makes passes at compilers) written by James Hacker.

signature of Ty Coon, 1 April 1989
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Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If thisiswhat you want to do, use the GNU Library General Public
Licenseinstead of this License.

"CLASSPATH" EXCEPTION TO THE GPL

Certain source files distributed by Oracle Americaand/or its affiliates are

subject to the following clarification and special exception to the GPL, but

only where Oracle has expressly included in the particular source file's header

the words "Oracle designates this particular file as subject to the " Classpath”
exception as provided by Oraclein the LICENSE file that accompanied this code.”

Linking thislibrary statically or dynamically with other modulesis making
a combined work based on thislibrary. Thus, the terms and conditions of
the GNU General Public License cover the whole combination.

As a special exception, the copyright holders of thislibrary give you
permission to link this library with independent modules to produce an
executable, regardless of the license terms of these independent modules,
and to copy and distribute the resulting executable under terms of your
choice, provided that you also meet, for each linked independent module,
the terms and conditions of the license of that module. An independent
module is a module which is not derived from or based on thislibrary. If
you modify thislibrary, you may extend this exception to your version of
the library, but you are not obligated to do so. If you do not wish to do
so, del ete this exception statement from your version.

1.70 jackson-module-jsonschema 2.7.5

1.70.1 Available under license :
This copy of Jackson JSON processor databind moduleis licensed under the
Apache (Software) License, version 2.0 ("the License").
See the License for details about distribution rights, and the
specific rights regarding derivate works.

Y ou may obtain a copy of the License at:

http://www.apache.org/licenses/L ICENSE-2.0
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1.71 history 4.6.2

1.71.1 Available under license :

MIT License
Copyright (¢) React Training 2016-2018

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.72 eslint 4.8.0

1.72.1 Available under license :
ESLint
Copyright JS Foundation and other contributors, https:/js.foundation

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
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OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.
Copyright JS Foundation and other contributors, https./js.foundation

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.73 node-sass-chokidar 0.0.03

1.73.1 Available under license :
Copyright (c) 2013-2016 Andrew Neshitt

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

MIT License

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 119



Copyright (c) 2017 Michael Wayman

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.74 less 2.7.3

1.74.1 Available under license :

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean anindividual or Legal Entity
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exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted”
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on e ectronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.
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3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) Y ou must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(¢) You must retain, in the Source form of any Derivative Works
that Y ou distribute, al copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includesa"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include areadable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within aNOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
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that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor providesits Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or ITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
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or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behalf
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

1.75 mock-local-storage 1.0.5

1.75.1 Available under license :
The MIT License (MIT)

Copyright (c) 2015 letsrock-today

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.76 sanitize-html-react 1.13.0

1.76.1 Available under license :

MIT License
SPDX short identifier: MIT
Copyright <YEAR> <COPYRIGHT HOLDER>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
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rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.77 commons-io 1.3.2
1.77.1 Available under license :

Apache Commons 10
Copyright 2002-2017 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean anindividual or Lega Entity
exercising permissions granted by this License.
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"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
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this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work

or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate

as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.
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Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
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on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the bracketsl) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.78 react-datetime 2.11.0

1.78.1 Available under license :
The MIT License (MIT)

Copyright (c) 2017 Javier Marquez

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
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The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.79 less-loader 4.0.5

1.79.1 Available under license :
Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

1.80 quartz 2.2.1

1.80.1 Available under license :
Copyright Declaration:
Copyright 2003-2016 Software AG, Darmstadt, Germany and/or Software AG USA Inc., Reston, VA, USA, and/or
its subsidiaries and/or its affiliates and/or their licensors.

Trademark and Patent declaration

The name Software AG and all Software AG product names are either trademarks or registered trademarks of
Software AG and/or Software AG USA Inc. and/or its subsidiaries and/or its affiliates and/or their licensors. Other
company and product names mentioned herein may be trademarks of their respective owners.
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Detailed information on trademarks and patents owned by Software AG and/or its subsidiaries is|ocated at
http://softwareag.com/licenses.

Third Party declaration

This software may include portions of third-party products. For third-party copyright notices, license terms,
additional rights or restrictions, please refer to "License Texts, Copyright Notices and Disclaimers of Third Party
Products". For certain specific third-party license restrictions, please refer to section E of the Legal Notices available
under "License Terms and Conditions for Use of Software AG Products/ Copyright and Trademark Notices of
Software AG Products'. These documents are part of the product documentation, located at
http://softwareag.com/licenses and/or in the root installation directory of the licensed product(s).

Confidentiality Disclaimer:
Use, reproduction, transfer, publication or disclosure is prohibited except as specifically provided for in your
License Agreement with Software AG.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
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and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
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with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a

cross-claim or counterclaim in alawsuit) aleging that the Work

or a Contribution incorporated within the Work constitutes direct

or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate

as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.
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5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS’ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
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APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.81 sonarqube 2.6.2

1.81.1 Available under license :
/-k
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
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*/
package org.sonar.server.permission.ws,

import org.sonar.server.ws.WsAction;

public interface PermissionsWsA ction extends WsAction {

/I marker interface

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws,

import org.junit.Before;

import org.junit. Test;

import org.sonar.api.web.UserRole;

import org.sonar.core.permission.ProjectPermissions;
import org.sonar.db.component. ComponentDto;

import org.sonar.db.component.ComponentTesting;
import org.sonar.db.organization.Organi zationDto;
import org.sonar.db.permission.GroupPermissionDto;
import org.sonar.db.user.GroupDto;

import org.sonar.server.exceptions.BadRegquestException;
import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;

import static java.lang.String.format;

import static org.assertj.core.api.Assertions.assertThat;
import static org.sonar.api.web.UserRole. ADMIN;

import static org.sonar.api.web.UserRole. CODEVIEWER,;
import static org.sonar.api.web.UserRole.l SSUE_ADMIN;
import static org.sonar.api.web.UserRole.USER;
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import static org.sonar.core.permission.Global Permissions.PROVISIONING;

import static org.sonar.core.permission.Global Permissions.SY STEM_ADMIN;

import static org.sonar.db.component.ComponentTesting.newDirectory;

import static org.sonar.db.component.ComponentTesting.newFileDto;

import static org.sonar.db.component.ComponentTesting.newM odul eDto;

import static org.sonar.db.component.ComponentTesting.newSubView;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonar.db.permission.OrganizationPermission.PROVISION_PROJECTS;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_GROUP _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_GROUP_NAME;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT_KEY;

public class RemoveGroupActionTest extends BasePermissionWsT est<RemoveGroupAction> {
private GroupDto aGroup;

@Before
public void setUp() {

aGroup = db.users().insertGroup(db.getDefaultOrganization(), " sonar-administrators');
}

@Override
protected RemoveGroupAction buildWsAction() {

return new RemoveGroupA ction(db.getDbClient(), userSession, newPermissionUpdater(),
newPermissionWsSupport());

}

@Test

public void remove_permission_using_group_name() {
db.users().insertPermissionOnGroup(aGroup, ADMINISTER);
db.users().insertPermissionOnGroup(aGroup, PROVISION_PROJECTYS);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
.setParam(PARAM_PERMISSION, PROVISIONING)
.execute();

assertThat(db.users().sel ectGroupPermissions(aGroup, null)).containsOnly(ADMINISTER.getK ey());
}

@Test

public void remove_permission_using_group _id() {
db.users().insertPermissionOnGroup(aGroup, ADMINISTER);
db.users().insertPermissionOnGroup(aGroup, PROVISION_PROJECTYS);
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loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_ID, aGroup.getld().toString())
.SetParam(PARAM_PERMISSION, PROVISION_PROJECTS.getKey())
.execute();

assertThat(db.users().sel ectGroupPermissions(aGroup, null)).containsOnly(ADMINISTER.getK ey());
}

@Test

public void remove_project_permission() {
ComponentDto project = db.components().insertPrivateProject();
db.users().insertPermissionOnGroup(aGroup, ADMINISTER);
db.users().insertProj ectPermissionOnGroup(aGroup, ADMIN, project);
db.users().insertProj ectPermissionOnGroup(aGroup, ISSUE_ADMIN, project);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParamn(PARAM_PERMISSION, ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(aGroup, null)).containsOnly(ADMINISTER.getK ey());
assertThat(db.users().sel ectGroupPermissions(aGroup, project)).containsOnly(ISSUE_ADMIN);

}

@Test

public void remove_with_view_uuid() {
ComponentDto view = db.components().insertView();
db.users().insertPermissionOnGroup(aGroup, ADMINISTER);
db.users().insertProjectPermissionOnGroup(aGroup, ADMIN, view);
db.users().insertProjectPermissionOnGroup(aGroup, ISSUE_ADMIN, view);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
setParam(PARAM_PROJECT _ID, view.uuid())
.setParan(PARAM_PERMISSION, ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(aGroup, null)).containsOnly(ADMINISTER.getK ey());

assertThat(db.users().sel ectGroupPermissions(aGroup, view)).containsOnly(ISSUE_ADMIN);

@Test
public void remove_with_project_key() {
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ComponentDto project = db.components().insertPrivateProject();
db.users().insertPermissionOnGroup(aGroup, ADMINISTER);
db.users().insertProj ectPermissionOnGroup(aGroup, ADMIN, project);
db.users().insertProj ectPermissionOnGroup(aGroup, ISSUE_ADMIN, project);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
setParam(PARAM_PROJECT_KEY, project.getDbKey())
.setParamn(PARAM_PERMISSION, ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(aGroup, null)).containsOnly(ADMINISTER.getK ey());
assertThat(db.users().sel ectGroupPermissions(aGroup, project)).containsOnly(ISSUE_ADMIN);

}

@Test

public void fail_to_remove last_admin_permission() throws Exception {
db.users().insertPermissionOnGroup(aGroup, ADMINISTER);
db.users().insertPermissionOnGroup(aGroup, PROVISION_PROJECTYS);
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);
expectedException.expectMessage(" L ast group with permission ‘admin’. Permission cannot be removed.");

executeRequest(aGroup, SY STEM_ADMIN);
}

@Test
public void fail_when_project_does not_exist() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(" Project id 'unknown-project-uuid' not found");

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
.setParam(PARAM_PROJECT _ID, "unknown-project-uuid")
.SetParam(PARAM_PERMISSION, ADMINISTER.getKey())
.execute();

@Test
public void fail_when_project_project_permission_without_project() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);
expectedException.expectMessage("Invalid global permission ‘issueadmin'. Valid values are [admin, profileadmin,
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gateadmin, scan, provisioning]");

executeRequest(aGroup, ISSUE_ADMIN);
}

@Test

public void fail_when_component_is a module() {
ComponentDto module =

db.components().insertComponent(newM odul eDto(Component T esting.newPrivateProj ectDto(db.organi zations().ins

ert())));

faillfComponentl SNotA ProjectOrView(module);
}

@Test

public void fail_when_component_is a directory() {
ComponentDto file =

db.components().insertComponent(newDirectory(Component Testing.newPrivateProjectDto(db.organizations().inser
t0), "A/B");

faillfComponentl SNotAProjectOrView(file);
}

@Test

public void fail_when_component_is a file() {
ComponentDto file =
db.components().insertComponent(newileDto(Component T esting.newPrivateProjectDto(db.organi zations()..insert()
), null, "file-uuid"));

faillfComponentl SNotAProjectOrView(file);
}

@Test

public void fail_when_component_is a subview() {
ComponentDto file =

db.components().insertComponent(newSubView(ComponentTesting.newView(db.organi zations().insert())));

faillfComponentl SNotAProjectOrView(file);
}

private void faillfComponentl sNotA ProjectOrView(ComponentDto file) {
loginAsAdmin(db.getDefaultOrgani zation());

expectedException.expect(BadRequestException.class);

expectedException.expectM essage(" Component ™ + file.getDbKey() + "' (id: " + file.uuid() + ") must be a project
oraview.");

newRequest()
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.setParam(PARAM_GROUP_NAME, aGroup.getName())
.setParam(PARAM_PROJECT _ID, fileuuid())
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when_group_name _is missing() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Group hame or group id must be provided");

newRequest()
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when_permission_name _and id are missing() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);
expectedException.expectM essage(" The 'permission’ parameter ismissing');

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
.execute();

@Test
public void fail_when_group_id_does not_exist() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectMessage("No group with id '999999™);

newRequest()
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.setParam(PARAM_GROUP _ID, "999999")
.execute();

@Test

public void fail_when_project_uuid and project_key are provided() {
ComponentDto project = db.components().insertPrivateProject();
loginAsAdmin(db.getDefaultOrganization());
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expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Project id or project key can be provided, not both.");

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
.setParamn(PARAM_PERMISSION, SYSTEM_ADMIN)
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PROJECT_KEY, project.getDbKey())
.execute();

private void executeRequest(GroupDto groupDto, String permission) {
newRequest()
.setParam(PARAM_GROUP_NAME, groupDto.getName())
.setParam(PARAM _PERMISSION, permission)
.execute();

private void executeRequest(GroupDto groupDto, OrganizationDto organizationDto, String permission) {
newRequest()
.setParam(PARAM_GROUP_NAME, groupDto.getName())
.setParam(PARAM_PERMISSION, permission)
.setParam(PARAM_ORGANIZATION, organizationDto.getKey())
.execute();

@Test
public void removing_globa_permission fails if _not_administrator_of organization() {
userSession.login();

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
.SetParam(PARAM_PERMISSION, PROVISIONING)
.execute();

@Test

public void removing_project_permission fails if_not_administrator_of project() {
ComponentDto project = db.components().insertPrivateProject();
userSession.login();

expectedExcepti on.expect(ForbiddenException.class);
newRequest()

.setParam(PARAM_GROUP_NAME, aGroup.getName())
.setParam(PARAM_PERMISSION, PROVISIONING)
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.SetParam(PARAM_PROJECT_KEY, project.getDbKey())
.execute();

/**

* User is project administrator but not system administrator

*/

@Test

public void removing_project_permission_is allowed to project administrators() {
ComponentDto project = db.components().insertPrivateProject();
db.users().insertProj ectPermissionOnGroup(aGroup, CODEVIEWER, project);
db.users().insertProj ectPermissionOnGroup(aGroup, ISSUE_ADMIN, project);

userSession.logln().addProjectPermission(UserRole. ADMIN, project);
newRequest()
.setParam(PARAM_GROUP_NAME, aGroup.getName())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(aGroup, project)).containsOnly(CODEVIEWER);
}

@Test
public void no_effect_ when_removing_any permission_from_group AnyOne on_a private project() {
ComponentDto project = db.components().insertPrivateProject();
ProjectPermissions.ALL
.forEach(perm -> unsafel nsertProjectPermissionOnAnyone(perm, project));
userSession.logln().addProjectPermission(UserRole. ADMIN, project);

ProjectPermissions.ALL
forEach(permission -> {
newReguest()
.setParam(PARAM_GROUP_NAME, "anyone")
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, permission)
.execute();

assertThat(db.users().sel ectA nyonePermissions(db.getDef aultOrganization(), project)).contai ns(permission);
b
}

@Test

public void fail_when _removing USER_permission_from_group_AnyOne_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organization);
userSession.logln().addProjectPermission(UserRole ADMIN, project);
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expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Permission user can't be removed from a public component");

newRequest()
.setParam(PARAM_GROUP_NAME, "anyone™)
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PERMISSION, USER)
.execute();

@Test

public void fail_when_removing CODEVIEWER_permission_from_group_AnyOne _on_a public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organization);
userSession.logln().addProjectPermission(UserRole ADMIN, project);

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Permission codeviewer can't be removed from a public component”);

newRequest()
.setParam(PARAM_GROUP_NAME, "anyone™)
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PERMISSION, CODEVIEWER)
.execute();

@Test

public void fail_when _removing USER_permission_from_group_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
ComponentDto project = db.components().insertPublicProject(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Permission user can't be removed from a public component");

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PERMISSION, USER)
.execute();

@Test

public void fail_when_removing CODEVIEWER_permission_from_group_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
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ComponentDto project = db.components().insertPublicProject(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Permission codeviewer can't be removed from a public component”);

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PERMISSION, CODEVIEWER)
.execute();

@Test

public void fail_when_using_branch_db_key() throws Exception {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
ComponentDto project = db.components().insertM ainBranch(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project key '%s not found", branch.getDbKey()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT_KEY, branch.getDbKey())
.setParam(PARAM_GROUP_NAME, group.getName())
.setParan(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test

public void fail_when_using_branch_uuid() {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
ComponentDto project = db.components().insertM ainBranch(organi zation);
userSession.logln().addProjectPermission(UserRole ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedExcepti on.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project id '%s not found", branch.uuid()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT _ID, branch.uuid())
.setParam(PARAM_GROUP_NAME, group.getName())
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.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

private void unsafel nsertProjectPermi ssionOnAnyone(String perm, ComponentDto project) {
GroupPermissionDto dto = new GroupPermissionDto()

.setOrgani zationUui d(proj ect.getOrgani zationUuid())

.SetGroupld(null)

.setRole(perm)

.setResourcel d(project.getld());
db.getDbClient().groupPermissionDao().insert(db.getSession(), dto);
db.commit();

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser General Public License for more details.

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import java.util.Date;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.api.utils.System?2;

import org.sonar.core.util.Uuids;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.organization.Organi zationDto;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.server.permission.ws.PermissionWsSupport;
import org.sonar.server.permission.ws.PermissionsWsAction;
import org.sonar.server.user.UserSession;
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import org.sonarqube.ws.Permissions.CreateTempl ateWWsResponse;
import org.sonarqube.ws.Permissions.PermissionTemplate;

import javax.annotation.CheckForNull;
import javax.annotation.Nullable;

import static java.lang.String.format;

import static java.util.Objects.requireNonNull;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGloba Admin;

import static

org.sonar.server.permission.ws.PermissionRequestValidator. MSG_TEMPLATE WITH_SAME_NAME;
import static org.sonar.server.permission.ws.PermissionRequestV alidator.validateProjectPattern;

import static org.sonar.server.permission.ws.PermissionRequestV alidator.validateTemplateNameFormat;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuil der.createOrgani zationParameter;
import static

org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createTempl ateDescriptionParameter;
import static

org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createTempl ateProjectK ey PatternParameter;
import static

org.sonar.server.permission.ws.templ ate. PermissionTempl ateDtoT oPermissionTemplateResponse.toPermissionTem
plateResponse;

import static org.sonar.server.ws.WsUtils.checkRequest;

import static org.sonar.server.ws.WsUtils.writeProtobuf;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_DESCRIPTION;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_NAME;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _KEY_PATTERN;

public class CreateTemplateAction implements PermissionsWsAction {
private final DbClient dbClient;

private final UserSession userSession;

private final System?2 system;

private final PermissionWsSupport wsSupport;

public CreateTemplateAction(DbClient dbClient, UserSession userSession, System?2 system, PermissionWsSupport
wsSupport) {

this.dbClient = dbClient;

this.userSession = userSession;

this.system = system;

this.wsSupport = wsSupport;
}

private static CreateTemplateRequest toCreateTemplateWsRequest(Request request) {
return new CreateTemplateRequest()
.setName(regquest. mandatoryParam(PARAM_NAME))
.setDescription(request.param(PARAM_DESCRIPTION))
.setProjectK ey Pattern(request.paran(PARAM_PROJECT _KEY_PATTERN))
.SetOrganization(request.param(PARAM_ORGANIZATION));
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private static CreateTemplateWsResponse buil dResponse(PermissionTemplateDto permissionTemplateDto) {
PermissionTemplate permissionTemplateBuilder = toPermissionTempl ateResponse(permissionTempl ateDto);
return CreateT emplateWsResponse.newBuilder().setPermissionTemplate(permissionTemplateBuilder).build();
}

@0Override
public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction("create_template™)
.setDescription(" Create a permission template.<br />" +
"Requires the following permission: ‘Administer System'.")

.setResponseExampl e(getClass().getResource(" create_templ ate-example.json™))
.setSince("5.2")
.setPost(true)
.SetHandler(this);

action.createParam(PARAM_NAME)
.setRequired(true)
.setDescription("Name")
.setExampleVaue("Financial Service Permissions');

createTempl ateProj ectK ey PatternParameter(action);

createTempl ateDescriptionParameter(action);

createOrgani zationParameter (action).setSince("6.2");
}

@0Override

public void handle(Request request, Response response) throws Exception {
CreateTemplateWsResponse createT emplateWsResponse = doHandl e(toCreateTempl ateWsRequest(request));
writeProtobuf(createTempl ateWsResponse, request, response);

}

private CreateT emplateWsResponse doHandl e(CreateTempl ateRequest request) {
try (DbSession dbSession = dbClient.openSession(false)) {
OrganizationDto org = wsSupport.findOrganization(dbSession, request.getOrganization());
checkGlobal Admin(userSession, org.getUuid());

validateTemplateNameForCreation(dbSession, org, request.getName());
validateProjectPattern(request.getProjectK eyPattern());

PermissionTemplateDto permissionTemplate = insertTemplate(dbSession, org, request);

return buildResponse(permissionTemplate);

}
}

private void validateTempl ateNameForCreation(DbSession dbSession, OrganizationDto org, String name) {
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validateTemplateNameFormat(name);

PermissionTemplateDto permissionTemplateWithSameName = dbClient.permissionTemplateDao()
.selectByName(dbSession, org.getUuid(), name);
checkRequest(permissionTemplateWithSameName == null, format(MSG_TEMPLATE WITH_SAME_NAME,
name));

}

private PermissionTemplateDto insertTemplate(DbSession dbSession, OrganizationDto org,
CreateTemplateRequest request) {
Date now = new Date(system.now());
PermissionTemplateDto template = dbClient.permissionTemplateDao().insert(dbSession, new
PermissionTemplateDto()
.setUuid(Uuids.create())
.setOrganizationUuid(org.getUuid())
.setName(request.getName())
.setDescription(request.getDescription())
.SetK eyPattern(request.getProj ectK eyPattern())
.setCreatedAt(now)
.setUpdatedAt(now));
dbSession.commit();
return templ ate;

}

private static class CreateTemplateRequest {
private String description;
private String name;
private String projectK eyPattern;
private String organization;

@CheckForNull
public String getDescription() {
return description;

}

public CreateTemplateRequest setDescription(@Nullable String description) {
this.description = description;
return this;

}

public String getName() {
return name;

}

public CreateTemplateRequest setName(String name) {
this.name = requireNonNull(name);
return this;

}
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@CheckForNull
public String getProjectK eyPattern() {
return projectK eyPattern;

}

public CreateTemplateRequest setProjectK eyPattern(@Nullable String projectK eyPattern) {
this.projectk eyPattern = projectK eyPattern;
return this;

}

@CheckForNull
public String getOrganization() {
return organization;

}

public CreateTemplateRequest setOrganization(@Nullable String s) {
this.organization = s,
return this;

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
@ParametersAreNonnulIByDefault
package org.sonarqube.ws.client.permission;

import javax.annotation.ParametersAreNonnul | ByDefault;
/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA
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* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

import React from 'react’;

import PropTypes from 'prop-types;

import HelpTooltip from '../../../components/controls/Hel pTooltip’;

import { trandlate } from"../../../helpers/I10n’;

import InstanceMessage from '../../../components'common/I nstanceM essage’;

export default class ListHeader extends React.PureComponent {
static propTypes = {

organization: PropTypes.object,
permissions. PropTypes.array.isRequired

} 1
renderTooltip = permission =>
permission.key === "user' || permission.key === "codeviewer' ? (
<div>

<InstanceM essage message={ trandlate('projects_rol€', permission.key, 'desc’)} />
<div className="alert alert-warning spacer-top">
{translate('projects_role.public_projects warning’)}
</div>
</div>
) (
<InstanceM essage message={ trandlate('projects _rol€', permission.key, 'desc’)} />
)i

render() {
const cells = this.props.permissions.map(permission => (
<th className="permission-column" key={ permission.key} >
<gpan className="text-middl€">{ trand ate('projects_rol€e', permission.key)} </span>
<HelpTooltip className="spacer-left" overlay={ this.renderTooltip(permission)} />
</th>

)
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return (

<thead>
<tr>
<th>& nbsp;</th>
{cdlls}
<th className="thin nowrap text-right">& nbsp;</th>
</tr>
</thead>
)i
}
}
/*
* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws;

import org.junit.Before;

import org.junit. Test;

import org.sonar.api.web.UserRole;

import org.sonar.db.component. ComponentDto;

import org.sonar.db.component.ComponentTesting;
import org.sonar.db.organization.Organi zationDto;
import org.sonar.db.user.UserDto;

import org.sonar.server.exceptions.BadRequestException;
import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.ServerException;

import static java.lang.String.format;

import static org.assertj.core.api.Assertions.assertThat;
import static org.sonar.api.web.UserRole. CODEVIEWER,;
import static org.sonar.api.web.UserRole.l SSUE_ADMIN;
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import static org.sonar.api.web.UserRole.USER;

import static org.sonar.core.permission.Global Permissions.SY STEM_ADMIN;

import static org.sonar.db.component.ComponentTesting.newDirectory;

import static org.sonar.db.component.ComponentTesting.newFileDto;

import static org.sonar.db.component.ComponentTesting.newM odul eDto;

import static org.sonar.db.component.Component T esting.newPrivateProjectDto;

import static org.sonar.db.component.ComponentTesting.newSubView;

import static org.sonar.db.component.ComponentTesting.newView;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PROJECT _KEY;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER_LOGIN;

public class AddUserActionTest extends BasePermissionWsTest<AddUserAction> {
private UserDto user;

@Before
public void setUp() {
user = db.users().insertUser("ray.bradbury");
db.organizations().addM ember(db.getDefaultOrgani zation(), user);
}

@0Override
protected AddUserAction buildWsAction() {

return new AddUserAction(db.getDbClient(), userSession, hewPermissionUpdater(),
newPermissionWsSupport());

}

@Test
public void add_permission_to_user_on_default_organization if_organization is not_specified() {
loginAsAdmin(db.getDefaultOrgani zation());

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectPermissionsOf User(user, db.getDefaultOrganization())).containsOnly(ADMINISTER);
}

@Test

public void add permission to_user_on_specified _organization() {
OrganizationDto organization = db.organizations().insert();
addUserA sMemberOf Organi zation(organi zation);
loginAsAdmin(organization);
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newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_USER_L OGIN, user.getLogin())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectPermissionsOf User(user, organization)).containsOnly(ADMINISTER);
}

@Test

public void add_permission_to_project_referenced by its id() {
OrganizationDto organization = db.organizations().insert();
addUserA sMemberOf Organi zation(organi zation);
ComponentDto project = db.components().insertPrivateProject(organi zation);
loginAsAdmin(organization);

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectPermissionsOf User(user, organization)).isEmpty();
assertThat(db.users().sel ectProj ectPermissionsOf User(user, project)).containsOnly(SY STEM_ADMIN);
}

@Test

public void add _permission_to_project_referenced_by _its key() {
ComponentDto project = db.components().insertPrivateProject();
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT_KEY, project.getDbKey())
.setParan(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectPermissionsOf User(user, db.getDefaultOrganization())).isEmpty();
assertThat(db.users().sel ectProj ectPermissionsOf User(user, project)).containsOnly(SY STEM_ADMIN);
}

@Test
public void add_permission_to_view() {

ComponentDto view = db.components().insertComponent(newV iew(db.getDefaultOrgani zation(), "view-
uuid").setDbKey("view-key"));

loginAsAdmin(db.getDefaultOrganization());
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newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
setParam(PARAM_PROJECT _ID, view.uuid())
.setParamn(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectPermissionsOf User(user, db.getDefaultOrganization())).isEmpty();
assertThat(db.users().sel ectProjectPermissionsOf User(user, view)).containsOnly(SY STEM_ADMIN);

}

@Test
public void fail_when_project_uuid_is_unknown() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT _ID, "unknown-project-uuid")
.setParan(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when_component_is a module() {
ComponentDto module =
db.components().insertComponent(newM odul eDto(Component T esting.newPrivateProj ectDto(db.organi zations().ins

ert())));

faillfComponentl SNotA ProjectOrView(module);
}

@Test
public void fail_when_component_is a directory() {
ComponentDto file =
db.components().insertComponent(newDirectory(Component Testing.newPrivateProjectDto(db.organizations().inser

t0), "AIB");

faillfComponentl SNotAProjectOrView(file);
}

@Test
public void fail_when_component_is a file() {
ComponentDto file =
db.components().insertComponent(newileDto(Component T esting.newPrivateProjectDto(db. organi zations() .insert()
), null, "file-uuid"));

faillfComponentl SNotAProjectOrView(file);
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@Test
public void fail_when_component_is a subview() {
ComponentDto file =
db.components().insertComponent(newSubView(Component T esting.newView(db.organi zations().insert())));

faillfComponentl SNotAProjectOrView(file);
}

private void faillfComponentl sNotA ProjectOrView(ComponentDto file) {
loginAsAdmin(db.getDefaultOrgani zation());

expectedExcepti on.expect(BadRequestException.class);
expectedException.expectM essage(" Component ™ + file.getDbKey() + "' (id: " + file.uuid() + ") must be a project
oraview.");

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT _ID, file.uuid())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when_project_permission_without_project() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PERMISSION, UserRole.| SSUE_ADMIN)
.execute();

@Test
public void fail_when_component_is not_a project() {
db.components().insertComponent(newlileDto(newPrivateProjectDto(db.organi zations().insert(), "project-uuid"),
null, "file-uuid"));
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PROJECT_ID, "file-uuid")
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
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.execute();

@Test
public void fail_when_get_request() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(ServerException.class);

newRequest()
.setMethod("GET")
.setParam(PARAM_USER_L OGIN, "george.orwell")
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when_user_login_is missing() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRequest()
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when permission is missing() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);

newRequest()
.SetParam(PARAM_USER_LOGIN, "jrr.tolkien")
.execute();

@Test

public void fail_when_project_uuid_and_project_key are provided() {
db.components().insertPrivateProject();
loginAsAdmin(db.getDefaultOrgani zation());

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Project id or project key can be provided, not both.");

newRequest()
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
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.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT _ID, "project-uuid")
.setParam(PARAM_PROJECT_KEY, "project-key")
.execute();

@Test
public void adding_global_permission_fails if not_administrator_of organization() {
userSession.login();

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test

public void adding_project_permission_fails if not_administrator_of project() {
ComponentDto project = db.components().insertPrivateProject();
userSession.login();

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.SetParam(PARAM_PROJECT_KEY, project.getDbKey())
.execute();

/**

* User is project administrator but not system administrator

*/

@Test

public void adding_project_permission_is allowed to_project_administrators() {
ComponentDto project = db.components().insertPrivateProject();

userSession.logln().addProjectPermission(UserRole. ADMIN, project);

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT_KEY, project.getDbKey())
.setParam(PARAM_PERMISSION, UserRole.| SSUE_ADMIN)
.execute();

assertThat(db.users().sel ectProj ectPermissionsOfUser(user, project)).containsOnly(ISSUE_ADMIN);
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@Test

public void organization_parameter_must_not_be set on_project_permissions() {
ComponentDto project = db.components().insertPrivateProject();
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);
expectedException.expectM essage(" Organi zation must not be set when project is set.");

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PROJECT_KEY, project.getDbKey())
.setParam(PARAM_ORGANIZATION, "an_org")
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

@Test
public void fail_to_add permission_when_user_is not_member_of given organization() {
I/ User is not member of given organization
OrganizationDto otherOrganization = db.organizations().insert();
addUserA sMemberOf Organi zation(otherOrgani zation);
OrganizationDto organization = db.organizations().insert(organizationDto ->
organi zationDto.setK ey(" Organization key"));
loginAsAdmin(organization);

expectedException.expect(llegal ArgumentException.class);
expectedException.expectM essage("User 'ray.bradbury’ is not member of organization 'Organization key"');

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParan(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test

public void no_effect when_adding_ USER permission_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organi zation);
addUserA sMemberOf Organi zation(organi zation);
userSession.logln().addProjectPermission(UserRole ADMIN, project);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, USER)
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.execute();

assertThat(db.users().sel ectAnyonePermissions(organi zation, project)).isEmpty();
}

@Test

public void no_effect when_adding_ CODEVIEWER_permission_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organi zation);
addUserA sMemberOf Organi zation(organi zation);
userSession.logln().addProjectPermission(UserRole ADMIN, project);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, CODEVIEWER)
.execute();

assertThat(db.users().sel ectAnyonePermissions(organi zation, project)).isEmpty();
}

@Test

public void fail_when_using_branch_db_key() throws Exception {
OrganizationDto organization = db.organizations().insert();
addUserA sMemberOf Organi zation(organi zation);
ComponentDto project = db.components().insertM ainBranch(organization);
userSession.logln().addProjectPermission(UserRole ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project key '%s not found", branch.getDbK ey()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.SetParam(PARAM_PROJECT_KEY, branch.getDbKey())
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test

public void fail_when_using_branch_uuid() {
OrganizationDto organization = db.organi zations().insert();
addUserA sMemberOf Organi zation(organi zation);
ComponentDto project = db.components().insertM ainBranch(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 160



expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project id '%s not found", branch.uuid()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT _ID, branch.uuid())
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParamn(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

private void addUserAsM emberOf Organization(OrganizationDto organization) {
db.organizations().addM ember(organization, user);

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws,

import com.google.common.collect.Fluentlterable;

import java.util.Set;

import java.util .regex.Pattern;

import java.util.regex.PatternSyntaxException;

import javax.annotation.Nullable;

import org.sonar.api.resources.ResourceType;

import org.sonar.api.resources.ResourceTypes;

import org.sonar.core.permission.Global Permissions;
import org.sonar.core.permission.ProjectPermissions;
import org.sonar.server.exceptions.BadRegquestException;
import org.sonar.server.usergroups.ws.Groupl dOrAnyone;
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import static com.google.common.base.Strings.isNull OrEmpty;

import static java.lang.String.format;

import static org.apache.commons.lang.StringUtils.isBlank;

import static org.sonar.server.ws.WsUtils.checkRequest;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _KEY_PATTERN;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_QUALIFIER;

public class PermissionRequestV alidator {

public static final String MSG_TEMPLATE WITH_SAME_NAME ="A template with the name '%s' aready
exists (case insensitive).";

public static final String MSG_TEMPLATE_NAME_NOT_BLANK = "The template name must not be blank";

private PermissionRequestValidator() {
/I static methods only

}

public static String validateProjectPermission(String permission) {
checkRequest(ProjectPermissions.ALL .contains(permission),
format(" The '%s parameter for project permissions must be one of %s. '%s was passed.”,
PARAM_PERMISSION, ProjectPermissions ALL_ON_ONE_LINE, permission));
return permission;

}

public static void validateGlobal Permission(String permission) {
checkRequest(Global Permissions. AL L .contains(permission),
format(" The '%s parameter for global permissions must be one of %s. '%s was passed.”,
PARAM_PERMISSION, GlobaPermissionsALL_ON_ONE_LINE, permission));

}

public static void validateNotA nyoneAndAdminPermission(String permission, Groupl dOrAnyone group) {
checkRequest(! Global Permissions.SY STEM_ADMIN.equals(permission) || 'group.isAnyone(),

format("It is not possible to add the '%s’ permission to group 'Anyone’.”, permission));

public static void validateTemplateNameFormat(String name) {
checkReguest(!isBlank(name), MSG_TEMPLATE_NAME_NOT_BLANK);

}

public static void validateQualifier(String qualifier, Set<String> rootQualifiers) {
checkRequest(rootQualifiers.contains(qualifier),
format(" The '%s parameter must be one of %s. '%s was passed.”, PARAM_QUALIFIER, rootQualifiers,
qualifier));
}

public static void validateQualifier(@Nullable String qualifier, ResourceTypes resourceTypes) {
if (quaifier ==null) {
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return;
}
Set<String> rootQualifiers = Fluentlterable.from(resourceTypes.getRoots())
transform(ResourceType::getQualifier)
.toSet();
checkRequest(rootQualifiers.contains(qualifier),
format(" The '%s parameter must be one of %s. '%s was passed.”, PARAM_QUALIFIER, rootQualifiers,
qualifier));
}

public static void validateProj ectPattern(@Nullable String projectPattern) {
if (isNullOrEmpty(projectPattern)) {
return;

}

try {
Pattern.compile(projectPattern);

} catch (PatternSyntaxException €) {
throw BadRequestException.create(format(" The '%s' parameter must be avalid Javaregular expression. '%s was

passed’, PARAM_PROJECT_KEY_PATTERN, projectPattern));

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws,

import org.junit.Before;

import org.junit. Test;

import org.sonar.api.security.DefaultGroups;
import org.sonar.db.component. ComponentDto;
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import org.sonar.db.component.ComponentTesting;

import org.sonar.db.organization.Organi zationDto;

import org.sonar.db.user.GroupDto;

import org.sonar.server.exceptions.BadRequestException;
import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.Unauthori zedException;

import static java.lang.String.format;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.api.server.ws.WebService.Param.PAGE;

import static org.sonar.api.server.ws.WebService.Param.PAGE_SIZE;

import static org.sonar.api.server.ws.WebService.Param. TEXT_QUERY;

import static org.sonar.api.web.UserRole ADMIN;

import static org.sonar.api.web.UserRole.l SSUE_ ADMIN;

import static org.sonar.core.permission.Global Permissions.SCAN_EXECUTION;

import static org.sonar.db.component.ComponentTesting.newPrivateProjectDto;

import static org.sonar.db.component.ComponentTesting.newView;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonar.db.permission.OrganizationPermission.SCAN;

import static org.sonar.test.JsonAssert.assertJson;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT_KEY;

public class GroupsActionTest extends BasePermissionWsT est<GroupsAction> {

private GroupDto groupl;
private GroupDto group2;
private GroupDto group3;

@0Override
protected GroupsAction buildWsAction() {
return new GroupsAction(
db.getDbClient(),
userSession,
newPermissionWsSupport());

@Before

public void setUp() {
OrganizationDto defOrg = db.getDefaultOrgani zation();
groupl = db.users().insertGroup(defOrg, "group-1-name");
group?2 = db.users().insertGroup(defOrg, "group-2-name");
group3 = db.users().insertGroup(defOrg, "group-3-name");
db.users().insertPermissionOnGroup(groupl, SCAN);
db.users().insertPermissionOnGroup(group2, SCAN);
db.users().insertPermissionOnGroup(group3, ADMINISTER);
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db.users().insertPermissionOnAnyone(defOrg, SCAN);
db.commit();

}

@Test
public void search_for_groups with_one_permission() {
loginAsAdmin(db.getDefaultOrganization());

String json = newRequest()
.setParam(PARAM_PERMISSION, SCAN.getKey())
.execute()

.getlnput();
assertJson(json).isSimilarTo("{\n" +
" \"paging\": {\n" +
\"pagelndex\": 1,\n" +
\"pageSize\": 20,\n" +
\"total\": 3\n" +
" An" +
" \"groups\": [\n" +
{\n" +
\"name\": \" Anyone\" \n" +
\"permissions\": [\n" +
\"scan\"\n" +
\n" +
An" +
{\n" +
\"name\": \"group-1-name\" \n" +
\"description\": \"" + groupl.getDescription() + "\" \n" +
\"permissions\": [\n" +
\"scan\"\n" +
\n" +
\n" +
{\n" +
\"name\": \"group-2-name\" \n" +
\"description\": \"" + group2.getDescription() + "\" \n" +
\"permissions\": [\n" +

\"scan\"\n" +
\n" +
n" +
"\t +
"Hn");
}
@Test

public void search_with_selection() {
loginAsAdmin(db.getDefaultOrganization());
String result = newRequest()
.setParam(PARAM_PERMISSION, SCAN.getKey())
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.execute()
.getlnput();

assertThat(result).contai nsSubsequence(DefaultGroups. ANY ONE, "group-1", "group-2");
}

@Test
public void search_groups with_pagination() {
loginAsAdmin(db.getDefaultOrganization());

String result = newRequest()
.SetParam(PARAM_PERMISSION, SCAN.getKey())
.setParam(PAGE_SIZE, "1")

.SetParam(PAGE, "3")
.execute()

.getlnput();

assertThat(result).contains(" group-2")
.doesNotContain("group-1")
.doesNotContain("group-3");

@Test
public void search_groups with_query() {
loginAsAdmin(db.getDefaultOrganization());

String result = newRequest()
.setParam(PARAM_PERMISSION, SCAN.getKey())
.setParam(TEXT_QUERY, "group-")

.execute()

.getlnput();

assertThat(result)
.contains("'group-1", "group-2")
.doesNotContain(DefaultGroups. ANY ONE);

@Test
public void search_groups with_project_permissions() {
OrganizationDto organizationDto = db.getDefaultOrgani zation();
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(organi zationDto, "project-
uuid"));
GroupDto group = db.users().insertGroup(organizationDto, " project-group-name™);
db.users().insertProjectPermissionOnGroup(group, ISSUE_ADMIN, project);

ComponentDto anotherProject =

db.components().insertComponent(Component T esting.newPrivateProj ectDto(organi zationDto));
GroupDto anotherGroup = db.users().insertGroup(organizationDto, "another-project-group-name”);
db.users().insertProj ectPermissionOnGroup(anotherGroup, |SSUE_ADMIN, anotherProject);
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GroupDto groupWithoutPermission = db.users().insertGroup(organizationDto, "group-without-permission”);

userSession.logln().addProjectPermission(ADMIN, project);
String result = newRequest()
.setParan(PARAM_PERMISSION, ISSUE_ADMIN)
.setParam(PARAM_PROJECT _ID, "project-uuid")
.execute()
.getlnput();

assertThat(result).contai ns(group.getName())
.doesNotContain(anotherGroup.getName())
.doesNotContain(groupWithoutPermission.getName());

@Test
public void return_also_groups without_permission_when_search_query() {
OrganizationDto organizationDto = db.getDefaultOrgani zation();
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(organi zationDto, " project-
uuid");
GroupDto group = db.users().insertGroup(organizationDto, "group-with-permission™);
db.users().insertProjectPermissionOnGroup(group, ISSUE_ADMIN, project);

GroupDto groupWithoutPermission = db.users().insertGroup(organizationDto, "group-without-permission”);
GroupDto anotherGroup = db.users().insertGroup(organizationDto, "another-group”);

loginAsAdmin(db.getDefaultOrganization());

String result = newRequest()
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.setParam(PARAM_PROJECT _ID, "project-uuid")
.SetParam(TEXT_QUERY, "group-with™)

.execute()

.getlnput();

assertThat(result).contai ns(group.getName())
.doesNotContain(groupWithoutPermission.getName())
.doesNotContain(anotherGroup.getName());

@Test
public void return_only_groups with_permission_when _no_search_query() {
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(db.getDef aultOrgani zation(),
"project-uuid"));
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " project-group-name');
db.users().insertProj ectPermissionOnGroup(group, ISSUE_ADMIN, project);

GroupDto groupWithoutPermission = db.users().insertGroup(db.getDefaultOrgani zation(), " group-without-
permission");
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loginAsAdmin(db.getDefaultOrganization());

String result = newRequest()
.setParan(PARAM_PERMISSION, ISSUE_ADMIN)
.setParam(PARAM_PROJECT _ID, project.uuid())
.execute()

.getlnput();

assertThat(result).contai ns(group.getName())
.doesNotContain(groupWithoutPermission.getName());

@Test
public void return_anyone _group_when_search_query_and_no_param_permission() {
OrganizationDto organizationDto = db.organizations().insert();
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(organi zationDto, "project-
uuid"));
GroupDto group = db.users().insertGroup(organizationDto, "group-with-permission™);
db.users().insertProjectPermissionOnGroup(group, ISSUE_ADMIN, project);

loginAsAdmin(db.getDefaultOrganization());
String result = newRequest()
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(TEXT_QUERY, "nyo")
.execute()

.getlnput();

assertThat(result).contains(" Anyone");

}

@Test
public void search_groups on views() {
ComponentDto view = db.components().insertComponent(newV iew(db.getDefaultOrgani zation(), "view-
uuid").setDbKey("view-key"));
GroupDto group = db.users().insertGroup(db.getDefaultOrganization(), " project-group-name');
db.users().insertProjectPermissionOnGroup(group, ISSUE_ADMIN, view);

loginAsAdmin(db.getDefaultOrganization());

String result = newRequest()
.setParan(PARAM_PERMISSION, ISSUE_ADMIN)
.setParam(PARAM_PROJECT _ID, "view-uuid")
.execute()

.getlnput();

assertThat(result).contains(" project-group-name')
.doesNotContain("group-1")
.doesNotContain("group-2")
.doesNotContain("group-3");
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@Test

public void fail_if_not_logged in() {
expectedException.expect(UnauthorizedException.class);
userSession.anonymous();

newRequest()
.setParam(PARAM_PERMISSION, SCAN.getKey())
.execute();

@Test
public void fail_if_insufficient_privileges() {
expectedExcepti on.expect(ForbiddenException.class);

userSession.login("login");

newRequest()
.setParam(PARAM_PERMISSION, SCAN.getKey())
.execute();

@Test

public void fail_if_project_uuid _and_project_key are provided() {
db.components().insertComponent(newPrivateProjectDto(db.organi zations().insert(), " project-

uuid").setDbK ey("project-key"));

expectedException.expect(BadRequestException.class);

loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParan(PARAM_PERMISSION, SCAN_EXECUTION)
.setParam(PARAM_PROJECT _ID, "project-uuid")
.setParam(PARAM_PROJECT_KEY, "project-key")
.execute();

@Test

public void fail_when_using_branch_uuid() {
ComponentDto project = db.components().insertMainBranch();
ComponentDto branch = db.components().insertProjectBranch(project);
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation());
db.users().insertProjectPermissionOnGroup(group, ISSUE_ADMIN, project);
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project id '%s not found", branch.uuid()));

newRequest()
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.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.setParam(PARAM_PROJECT _ID, branch.uuid())
.execute();

@Test

public void fail_when_using_branch_db_key() {
ComponentDto project = db.components().insertMainBranch();
ComponentDto branch = db.components().insertProjectBranch(project);
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation());
db.users().insertProjectPermissionOnGroup(group, ISSUE_ADMIN, project);
loginAsAdmin(db.getDefaultOrgani zation());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project key '%s not found", branch.getDbK ey()));

newRequest()
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
setParam(PARAM_PROJECT_KEY, branch.getDbKey())
.execute();

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import org.sonar.api.il8n.118n;

import org.sonar.api.resources.Qualifiers;
import org.sonar.api.resources.ResourceTypes,
import org.sonar.api.server.ws.Request;
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import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.organization.Default Templ ates;

import org.sonar.db.organization.Organi zationDao;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.server.permission.ws.PermissionWsSupport;
import org.sonar.server.permission.ws.PermissionsWsAction;
import org.sonar.server.user.UserSession;

import javax.annotation.CheckForNull;
import javax.annotation.Nullable;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGloba Admin;

import static org.sonar.server.permission.ws.PermissionRequestV alidator.validateQualifier;

import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createT emplateParameters;
import static org.sonar.server.permission.ws.template.WsTempl ateRef.new Templ ateRef;

import static org.sonar.server.ws.WsParameterBuilder.QualifierParameter Context.newQualifierParameterContext;
import static org.sonar.server.ws.\WsParameterBuilder.createDefault TemplateQualifierParameter;

import static org.sonar.server.ws.WsUtils.checkFoundWithOptional;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_QUALIFIER;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;

public class SetDefaultTemplateAction implements PermissionsWsAction {
private final DbClient dbClient;

private final PermissionWsSupport wsSupport;

private final ResourceTypes resourceTypes,

private final UserSession userSession;

private final 118ni18n;

public SetDefaultTemplateAction(DbClient dbClient, PermissionWsSupport wsSupport, ResourceTypes
resourceTypes,

UserSession userSession, 118ni18n) {

this.dbClient = dbClient;

this.wsSupport = wsSupport;

this.resourceTypes = resourceTypes,

this.userSession = userSession;

thisil8n =i18n;

private static SetDefaultTemplateRequest toSetDefault Templ ateWsRequest(Request request) {
return new SetDefaultTemplateRequest()
.setQualifier(request.param(PARAM_QUALIFIER))
.setTemplatel d(request.param(PARAM_TEMPLATE_ID))
.setOrganization(request.param(PARAM_ORGANIZATION))
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.setTemplateName(request.param(PARAM_TEMPLATE_NAME));

@0Override
public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction("set_default_template”)
.setDescription(" Set a permission template as default.<br />" +
"Requires the following permission: ‘Administer System'.")
.setPost(true)
.setSince("5.2")
.setHandler(this);

createTempl ateParameters(action);
createDefault TemplateQualifierParameter (action, newQualifierParameter Context(i18n, resourceTypes))
.setDefaultVaue(Qualifiers.PROJECT);

@0Override

public void handle(Request request, Response response) throws Exception {
doHandle(toSetDefault TemplateWsRequest(request));
response.noContent();

}

private void doHandl e(SetDefault Templ ateRequest request) {
try (DbSession dbSession = dbClient.openSession(false)) {

String qualifier = request.getQualifier();
PermissionTemplateDto template = findTemplate(dbSession, request);
checkGlobal Admin(userSession, template.getOrgani zationUuid());
validateQualifier(qualifier, resourceTypes);
setDefaultTemplateUuid(dbSession, template, qualifier);
dbSession.commit();

private PermissionTemplateDto findTemplate(DbSession dbSession, SetDefaultTemplateRequest request) {
return wsSupport.findTemplate(dbSession, newTemplateRef (request.getTemplatel d(),
request.getOrgani zation(), request.getTemplateName()));

private void setDefault Templ ateUuid(DbSession dbSession, PermissionTemplateDto permissionTemplateDto,
String qualifier) {

String organizationUuid = permissionTemplateDto.getOrganizationUuid();

OrganizationDao organizationDao = dbClient.organizationDao();

DefaultTemplates defaultTemplates = checkFoundWithOptional (

organi zationDao.getDefault Templ ates(dbSession, organizationUuid),

"No Default templates for organization with uuid '%s", organizationUuid);
if (Qualifiers. PROJECT .equals(qualifier)) {
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defaultTempl ates.setProjectUuid(permissionTemplateDto.getUuid());
} dseif (Qualifiers.VIEW.equals(qualifier)) {
defaultTempl ates.setViewUuid(permissionTemplateDto.getUuid());

}
organi zationDao.setDefault Templ ates(dbSession, organi zationUuid, default Templates);

}

private static class SetDefault TemplateRequest {
private String qualifier;
private String templateld;
private String organization;
private String templateName;

@CheckForNull
public String getQualifier() {
return qualifier;

}

public SetDefaultTemplateRequest setQualifier(@Nullable String qualifier) {
this.qualifier = qualifier;
return this;

}

@CheckForNull
public String getTemplateld() {
return templatel d;

}

public SetDefaultTemplateRequest setTemplatel d(@Nullable String templatel d) {
thistemplateld = templatel d;
return this;

}

@CheckForNull
public String getOrganization() {
return organization;

}

public SetDefaultTemplateRequest setOrgani zation(@Nullable String s) {
this.organization = s,
return this;

}

@CheckForNull
public String getTemplateName() {
return templateName;

}
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public SetDefaultTemplateRequest setTemplateName(@Nullable String templateName) {
this.templateName = templateName;
return this;

}
}
}
/*
* Copyright (c) 2004-2007 QOS.ch
* All rights reserved.
*
* Permission is hereby granted, free of charge, to any person obtaining
* a copy of this software and associated documentation files (the
* "Software"), to deal in the Software without restriction, including
* without limitation therightsto use, copy, modify, merge, publish,
* distribute, sublicense, and/or sell copiesof the Software, and to
* permit persons to whom the Software is furnished to do so, subject to
* the following conditions:
*
* The above copyright notice and this permission notice shall be
* included in all copies or substantial portions of the Software.
* THE SOFTWARE IS PROVIDED "AS IS', WITHOUT WARRANTY OF ANY KIND,
* EXPRESSOR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
* MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
* NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
* LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
* OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
* WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
*/
The person or persons who have associated work with this document (the
"Dedicator” or "Certifier") hereby either (a) certifies that, to the best of
his knowledge, the work of authorship identified isin the public domain of
the country from which the work is published, or (b) hereby dedicates whatever
copyright the dedicators holds in the work of authorship identified below (the
"Work") to the public domain. A certifier, moreover, dedicates any copyright
interest he may have in the associated work, and for these purposes, is
described as a "dedicator" below.

A certifier has taken reasonabl e steps to verify the copyright status of this
work. Certifier recognizes that his good faith efforts may not shield him from
liahility if in fact the work certified is not in the public domain.

Dedicator makes this dedication for the benefit of the public at large and to
the detriment of the Dedicator's heirs and successors. Dedicator intends this
dedication to be an overt act of relinquishment in perpetuity of all present
and future rights under copyright law, whether vested or contingent, in the
Work. Dedicator understands that such relinquishment of al rights includes
the relinquishment of all rights to enforce (by lawsuit or otherwise) those
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copyrightsin the Work.

Dedicator recognizes that, once placed in the public domain, the Work may be
freely reproduced, distributed, transmitted, used, modified, built upon, or
otherwise exploited by anyone for any purpose, commercial or non-commercial,
and in any way, including by methods that have not yet been invented or
conceived.

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission.template;

import javax.annotation.Nullable;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.DbTester;

import org.sonar.db.organi zati on.Organi zationDto;
import org.sonar.db.user.GroupDto;

import org.sonar.db.user.UserDto;

import static
org.sonar.db.permission.templ ate.PermissionTemplateT esting.newPermissionTempl ateCharacteristicDto;
import static org.sonar.db.permission.template.PermissionTempl ateT esting.newPermissionTempl ateDto;

public class PermissionTemplateDbTester {
private final DbTester db;

private final DbClient dbClient;

private final DbSession dbSession;

public PermissionTemplateDbTester(DbTester db) {
this.db = db;
this.dbClient = db.getDbClient();
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this.dbSession = db.getSession();
}

public PermissionTemplateDto insertTemplate() {
return insertTempl ate(newPermissionTemplateDto());

}

public PermissionTemplateDto insertTemplate(Organi zationDto organi zationDto) {
return insertTempl ate(newPermissionTempl ateDto().setOrganizationUuid(organi zationDto.getUuid()));

}

public PermissionTemplateDto insertTemplate(PermissionTemplateDto template) {
PermissionTemplateDto templatelnDb = dbClient.permissionTemplateDao().insert(dbSession, template);
db.commit();

return templatelnDb;
}

public void addGroupToTemplate(PermissionTemplateDto permissionTemplate, GroupDto group, String
permission) {

addGroupToTemplate(permissionTemplate.getld(), group.getld(), permission);
}

public void addGroupToTemplate(long templateld, @Nullable Integer groupld, String permission) {
dbClient.permissionTemplateDao().insertGroupPermission(dbSession, templatel d, groupld, permission);
db.commit();

}

public void addAnyoneT oTemplate(PermissionTemplateDto permissionTemplate, String permission) {
addGroupToTemplate(permissionTemplate.getld(), null, permission);

}

public void addUserToTemplate(PermissionTemplateDto permissionTemplate, UserDto user, String permission) {
addUserToTemplate(permissionTemplate.getld(), user.getld(), permission);

}

public void addUserToTemplate(long templatel d, int userld, String permission) {
dbClient.permissionTemplateDao().insertUserPermission(dbSession, templatel d, userld, permission);
db.commit();

}

public void addProjectCreator ToTemplate(PermissionTemplateDto permissionTemplate, String permission) {
addProjectCreatorToTemplate(permissionTemplate.getld(), permission);

}

public void addProjectCreator ToTemplate(long templateld, String permission) {
dbClient.permissionTempl ateCharacteristicDao().insert(dbSession, newPermissionTempl ateCharacteristicDto()
.SetWithProjectCreator(true)

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 176



.SetTemplatel d(templatel d)
.SetPermission(permission));
db.commit();

}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import javax.annotation.CheckForNull;
import javax.annotation.Nullable;
import org.sonar.api.server.ws.Request;

import static org.sonar.server.ws.WsUtils.checkRequest;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;

/**

* Reference to atemplate as defined by WS request. Guaranties one of templateid or
* template name is provided, not both.

*/

public class WsTemplateRef {

private final String uuid,;
private final String organization;
private final String name;

private WsTemplateRef(@Nullable String uuid, @Nullable String organization, @Nullable String name) {
checkRequest(uuid != null » name != null, "Template name or template id must be provided, not both.");
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this.uuid = uuid;
this.organization = organization;
this.name = name;

}

public static WsTemplateRef fromRequest(Request wsRequest) {
String uuid = wsRequest.param(PARAM_TEMPLATE_ID);
String organization = wsRequest.paran(PARAM_ORGANIZATION);
String name = wsRequest.paramn(PARAM_TEMPLATE_NAME);

return new WsTemplateRef (uuid, organization, name);

}

public static WsTemplateRef newTemplateRef(@Nullable String uuid, @Nullable String organization, @Nullable
String name) {
return new WsTemplateRef (uuid, organization, name);

}

@CheckForNull
public String uuid() {
return this.uuid,

}

@CheckForNull
public String getOrganization() {
return this.organization;

}

@CheckForNull
public String name() {
return this.name;

}

}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU

* Lesser General Public License for more details.
*
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* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws;

import java.util.Locale;

import org.sonar.api.i18n.118n;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.organization.Organi zationDto;
import org.sonar.db.permission.OrganizationPermission;
import org.sonar.db.permission.PermissionQuery;
import org.sonar.server.user.UserSession;

import org.sonarqube.ws.Permissions.Permission;
import org.sonarqube.ws.Permissions.WsSearchGl obal Permi ssionsResponse;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGloba Admin;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createOrgani zationParameter;
import static org.sonar.server.ws.WsUtils.writeProtobuf;

import static org.sonarqube.ws.Permissions.Permission.newBuilder;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;

public class SearchGlobal PermissionsA ction implements PermissionsWsAction {

public static final String ACTION ="search_global _permissions’;
private static final String PROPERTY _PREFIX = "global_permissions.”;
private static final String DESCRIPTION_SUFFIX =".desc";

private final DbClient dbClient;

private final UserSession userSession;
private final 118ni18n;

private final PermissionWsSupport support;

public SearchGlobal PermissionsAction(DbClient dbClient, UserSession userSession, 118ni18n,
PermissionWsSupport support) {

this.dbClient = dbClient;

this.userSession = userSession;

this.i18n =i18n;
this.support = support;
}
@0Override

public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction(ACTION)
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.setDescription("List global permissions. <br />" +
"Regquires the following permission: 'Administer System™)
.setResponseExampl e(getClass().getResource(" search_global _permissions-example.json™))
.setSince("5.2")
.setDeprecatedSince("6.5")
.SetHandler(this);

createOrgani zationParameter (action).setSince("6.2");
}

@Override
public void handle(Request wsReguest, Response wsResponse) throws Exception {
try (DbSession dbSession = dbClient.openSession(false)) {
OrganizationDto org = support.findOrgani zation(dbSession, wsRequest.param(PARAM_ORGANIZATION));
checkGlobal Admin(userSession, org.getUuid());

WsSearchGl obal Permi ssionsResponse response = buildResponse(dbSession, org);
writeProtobuf (response, wsRequest, wsResponse);
}
}

private WsSearchGl obal PermissionsResponse buil dResponse(DbSession dbSession, OrganizationDto org) {
WsSearchGl obal Permi ssionsResponse.Builder response = WsSearchGlobal Permi ssionsResponse.newBUuil der();
Permission.Builder permission = newBuilder();

OrganizationPermission.all()
.map(OrganizationPermission::getK ey)
.forEach(permissionKey -> {
PermissionQuery query = permissionQuery(permissionKey, org);
response.addPermissions(
permission
.clear()
.setK ey(permissionK ey)
.setName(i 18nName(permissionK ey))
.setDescription(i 18nDescri ptionM essage(permissionK ey))
.setUsersCount(countUsers(dbSession, query))
.setGroupsCount(countGroups(dbSession, org, permissionK ey)));

Ok

return response.build();
}

private String i 18nDescriptionM essage(String permissionK ey) {
return i 18n.message(Locale. ENGLISH, PROPERTY _PREFIX + permissionKey + DESCRIPTION_SUFFIX, "");
}

private String i18nName(String permissionKey) {
return i 18n.message(Locale. ENGLISH, PROPERTY _PREFIX + permissionKey, permissionK ey);
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private int countGroups(DbSession dbSession, OrganizationDto org, String permission) {
PermissionQuery query =

PermissionQuery.builder().setOrgani zationUui d(org.getUuid()).setPermission(permission).build();
return dbClient.groupPermissionDao().countGroupsByQuery(dbSession, query);

}

private int countUsers(DbSession dbSession, PermissionQuery permissionQuery) {
return dbClient.userPermissionDao().countUsersByQuery(dbSession, permissionQuery);

}

private static PermissionQuery permissionQuery(String permissionK ey, OrganizationDto org) {
return PermissionQuery.builder()
.setOrganizationUuid(org.getUuid())
.SetPermission(permissionK ey)
.withAtL eastOnePermission()
Jbuild();
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import java.util.List;

import javax.annotation.Nullable;

import org.junit.Before;

import org.junit.Rule;

import org.junit. Test;

import org.sonar.api.web.UserRole;

import org.sonar.db.component. ComponentDto;

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 181



import org.sonar.db.permission.PermissionQuery;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.db.user.GroupDto;

import org.sonar.db.user.UserDto;

import org.sonar.server.es.TestProjectl ndexers;

import org.sonar.server.exceptions.BadRequestException;
import org.sonar.server.exceptions.Forbi ddenException;

import org.sonar.server.exceptions.NotFoundException;

import org.sonar.server.permission.PermissionTemplateService;
import org.sonar.server.permission.ws.BasePermissionWsTest;
import org.sonar.server.ws.TestRequest;

import org.sonar.server.ws.TestResponse;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PROJECT _KEY;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;

public class ApplyTemplateActionTest extends BasePermissionWsTest<Apply TemplateAction> {

@Rule

public DefaultTemplatesResol verRul e default Templ atesResolver =
DefaultTemplatesResol verRul e.withoutGovernance();

private UserDto userl,;

private UserDto user2;

private GroupDto groupl;

private GroupDto group2;

private ComponentDto project;

private PermissionTemplateDto templatel;

private PermissionTemplateDto template2;

private PermissionTemplateService permissionTemplateService = new
PermissionTemplateService(db.getDbClient(),
new TestProjectlndexers(), userSession, defaultTempl atesResolver);

@0Override
protected ApplyTemplateAction buildwsAction() {

return new ApplyTemplateAction(db.getDbClient(), userSession, permissionTemplateService,
newPermissionWsSupport());

}

@Before

public void setUp() {
userl = db.users().insertUser();
db.organizations().addM ember(db.getDefaultOrgani zation(), userl);
user2 = db.users().insertUser();
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db.organi zations().addM ember(db.getDefaul tOrgani zation(), user2);
groupl = db.users().insertGroup();
group2 = db.users().insertGroup();

I/ template 1

templatel = db.permissionTemplates().insertTempl ate(db.getDefaul tOrganization());
addUserToTemplate(userl, templatel, UserRole. CODEVIEWER);
addUserToTemplate(user2, templatel, UserRole.l SSUE_ADMIN);
addGroupToTemplate(groupl, templatel, UserRole ADMIN);
addGroupToTemplate(group2, templatel, UserRole. USER);

I/ template 2

template? = db.permissionTemplates().insertTempl ate(db.getDefaul tOrganization());
addUserToTemplate(userl, template2, UserRole.USER);
addUserToTemplate(user2, template?2, UserRole.USER);
addGroupToTemplate(groupl, template2, UserRole. USER);
addGroupToTemplate(group2, template?, UserRole. USER);

project = db.components().insertPrivateProject();
db.users().insertProjectPermissionOnUser(userl, UserRole ADMIN, project);
db.users().insertProjectPermissionOnUser(user2, UserRole ADMIN, project);
db.users().insertProjectPermissionOnGroup(groupl, UserRole ADMIN, project);
db.users().insertProjectPermissionOnGroup(group2, UserRole. ADMIN, project);

@Test
public void apply_template with_project_uuid() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

newRequest(templatel.getUuid(), project.uuid(), null);

assertTemplatelAppliedToProject();
}

@Test
public void apply_template with_project_uuid by template name() {
loginAsAdmin(db.getDefaultOrgani zation());

newRequest()
.setParam(PARAM_TEMPLATE_NAME, templatel.getName().toUpperCas())
.setParam(PARAM_PROJECT _ID, project.uuid())
.execute();

assertTemplatelAppliedToProject();
}

@Test
public void apply_template with_project_key() throws Exception {
loginAsAdmin(db.getDefaultOrganization());
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newRequest(templatel.getUuid(), null, project.getDbKey());

assertTemplatelAppliedToProject();
}

@Test
public void fail_when_unknown_template() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(" Permission template with id 'unknown-template-uuid' is not found");

newRequest("unknown-template-uuid”, project.uuid(), null);
}

@Test
public void fail_when_unknown_project_uuid() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(" Project id 'unknown-project-uuid' not found");

newRequest(templatel.getUuid(), "unknown-project-uuid”, null);
}

@Test
public void fail_when_unknown_project_key() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(" Project key 'unknown-project-key' not found");

newRequest(templatel.getUuid(), null, "unknown-project-key");
}

@Test
public void fail_when_template is not_provided() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);

newRequest(null, project.uuid(), null);
}

@Test
public void fail_when_project_uuid and key not_provided() throws Exception {
loginAsAdmin(db.getDefaultOrganization());
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expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Project id or project key can be provided, not both.");

newRequest(templatel.getUuid(), null, null);
}

@Test
public void fail_when_not_admin_of organization() throws Exception {
userSession.logIn().addPermission(ADMINISTER, "otherOrg");

expectedExcepti on.expect(ForbiddenException.class);

newRequest(templatel.getUuid(), project.uuid(), null);
}

private void assertTemplatelAppliedToProject() {
assertThat(sel ectProj ectPermissionGroups(project, UserRole ADMIN)).containsExactly(groupl.getName());
assertThat(sel ectProj ectPermissionGroups(project, UserRole.USER)).contai nsExactly(group2.getName());
assertThat(sel ectProj ectPermissionUsers(project, UserRole ADMIN)).isEmpty();
assertThat(sel ectProj ectPermissionUsers(project, UserRole. CODEVIEWER)).containsExactly(user1.getld());
assertThat(sel ectProjectPermissionUsers(project, UserRole.l SSUE_ADMIN)).containsExactly(user2.getld());

private TestResponse newRequest(@Nullable String templateUuid, @Nullable String projectUuid, @Nullable
String projectKey) {
TestRequest request = newReguest();
if (templateUuid !'= null) {
request.setParam(PARAM_TEMPLATE_ID, templateUuid);
}
if (projectUuid !=null) {
request.setParam(PARAM_PROJECT _ID, projectUuid);
}
if (projectkey !=null) {
request.setParam(PARAM_PROJECT_KEY, projectKey);
}

return reguest.execute();
}

private void addUserToTemplate(UserDto user, PermissionTemplateDto permissionTemplate, String permission) {
db.getDbClient().permissionTemplateDao().insertUserPermission(db.getSession(), permissionTemplate.getid(),
user.getld(), permission);
db.commit();
}

private void addGroupToTemplate(GroupDto group, PermissionTemplateDto permissionTemplate, String
permission) {
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db.getDbClient().permissionTemplateDao().insertGroupPermission(db.getSession(), permissionTemplate.getid(),
group.getld(), permission);
db.commit();

}

private List<String> selectProjectPermissionGroups(ComponentDto project, String permission) {

PermissionQuery query =
PermissionQuery.builder().setOrgani zationUui d(proj ect.getOrgani zationUuid() ) . setPermissi on(permission).setComp
onentUuid(project.uuid()).build();

return db.getDbClient().groupPermissionDao().sel ectGroupNamesByQuery(db.getSession(), query);

}

private List<Integer> selectProjectPermissionUsers(ComponentDto project, String permission) {
PermissionQuery query =

PermissionQuery.builder().setOrgani zationUuid(project.getOrgani zationUuid() ) . setPermi ssion(permission).setComp

onentUuid(project.uuid()).build();
return db.getDbClient().userPermissionDao().selectUserl dsByQuery(db.getSession(), query);

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU

* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission;

import java.util.List;

import javax.annotation.Nullable;

import org.junit.Rule;

import org.junit. Test;

import org.junit.rules.ExpectedException;

import org.sonar.api.resources.Qualifiers;

import org.sonar.api.utils.internal . Alwaysl ncreasingSystem?;
import org.sonar.api.web.UserRole;
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import org.sonar.core.permission.Global Permissions;

import org.sonar.core.permission.ProjectPermissions;

import org.sonar.db.DbSession;

import org.sonar.db.DbTester;

import org.sonar.db.component. ComponentDto;

import org.sonar.db.organization.Organi zationDto;

import org.sonar.db.permission.template.PermissionTemplateDbTester;
import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.db.user.GroupDto;

import org.sonar.db.user.UserDto;

import org.sonar.server.es.Projectl ndexers;

import org.sonar.server.es.TestProjectl ndexers;

import org.sonar.server.permission.ws.template.Default Templ atesResol verRule;
import org.sonar.server.tester.UserSessionRule;

import static java.util.Collections.singletonList;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.core.permission.Global Permissions.SCAN_EXECUTION;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonar.db.permission.OrganizationPermission.PROVISION_PROJECTS;

public class PermissionTemplateServiceTest {

@Rule

public ExpectedException throwable = ExpectedException.none();

@Rule

public DbTester dbTester = DbTester.create(new Alwaysl ncreasingSystem2());
@Rule

public DefaultTemplatesResol verRule default Templ atesResolver =
DefaultTempl atesResol verRule.withGovernance();

private UserSessionRul e userSession = User SessionRul e.standal one();

private PermissionTemplateDbTester templateDb = dbTester.permissionTemplates();
private DbSession session = dbTester.getSession();

private Projectlndexers projectindexers = new TestProjectindexers();

private PermissionTemplateService underTest = new PermissionTemplateService(dbTester.getDbClient(),
projectindexers, userSession, defaultTempl atesResolver);

@Test
public void apply_does not_insert_permission_to_group_AnyOne_when_applying_template_on_private project()
{
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto privateProject = dbTester.components().insertPrivateProject(organization);
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
dbTester.permissionTemplates().addAnyoneT oTempl ate(permissionTemplate, "pl");

underTest.applyAndCommit(session, permissionTemplate, singletonList(privateProject));

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 187



assertThat(sel ectProj ectPermissionsOf Group(organi zation, null, privateProject)).isEmpty();
}

@Test

public void

apply_default_does not_insert_permission to_group AnyOne when_applying template on private project() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto privateProject = dbTester.components().insertPrivateProject(organization);
UserDto creator = dbTester.users().insertUser();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
dbTester.permissionTemplates().addAnyoneT oTempl ate(permissionTemplate, "pl");
dbTester.organi zations().setDefaul t Templ ates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), privateProject, creator.getld());

assertThat(sel ectProj ectPermissionsOf Group(organi zation, null, privateProject)).isEmpty();

@Test
public void
apply_inserts permissions to_group_AnyOne but USER_and CODEVIEWER_when_applying_template_on_pub
lic_project() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto publicProject = dbTester.components().insertPublicProject(organi zation);
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organization);
ProjectPermissions.ALL
.forEach(perm -> dbTester.permissionTemplates().addAnyoneT oTemplate(permissionTemplate, perm));
dbTester.permissionTemplates().addAnyoneT oTempl ate(permissionTemplate, "pl");

underTest.applyAndCommit(session, permissionTemplate, singletonList(publicProject));

assertThat(sel ectProj ectPermissionsOf Group(organi zation, null, publicProject))
.containsOnly("pl", UserRole ADMIN, UserRole.l SSUE_ADMIN, Globa Permissions.SCAN_EXECUTION);

@Test
public void
applyDefault_inserts permissions to_group_AnyOne but USER _and CODEVIEWER_when_applying_template
on_public_project() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto publicProject = dbTester.components().insertPublicProject(organization);
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
ProjectPermissions.ALL
forEach(perm -> dbTester.permissionTemplates().addAnyoneT oTemplate(permissionTemplate, perm));
dbTester.permissionTemplates().addAnyoneT oTempl ate(permissionTemplate, "pl");
dbTester.organi zations().setDefaul t Templ ates(organi zation, permissionTemplate.getUuid(), null);
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underTest.applyDefault(session, organization.getUuid(), publicProject, null);

assertThat(sel ectProj ectPermissionsOf Group(organi zation, null, publicProject))
.containsOnly("pl", UserRole ADMIN, UserRole.l SSUE_ADMIN, Globa Permissions.SCAN_EXECUTION);

@Test

public void apply_inserts_any permissions to_group when_applying_template_on_private project() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto privateProject = dbTester.components().insertPrivateProject(organization);
GroupDto group = dbTester.users().insertGroup(organi zation);
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insert Templ ate(organization);
ProjectPermissions.ALL

.forEach(perm -> dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, perm));

dbTester.permissionTemplates().addGroupToTempl ate(permissionTemplate, group, "pl");

underTest.applyAndCommit(session, permissionTemplate, singletonList(privateProject));

assertThat(sel ectProj ectPermissionsOf Group(organi zation, group, privateProject))
.containsOnly("pl", UserRole.USER, UserRole. CODEVIEWER, UserRole ADMIN, UserRole.| SSUE_ADMIN,
Global Permissions.SCAN_EXECUTION);

}

@Test

public void applyDefault_inserts any permissions to_group_when_applying_template on_private project() {
OrganizationDto organization = dbTester.organizations().insert();
GroupDto group = dbTester.users().insertGroup(organi zation);
ComponentDto privateProject = dbTester.components().insertPrivateProject(organization);
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
ProjectPermissions.ALL

forEach(perm -> dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, perm));

dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, "pl");
dbTester.organi zations().setDefaul t Templ ates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), privateProject, null);

assertThat(sel ectProj ectPermissionsOf Group(organi zation, group, privateProject))
.containsOnly("pl", UserRole.USER, UserRole. CODEVIEWER, UserRole ADMIN, UserRole.| SSUE_ADMIN,
Global Permissions.SCAN_EXECUTION);

}

@Test
public void
apply_inserts permissions_to_group_but USER_and CODEVIEWER_when_applying_template_on public_projec
t0 {
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
ComponentDto publicProject = dbTester.components().insertPublicProject(organization);
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GroupDto group = dbTester.users().insertGroup(organi zation);
ProjectPermissions.ALL

forEach(perm -> dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, perm));
dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, "pl");

underTest.applyAndCommit(session, permissionTemplate, singletonList(publicProject));

assertThat(sel ectProj ectPermi ssionsOf Group(organi zation, group, publicProject))
.containsOnly("pl", UserRole ADMIN, UserRole.l SSUE_ADMIN, Globa Permissions.SCAN_EXECUTION);

@Test
public void
applyDefault_inserts permissions_to_group_but USER_and_CODEVIEWER_when_applying_template on_public
_project() {
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
ComponentDto publicProject = dbTester.components().insertPublicProject(organization);
GroupDto group = dbTester.users().insertGroup(organi zation);
ProjectPermissions.ALL
forEach(perm -> dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, perm));
dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, "pl");
dbTester.organi zations().setDefaul t Templ ates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), publicProject, null);

assertThat(sel ectProj ectPermissionsOf Group(organi zation, group, publicProject))
.containsOnly("pl", UserRole ADMIN, UserRole.l SSUE_ADMIN, Globa Permissions.SCAN_EXECUTION);

@Test
public void
apply_inserts_permissions_to_user_but USER_and_CODEVIEWER_when_applying_template_on_public_project(
){
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organization);
ComponentDto publicProject = dbTester.components().insertPublicProject(organi zation);
UserDto user = dbTester.users().insertUser();
ProjectPermissions.ALL
.forEach(perm -> dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, perm));
dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, "pl");

underTest.applyAndCommit(session, permissionTemplate, singletonList(publicProject));

assertThat(sel ectProj ectPermissionsOfUser(user, publicProject))
.containsOnly("pl", UserRole ADMIN, UserRole.l SSUE_ADMIN, Globa Permissions.SCAN_EXECUTION);
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@Test
public void
applyDefault_inserts permissions to_user_but USER and_ CODEVIEWER_when_applying_template on public
project() {
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insert Templ ate(organization);
ComponentDto publicProject = dbTester.components().insertPublicProject(organi zation);
UserDto user = dbTester.users().insertUser();
ProjectPermissions.ALL
.forEach(perm -> dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, perm));
dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, "pl");
dbTester.organizations().setDefaul t Templates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), publicProject, null);

assertThat(sel ectProj ectPermissionsOfUser(user, publicProject))
.containsOnly("pl", UserRole ADMIN, UserRole.l SSUE_ADMIN, Globa Permissions.SCAN_EXECUTION);

@Test

public void apply_inserts any permissions to_user when_applying_template on_private project() {
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
ComponentDto privateProject = dbTester.components().insertPrivateProject(organization);
UserDto user = dbTester.users().insertUser();
ProjectPermissions.ALL

forEach(perm -> dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, perm));

dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, "pl");

underTest.applyAndCommit(session, permissionTemplate, singletonList(privateProject));

assertThat(sel ectProj ectPermissionsOfUser(user, privateProject))
.containsOnly("pl", UserRole.USER, UserRole. CODEVIEWER, UserRole ADMIN, UserRole.| SSUE_ADMIN,
Global Permissions.SCAN_EXECUTION);

}

@Test
public void applyDefault_inserts any permissions to_user_when_applying_template_on_private project() {
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insert Templ ate(organization);
ComponentDto privateProject = dbTester.components().insertPrivateProject(organization);
UserDto user = dbTester.users().insertUser();
ProjectPermissions.ALL
.forEach(perm -> dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, perm));
dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, "pl");
dbTester.organi zations().setDefaul t Templates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), privateProject, null);
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assertThat(sel ectProj ectPermissionsOfUser(user, privateProject))
.containsOnly("pl", UserRole.USER, UserRole. CODEVIEWER, UserRole ADMIN, UserRole.| SSUE_ADMIN,
Global Permissions.SCAN_EXECUTION);

}

@Test
public void
applyDefault_inserts permissions to_ProjectCreator_but USER _and CODEVIEWER_when_applying_template o
n_public_project() {
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insert Templ ate(organization);
ComponentDto publicProject = dbTester.components().insertPublicProject(organi zation);
UserDto user = dbTester.users().insertUser();
ProjectPermissions.ALL
.forEach(perm -> dbTester.permissionTemplates().addProjectCreator ToTempl ate(permissionTemplate, perm));
dbTester.permissionTemplates().addProjectCreator ToTempl ate(permissionTemplate, "pl");
dbTester.organi zations().setDefaul t Templates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), publicProject, user.getld());

assertThat(sel ectProj ectPermissionsOfUser(user, publicProject))
.containsOnly("pl", UserRole ADMIN, UserRole.| SSUE_ADMIN, Globa Permissions.SCAN_EXECUTION);

@Test
public void
applyDefault_inserts_any permissions_to ProjectCreator_when_applying_template_on_private project() {
OrganizationDto organization = dbTester.organizations().insert();
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insert Templ ate(organization);
ComponentDto privateProject = dbTester.components().insertPrivateProject(organization);
UserDto user = dbTester.users().insertUser();
ProjectPermissions.ALL
.forEach(perm -> dbTester.permissionTemplates().addProjectCreator ToTempl ate(permissionTemplate, perm));
dbTester.permissionTemplates().addProjectCreator ToTempl ate(permissionTemplate, "pl");
dbTester.organi zations().setDefaul t Templates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), privateProject, user.getld());

assertThat(sel ectProj ectPermissionsOfUser(user, privateProject))
.containsOnly("pl", UserRole.USER, UserRole. CODEVIEWER, UserRole ADMIN, UserRole.|SSUE_ADMIN,
Global Permissions.SCAN_EXECUTION);

}

@Test

public void apply_template_on_view() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto view = dbTester.components().insertView(organization);
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PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
GroupDto group = dbTester.users().insertGroup(organization);
dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, ADMINISTER.getKey());
dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group,

PROVISION_PROJECT S.getKey());
dbTester.organi zations().setDefaul t Templates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), view, null);

assertThat(sel ectProj ectPermi ssionsOf Group(organi zation, group, view))
.containsOnly(ADMINISTER.getKey(), PROVISION_PROJECTS.getKey());

@Test
public void apply_default_template_on view() {

OrganizationDto organization = dbTester.organizations().insert();

ComponentDto view = dbTester.components().insertView(organization);

PermissionTemplateDto projectPermissionTemplate =
dbTester.permissionTemplates().insertTempl ate(organi zation);

PermissionTemplateDto viewPermissionTemplate =
dbTester.permissionTemplates().insertTempl ate(organi zation);

GroupDto group = dbTester.users().insertGroup(organization);

dbTester.permissionTemplates().addGroupToTempl ate(viewPermissionTemplate, group,
ADMINISTER.getKey());

dbTester.permissionTemplates().addGroupToTempl ate(viewPermissionTemplate, group,
PROVISION_PROJECTS.getKey());

dbTester.organi zations().setDefault Templ ates(organi zation, projectPermissionTemplate.getUuid(),
viewPermissionTemplate.getUuid());

underTest.applyDefault(session, organization.getUuid(), view, null);

assertThat(sel ectProj ectPermi ssionsOf Group(organi zation, group, view))
.containsOnly(ADMINISTER.getKey(), PROVISION_PROJECTS.getKey());

@Test
public void apply_project_default_template on view_when _no_view_default_template() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto view = dbTester.components().insertView(organization);
PermissionTemplateDto projectPermissionTemplate =
dbTester.permissionTemplates().insertTempl ate(organi zation);
GroupDto group = dbTester.users().insertGroup(organization);
dbTester.permissionTemplates().addGroupToTempl ate(projectPermissionTempl ate, group,
PROVISION_PROJECTS.getKey());
dbTester.organi zations().setDefaul t Templ ates(organi zation, projectPermissionTemplate.getUuid(), null);

under Test.applyDefault(session, organization.getUuid(), view, null);
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assertThat(sel ectProj ectPermissionsOf Group(organi zation, group,
view)).containsOnly(PROVISION_PROJECT S.getKey());

}

@Test
public void apply_template on_applications() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto application = dbTester.components().insertA pplication(organi zation);
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
GroupDto group = dbTester.users().insertGroup(organization);
dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group, ADMINISTER.getKey());
dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, group,
PROVISION_PROJECTS.getKey());
dbTester.organi zations().setDefaul t Templates(organi zation, permissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), application, null);

assertThat(sel ectProj ectPermi ssionsOf Group(organi zation, group, application))
.containsOnly(ADMINISTER.getKey(), PROVISION_PROJECTS.getKey());

@Test
public void apply_default view_template_on_application() {

OrganizationDto organization = dbTester.organizations().insert();

ComponentDto application = dbTester.components().insertA pplication(organi zation);

PermissionTemplateDto projectPermissionTemplate =
dbTester.permissionTemplates().insertTempl ate(organi zation);

PermissionTemplateDto viewPermissionTemplate =
dbTester.permissionTemplates().insertTempl ate(organi zation);

GroupDto group = dbTester.users().insertGroup(organization);

dbTester.permissionTemplates().addGroupToTempl ate(viewPermissionTemplate, group,
ADMINISTER.getKey());

dbTester.permissionTemplates().addGroupToTempl ate(viewPermissionTemplate, group,
PROVISION_PROJECTS.getKey());

dbTester.organi zations().setDefault Templ ates(organi zation, projectPermissionTemplate.getUuid(),
viewPermissionTemplate.getUuid());

underTest.applyDefault(session, organization.getUuid(), application, null);

assertThat(sel ectProj ectPermi ssionsOf Group(organi zation, group, application))
.containsOnly(ADMINISTER.getKey(), PROVISION_PROJECTS.getKey());

@Test

public void apply_project_default_template on_application_when no_application_default_template() {
OrganizationDto organization = dbTester.organizations().insert();
ComponentDto application = dbTester.components().insertA pplication(organi zation);
PermissionTemplateDto projectPermissionTemplate =
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dbTester.permissionTemplates().insertTempl ate(organi zation);
GroupDto group = dbTester.users().insertGroup(organization);
dbTester.permissionTemplates().addGroupToTempl ate(projectPermissionTempl ate, group,
PROVISION_PROJECTS.getKey());
dbTester.organi zations().setDefaul t Templ ates(organi zation, projectPermissionTemplate.getUuid(), null);

underTest.applyDefault(session, organization.getUuid(), application, null);

assertThat(sel ectProj ectPermissionsOf Group(organi zation, group,
application)).containsOnly(PROVISION_PROJECT S.getKey());

}

@Test

public void apply_permission_template() {
OrganizationDto organization = dbTester.organizations().insert();
UserDto user = dbTester.users().insertUser();
ComponentDto project = dbTester.components().insertPrivateProject(organization);
GroupDto adminGroup = dbTester.users().insertGroup(organi zation);
GroupDto userGroup = dbTester.users().insertGroup(organi zation);
dbTester.users().insertPermissionOnGroup(adminGroup, "admin");
dbTester.users().insertPermissionOnGroup(userGroup, "user");
dbTester.users().insertPermissionOnUser(organi zation, user, "admin");
PermissionTemplateDto permissionTemplate = dbTester.permissionTemplates().insertTempl ate(organi zation);
dbTester.permissionTemplates().addGroupToTemplate(permissionTemplate, adminGroup, "admin");
dbTester.permissionTemplates().addGroupToTempl ate(permissionTemplate, adminGroup, "issueadmin’);
dbTester.permissionTemplates().addGroupToTempl ate(permissionTemplate, userGroup, "user");
dbTester.permissionTemplates().addGroupToTempl ate(permissionTemplate, userGroup, "codeviewer");
dbTester.permissionTemplates().addAnyoneT oTemplate(permissionTemplate, "user");
dbTester.permissionTemplates().addAnyoneT oTempl ate(permissionTemplate, "codeviewer");
dbTester.permissionTemplates().addUser ToTemplate(permissionTemplate, user, "admin");

assertThat(sel ectProj ectPermi ssionsOf Group(organi zation, adminGroup, project)).isSEmpty();
assertThat(sel ectProj ectPermissionsOf Group(organi zation, userGroup, project)).isEmpty();
assertThat(sel ectProj ectPermi ssionsOf Group(organi zation, null, project)).isEmpty();
assertThat(sel ectProj ectPermissionsOfUser(user, project)).isEmpty();

underTest.applyAndCommit(session, permissionTemplate, singletonList(project));

assertThat(sel ectProj ectPermissionsOf Group(organi zation, adminGroup, project)).containsOnly("admin”,
"issueadmin’);

assertThat(sel ectProj ectPermissionsOf Group(organi zation, userGroup, project)).containsOnly("user”,
"codeviewer");

assertThat(sel ectProj ectPermissionsOf Group(organi zation, null, project)).isEmpty();

assertThat(sel ectProj ectPermissionsOfUser(user, project)).containsOnly("admin™);

}

private List<String> sel ectProjectPermissionsOf Group(OrganizationDto organizationDto, @Nullable GroupDto
groupDto, ComponentDto project) {
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return dbTester.getDbClient().groupPermissionDao().sel ectProj ectPermi ssionsOf Group(session,
organizationDto.getUuid(), groupDto != null ? groupDto.getld() : null, project.getid());
}

private List<String> selectProj ectPermissionsOfUser(UserDto userDto, ComponentDto project) {
return dbTester.getDbClient().userPermissionDao().sel ectProjectPermissionsOf User (session,
userDto.getld(), project.getid());

@Test

public void would user_have scan permission_with_default permission_template() {
OrganizationDto organization = dbTester.organizations().insert();
GroupDto group = dbTester.users().insertGroup(organi zation);
UserDto user = dbTester.users().insertUser();
dbTester.users().insertM ember(group, user);
PermissionTemplateDto template = templateDb.insert Templ ate(organi zation);
dbTester.organi zations().setDefaul tTemplates(template, null);
templateDb.addProjectCreator ToTemplate(template.getid(), SCAN_EXECUTION);
templateDb.addUserToTemplate(template.getid(), user.getld(), UserRole. USER);
templateDb.addGroupToTemplate(template.getld(), group.getld(), UserRole. CODEVIEWER);
templateDb.addGroupToTemplate(template.getld(), null, UserRole.| SSUE_ADMIN);

/1 authenticated user
checkWoul dUserHaveScanPermission(organization, user.getld(), true);

/I anonymous user
checkWoul dUserHaveScanPermission(organization, null, false);

@Test

public void would_user_have scan permission_with_unknown_default_permission_template() {
dbTester.organizations().setDefault Templates(db T ester.getDefaultOrgani zation(),

"UNKNOWN_TEMPLATE_UUID", null);

checkWoul dUserHaveScanPermission(dbTester.getDef aultOrgani zation(), null, false);
}

@Test

public void would user_have scan permission_with_empty template() {
PermissionTemplateDto template = templateDb.insert Templ ate(dbTester.getDefaul tOrganization());
dbTester.organi zations().setDefaul tTemplates(template, null);

checkWoul dUserHaveScanPermission(dbTester.getDef aultOrgani zation(), null, false);
}

private void checkWoul dUserHaveScanPermission(OrganizationDto organization, @Nullable Integer userld,
boolean expectedResult) {
assertThat(underTest.woul dUserHaveScanPermi ssionWithDefaul t Templ ate(session, organization.getUuid(),

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 196



userld, "PROJECT_KEY", Qudlifiers PROJECT))

.IsEqual To(expectedResult);
}
}
/*
* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission.template;

import java.util.Collections;

import java.util.List;

import java.util .stream.IntStream;

import org.junit.Rule;

import org.junit. Test;

import org.sonar.api.utils.System?2;

import org.sonar.db.DbSession;

import org.sonar.db.DbTester;

import org.sonar.db.organi zati on.Organi zationDto;
import org.sonar.db.permission.PermissionQuery;
import org.sonar.db.user.GroupDto;

import static java.util Arrays.asList;

import static org.assertj.core.api.Assertions.assertThat;

import static org.assertj.core.api.Assertions.tuple;

import static org.sonar.api.web.UserRole ADMIN;

import static org.sonar.api.web.UserRole.USER;

import static org.sonar.core.permission.Global Permissions.PROVISIONING;
import static org.sonar.db.permission.PermissionQuery.builder;

import static org.sonar.db.user.GroupT esting.newGroupDto;

public class GroupWithPermissionTemplateDaoTest {
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@Rule
public DbTester db = DbTester.create(System2.INSTANCE);

private DbSession session = db.getSession();
private PermissionTemplateDbTester permissionTemplateDbTester = db.permissionTemplates();
private PermissionTemplateDao under Test = db.getDbClient().permissionTemplateDao();

@Test

public void select_group_names by query and_template() {
OrganizationDto organization = db.organizations().insert();
GroupDto groupl = db.users().insertGroup(organization, "Group-1");
GroupDto group2 = db.users().insertGroup(organization, "Group-2");
GroupDto group3 = db.users().insertGroup(organization, "Group-3");

PermissionTemplateDto template = permissionTemplateDbTester.insertTempl ate(organi zation);
permissionTemplateDbT ester.addGroupToTemplate(template.getld(), groupl.getld(), USER);
permissionTemplateDbTester.addGroupToTemplate(template.getld(), groupl.getid(), ADMIN);
permissionTemplateDbT ester.addGroupToTemplate(templ ate.getld(), group2.getid(), PROVISIONING);

PermissionTemplateDto anotherTemplate = permissionTemplateDbT ester.insert Template(organization);
permissionTemplateDbT ester.addGroupToTemplate(another Template.getld(), null, USER);
permissionTemplateDbTester.addGroupToTemplate(another Template.getid(), groupl.getid(), PROVISIONING);

assertThat(sel ectGroupNamesByQueryAndTemplate(builder(), organization, template))
.containsOnly("Group-1", "Group-2", "Group-3", "Anyone");
assertThat(sel ectGroupNamesByQueryAndTempl ate(buil der().withAtL eastOnePermission(), organization,
template))
.containsOnly("Group-1", "Group-2");
assertThat(sel ectGroupNamesByQueryAndTempl ate(buil der().setPermission(USER), organization, template))
.containsOnly("Group-1");
assertThat(sel ectGroupNamesByQueryAndTempl ate(builder().setPermission(USER), organization,
anotherTemplate))
.containsOnly("Anyone");
assertThat(sel ectGroupNamesByQueryAndTemplate(builder().setSearchQuery("groU"), organization, template))
.containsOnly("Group-1", "Group-2", "Group-3");
assertThat(sel ectGroupNamesByQueryAndTempl ate(builder().setSearchQuery("nY 0"), organization, template))
.containsOnly("Anyone");
assertThat(sel ectGroupNamesByQueryAndTempl ate(builder().setSearchQuery("p-2"), organization, template))
.containsOnly ("' Group-2");

assertThat(sel ectGroupNamesByQuery AndTempl ate(buil der().setOrgani zationU ui d(organi zation.getUuid()).withAt
L eastOnePermission().build(), organization, 123L))
isEmpty();
assertThat(sel ectGroupNamesByQueryAndTempl ate(builder().setSearchQuery("unknown'), organization,
template))
JisEmpty();

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 198



@Test

public void select_group_names by query and_template is ordered by group names() {
OrganizationDto organization = db.organizations().insert();
GroupDto group2 = db.users().insertGroup(organization, "Group-2");
db.users().insertGroup(organization, " Group-3");
db.users().insertGroup(organization, "Group-1");

PermissionTemplateDto template = permissionTemplateDbTester.insertTempl ate(organi zation);
permissionTemplateDbT ester.addGroupToTemplate(template.getld(), group2.getld(), USER);

assertThat(sel ectGroupNamesByQueryAndTempl ate(builder(), organization, template))
.containsExactly("Anyone", "Group-1", "Group-2", "Group-3");

@Test
public void select_group_names by query and template is paginated() {
OrganizationDto organization = db.organizations().insert();
IntStream.rangeClosed(0, 9).forEach(i -> db.users().insertGroup(organization, i + "-name"));

PermissionTemplateDto template = permissionTemplateDbTester.insertTempl ate(organi zation);

assertThat(sel ectGroupNamesByQueryAndTempl ate(builder().setPagel ndex (1) .setPageSize(1), organization,
template))
.containsExactly("0-name");
assertThat(sel ectGroupNamesByQueryAndTempl ate(builder().setPagel ndex(2) .setPageSize(3), organization,
template))
.containsExactly("3-name", "4-name", "5-name");

@Test
public void select_group_names by query and_template returns_anyone() {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto template = permissionTemplateDbTester.insertTempl ate(organi zation);

GroupDto group = db.users().insertGroup(newGroupDto().setName(" Group"));
PermissionTemplateDto otherTemplate = permissionTemplateDbT ester.insert Templ ate(organization);
permissionTemplateDbT ester.addGroupToTemplate(other Template.getl d(), group.getld(), USER);

assertThat(sel ectGroupNamesByQueryAndTempl ate(buil der().setSearchQuery("nyo"), organization, template))

.containsExactly("Anyone");

@Test

public void count_group_names by query and template() {
OrganizationDto organization = db.organizations().insert();
GroupDto groupl = db.users().insertGroup(organization, "Group-1");
GroupDto group2 = db.users().insertGroup(organization, "Group-2");
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GroupDto group3 = db.users().insertGroup(organization, "Group-3");

PermissionTemplateDto template = permissionTemplateDbTester.insertTempl ate(organi zation);
permissionTemplateDbT ester.addGroupToTemplate(template.getld(), groupl.getld(), USER);
permissionTemplateDbT ester.addGroupToTemplate(template.getld(), groupl.getid(), ADMIN);
permissionTemplateDbT ester.addGroupToTempl ate(templ ate.getld(), group2.getid(), PROVISIONING);

PermissionTemplateDto anotherTemplate = permissionTemplateDbT ester.insert Template(organization);
permissionTemplateDbTester.addGroupToTemplate(another Template.getid(), null, USER);
permissionTemplateDbT ester.addGroupToTemplate(another Template.getld(), groupl.getid(), PROVISIONING);

assertThat(countGroupNamesByQueryAndTempl ate(buil der().setOrgani zationUuid(organi zation.getUuid()),

organization, template))

IsEqualTo(4);
assertThat(countGroupNamesByQueryAndTemplate(buil der().setOrgani zationUuid(organi zation.getUuid()) .withAt
L eastOnePermission(), organization, template))

IsEqualTo(2);
assertThat(countGroupNamesByQueryAndTemplate(buil der().setOrgani zationUuid(organi zation.getUuid()) .setPer
mission(USER), organization, template)).isEqual To(1);
assertThat(countGroupNamesByQuery AndTemplate(buil der().setOrgani zationUuid(organi zation.getUuid()) .setPer
mission(USER), organization, anotherTemplate))

IsEqualTo(1);
assertThat(countGroupNamesByQueryAndTemplate(buil der().setOrgani zationUuid(organi zation.getUuid()) .setSear
chQuery("groU"), organization, template))

IsEqualTo(3);
assertThat(countGroupNamesByQueryAndTempl ate(buil der().setOrgani zationUuid(organi zation.getUuid()) .setSear
chQuery("nY0"), organization, template))

IsEqualTo(1);
assertThat(countGroupNamesByQueryAndTemplate(buil der().setOrgani zationUuid(organi zati on.getUuid()) .setSear
chQuery("p-2"), organization, template))

IsEqualTo(1);

assertThat(countGroupNamesByQueryAndTemplate(buil der().setOrgani zationUuid(organi zation.getUuid()) .withAt
L eastOnePermission().build(), organization, 123L))

.iszero();
assertThat(countGroupNamesByQueryAndTempl ate(buil der().setOrgani zationUuid(organi zation.getUuid()) .setSear
chQuery("unknown"), organization, template))

isZero();

@Test

public void select_group_permissions by template id_and_group_names() {
GroupDto groupl = db.users().insertGroup(newGroupDto().setName(" Group-1"));
GroupDto group2 = db.users().insertGroup(newGroupDto().setName(" Group-2"));
GroupDto group3 = db.users().insertGroup(newGroupDto().setName(" Group-3"));

PermissionTemplateDto template = permissionTemplateDbTester.insertTemplate();
permissionTemplateDbT ester.addGroupToTemplate(template.getld(), groupl.getld(), USER);
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permissionTemplateDbTester.addGroupToTempl ate(templ ate.getid(), groupl.getid(), ADMIN);
permissionTemplateDbT ester.addGroupToTemplate(templ ate.getld(), group2.getid(), PROVISIONING);

PermissionTemplateDto anotherTemplate = permissionTemplateDbTester.insertTemplate();
permissionTemplateDbTester.addGroupToTemplate(another Template.getid(), null, USER);
permissionTemplateDbT ester.addGroupToTemplate(another Template.getld(), groupl.getid(), PROVISIONING);

assertThat(underTest.sel ectGroupPermissionsBy Templatel dAndGroupNames(session, template.getid(),
asList("Group-1")))
.extracting(PermissionTemplateGroupDto::getGroupld, PermissionTemplateGroupDto::getGroupName,
PermissionTemplateGroupDto::getPermission)
.containsOnly(
tuple(groupl.getid(), "Group-1", USER),
tuple(groupl.getid(), "Group-1", ADMIN));

assertThat(underTest.sel ectGroupPermissionsBy Templatel dAndGroupNames(session, another Template.getld(),
asList("Group-1")))
.extracting(PermissionTemplateGroupDto::getGroupld, PermissionTemplateGroupDto::getGroupName,
PermissionTemplateGroupDto::getPermission)
.containsOnly(
tuple(groupl.getid(), "Group-1", PROVISIONING));

assertThat(underTest.sel ectGroupPermissionsBy Templatel dAndGroupNames(session, another Template.getld(),
asList("Anyone")))
.extracting(PermissionTemplateGroupDto::getGroupl d, PermissionTemplateGroupDto::getGroupName,
PermissionTemplateGroupDto::getPermission)
.containsOnly(
tuple(0, "Anyone", USER));

assertThat(underTest.sel ectGroupPermissionsBy Templatel dAndGroupNames(session, template.getid(),
asList("Group-1", "Group-2", "Anyone"))).hasSize(3);

assertThat(underTest.sel ectGroupPermissionsBy Templatel dAndGroupNames(session, template.getid(),
asList("Unknown"))).isEmpty();

assertThat(underTest.sel ectGroupPermissionsBy Templatel dAndGroupNames(session, template.getid(),
Collections.emptyList())).isEmpty();
}

@Test

public void select_group_permissions by template id() {
GroupDto groupl = db.users().insertGroup(newGroupDto().setName(" Group-1"));
GroupDto group2 = db.users().insertGroup(newGroupDto().setName(" Group-2"));
GroupDto group3 = db.users().insertGroup(hewGroupDto().setName(" Group-3"));

PermissionTemplateDto template = permissionTemplateDbTester.insertTempl ate();

permissionTemplateDbT ester.addGroupToTemplate(template.getld(), groupl.getld(), USER);
permissionTemplateDbT ester.addGroupToTemplate(template.getld(), groupl.getid(), ADMIN);
permissionTemplateDbT ester.addGroupToTempl ate(templ ate.getld(), group2.getid(), PROVISIONING);
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PermissionTemplateDto anotherTemplate = permissionTemplateDbTester.insertTemplate();
permissionTemplateDbT ester.addGroupToTemplate(another Template.getld(), null, USER);
permissionTemplateDbTester.addGroupToTemplate(another Template.getid(), groupl.getid(), PROVISIONING);

assertThat(underTest.sel ectGroupPermissionsBy Templatel d(session, template.getld()))
.extracting(PermissionTemplateGroupDto::getGroupld, PermissionTemplateGroupDto::getGroupName,
PermissionTemplateGroupDto::getPermission)
.containsOnly(
tuple(groupl.getid(), "Group-1", USER),
tuple(groupl.getid(), "Group-1", ADMIN),
tuple(group2.getld(), "Group-2", PROVISIONING));
assertThat(underTest.sel ectGroupPermissionsBy Templatel d(session, another Template.getld()))
.extracting(PermissionTemplateGroupDto::getGroupl d, PermissionTemplateGroupDto::getGroupName,
PermissionTemplateGroupDto::getPermission)
.containsOnly(
tuple(groupl.getid(), "Group-1", PROVISIONING),
tuple(0, "Anyone", USER));

assertThat(underTest.sel ectGroupPermissionsBy Templatel d(session, 321L)).isEmpty();
}

private List<String> selectGroupNamesByQueryAndTempl ate(PermissionQuery.Builder queryBuilder,
OrganizationDto organization, PermissionTemplateDto permissionTemplateDto) {

return
selectGroupNamesByQueryAndTempl ate(queryBuil der.setOrgani zationUuid(organi zation.getUuid()).build(),
organization, permissionTemplateDto.getld());

}

private List<String> selectGroupNamesByQueryAndTemplate(PermissionQuery query, OrganizationDto
organization, long templatel d) {
return under Test.sel ectGroupNamesByQueryAndTempl ate(session, query, templateld);

}

private int countGroupNamesByQueryAndTemplate(PermissionQuery.Builder queryBuilder, OrganizationDto
organization, PermissionTemplateDto permissionTemplateDto) {

return countGroupNamesByQueryAndTemplate(queryBuilder.build(), organization,
permissionTemplateDto.getld());

}

private int countGroupNamesByQueryAndTemplate(PermissionQuery query, OrganizationDto organization, long
templateld) {
return under Test.countGroupNamesByQueryAndTemplate(session, query, organization.getUuid(), templatel d);

}

}
{
"permissionTemplate”: {
"id": "af8cb8cc-1e78-4c4e-8c00-ee8e814009a5",
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"name": "Finance",

"description™: "Permissions for financially related projects”,
"projectKeyPattern”: " . *\\.finance\\..*",

"createdAt": "2001-09-09T03:46:40+0200",

"updatedAt": "2015-08-25T16:18:48+0200"

}

}
/I Jest Snapshot v1, https://goo.gl/fbAQLP

exports] “should render one qualifier 1'] ="

<div>

<span
className="badge spacer-right"

>
permission_template.default_for.qualifiers.DEV

</span>

</div>

exportg] “should render only projects for custom organization 1] =~
<div>
<span
className="badge spacer-right"
>
permission_template.default_for.qualifiers TRK
</span>
</div>

exportg] “should render several quaifiers1’] ="
<div>
<span
className="badge spacer-right"
>
permission_template.default_for.qualifiers TRK, qualifiers VW
</span>
</div>

exports] “should render severa qualifiers for default organization 1'] =~
<div>
<span

className="badge spacer-right"
>

permission_template.default_for.qualifiers TRK, qualifiers VW
</span>
</div>
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Copyright (c) 2000,2001,2002,2003,2004 ymnk, JCraft,Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. The names of the authors may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED "ASIS' AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL JCRAFT,
INC. OR ANY CONTRIBUTORS TO THIS SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU

* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import org.sonar.api.resources.Qualifiers;
import org.sonar.api.resources.ResourceType;
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import org.sonar.api.resources.ResourceTypes;
import org.sonar.db.organization.Default Templ ates,

import static java.util.Optional .of Nullable;

public class Default TemplatesResolverlmpl implements Default TemplatesResolver {
private final ResourceTypes resourceTypes,

public DefaultTempl atesResol verl mpl (ResourceTypes resourceTypes) {
this.resourceTypes = resourceTypes,

}

@Override
public ResolvedDefaultTemplates resolve(Default Templates default Templ ates) {
String projectDefaultTemplate = defaultTemplates.getProjectUuid();

return new ResolvedDefaultTemplates(
projectDefault Template,
isViewsEnabled(resourceTypes) ? of Nullable(defaultTemplates.getViewUuid()).orEl se(projectDefault Templ ate)
:null);

}

private static boolean isViewsEnabled(ResourceTypes resourceTypes) {
return resourceTypes.getRoots()
.stream()
.map(ResourceType::getQualifier)
.anyMatch(QualifiersVIEW::equals);

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
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*/
package org.sonar.server.permission.index;

import java.util Arrays,

import java.util.stream.Stream;

import org.sonar.db.component. ComponentDto;
import org.sonar.db.user.GroupDto;

import org.sonar.db.user.UserDto;

import org.sonar.server.es.EsTester;

import static java.util Arrays.asList;
public class Permissionindexer Tester {
private final Permissionlndexer permissionindexer;

public PermissionlndexerTester(EsTester esT ester, NeedA uthorizationl ndexer indexer,
NeedA uthorizationlndexer... others) {
NeedA uthorizationlndexer[] indexers = Stream.concat(Stream.of (indexer),
Arrays.stream(others)).toArray(NeedAuthorizationl ndexer[]::new);
this.permissionlndexer = new Permissionlndexer(null, esTester.client(), indexers);

}

public PermissionindexerTester allowOnlyAnyone(ComponentDto project) {
PermissionlndexerDao.Dto dto = new PermissionlndexerDao.Dto(project.uuid(), project.qualifier());
dto.allowAnyone();
permissionl ndexer.index(asList(dto));
return this;

}

public PermissionlndexerTester allowOnlyUser(ComponentDto project, UserDto user) {
PermissionlndexerDao.Dto dto = new PermissionlndexerDao.Dto(project.uuid(), project.qualifier())
.addUserld(user.getld());
permissionl ndexer.index(asList(dto));
return this;

}

public PermissionlndexerTester allowOnlyGroup(ComponentDto project, GroupDto group) {
PermissionlndexerDao.Dto dto = new PermissionlndexerDao.Dto(project.uuid(), project.qualifier())
.addGroupld(group.getld());
permissionl ndexer.index(asList(dto));
return this;

}

public PermissionindexerTester allow(PermissionlndexerDao.Dto access) {
permissionl ndexer.index(asList(access));
return this;

}
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}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission;

import org.junit.Rule;
import org.junit. Test;
import org.junit.rules.ExpectedException;

import static org.assertj.core.api.Assertions.assertThat;

public class PermissionQueryTest {

@Rule
public ExpectedException expectedException = ExpectedException.none();

@Test
public void create query() {

PermissionQuery quey = PermissionQuery.builder()
.setComponentUuid("COMPONENT_UUID")
.setOrganizationUuid("ORGANIZATION_UUID")
.setPermission("user")

.SetSearchQuery("sonar”
Jbuild();

assertThat(quey.getComponentUuid()).isEqual To("COMPONENT_UUID");
assertThat(quey.getOrgani zationUuid()).isEqual To("ORGANIZATION_UUID");
assertThat(quey.getPermission()).isEqual To("user");
assertThat(quey.getSearchQuery()).isEqual To("sonar");
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@Test
public void create_query_with_pagination() {
PermissionQuery quey = PermissionQuery.builder()
.setOrganizationUuid("ORGANIZATION_UUID")
.SetPageSize(10)
.setPagel ndex(5)
build();

assertThat(quey.getPageOffset()).isEqual To(40);
assertThat(quey.getPageSize()).isEqual To(10);
}

@Test
public void create_query_with_default_pagination() {
PermissionQuery quey = PermissionQuery.builder()
.setOrganizationUuid("ORGANIZATION_UUID")
build();

assertThat(quey.getPageOffset()).isEqual To(0);
assertThat(quey.getPageSize()).isEqual To(20);
}

@Test

public void fail_when_no_organization() {
expectedException.expect(Null PointerException.class);
expectedException.expectM essage(" Organization UUID cannot be null");

PermissionQuery.builder().setOrgani zationUuid(null).build();
}

@Test

public void fail_when_search_query length is less than_3 characters() {
expectedException.expect(llegal ArgumentException.class);
expectedException.expectM essage(" Search query should contains at least 3 characters');

PermissionQuery.builder()
.setOrganizationUuid("ORGANIZATION_UUID")
.SetSearchQuery("so")

Jbuild();
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
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* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission;

import java.util.HashMap;

import java.util.List;

import java.util.Map;

import java.util.Set;

import javax.annotation.Nullable;

import org.apache.ibatis.session.ResultHandler;
import org.apache.ibatis.session.RowBounds;
import org.sonar.api.security.DefaultGroups;
import org.sonar.db.Dao;

import org.sonar.db.DbSession;

import org.sonar.db.component.ComponentM apper;
import org.sonar.db.user.GroupM apper;

import static com.google.common.base.Preconditions.check Argument;
import static org.sonar.db.DatabaseUtils.executel argel nputs;
import static org.sonar.db.DatabaseUtils.executel argel nputsWithoutOutput;

public class GroupPermissionDao implements Dao {

private static final String ANY ONE_GROUP_PARAMETER = "anyoneGroup";

/**
* Returns the names of the groups that match the given query, for the given organization.
* The virtual group "Anyone" may be returned as the value { @link DefaultGroups#ANY ONE} .
* @return group names, sorted in a phabetical order
*/
public List<String> sel ectGroupNamesByQuery(DbSession dbSession, PermissionQuery query) {
return mapper(dbSession).selectGroupNamesByQuery(query, new RowBounds(query.getPageOffset(),
query.getPageSize()));
}

/**

* Count the number of groups returned by { @link #selectGroupNamesByQuery(DbSession, PermissionQuery)},
* without applying pagination.
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*/
public int countGroupsByQuery(DbSession dbSession, PermissionQuery query) {
return mapper(dbSession).countGroupsByQuery(query);

}

/**

* Select global or project permission of given groups and organization. Anyone virtual group is supported

* through the value "zero" (OL) in { @code grouplds} .

*/

public List<GroupPermissionDto> selectByGroupl ds(DbSession dbSession, String organizationUuid, List<Integer>
grouplds, @Nullable Long projectld) {

return executel argel nputs(groupl ds, groups -> mapper(dbSession).sel ectByGroupl ds(organizationUuid, groups,

projectld));

}

/**
* Select global and project permissions of a given group (Anyone group is NOT supported)
* Each row returns a{ @link GroupPermissionDto}
*/
public void selectAllPermissionsByGroupl d(DbSession dbSession, String organizationUuid, Integer groupld,
ResultHandler resultHandler) {
mapper(dbSession).sel ectAll PermissionsByGroupl d(organi zationUuid, groupld, resultHandler);

}

/* *
* Each row returns a{ @link CountPerProjectPermission}
*/
public void groupsCountByComponent! dA ndPermission(DbSession dbSession, List<Long> componentlds,
ResultHandler resultHandler) {
Map<String, Object> parameters = new HashMap<>(2);
parameters.put(ANY ONE_GROUP_PARAMETER, DefaultGroups. ANY ONE);

executel argel nputswWithoutOutput(
componentlds,
partitionedComponentlds -> {
parameters.put(" componentlds”, partitionedComponentlds);
mapper(dbSession).groupsCountByProjectl dA ndPermission(parameters, resultHandler);

Ok
}

/* *

* Selects the global permissions granted to group. An empty list isreturned if the

* group does not exist.

*/

public List<String> sel ectGlobal PermissionsOf Group(DbSession session, String organizationUuid, @Nullable

Integer groupld) {
return mapper(session).sel ectGlobal Permi ssionsOf Group(organi zationUuid, groupld);

}
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/**

* Selects the permissions granted to group and project. An empty list isreturned if the

* group or project do not exist.

*/

public List<String> sel ectProj ectPermissionsOf Group(DbSession session, String organizationUuid, @Nullable
Integer groupld, long projectld) {

return mapper(session).sel ectProj ectPermissionsOf Group(organi zationUuid, groupld, projectid);
}

/* *

* Listsid of groups with at |east one permission on the specified root component but which do not have the
specified

* permission, <strong>excluding group "AnyOne"</strong> (which implies the returned { @code Sett} can't
contain

* { @code null}).

*/
public Set<Integer> selectGroupl dsWithPermissionOnProjectBut(DbSession session, long projectld, String
permission) {

return mapper(session).sel ectGroupl dsWithPermissionOnProjectBut(projectld, permission);
}

public void insert(DbSession dbSession, GroupPermissionDto dto) {
ensureComponentPermissionConsistency(dbSession, dto);
ensureGroupPermissionConsistency(dbSession, dto);
mapper(dbSession).insert(dto);

}

private static void ensureComponentPermissionConsistency(DbSession dbSession, GroupPermissionDto dto) {
if (dto.getResourceld() == null) {
return;

}
ComponentMapper componentM apper = dbSessi on.getM apper(ComponentM apper.class);

check Argument(
componentM apper.countComponentByOrgani zationAndl d(dto.getOrgani zationUuid(), dto.getResourceld()) ==
1,
"Can't insert permission '%s for component with id '%s' in organization with uuid '%s' because this component
does not belong to organization with uuid '%s™,
dto.getRole(), dto.getResourcel d(), dto.getOrganizationUuid(), dto.getOrgani zationUuid());

private static void ensureGroupPermissionConsi stency(DbSession dbSession, GroupPermissionDto dto) {
if (dto.getGroupld() == null) {
return;
}
GroupMapper groupM apper = dbSession.getM apper (GroupM apper.class);
check Argument(
groupM apper.countGroupByOrgani zationAndl d(dto.getOrganizationUuid(), dto.getGroupld()) == 1,
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"Can't insert permission '%s for group with id '%s' in organization with uuid '%s' because this group does not
belong to organization with uuid '%s",
dto.getRol&(), dto.getGroupld(), dto.getOrganizationUuid(), dto.getOrgani zationUuid());

/* *

* Delete al the permissions associated to aroot component (project)

*/

public void deleteByRootComponentl d(DbSession dbSession, long rootComponentld) {
mapper(dbSession).del eteByRootComponent! d(rootComponentl d);

}

/* *

* Delete al permissions of the specified group (group "AnyOne" if { @code groupld} is{@code null}) for the
specified

* component.

*/
public int deleteByRootComponentl dAndGroupl d(DbSession dbSession, long rootComponentld, @Nullable
Integer groupld) {

return mapper(dbSession).del eteByRootComponent! dAndGroupl d(rootComponentlid, groupl d);
}

/* *
* Delete the specified permission for the specified component for any group (including group AnyOne).
*/
public int deleteByRootComponentl dA ndPermission(DbSession dbSession, long rootComponentld, String
permission) {
return mapper(dbSession).del eteByRootComponent! dA ndPermission(rootComponentl d, permission);
}

/* *
* Delete asingle permission. It can be:
* <ul>
* <li>aglobal permission granted to a group</li>
* <li>aglobal permission granted to anyone</li>
*  <li>apermission granted to a group for a project</li>
*  <li>apermission granted to anyone for a project</li>
* <ful>
* @param dbSession
* @param permission the kind of permission
* @param organizationUuid UUID of organization, even if parameter { @code groupld} is not null
* @param groupld if null, then anyone, elseid of group
* @param rootComponentld if null, then global permission, else id of root component (project)
*/
public void delete(DbSession dbSession, String permission, String organizationUuid, @Nullable Integer groupld,
@Nullable Long rootComponentld) {
mapper(dbSession).del ete(permission, organizationUuid, groupld, rootComponentl d);
}
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public void deleteByOrgani zation(DbSession dbSession, String organizationUuid) {
mapper(dbSession).del eteByOrgani zati on(organizationUuid);
}

private static GroupPermissionMapper mapper(DbSession on) {
return session.getM apper (GroupPermissionM apper.class);

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/

package org.sonar.server.permission.ws;

import org.junit.Before;

import org.junit. Test;

import org.sonar.api.resources.Qualifiers;

import org.sonar.api.web.UserRole;

import org.sonar.db.component.ComponentDbTester;
import org.sonar.db.component. ComponentDto;

import org.sonar.db.component.ComponentTesting;
import org.sonar.db.component.ResourceTypesRule;
import org.sonar.db.organi zati on.Organi zationDto;
import org.sonar.db.user.GroupDto;

import org.sonar.db.user.UserDto;

import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.UnauthorizedException;
import org.sonar.server.i18n.118nRule;

import org.sonarqube.ws.Permissions;

import static java.lang.String.format;
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import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.api.server.ws.WebService.Param.PAGE;

import static org.sonar.api.server.ws.WebService.Param.PAGE_SIZE;

import static org.sonar.api.server.ws.WebService.Param. TEXT_QUERY;

import static org.sonar.db.component.ComponentTesting.newPrivateProjectDto;

import static org.sonar.db.component.Component T esting.newProjectCopy;

import static org.sonar.db.component.ComponentTesting.newView;

import static org.sonar.db.permission.OrganizationPermission. ADMINISTER;

import static org.sonar.test.JsonAssert.assertJson;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PROJECT _KEY;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_QUALIFIER;

public class SearchProjectPermissionsActionTest extends
BasePermissionWsT est<SearchProjectPermissionsAction> {

private ComponentDbTester componentDb = new ComponentDbT ester(db);
private 118nRule i18n = new 118nRule();

@Before

public void setUp() {
i18n.setProjectPermissions();
userSession.logln().setSystemAdministrator();

}

@0Override
protected SearchProjectPermissionsAction buildWsAction() {

i18n.setProjectPermissions();

ResourceTypesRule rootResourceTypes = newRootResourceTypes();

PermissionWsSupport wsSupport = newPermissionWsSupport();

return new SearchProjectPermissionsAction(db.getDbClient(), userSession, i18n, rootResourceTypes, wsSupport);
}

@Test
public void
search_project_permissions_counts 0 _users and_0_groups_on_public_project_without_any_specified_permission_
in_DB() {
ComponentDto project = db.components().insertPublicProject();

String result = newRequest().execute().getlnput();

assertJson(result)
.IgnoreFields("permissions’)
sSimilarTo("{" +

" \"paging\": {" +
\"pagelndex\": 1," +
" \"pageSize\": 25," +
" \"total\": 1" +
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"yt
" \"projects\": [" +
{"+
\"id\":\"" + project.uuid() + "\"," +
\"key\": \"" + project.getDbKey() + "\"," +
\"name\": \"" + project.name() + "\"," +
\"qualifier\": \"TRK\"," +
\"permissions\": []" +
"+
"

1

@Test
public void
search_project_permissions_counts 0_users and_0_groups_on_private project_without_any specified_permission
_in BB() {
ComponentDto project = db.components().insertPrivateProject();

String result = newRequest().execute().getlnput();

assertJson(result)
.IgnoreFields("permissions’)
sSimilarTo("{" +
" \"paging\": {" +
\"pagelndex\": 1," +
\"pageSize\": 25," +
\"total\": 1" +
"yt
" \"projects\": [" +
{"+
\"id\":\"" + project.uuid() + "\"," +
\"key\": \"" + project.getDbKey() + "\"," +
\"name\": \"" + project.name() + "\"," +
\"qualifier\": \"TRK\"," +
\"permissions\": []" +
"+
"

1

@Test

public void search_project_permissions() {
UserDto userl = db.users().insertUser();
UserDto user2 = db.users().insertUser();
UserDto user3 = db.users().insertUser();

ComponentDto jdk7 = insertJdk7();
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ComponentDto project2 = insertClang();
ComponentDto view = insertView();
insertProjectinView(jdk7, view);

db.users().insertProjectPermissionOnUser(userl, UserRole.l SSUE_ADMIN, jdk7);
db.users().insertProjectPermissionOnUser(userl, UserRole. ADMIN, jdk7);
db.users().insertProjectPermissionOnUser(user2, UserRole. ADMIN, jdk7);
db.users().insertProjectPermissionOnUser(user3, UserRole. ADMIN, jdk7);
db.users().insertProjectPermissionOnUser(userl, UserRole | SSUE_ADMIN, project2);
db.users().insertProjectPermissionOnUser(userl, UserRole.l SSUE_ADMIN, view);

I/ global permission

db.users().insertPermissionOnUser (userl, ADMINISTER);

GroupDto groupl = db.users().insertGroup();
GroupDto group2 = db.users().insertGroup();
GroupDto group3 = db.users().insertGroup();

db.users().insertProjectPermissionOnAnyone(UserRole. ADMIN, jdk7);

db.users().insertProj ectPermissionOnGroup(groupl, UserRole ADMIN, jdk7);
db.users().insertProj ectPermissionOnGroup(group2, UserRole ADMIN, jdk7);
db.users().insertProj ectPermissionOnGroup(group3, UserRole ADMIN, jdk7);
db.users().insertProjectPermissionOnGroup(group2, UserRole. ADMIN, view);

db.commit();

String result = newRequest().execute().getlnput();

assertJson(result)
.IgnoreFields("permissions’)
.isSimilarTo(getClass().getResource("search_project_permissions-example.json”));

@Test
public void empty_result() {
String result = newRequest().execute().getInput();

assertJson(result)
.gnoreFields("permissions’”)
.isSimilarTo(getClass().getResource(" SearchProjectPermissionsActionT est/empty.json'));

@Test
public void search_project_permissions with project_permission() {

ComponentDto project = db.components().insertComponent(newPrivateProjectDto(db.getDef aul tOrgani zation(),
"project-uuid"));

userSession.logln().addProjectPermission(UserRole. ADMIN, project);

String result = newRequest()
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.setParam(PARAM_PROJECT _ID, "project-uuid")
.execute().getlnput();

assertThat(result).contains(" project-uuid");

}

@Test
public void has_projects ordered_by name() {
OrganizationDto organizationDto = db.organizations().insert();
for (inti=9;i>=1;i--){
db.components().insertComponent(Component Testing.newPrivateProjectDto(organi zationDto)

.setName("project-name-" + i));

String result = newRequest()
.setParam(PAGE, "1")
.SetParam(PAGE_SIZE, "3")
.execute().getlnput();

assertThat(result)
.contains(" project-name-1", "project-name-2", "project-name-3")
.doesNotContain("project-name-4");

@Test
public void search_by _query_on_name() {
componentDb.insertProj ectAndSnapshot(Component Testing.newPrivateProjectDto(db.getDefaultOrgani zation()).se

tName("project-name™));
componentDb.insertProj ectAndSnapshot(Component Testing.newPrivateProjectDto(db.getDefaultOrgani zation()).se

tName("another-name"));

String result = newRequest()
.SetParam(TEXT_QUERY, "project")
.execute().getlnput();

assertThat(result).contains(" project-name™)
.doesNotContain("another-name");

@Test
public void search_by query on key must_match_exactly() {

OrganizationDto organizationDto = db.organizations().insert();
componentDb.insertProj ectAndSnapshot(Component Testing.newPrivateProj ectDto(organizationDto).setDbK ey (" pr

oject-key"));
componentDb.insertProj ectAndSnapshot(Component Testing.newPrivateProjectDto(organizationDto).setDbK ey("an

other-key™"));

String result = newRequest()
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.setParam(TEXT_QUERY, "project-key")
.execute()
.getlnput();

assertThat(result).contains(" project-key")
.doesNotContain("another-key");

@Test
public void handle_more_than_1000_projects() {
for (inti =1;i<=1001; i++) {
componentDb.insertProj ectAndSnapshot(newPrivateProjectDto(db.getDefaultOrgani zation(), " project-uuid-" +
i));
}

String result = newRequest()
.SetParam(TEXT_QUERY, "project")
.setParam(PAGE_SIZE, "1001")
.execute()

.getlnput();

assertThat(result).contains(" project-uuid-1", "project-uuid-999", " project-uuid-1001");
}

@Test

public void filter_by qualifier() {
OrganizationDto organizationDto = db.organizations().insert();
db.components().insertComponent(newV iew(organizationDto, "view-uuid"));
db.components().insertComponent(newPrivateProjectDto(organi zationDto, "project-uuid"));

Permissi ons.SearchProj ectPermissionsWsResponse result = newRequest()
.setParam(PARAM_QUALIFIER, Qualifiers. PROJECT)
.executeProtobuf (Permi ssions.SearchProj ectPermissionsWsResponse.class);

assertThat(result.getProjectsList())
.extracting("id")
.contains(" project-uuid")
.doesNotContain("view-uuid");

@Test
public void fail_if_not_logged in() {
userSession.anonymous();

expectedException.expect(UnauthorizedException.class);

newRequest().execute();
}
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@Test
public void fail_if_not_admin() {
userSession.login();

expectedExcepti on.expect(ForbiddenException.class);

newRequest().execute();
}

@Test
public void display_all_project_permissions() {
String result = newRequest().execute().getI nput();

assertJson(result)
.gnoreFields("permissions’”)
.isSimilarTo(getClass().getResource(" SearchProjectPermissionsActionTest/display_all_project_permissions.json'));
}

@Test

public void fail_when_using_branch_db_key() throws Exception {
ComponentDto project = db.components().insertMainBranch();
userSession.logln().addProjectPermission(UserRole ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project key '%s not found", branch.getDbKey()));

newRequest()
.setParam(PARAM_PROJECT_KEY, branch.getDbKey())
.execute();

private ComponentDto insertView() {
return db.components().insertComponent(newView(db.getDefaultOrgani zation())
.setUuid("752d8bfd-420c-4a83-ade5-8ab19b13c8fc")
.SsetName("Java")
.setDbKey("Java"));

private ComponentDto insertProjectlnView(ComponentDto project, ComponentDto view) {
return db.components().insertComponent(newProjectCopy (" project-in-view-uuid", project, view));

}

private ComponentDto insertClang() {
return db.components().insertComponent(newPrivateProjectDto(db.getDefaultOrganization(), " project-uuid-2")
.setName("Clang")
.setDbKey("clang")
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setULid(" ceAc03d6-430f-40a9-b777-ad877c00aadd"));

private ComponentDto insertJdk7() {
return db.components().insertComponent(ComponentT esting.newPublicProjectDto(db.getDef aul tOrgani zation())
.setName("JDK 7")
.setDbK ey(" net.java.openjdk:jdk7")
.setUuid("Obd7b1e7-91d6-439%e-a607-4a3a9aad3c6a"));
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws,

import org.junit.Before;

import org.junit. Test;

import org.sonar.api.web.UserRole;

import org.sonar.db.component. ComponentDto;

import org.sonar.db.component.ComponentTesting;
import org.sonar.db.organi zati on.Organi zationDto;
import org.sonar.db.user.UserDto;

import org.sonar.server.exceptions.BadRegquestException;
import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.ServerException;

import static java.lang.String.format;

import static org.assertj.core.api.Assertions.assertThat;
import static org.sonar.api.web.UserRole ADMIN;

import static org.sonar.api.web.UserRole. CODEVIEWER,;
import static org.sonar.api.web.UserRole.l SSUE_ADMIN;
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import static org.sonar.api.web.UserRole.USER;

import static org.sonar.core.permission.Global Permissions.PROVISIONING;

import static org.sonar.core.permission.Global Permissions. QUALITY_GATE_ADMIN;

import static org.sonar.core.permission.Global Permissions.SY STEM_ADMIN;

import static org.sonar.db.component.ComponentTesting.newDirectory;

import static org.sonar.db.component.ComponentTesting.newFileDto;

import static org.sonar.db.component.ComponentTesting.newM odul eDto;

import static org.sonar.db.component.Component T esting.newPrivateProjectDto;

import static org.sonar.db.component.ComponentTesting.newSubView;

import static org.sonar.db.component.ComponentTesting.newView;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY_GATES;
import static org.sonar.db.permission.OrganizationPermission.PROVISION_PROJECTS;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PROJECT _KEY;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER_LOGIN;

public class RemoveUserActionTest extends BasePermissionWsT est<RemoveUserAction> {

private static final String A_PROJECT_UUID = "project-uuid”;
private static final String A_PROJECT _KEY = "project-key";
private static final String A_LOGIN = "ray.bradbury";

private UserDto user;

@Before
public void setUp() {
user = db.users().insertUser(A_LOGIN);

}

@Override
protected RemoveUserAction buildWsAction() {

return new RemoveUserAction(db.getDbClient(), userSession, newPermissionUpdater(),
newPermissionWsSupport());

}

@Test

public void remove_permission_from_user() {
db.users().insertPermissionOnUser (user, PROVISION_PROJECTS);
db.users().insertPermissionOnUser(user, ADMINISTER_QUALITY_GATES);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PERMISSION, QUALITY_GATE_ADMIN)
.execute();
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assertThat(db.users().sel ectPermissionsOf User (user,
db.getDefaultOrganization())).containsOnly(PROVISION_PROJECTS);

}

@Test

public void fail_to_remove _admin_permission_if last_admin() {
db.users().insertPermissionOnUser (user, ADMINISTER);
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" L ast user with permission ‘admin’. Permission cannot be removed.");

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PERMISSION, ADMIN)
.execute();

@Test
public void remove_permission_from_project() {
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(db.organi zations().insert(),
A_PROJECT_UUID).setDbKey(A_PROJECT_KEY));
db.users().insertProj ectPermissionOnUser (user, CODEVIEWER, project);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PERMISSION, CODEVIEWER)
.execute();

assertThat(db.users().sel ectProj ectPermissionsOfUser(user, project)).containsOnly(ISSUE_ADMIN);
}

@Test
public void remove_with_project key() {
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(db.organi zations().insert(),
A_PROJECT_UUID).setDbKey(A_PROJECT_KEY));
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);
db.users().insertProj ectPermissionOnUser (user, CODEVIEWER, project);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PROJECT_KEY, project.getDbKey())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
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.execute();

assertThat(db.users().sel ectProj ectPermissionsOf User(user, project)).containsOnly(CODEVIEWER);
}

@Test
public void remove_with view uuid() {
ComponentDto view = db.components().insertComponent(newV iew(db.organi zations().insert(), "view-
uuid").setDbKey("view-key"));
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, view);
db.users().insertProjectPermissionOnUser(user, ADMIN, view);
loginAsAdmin(db.getDefaultOrgani zation());

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT_KEY, view.getDbKey())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

assertThat(db.users().sel ectProj ectPermissionsOfUser(user, view)).containsOnly(ADMIN);
}

@Test
public void fail_when_project_does not_exist() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT _ID, "unknown-project-uuid")
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

@Test
public void fail_when_project_permission_without_permission() {
loginAsAdmin(db.getDefaultOrgani zation());

expectedExcepti on.expect(BadRequestException.class);
newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())

.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

@Test
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public void fail_when_component_is a module() {
ComponentDto module =
db.components().insertComponent(newM odul eDto(Component T esting.newPrivateProj ectDto(db.organi zations().ins

ert())));

faillfComponentl SNotA ProjectOrView(module);
}

@Test
public void fail_when_component_is a directory() {
ComponentDto file =
db.components().insertComponent(newDirectory(Component Testing.newPrivateProjectDto(db.organizations().inser

t0), "A/B"));

faillfComponentl SNotAProjectOrView(file);
}

@Test
public void fail_when_component_is a file() {
ComponentDto file =
db.components().insertComponent(newileDto(Component T esting.newPrivateProjectDto(db. organi zations()..insert()

), null, "file-uuid"));

faillfComponentl SNotAProjectOrView(file);
}

@Test
public void fail_when_component_is a subview() {

ComponentDto file =
db.components().insertComponent(newSubView(ComponentTesting.newView(db.organi zations().insert())));

faillfComponentl SNotAProjectOrView(file);
}

private void faillfComponentl sNotA ProjectOrView(ComponentDto file) {
loginAsAdmin(db.getDefaultOrgani zation());

expectedExcepti on.expect(BadRequestException.class);
expectedException.expectM essage(" Component ™ + file.getDbKey() + "' (id: " + file.uuid() + ") must be a project

oraview.");

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT _ID, file.uuid())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();
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@Test
public void fail_when_get_request() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(ServerException.class);

newRequest()
.setMethod("GET")
.setParam(PARAM_USER _LOGIN, "george.orwell™)
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when_user_login_is missing() {
loginAsAdmin(db.getDefaultOrgani zation());

expectedException.expect(llegal ArgumentException.class);

newRequest()
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when _permission_is missing() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.execute();

@Test
public void fail_when_project_uuid _and project_key are provided() {
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(db.organi zations().insert(),
A_PROJECT_UUID).setDbKey(A_PROJECT_KEY));
loginAsAdmin(db.getDefaultOrganization());

expectedExcepti on.expect(BadRequestException.class);
expectedException.expectM essage(" Project id or project key can be provided, not both.");

newRequest()
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
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.SetParam(PARAM_PROJECT_KEY, project.getDbKey())
.execute();

@Test
public void removing_globa_permission fails if _not_administrator_of organization() {
userSession.login();

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PERMISSION, PROVISIONING)
.execute();

@Test

public void removing_project_permission fails if_not_administrator_of project() {
ComponentDto project = db.components().insertPrivateProject();
userSession.login();

expectedExcepti on.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.SetParam(PARAM_PROJECT_KEY, project.getDbKey())
.execute();

/* *

* User is project administrator but not system administrator

*/

@Test

public void removing_project_permission_is allowed to project administrators() {
ComponentDto project = db.components().insertPrivateProject();
db.users().insertProj ectPermissionOnUser (user, CODEVIEWER, project);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);
userSession.logln().addProjectPermission(UserRole ADMIN, project);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

assertThat(db.users().sel ectProj ectPermissionsOf User(user, project)).containsOnly(CODEVIEWER);
}
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@Test

public void fail_when_removing USER permission_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);

expectedExcepti on.expect(BadRequestException.class);
expectedException.expectM essage(" Permission user can't be removed from a public component");

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, USER)
.execute();

@Test

public void fail_when _removing CODEVIEWER_ permission_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);

expectedExcepti on.expect(BadRequestException.class);
expectedException.expectM essage(" Permission codeviewer can't be removed from a public component”);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, CODEVIEWER)
.execute();

@Test

public void fail_when_using_branch_db_key() throws Exception {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertM ainBranch(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project key '%s not found", branch.getDbKey()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT_KEY, branch.getDbKey())
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
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.execute();

@Test

public void fail_when_using_branch_uuid() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertM ainBranch(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project id '%s not found", branch.uuid()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT _ID, branch.uuid())
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParan(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission;

import java.util.List;

import java.util.Optional;

import org.sonar.core.permission.ProjectPermissions;
import org.sonar.db.DbClient;

import org.sonar.db.DbSession;
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import org.sonar.db.permission.GroupPermissionDto;

import static org.sonar.core.permission.Global Permissions.SYSTEM_ADMIN;

import static org.sonar.server.permission.PermissionChange.Operation.ADD;

import static org.sonar.server.permission.PermissionChange.Operation.REMOVE;

import static org.sonar.server.permission.ws.PermissionRequestV aidator.validateNotAnyoneAndAdminPermission;
import static org.sonar.server.ws.WsUtils.checkRequest;

public class GroupPermissionChanger {

private final DbClient dbClient;

public GroupPermissionChanger(DbClient dbClient) {
this.dbClient = dbClient;

}

public boolean apply(DbSession dbSession, GroupPermissionChange change) {
ensureConsistencyWithVisibility(change);
if (isimplicitlyAlreadyDone(change)) {
return false;
}
switch (change.getOperation()) {
case ADD:
return addPermission(dbSession, change);
case REMOVE:
return removePermission(dbSession, change);
default:
throw new UnsupportedOperationException(" Unsupported permission change: " + change.getOperation());

}
}

private static boolean islmplicitlyAlreadyDone(GroupPermissionChange change) {
return change.getProjectld()
.map(projectld -> isimplicitlyAlreadyDone(projectld, change))
.OrElse(false);

private static boolean isimplicitlyAlreadyDone(Projectld projectld, GroupPermissionChange change) {
return isAttemptToAddPublicPermissionToPublicComponent(change, projectld)
|| isAttemptToRemovePermissionFromAnyoneOnPrivateComponent(change, projectld);

private static boolean isAttemptToA ddPublicPermissionToPublicComponent(GroupPermissionChange change,
Projectld projectld) {
return !projectld.isPrivate()
& & change.getOperation() == ADD
& & ProjectPermissions.PUBLIC_PERMISSIONS.contains(change.getPermission());
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private static boolean isAttemptToRemovePermissionFromA nyoneOnPrivateComponent(GroupPermissionChange
change, Projectld projectld) {
return projectld.isPrivate()
& & change.getOperation() == REMOVE
& & change.getGroupl dOrAnyone().isAnyone();

}

private static void ensureConsistencyWithVisibility(GroupPermissionChange change) {
change.getProjectld()
ifPresent(projectld -> {
checkRequest(
lisAttemptToA ddPermissionToAnyoneOnPrivateComponent(change, projectid),
"No permission can be granted to Anyone on a private component™);
checkRequest(
lisAttempt ToRemovePublicPermissionFromPublicComponent(change, projectld),
"Permission %s can't be removed from a public component”, change.getPermission());
b
}

private static boolean isAttemptToA ddPermissionToAnyoneOnPrivateComponent(GroupPermissionChange
change, Projectld projectld) {
return projectld.isPrivate()
& & change.getOperation() == ADD
& & change.getGroupl dOrAnyone().isAnyone();

private static boolean isAttemptToRemovePublicPermissionFromPublicComponent(GroupPermissionChange
change, Projectld projectld) {
return !projectld.isPrivate()
& & change.getOperation() == REMOVE
& & ProjectPermissions.PUBLIC_PERMISSIONS.contains(change.getPermission());
}

private boolean addPermission(DbSession dbSession, GroupPermissionChange change) {
if (loadExistingPermissions(dbSession, change).contains(change.getPermission())) {
return false;

}

validateNotAnyoneAndAdminPermission(change.getPermission(), change.getGroupl dOrAnyone());
GroupPermissionDto addedDto = new GroupPermissionDto()
.setRole(change.getPermission())
.setOrganizationUuid(change.getOrganizationUuid())
.setGroupl d(change.getGroupl dOrAnyone().getl d())
.setResourcel d(change.getNullableProjectl d());
dbClient.groupPermissionDao().insert(dbSession, addedDto);
return true;

}
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private boolean removePermission(DbSession dbSession, GroupPermissionChange change) {
if (loadExistingPermissions(dbSession, change).contains(change.getPermission())) {
return false;
}
checklfRemainingGl obal Administrators(dbSession, change);
dbClient.groupPermissionDao().del ete(dbSession,
change.getPermission(),
change.getOrganizationUuid(),
change.getGroupl dOrAnyone().getld(),
change.getNullableProjectld());
return true;

}

private List<String> |oadEXxistingPermissions(DbSession dbSession, GroupPermissionChange change) {
Optional<Projectld> projectld = change.getProjectld();
if (projectid.isPresent()) {
return dbClient.groupPermissionDao().sel ectProjectPermissionsOf Group(dbSession,
change.getOrganizationUuid(),
change.getGroupl dOrAnyone().getld(),
projectld.get().getld());
}
return dbClient.groupPermissionDao().sel ectGlobal PermissionsOf Group(dbSession,
change.getOrganizationUuid(),
change.getGroupl dOrAnyone().getld());

private void checklfRemainingGlobal Administrators(DbSession dbSession, GroupPermissionChange change) {
if (SYSTEM_ADMIN.equals(change.getPermission()) & &
Ichange.getGroupl dOrAnyone().isAnyone() & &
Ichange.getProjectld().isPresent()) {
/I removing global admin permission from group
int remaining = dbClient.authorizationDao().countUsersWithGlobal PermissionExcludingGroup(dbSession,
change.getOrganizationUuid(), SYSTEM_ADMIN, change.getGroupl dOrAnyone().getld());
checkRequest(remaining > 0, "L ast group with permission '%s'. Permission cannot be removed."”,
SYSTEM_ADMIN);

}
}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
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* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission;

import java.util.Collection;

import java.util.Collections;

import java.util.List;

import java.util.Random;

import java.util.Set;

import java.util .stream.Collectors;

import java.util .stream.IntStream;

import org.junit.Before;

import org.junit.Rule;

import org.junit. Test;

import org.sonar.api.utils.System?2;

import org.sonar.api.web.UserRole;

import org.sonar.core.permission.ProjectPermissions;
import org.sonar.core.util .stream.MoreCollectors;
import org.sonar.db.DbSession;

import org.sonar.db.DbTester;

import org.sonar.db.component.BranchType;
import org.sonar.db.component. ComponentDto;
import org.sonar.db.organization.Organi zationDto;
import org.sonar.db.user.GroupDto;

import org.sonar.db.user.UserDto;

import static com.google.common.collect.Sets.newHashSet;

import static java.util.Collections.singleton;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.core.permission.Global Permissions. QUALITY_GATE_ADMIN;

import static org.sonar.core.permission.Global Permissions.SCAN_EXECUTION;

import static org.sonar.core.permission.Global Permissions.SYSTEM_ADMIN;

import static org.sonar.db.permission.OrganizationPermission. ADMINISTER;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY_GATES;
import static org.sonar.db.permission.OrganizationPermission. ADMINISTER_QUALITY _PROFILES;
import static org.sonar.db.permission.OrganizationPermission.SCAN;

public class AuthorizationDaoTest {

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 232



private static final Long PROJECT _ID = 300L;

private static final int MISSING_ID = -1,

private static final String A_PERMISSION = "a-permission”;
private static final String DOES NOT_EXIST = "does-not-exist";

@Rule
public DbTester db = DbTester.create(System2.INSTANCE);

private final Random random = new Random();

private DbSession dbSession = db.getSession();

private AuthorizationDao underTest = new AuthorizationDao();
private OrganizationDto organization;

private UserDto user;

private GroupDto groupl;

private GroupDto group2;

private Set<L ong> randomPublicProjectlds;

private Set<L ong> randomPrivateProjectlds;

private Set<Integer> randomExistingUserlds;

private String randomPermission = "p" + random.nextint();

@Before
public void setUp() throws Exception {
organization = db.organi zations().insert();
user = db.users().insertUser();
groupl = db.users().insertGroup(organization, "groupl");
group?2 = db.users().insertGroup(organization, "group2");
randomExistingUserlds = IntStream.range(0, 1 + Math.abs(random.nextint(5)))
.map(i -> db.users().insertUser().getld())
.boxed()
.collect(MoreCollectors.toSet());
randomPublicProjectlds = IntStream.range(0, 1 + Math.abs(random.nextInt(5)))
.mapToLong(i -> db.components().insertPublicProject(organization).getld())
.boxed()
.collect(MoreCollectors.toSet());
randomPrivateProjectlds = IntStream.range(0, 1 + Math.abs(random.nextInt(5)))
.mapToLong(i -> db.components().insertPrivateProject(organization).getl d())
.boxed()
.collect(MoreCollectors.toSet());

/* *

* Union of the permissions granted to:

* - the user

* - the groups which user is member

* - anyone

*/

@Test

public void selectOrganizationPermissions for_logged in_user() {
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ComponentDto project = db.components().insertPrivateProject(organi zation);
db.users().insertM ember(groupl, user);
db.users().insertPermissionOnUser(organization, user, "perm1");

db.users().insertProj ectPermissionOnUser (user, "perm42", project);
db.users().insertPermissionOnGroup(groupl, "perm2");
db.users().insertPermissionOnAnyone(organization, "perm3");

// ignored permissions, user is not member of this group
db.users().insertPermissionOnGroup(group2, "ignored");

Set<String> permissions = underTest.sel ectOrgani zati onPermi ssions(dbSession, organi zation.getUuid(),
user.getld());

assertThat(permissions).containsOnly("perm1”, "perm2”, "perm3");

}

/* *

* Anonymous user only benefits from the permissions granted to

* "Anyone"

*/

@Test

public void selectOrganizationPermissions_for_anonymous_user() {
db.users().insertPermissionOnAnyone(organization, "perm1");

I ignored permissions
db.users().insertPermissionOnUser(organization, user, "ignored");
db.users().insertPermissionOnGroup(groupl, "ignored");

Set<String> permissions = underTest.sel ectOrgani zati onPermi ssionsOf Anonymous(dbSession,
organization.getUuid());

assertThat(permissions).containsOnly (" perm1");

}

@Test
public void countUserswithGlobal PermissionExcludingGroup() {
I users with global permission "perm1" :
// -"ul" and "u2" through group "g1"
I/ -"ul" and "u3" through group "g2"
I-"ud"

UserDto userl = db.users().insertUser();
UserDto user2 = db.users().insertUser();
UserDto user3 = db.users().insertUser();
UserDto user4 = db.users().insertUser();
UserDto user5 = db.users().insertUser();

OrganizationDto organization = db.organizations().insert();
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GroupDto groupl = db.users().insertGroup(organization, "gl1");
db.users().insertPermissionOnGroup(groupl, "perm1");
db.users().insertPermissionOnGroup(groupl, "perm2");
db.users().insertMember(groupl, userl);
db.users().insertMember(groupl, user2);

GroupDto group2 = db.users().insertGroup(organization, "g2");
db.users().insertPermissionOnGroup(group2, "perm1™);
db.users().insertPermissionOnGroup(group2, "perm2");
db.users().insertMember(group2, userl);

db.users().insertM ember(group?2, user3);

I/ group3 has the permission "perm1" but has no users
GroupDto group3 = db.users().insertGroup(organization, "g2");
db.users().insertPermissionOnGroup(group3, "perm1");

db.users().insertPermissionOnUser(organization, user4, "perm1");
db.users().insertPermissionOnUser(organization, user4, "perm2");
db.users().insertPermissionOnAnyone(organization, "perm1");

/I other organizations are ignored
OrganizationDto org2 = db.organizations().insert();
db.users().insertPermissionOnUser(org2, userl, "perml1");

Il excluding group "gl1" -> remain ul, u3 and u4
assertThat(underTest.countUserswWithGl obal PermissionExcludingGroup(db.getSession(),
organization.getUuid(), "perm1", groupl.getld())).isEqual To(3);

Il excluding group "g2" -> remain ul, u2 and u4
assertThat(underTest.countUserswWithGl obal PermissionExcludingGroup(db.getSession(),
organization.getUuid(), "perm1", group2.getld())).isEqual To(3);

Il excluding group "g3" -> remain ul, u2, u3 and u4
assertThat(underTest.countUserswWithGl obal PermissionExcludingGroup(db.getSession(),
organization.getUuid(), "perm1", group3.getld())).isEqual To(4);

// nobody has the permission
assertThat(underTest.countUserswWithGl obal PermissionExcludingGroup(db.getSession(),
organization.getUuid(), "missingPermission”, groupl.getld())).isEqua To(0);

@Test
public void countUsersWithGlobal PermissionExcludingUser() {
I/ group g1 has the permission p1 and has members user1 and user2
I/ user3 has the permission
UserDto userl = db.users().insertUser();
UserDto user2 = db.users().insertUser();
UserDto user3 = db.users().insertUser();

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 235



OrganizationDto organization = db.organizations().insert();
GroupDto groupl = db.users().insertGroup(organization, "gl1");
db.users().insertPermissionOnGroup(groupl, "pl");
db.users().insertPermissionOnGroup(groupl, "p2");
db.users().insertMember(groupl, userl);
db.users().insertMember(groupl, user2);
db.users().insertPermissionOnUser(organization, user3, "pl");
db.users().insertPermissionOnAnyone(organization, "pl");

/I other organizations are ignored
OrganizationDto org2 = db.organizations().insert();
db.users().insertPermissionOnUser(org2, userl, "pl");

Il excluding userl -> remain user2 and user3
assertThat(underTest.countUserswithGl obal Permi ssionExcludingUser(db.getSession(),
organization.getUuid(), "pl", userl.getld())).isEqual To(2);

Il excluding user3 -> remain the members of group g1
assertThat(underTest.countUserswithGl obal Permi ssionExcludingUser(db.getSession(),
organization.getUuid(), "pl", user3.getld())).isEqual To(2);

Il excluding unknown user
assertThat(underTest.countUserswithGl obal Permi ssionExcludingUser(db.getSession(),
organization.getUuid(), "pl", -1)).isEqua To(3);

// nobody has the permission
assertThat(underTest.countUserswithGl obal Permi ssionExcludingUser(db.getSession(),
organization.getUuid(), "missingPermission”, groupl.getld())).isEqua To(0);

@Test

public void

keepAuthorizedProjectlds _returns_empty for_group_AnyOne _if_project_set is empty_on_public_project() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, Collections.emptySet(), null, UserRole.USER))
isEmpty();

@Test
public void keepAuthorizedProjectlds returns_ empty_for_user_if project set is empty_on_public_project() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, Collections.emptySet(), user.getld(),
UserRole USER))
JisEmpty();

@Test
public void keepAuthorizedProjectlds returns empty for_group_AnyOne for_non_existent_projects() {
Set<L ong> randomNonProjectsSet = IntStream.range(0, 1 + Math.abs(random.nextInt(5)))
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.mapToLong(i -> 3 562 + i)
.boxed()
.collect(MoreCollectors.toSet());

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomNonProjectsSet, null, UserRole.USER))
isEmpty();

@Test
public void keepAuthorizedProjectlds returns_ empty_for_user_for_non_existent_projects() {
Set<Long> randomNonProjectsSet = IntStream.range(0, 1 + Math.abs(random.nextint(5)))
.mapToLong(i ->9 666 + i)
.boxed()
.collect(MoreCollectors.toSet());

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomNonProjectsSet, user.getld(),
UserRole. USER))
isEmpty();

@Test

public void

keepAuthorizedProjectlds returns any public_project for_group AnyOne without_any permission_in DB_and
permission_USER() {

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPublicProjectlds, null, UserRole. USER))
.containsAll(randomPublicProjectl ds);

@Test

public void

keepAuthorizedProjectlds returns any public_project for _user without_any permission_in DB _and permission
USER() {

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPublicProjectlds, user.getld(),
UserRole USER))

.containsAll(randomPublicProjectl ds);

@Test

public void

keepAuthorizedProjectlds returns_any public_project for_group AnyOne without_any permission_in DB_and
permission_CODEVIEWER() {

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPublicProjectids, null,
UserRole. CODEVIEWER))

.containsAll(randomPublicProjectl ds);

@Test
public void
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keepAuthorizedProjectlds returns any public_project for _user without_any permission_in DB _and permission
CODEVIEWER() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPublicProjectlds, user.getld(),
UserRole. CODEVIEWER))
.containsAll(randomPublicProjectl ds);

@Test
public void
keepAuthorizedProjectlds _returns_empty for_other_permission_for_group_AnyOne_on_public_project_without_a
ny_permission_in_ DB() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPublicProjectlds, null, randomPermission))
JisEmpty();

@Test
public void
keepAuthorizedProjectlds returns empty for_any permission for_user_on_public_project_without_any permissio
n_in_ DB() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPublicProjectlds, user.getld(),
randomPermission))
isEmpty();

@Test
public void keepAuthorizedProjectlds _returns_public_project if user_is granted project permission_directly() {
ComponentDto project = db.components().insertPublicProject(organi zation);
ComponentDto otherProject = db.components().insertPublicProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertProjectPermissionOnUser(user, randomPermission, project);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), otherUser.getld(),
randomPermission))
isEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(otherProject.getld()), user.getld(),
randomPermission))
JisEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getid(),
randomPermission))
.containsOnly(project.getld());
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getld(), "another
perm"))
JisEmpty();

@Test

public void keepAuthorizedProjectlds returns public_project if user_is granted project permission_by group()
{
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ComponentDto project = db.components().insertPublicProject(organi zation);
ComponentDto otherProject = db.components().insertPublicProject(organization);
UserDto otherUser = db.users().insertUser();

db.users().insertM ember(groupl, user);

db.users().insertProj ectPermissionOnGroup(groupl, randomPermission, project);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getid(),
randomPermission))

.containsOnly(project.getld());
assertThat(underTest.keepA uthorizedProjectl ds(dbSession, singleton(otherProject.getld()), user.getld(),
randomPermission))
isEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), otherUser.getld(),
randomPermission))
JisEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getld(), "another

perm"))
isEmpty();

@Test

public void

keepAuthorizedProjectlds returns public_project_if group_AnyOne is granted_project_permission_directly() {
ComponentDto project = db.components().insertPublicProject(organization);
ComponentDto otherProject = db.components().insertPublicProject(organization);
db.users().insertProj ectPermissionOnAnyone(randomPermission, project);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), null, randomPermission))
.containsOnly(project.getld());
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getid()), null, "another perm™))
JisEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(otherProject.getid()), null,
randomPermission))
isEmpty();

@Test
public void
keepAuthorizedProjectlds returns empty for_user_on private project without_any permission_in DB _and perm
ission_USER() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPrivateProjectlds, user.getld(),
UserRole USER))
JisEmpty();

@Test
public void
keepAuthorizedProjectlds returns_ empty for_group_AnyOne_on_private project_without_any permission_in_DB
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_and_permission_USER() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPrivateProjectlds, null, UserRole.USER))
JisEmpty();

@Test
public void
keepAuthorizedProjectlds returns empty for_user_on_private project without_any permission_in_ DB _and perm
ission_CODEVIEWER() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPrivateProjectlds, user.getld(),
UserRole. CODEVIEWER))
isEmpty();

@Test
public void
keepAuthorizedProjectlds returns empty _for_group_AnyOne on_private project_without_any permission_in_DB
_and_permission_CODEVIEWER() {
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPrivateProjectlds, null,
UserRole. CODEVIEWER))
JisEmpty();

@Test
public void
keepAuthorizedProjectlds returns empty for_user_and any permission_on_private project_without_any permissi
on_in DB(){
ProjectPermissions.ALL
forEach(perm -> {
assertThat(under Test.keepA uthorizedProjectl ds(dbSession, randomPrivateProjectlds, user.getld(), perm))
JAsEmpty();
b
assertThat(under Test.keepAuthorizedProjectl ds(dbSession, randomPrivateProjectlds, user.getld(),
randomPermission))
dsEmpty();

@Test
public void
keepAuthorizedProjectlds returns_empty for_group_AnyOne _and_any permission_on_private project without_a
ny_permission_in_ DB() {
ProjectPermissions.ALL
forEach(perm -> {
assertThat(under T est.keepA uthorizedProj ectl ds(dbSession, randomPrivateProjectlds, null, perm))
JAsEmpty();
b
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, randomPrivateProjectlds, null, randomPermission))
isEmpty();

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 240



@Test
public void keepAuthorizedProjectlds returns private project_if user_is granted project permission_directly() {
ComponentDto project = db.components().insertPrivateProject(organi zation);
ComponentDto otherProject = db.components().insertPrivateProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertProjectPermissionOnUser(user, randomPermission, project);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getld(),
randomPermission))
.containsOnly(project.getld());
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getld(), "another
perm"))
JisEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(otherProject.getld()), user.getld(),
randomPermission))
isEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), otherUser.getld(),
randomPermission))
JisEmpty();

@Test

public void keepAuthorizedProjectlds_returns_private project_if_user_is granted_project_permission_by_group()

{
ComponentDto project = db.components().insertPrivateProject(organi zation);
ComponentDto otherProject = db.components().insertPrivateProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertM ember(groupl, user);
db.users().insertProj ectPermissionOnGroup(groupl, randomPermission, project);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getid(),
randomPermission))
.containsOnly(project.getld());
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), user.getld(), "another
perm"))
isEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(otherProject.getld()), user.getld(),
randomPermission))
JisEmpty();
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, singleton(project.getld()), otherUser.getld(),
randomPermission))
isEmpty();

@Test
public void user_should_be_authorized() {
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ComponentDto projectl = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
ComponentDto project3 = db.components().insertPrivateProj ect(organization);
UserDto user = db.users().insertUser("ul");

GroupDto group = db.users().insertGroup(organization);
db.users().insertProjectPermissionOnUser(user, UserRole. USER, project?);
db.users().insertProjectPermissionOnUser(user, UserRole. USER, project3);
db.users().insertM ember(group, user);
db.users().insertProjectPermissionOnGroup(group, UserRole. USER, projectl);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, newHashSet(project2.getld(), project3.getld()),
user.getld(), UserRole.USER))
.containsOnly(project2.getld(), project3.getld());

/1 user does not have the role "admin”
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, newHashSet(project2.getld()), user.getld(),
UserRole ADMIN))
isEmpty();

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, Collections.emptySet(), user.getid(),
UserRole ADMIN))
isEmpty();

@Test

public void group_should_be_authorized() {
ComponentDto projectl = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
ComponentDto project3 = db.components().insertPrivateProj ect(organization);
UserDto userl = db.users().insertUser("ul");
GroupDto group = db.users().insertGroup(organization);
db.users().insertM embers(group, userl);
db.users().insertProjectPermissionOnUser(userl, UserRole.USER, projectl);
db.users().insertProjectPermissionOnGroup(group, UserRole. USER, project2);
db.users().insertProjectPermissionOnGroup(group, UserRole.USER, project3);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, newHashSet(project2.getld(), project3.getld()),
userl.getld(), UserRole. USER))
.containsOnly(project2.getld(), project3.getld());

// group does not have the role "admin"
assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, newHashSet(project2.getld(), project3.getid()),
userl.getld(), UserRole ADMIN))
isEmpty();

@Test
public void anonymous_should_be authorized() {
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ComponentDto projectl = db.components().insertPublicProject(organization);
ComponentDto project2 = db.components().insertPublicProject(organization);
UserDto userl = db.users().insertUser("ul");

GroupDto group = db.users().insertGroup(organization);
db.users().insertM embers(group, userl);

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, newHashSet(project1.getld(), project2.getid()), null,
UserRole USER))

.containsOnly(projectl1.getid(), project2.getld());

// group does not have the role "admin"

assertThat(underTest.keepA uthorizedProj ectl ds(dbSession, newHashSet(project1.getld()), null, "admin™))
JisEmpty();

@Test
public void keepAuthorizedProjectlds should_be able to_handle lots of projects() {
List<ComponentDto> projects = IntStream.range(0, 2000).mapToObj(i ->
db.components().insertPublicProject(organi zation)).collect(Collectors.toList());

Collection<Long> ids = projects.stream().map(ComponentDto::getl d).collect(Collectors.toSet());
assertThat(underTest.keepAuthorizedProj ectl ds(dbSession, ids, null, UserRole.USER))
.containsOnly(ids.toArray(new Long[Q]));

@Test
public void keepAuthorizedProjectUuids should be able to handle lots of projects() {
List<ComponentDto> projects = IntStream.range(0, 2000).mapToObj(i ->
db.components().insertPublicProject(organi zation)).collect(Collectors.toList());

Collection<String> uuids = projects.stream().map(ComponentDto::uuid).collect(Coll ectors.toSet());
assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, uuids, null, UserRole.USER))
.containsOnly(uuids.toArray(new String[0]));

@Test

public void keepAuthorizedUsersForRoleAndProject_returns empty if user set is empty_on public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organi zation);

assertThat(underTest.keepA uthorizedUsersForRol eAndProject(dbSession, Collections.emptySet(),
UserRole. USER, project.getld()))

JisEmpty();

@Test
public void keepAuthorizedUsersForRoleAndProject_returns empty for_non_existent_users() {
ComponentDto project = random.nextBoolean() ? db.components().insertPublicProject(organization) :
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db.components().insertPrivateProject(organi zation);
Set<Integer> randomNonEXxistingUserldsSet = IntStream.range(0, 1 + Math.abs(random.nextInt(5)))
.map(i ->i +1 990)
.boxed()
.collect(MoreCollectors.toSet());

assertThat(underTest.keepA uthori zedU sersForRol eA ndProject(dbSessi on, randomNonEXi stingUser| dsSet,
UserRole. USER, project.getld()))
JisEmpty();

@Test
public void
keepA uthorizedUsersForRoleAndProject_returns any users for_public_project_without_any permission_in_DB_a
nd_permission_USER() {
ComponentDto project = db.components().insertPublicProject(organization);

assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, randomExistingUserl ds,
UserRole. USER, project.getld()))
.containsAll(randomExistingUserlds);

@Test
public void
keepA uthorizedUsersForRoleAndProject_returns any users for_public_project_without_any permission in_DB_a
nd_permission_CODEVIEWER() {
ComponentDto project = db.components().insertPublicProject(organi zation);

assertThat(underTest.keepA uthori zedU sersForRol eA ndProject(dbSession, randomExistingUserlds,
UserRole. CODEVIEWER, project.getld()))
.containsAll(randomExistingUserl ds);

@Test
public void
keepA uthorizedUsersForRoleAndProject_returns empty for_any users on_public_project without_any permissio
n_in_DB() {
ComponentDto project = db.components().insertPublicProject(organization);

assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, randomExistingUserl ds,
randomPermission, project.getld()))
isEmpty();

@Test
public void
keepAuthorizedUsersForRoleAndProject_returns user_if _granted project permission_directly _on_public_project()

{
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ComponentDto project = db.components().insertPublicProject(organi zation);
ComponentDto otherProject = db.components().insertPublicProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertProjectPermissionOnUser(user, randomPermission, project);

assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, project.getld()))
.containsOnly(user.getld());
assertThat(underTest.keepA uthorizedUsersForRol eAndProject(dbSession, singleton(user.getld()), "another perm",
project.getld()))
JisEmpty();
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(otherUser.getld()),
randomPermission, project.getld()))
isEmpty();
assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, otherProject.getld()))
JisEmpty();

@Test
public void
keepA uthorizedUsersForRoleAndProject_returns _user_if _granted project_permission_by group_on_public_projec
t0 {
ComponentDto project = db.components().insertPublicProject(organization);
ComponentDto otherProject = db.components().insertPublicProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertM ember(groupl, user);
db.users().insertProj ectPermissionOnGroup(groupl, randomPermission, project);

assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, project.getld()))
.containsOnly(user.getld());
assertThat(underTest.keepA uthorizedUsersForRol eAndProject(dbSession, singleton(user.getld()), "another perm",
project.getld()))
JisEmpty();
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, otherProject.getld()))
isEmpty();
assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(otherUser.getld()),
randomPermission, project.getld()))
JisEmpty();

@Test
public void
keepA uthorizedUsersForRoleAndProject_does not_return_user_if_granted project_permission_by AnyOne on p
ublic_project() {
ComponentDto project = db.components().insertPublicProject(organization);
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ComponentDto otherProject = db.components().insertPublicProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertProj ectPermissionOnAnyone(randomPermission, project);

assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, project.getld()))
JisEmpty();
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(user.getld()), "another perm”,
project.getld()))
isEmpty();
assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, otherProject.getld()))
JisEmpty();
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(otherUser.getld()),
randomPermission, project.getld()))
isEmpty();

@Test
public void
keepAuthorizedUsersForRoleAndProject_returns empty for_any user_on_private project without_any permissio
n_in_DB_and_permission_USER() {
ComponentDto project = db.components().insertPrivateProject(organi zation);

assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, randomExistingUserlds,
UserRole. USER, project.getld()))
JisEmpty();

@Test
public void
keepA uthorizedUsersForRoleAndProject_returns empty for_any user_on_private project without_any permissio
n_in_DB_and _permission CODEVIEWER() {
ComponentDto project = db.components().insertPrivateProject(organization);

assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, randomExistingUserl ds,
UserRole. CODEVIEWER, project.getid()))
isEmpty();

@Test
public void
keepAuthorizedUsersForRoleAndProject_returns empty for_any users and any permission_on_private project
without_any permission_in_DB() {
ComponentDto project = db.components().insertPrivateProject(organi zation);

ProjectPermissions.ALL
forEach(perm -> {
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assertThat(underTest.keepA uthorizedUsersForRol eAndProject(dbSession, randomExistingUserlds, perm,
project.getld()))
JAsEmpty();
b
assertThat(underTest.keepA uthori zedU sersForRol eA ndProject(dbSession, randomExistingUserlds,
randomPermission, project.getld()))
JisEmpty();

@Test
public void
keepAuthorizedUsersForRoleAndProject_returns _user_if _granted project_permission_directly _on_private project(
){
ComponentDto project = db.components().insertPrivateProject(organi zation);
ComponentDto otherProject = db.components().insertPublicProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertProjectPermissionOnUser(user, randomPermission, project);

assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, project.getld()))
.containsOnly(user.getld());
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(user.getld()), "another perm”,
project.getld()))
isEmpty();
assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(otherUser.getld()),
randomPermission, project.getld()))
JisEmpty();
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, otherProject.getld()))
isEmpty();

@Test
public void
keepAuthorizedUsersForRoleAndProject_returns_user_if _granted project permission_by group on private proje
ct( {
ComponentDto project = db.components().insertPrivateProject(organi zation);
ComponentDto otherProject = db.components().insertPublicProject(organization);
UserDto otherUser = db.users().insertUser();
db.users().insertM ember(groupl, user);
db.users().insertProj ectPermissionOnGroup(groupl, randomPermission, project);

assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, project.getld()))
.containsOnly(user.getld());
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(user.getld()), "another perm”,
project.getld()))
isEmpty();
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assertThat(underTest.keepA uthori zedU sersForRol eAndProject(dbSession, singleton(user.getld()),
randomPermission, otherProject.getld()))
JisEmpty();
assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession, singleton(otherUser.getld()),
randomPermission, project.getld()))
isEmpty();

@Test

public void keep_authorized users returns empty _list for_role and_project_for_anonymous() {
ComponentDto projectl = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
ComponentDto project3 = db.components().insertPrivateProj ect(organization);
UserDto userl = db.users().insertUser("ul");
UserDto user2 = db.users().insertUser("u2");
UserDto user3 = db.users().insertUser("u3");
GroupDto groupl = db.users().insertGroup(organi zation);
GroupDto group2 = db.users().insertGroup(organization);
db.users().insertMembers(groupl, userl, user2);
db.users().insertM embers(group?2, user3);
db.users().insertProjectPermissionOnUser(userl, UserRole.USER, projectl);
db.users().insertProjectPermissionOnUser(user2, UserRole.USER, projectl);
db.users().insertProjectPermissionOnUser (user3, UserRole.USER, projectl);
db.users().insertProjectPermissionOnGroup(group2, UserRole.USER, project3);

assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession,
/I Only 100 and 101 has 'user’ role on project
newHashSet(100, 101, 102), "user", PROJECT_ID)).isEmpty();

@Test

public void keepAuthorizedUsersForRoleAndProject_should be able to_handle lots of users() {
List<UserDto> users = IntStream.range(0, 2000).mapToObj(i ->

db.users().insertUser()).collect(Collectors.toList());

assertThat(underTest.keepA uthorizedU sersForRol eAndProject(dbSession,
users.stream().map(UserDto::getl d).collect(Collectors.toSet()), "user”, PROJECT _ID)).isEmpty();

@Test

public void countUsersWithGlobal PermissionExcludingGroupM ember() {
// ul has the direct permission, u2 and u3 have the permission through their group
UserDto ul = db.users().insertUser();
db.users().insertPermissionOnUser(organization, ul, A_PERMISSION);
db.users().insertPermissionOnGroup(groupl, A_ PERMISSION);
db.users().insertPermissionOnGroup(groupl, "another-permission”);
UserDto u2 = db.users().insertUser();
db.users().insertM ember(groupl, u2);
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UserDto u3 = db.users().insertUser();
db.users().insertM ember(groupl, u3);

/I excluding u2 membership --> remain ul and u3

int count = underTest.countUsersWithGlobal PermissionExcludingGroupM ember(dbSession,
organization.getUuid(), A_PERMISSION, groupl.getld(), u2.getld());

assertThat(count).isEqual To(2);

Il excluding unknown memberships

count = under Test.countUsersWithGlobal Permi ssionExcludingGroupM ember(dbSession, organization.getUuid(),
A_PERMISSION, groupl.getld(), MISSING_ID);

assertThat(count).isEqual To(3);

count = under Test.countUsersWithGlobal Permi ssionExcludingGroupM ember(dbSession, organization.getUuid(),
A_PERMISSION, MISSING_ID, u2.getld());

assertThat(count).isEqual To(3);

I/ another organization

count = under Test.countUsersWithGlobal PermissionExcludingGroupMember(dbSession, DOES NOT_EXIST,
A_PERMISSION, groupl.getld(), u2.getld());

assertThat(count).isEqual To(0);

/I another permission

count = under Test.countUsersWithGlobal Permi ssionExcludingGroupM ember(dbSession, organization.getUuid(),
DOES NOT_EXIST, groupl.getld(), u2.getld());

assertThat(count).isEqual To(0);
}

@Test

public void countUserswithGlobal PermissionExcludingUserPermission() {
// ul and u2 have the direct permission, u3 has the permission through his group
UserDto ul = db.users().insertUser();
db.users().insertPermissionOnUser(organization, ul, A_PERMISSION);
UserDto u2 = db.users().insertUser();
db.users().insertPermissionOnUser(organization, u2, A_PERMISSION);
db.users().insertPermissionOnGroup(groupl, A_ PERMISSION);
UserDto u3 = db.users().insertUser();
db.users().insertMember(groupl, u3);

Il excluding u2 permission --> remain ul and u3

int count = underTest.countUsersWithGlobal PermissionExcludingUserPermission(dbSession,
organization.getUuid(), A_PERMISSION, u2.getld());

assertThat(count).isEqual To(2);

/I excluding unknown user

count = under Test.countUsersWithGlobal Permi ssionExcludingUserPermission(dbSession, organization.getUuid(),
A_PERMISSION, MISSING_ID);

assertThat(count).isEqual To(3);
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I/ another organization

count = under Test.countUsersWithGlobal PermissionExcludingUserPermission(dbSession, DOES NOT_EXIST,
A_PERMISSION, u2.getld());

assertThat(count).isEqual To(0);

/I another permission

count = under Test.countUsersWithGlobal Permi ssionExcludingUserPermi ssion(dbSession, organization.getUuid(),
DOES NOT_EXIST, u2.getld());

assertThat(count).isEqual To(0);
}

@Test

public void sel ectOrganizationUui dsOf UserWithGlobal Permission_returns_empty_set_if user_does not_exist() {
/[ another user
db.users().insertPermissionOnUser(user, ADMINISTER_QUALITY_GATES);

Set<String> orgUuids = under Test.sel ectOrgani zati onUui dsOf U serWithGl obal Permission(dbSession,
MISSING_ID, SYSTEM_ADMIN);

assertThat(orgUuids).isEmpty();
}

@Test
public void
sel ectOrgani zationUui dsOf UserWithGlobal Permission_returns empty _set if _user does not_have permission at a
110 {
db.users().insertPermissionOnUser(user, ADMINISTER_QUALITY_GATES);
I user is not part of this group

db.users().insertPermissionOnGroup(groupl, SCAN_EXECUTION);

Set<String> orgUuids = under Test.sel ectOrgani zati onUui dsOf U serWithGl obal Permission(dbSession, user.getld(),
SCAN_EXECUTION);

assertThat(orgUuids).isEmpty();
}

@Test
public void
sel ectOrgani zationUui dsOf UserWithGlobal Permission_returns_organizations on_which_user _has permission() {
db.users().insertPermissionOnGroup(groupl, SCAN_EXECUTION);
db.users().insertPermissionOnGroup(group2, QUALITY _GATE_ADMIN);
db.users().insertM ember(groupl, user);
db.users().insertM ember(group?2, user);

Set<String> orgUuids = under Test.sel ectOrgani zati onUui dsOf U serWithGl obal Permi ssion(dbSession, user.getld(),
SCAN_EXECUTION);

assertThat(orgUuids).contai nsExactly(groupl.getOrgani zationUuid());
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@Test

public void

sel ectOrgani zationUui dsOf UserWithGlobal Permission_handles user permissions and_group_permissions() {
/I organization: through group membership
db.users().insertPermissionOnGroup(groupl, SCAN_EXECUTION);
db.users().insertM ember(groupl, user);

// org2 : direct user permission
OrganizationDto org2 = db.organizations().insert();
db.users().insertPermissionOnUser(org2, user, SCAN_EXECUTION);

// org3 : another permission QUALITY_GATE_ADMIN
OrganizationDto org3 = db.organizations().insert();
db.users().insertPermissionOnUser(org3, user, QUALITY_GATE_ADMIN);

Il exclude project permission
db.users().insertProjectPermissionOnUser (user, UserRole ADMIN, db.components().insertPrivateProject());

Set<String> orgUuids = under Test.sel ectOrgani zati onUui dsOf U serWithGl obal Permission(dbSession, user.getld(),
SCAN_EXECUTION);

assertThat(orgUuids).containsOnly(organization.getUuid(), org2.getUuid());
}

@Test

public void selectOrganizationUuidsOf UserWithGlobal Permission_ignores_anonymous_permissions() {
db.users().insertPermissionOnAnyone(organization, SCAN);
db.users().insertPermissionOnUser(organization, user, ADMINISTER_QUALITY_GATES);

Set<String> orgUuids = underTest.sel ectOrgani zati onUui dsOf UserWithGl obal Permi ssion(dbSession, user.getld(),
SCAN.getKey());

assertThat(orguuids).isEmpty();
}

@Test

public void

sel ectProjectPermissionsOf Anonymous _returns_permissions_of _anonymous_user_on_specified _public_project() {
ComponentDto project = db.components().insertPublicProject(organi zation);
db.users().insertProjectPermissionOnAnyone("pl”, project);
db.users().insertProjectPermissionOnUser(db.users().insertUser(), "p2", project);
ComponentDto otherProject = db.components().insertPublicProject();
db.users().insertProj ectPermissionOnAnyone("p3", otherProject);

assertThat(underTest.sel ectProj ectPermissionsOf Anonymous(dbSession, project.uuid())).containsOnly("pl");
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@Test
public void selectProjectPermissionsOf Anonymous_returns_empty_set when_project_does not_exist() {
assertThat(underTest.sel ectProj ectPermissionsOf Anonymous(dbSession, "does_not_exist")).isEmpty();

}

@Test

public void selectProjectPermissions_returns_empty set when logged in_user_and_project_does not_exist() {
assertThat(underTest.sel ectProjectPermissions(dbSession, "does not_exist", user.getld())).isEmpty();

}

@Test
public void
selectProjectPermissions_returns_permissions_of logged in_user_on_specified_public_project_through_anonymou
s permissions() {
ComponentDto project = db.components().insertPublicProject(organization);
db.users().insertProjectPermissionOnAnyone("pl”, project);
db.users().insertProjectPermissionOnAnyone("p2", project);

assertThat(underTest.sel ectProj ectPermissions(dbSession, project.uuid(), user.getld())).containsOnly("pl", "p2");
}

@Test

public void selectProjectPermissions_returns_permissions_of_logged in_user_on_specified_project() {
ComponentDto project = db.components().insertPrivateProject(organi zation);
db.users().insertProj ectPermissionOnUser (user, UserRole. CODEVIEWER, project);
db.users().insertProj ectPermissionOnUser(db.users().insertUser(), UserRole.l SSUE_ADMIN, project);

assertThat(underTest.sel ectProjectPermissions(dbSession, project.uuid(),
user.getld())).containsOnly(UserRole. CODEVIEWER);

}

@Test
public void
selectProjectPermissions_returns permissions of logged in user_on_specified project_through group _membershi
PO {
ComponentDto project = db.components().insertPrivateProject(organi zation);
db.users().insertProj ectPermissionOnGroup(groupl, UserRole. CODEVIEWER, project);
db.users().insertProjectPermissionOnGroup(group2, UserRole.| SSUE_ADMIN, project);
db.users().insertM ember(groupl, user);

assertThat(underTest.sel ectProj ectPermissions(dbSession, project.uuid(),
user.getld())).containsOnly(UserRole. CODEVIEWER);

}

@Test
public void
selectProjectPermissions_returns_permissions _of logged in_user_on_specified_private project_through_all_possi
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ble_configurations() {
ComponentDto project = db.components().insertPrivateProject(organi zation);
db.users().insertProj ectPermissionOnUser (user, UserRole. CODEVIEWER, project);
db.users().insertProjectPermissionOnGroup(groupl, UserRole.USER, project);
db.users().insertM ember(groupl, user);

assertThat(underTest.sel ectProjectPermissions(dbSession, project.uuid(),
user.getld())).containsOnly(UserRole. CODEVIEWER, UserRole.USER);

}

@Test
public void
selectProjectPermissions_returns_permissions of logged in _user_on_specified public_project_through all_possib
le_configurations() {
ComponentDto project = db.components().insertPublicProject(organi zation);
db.users().insertProjectPermissionOnUser (user, "pl", project);
db.users().insertProjectPermissionOnAnyone("p2", project);
db.users().insertProj ectPermissionOnGroup(groupl, "p3", project);
db.users().insertM ember(groupl, user);

assertThat(under Test.sel ectProjectPermissions(dbSession, project.uuid(), user.getld())).containsOnly("p1", "p2",
"p3");
}

@Test
public void keepAuthorizedProjectUuids filters projects authorized_to logged_in_user by direct_permission() {
ComponentDto privateProject = db.components().insertPrivateProject(organi zation);
ComponentDto publicProject = db.components().insertPublicProject(organization);
UserDto user = db.users().insertUser();
db.users().insertProjectPermissionOnUser (user, UserRole ADMIN, privateProject);

assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet(privateProject.uuid(),
publicProject.uuid()), user.getld(), UserRole ADMIN))
.containsOnly(privateProject.uuid());
/I user does not have the permission "issueadmin”
assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet(privateProject.uuid(),
publicProject.uuid()), user.getld(), UserRole.l SSUE_ADMIN))
isEmpty();

@Test
public void keepAuthorizedProjectUuids filters projects authorized_to logged_in_user by group permission() {
ComponentDto privateProject = db.components().insertPrivateProject(organi zation);
ComponentDto publicProject = db.components().insertPublicProject(organization);
UserDto user = db.users().insertUser();
GroupDto group = db.users().insertGroup(organization);
db.users().insertM ember(group, user);
db.users().insertProj ectPermissionOnGroup(group, UserRole ADMIN, privateProject);
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assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet(privateProject.uuid(),
publicProject.uuid()), user.getld(), UserRole ADMIN))
.containsOnly(privateProject.uuid());
/I user does not have the permission "issueadmin”
assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet(privateProject.uuid(),

publicProject.uuid()), user.getld(), UserRole.| SSUE_ADMIN))
isEmpty();

@Test
public void keepAuthorizedProjectUuids returns empty _list_if input_is empty() {

ComponentDto publicProject = db.components().insertPublicProject(organi zation);
UserDto user = db.users().insertUser();

assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, Collections.emptySet(), user.getld(),
UserRole. USER))

isEmpty();

/I projects do not exist

assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet("does not_exist"), user.getld(),
UserRole USER))

JisEmpty();

@Test

public void keepAuthorizedProjectUuids returns empty list if input_does not reference existing_projects() {
ComponentDto publicProject = db.components().insertPublicProject(organization);
UserDto user = db.users().insertUser();

assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet("does not_exist"), user.getld(),
UserRole USER))

JisEmpty();

@Test

public void keepAuthorizedProjectUuids returns public_projects if permission USER _or CODEVIEWER() {
ComponentDto publicProject = db.components().insertPublicProject(organization);
UserDto user = db.users().insertUser();

I/ logged-in user

assertThat(underTest.keepA uthorizedProjectUuids(dbSession, newHashSet(publicProject.uuid()), user.getld(),
UserRole. CODEVIEWER))

.containsOnly(publicProject.uuid());

assertThat(underTest.keepA uthorizedProjectUuids(dbSession, newHashSet(publicProject.uuid()), user.getld(),
UserRole USER))

.containsOnly(publicProject.uuid());
assertThat(underTest.keepA uthorizedProjectUuids(dbSession, newHashSet(publicProject.uuid()), user.getld(),
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UserRole ADMIN))
isEmpty();

// anonymous
assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet(publicProject.uuid()), null,
UserRole. CODEVIEWER))
.containsOnly(publicProject.uuid());
assertThat(underTest.keepA uthorizedProjectUuids(dbSession, newHashSet(publicProject.uuid()), null,
UserRole. USERY))
.containsOnly(publicProject.uuid());
assertThat(underTest.keepA uthorizedProj ectUuids(dbSession, newHashSet(publicProject.uuid()), null,
UserRole ADMIN))
JisEmpty();

@Test

public void

selectQualityProfileAdministratorLogins return_users with_quality profile_administrator_permission() {
OrganizationDto organizationl = db.organizations().insert();
UserDto userl = db.users().insertUser();
db.users().insertPermissionOnUser(organizationl, userl, ADMINISTER_QUALITY_PROFILES);
OrganizationDto organization2 = db.organizations().insert();
UserDto user2 = db.users().insertUser();
db.users().insertPermissionOnUser(organization2, user2, ADMINISTER_QUALITY_PROFILES);

List<String> logins = under Test.sel ectQualityProfileAdministratorL ogins(dbSession);

assertThat(logins).containsExactlylnAnyOrder(userl.getl ogin(), user2.getl ogin());
}

@Test
public void selectQualityProfileAdministratorLogins return_users within_quality profile_administrator_group() {
OrganizationDto organizationl = db.organizations().insert();
GroupDto qualityProfileAdministratorGroupl = db.users().insertGroup(organi zationl);
db.users().insertPermissionOnGroup(qualityProfileAdministratorGroupl,
ADMINISTER_QUALITY_PROFILES);
UserDto userl = db.users().insertUser();
db.users().insertM ember(qualityProfileAdministratorGroupl, userl);
OrganizationDto organization2 = db.organizations().insert();
GroupDto qualityProfileAdministratorGroup2 = db.users().insertGroup(organi zation?2);
db.users().insertPermissionOnGroup(qualityProfileAdministratorGroup2,
ADMINISTER_QUALITY_PROFILES);
UserDto user2 = db.users().insertUser();
db.users().insertM ember(qualityProfileAdministratorGroup2, user2);

List<String> logins = under Test.sel ectQualityProfileAdministratorL ogins(dbSession);

assertThat(logins).containsExactlylnAnyOrder(userl.getl ogin(), user2.getl ogin());
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@Test
public void selectQualityProfileAdministratorLogins does not_return_non_quality _profile_administrator_logins()
{

OrganizationDto organizationl = db.organizations().insert();

UserDto userl = db.users().insertUser();

db.users().insertPermissionOnUser(organizationl, userl, ADMINISTER);

db.users().insertUser();

List<String> logins = under Test.sel ectQualityProfileAdministratorL ogins(dbSession);

assertThat(logins).isEmpty();

@Test

public void selectGlobal AdministratorLogins() {
OrganizationDto organizationl = db.organizations().insert();
UserDto userl = db.users().insertUser();
db.users().insertPermissionOnUser(organizationl, userl, ADMINISTER);
OrganizationDto organization2 = db.organizations().insert();
UserDto user2 = db.users().insertUser();
db.users().insertPermissionOnUser(organization2, user2, ADMINISTER);

GroupDto administratorGroup2 = db.users().insertGroup(organization2);
db.users().insertPermissionOnGroup(administratorGroup2, ADMINISTER);
UserDto user3 = db.users().insertUser();
db.users().insertM ember(administratorGroup2, user3);
ComponentDto project = db.components().insertPrivateProject();
UserDto user4 = db.users().insertUser();
db.users().insertPermissionOnUser(organizationl, userd, ADMINISTER_QUALITY_PROFILES);
db.users().insertProjectPermissionOnUser(user4, "admin”, project);
db.users().insertUser();
List<String> logins = under Test.sel ectGlobal AdministratorL ogins(dbSession);
assertThat(logins).containsExactlyl nAnyOrder(user1.getL ogin(), user2.getLogin(), user3.getLogin());
@Test
public void keepAuthorizedL oginsOnProject_return_correct_users on_public_project() {
ComponentDto project = db.components().insertPublicProject(organization);

UserDto userl = db.users().insertUser();

/I admin with "direct” ADMIN role
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UserDto adminl = db.users().insertUser();
db.users().insertProjectPermissionOnUser(adminl, UserRole ADMIN, project);

/I admin2 with ADMIN role through group

UserDto admin2 = db.users().insertUser();

GroupDto adminGroup = db.users().insertGroup(organization, "ADMIN");
db.users().insertM ember(adminGroup, admin2);

db.users().insertProj ectPermissionOnGroup(adminGroup, UserRole ADMIN, project);

assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, newHashSet(user1.getl ogin()),
project.getkey(), UserRole.USER))
.containsOnly(userl.getL ogin());
assertThat(underTest.keepA uthori zedL oginsOnProject(dbSession, newHashSet(user1.getl ogin(),
adminl.getl ogin(), admin2.getL ogin()), project.getKey(), UserRole. USER))
.containsOnly(userl.getLogin(), adminl.getL ogin(), admin2.getL ogin());
assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, newHashSet(user1.getl ogin(),
adminl.getL ogin(), admin2.getLogin()), project.getkey(), UserRole ADMIN))
.containsOnly(adminl.getL ogin(), admin2.getL ogin());

@Test
public void keepAuthorizedL oginsOnProject_return_correct_users on_private project() {
ComponentDto project = db.components().insertPrivateProject(organi zation);

GroupDto userGroup = db.users().insertGroup(organization, "USERS");

GroupDto adminGroup = db.users().insertGroup(organization, "ADMIN");
db.users().insertProj ectPermissionOnGroup(userGroup, UserRole.USER, project);
db.users().insertProj ectPermissionOnGroup(adminGroup, UserRole ADMIN, project);

/l admin with "direct” ADMIN role
UserDto adminl = db.users().insertUser();
db.users().insertProjectPermissionOnUser(adminl, UserRole ADMIN, project);

/I admin2 with ADMIN role through group
UserDto admin2 = db.users().insertUser();
db.users().insertM ember(adminGroup, admin2);

[/ userl with "direct" USER role
UserDto userl = db.users().insertUser();
db.users().insertProjectPermissionOnUser(userl, UserRole.USER, project);

I user2 with USER role through group
UserDto user2 = db.users().insertUser();
db.users().insertM ember(userGroup, user2);

/I user without role
UserDto userWithNoRole = db.users().insertUser();
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assertThat(underTest.keepA uthori zedL oginsOnProj ect(dbSessi on, newHashSet(userWithNoRole.getL ogin()),
project.getkey(), UserRole.USER))
JisEmpty();
assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, newHashSet(user1.getl ogin()),
project.getkey(), UserRole.USER))
.containsOnly(userl.getL ogin());

Set<String> allL ogins = newHashSet(adminl.getL ogin(), admin2.getL ogin(), userl.getL ogin(), user2.getL ogin(),
userWithNoRole.getL ogin());

// Admin does not have the USER permission set
assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, alLogins, project.getKey(), UserRole. USER))
.containsOnly(userl.getLogin(), user2.getLogin());
assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, allL ogins, project.getKey(),
UserRole ADMIN))
.containsOnly(adminl.getL ogin(), admin2.getL ogin());

@Test
public void keepAuthorizedL oginsOnProject_return_correct_users on_branch() {
ComponentDto project = db.components().insertPrivateProject(organi zation);
ComponentDto branch = db.components().insertProjectBranch(project, ¢ ->
c.setBranchType(random.nextBoolean() ? BranchType.SHORT : BranchType.LONG));

GroupDto userGroup = db.users().insertGroup(organization, "USERS");

GroupDto adminGroup = db.users().insertGroup(organization, "ADMIN");
db.users().insertProj ectPermissionOnGroup(userGroup, UserRole.USER, project);
db.users().insertProj ectPermissionOnGroup(adminGroup, UserRole ADMIN, project);

/l admin with "direct” ADMIN role
UserDto adminl = db.users().insertUser();
db.users().insertProjectPermissionOnUser(adminl, UserRole ADMIN, project);

/I admin2 with ADMIN role through group
UserDto admin2 = db.users().insertUser();
db.users().insertM ember(adminGroup, admin2);

[/ userl with "direct" USER role
UserDto userl = db.users().insertUser();
db.users().insertProjectPermissionOnUser(userl, UserRole.USER, project);

I user2 with USER role through group
UserDto user2 = db.users().insertUser();
db.users().insertM ember(userGroup, user2);

/I user without role
UserDto userWithNoRole = db.users().insertUser();
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assertThat(underTest.keepA uthori zedL oginsOnProj ect(dbSessi on, newHashSet(userWithNoRole.getL ogin()),
branch.getKey(), UserRole.USER))
JisEmpty();
assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, newHashSet(user1.getl ogin()),
branch.getKey(), UserRole.USER))
.containsOnly(userl.getL ogin());

Set<String> allL ogins = newHashSet(adminl.getL ogin(), admin2.getL ogin(), userl.getL ogin(), user2.getL ogin(),
userWithNoRole.getL ogin());

// Admin does not have the USER permission set
assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, allLogins, branch.getKey(), UserRole.USER))
.containsOnly(userl.getLogin(), user2.getLogin());

assertThat(underTest.keepA uthorizedL oginsOnProject(dbSession, alL ogins, branch.getKey(),

UserRole ADMIN))
.containsOnly(adminl.getL ogin(), admin2.getL ogin());

}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.db.permission.template;

import static com.google.common.base.Preconditions.check Argument;
public class PermissionTemplateCharacteristicDto {

private static final int MAX_PERMISSION_KEY_LENGTH = 64;
private Long id;

private long templateld;
private String permission;
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private boolean withProjectCreator;
private long createdAt;
private long updatedAt;

public Long getld() {
returnid;

}

public PermissionTemplateCharacteristicDto setld(Long id) {
thisid =id;
return this;

}

public long getTemplatel d() {
return templatel d;

}

public PermissionTemplateCharacteristicDto setTemplateld(long templateld) {
thistemplateld = templatel d;
return this;

}

public String getPermission() {
return permission;

}

public PermissionTempl ateCharacteri sticDto setPermission(String permission) {
check Argument(permission.length() <= MAX_PERMISSION_KEY_LENGTH, "Permission key length (%s) is
longer than the maximum authorized (%s). '%s was provided.”,
permission.length(), MAX_PERMISSION_KEY L ENGTH, permission);
this.permission = permission;
return this;
}

public boolean getWithProjectCreator() {
return withProjectCreator;

}

public PermissionTemplateCharacteristicDto setWithProjectCreator(bool ean withProjectCreator) {
this.withProjectCreator = withProjectCreator;
return this;

}

public long getCreatedAt() {
return createdAt;

}

public PermissionTemplateCharacteristicDto setCreatedAt(long createdAt) {
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this.createdAt = createdAt;
return this;

}

public long getUpdatedAt() {
return updatedAt;

}

public PermissionTempl ateCharacteristicDto setUpdatedAt(long updatedAt) {
this.updatedAt = updatedAt;
return this;

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU

* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws,

import java.util.Optional;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.organi zati on.Organi zationDto;
import org.sonar.server.permission.PermissionChange;
import org.sonar.server.permission.PermissionUpdater;
import org.sonar.server.permission.Projectld;

import org.sonar.server.permission.Userld;

import org.sonar.server.permission.UserPermissionChange;
import org.sonar.server.user.UserSession;
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import static java.util Arrays.asList;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkProjectAdmin;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createOrgani zationParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuil der.createPermissionParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createProj ectParameters;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createUserL oginParameter;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER _LOGIN;

public class RemoveUserAction implements PermissionsWsAction {

public static final String ACTION = "remove_user";

private final DbClient dbClient;

private final UserSession userSession;

private final PermissionUpdater permissionUpdater;
private final PermissionWsSupport support;

public RemoveUserAction(DbClient dbClient, UserSession userSession, PermissionUpdater permissionUpdater,
PermissionWsSupport support) {

this.dbClient = dbClient;

this.userSession = userSession;

this.permissionUpdater = permissionUpdater;

this.support = support;

}

@0Override
public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction(ACTION)
.setDescription(" Remove permission from auser.<br /> " +
"This service defaults to global permissions, but can be limited to project permissions by providing project id or
project key.<br />" +
"Requires one of the following permissions:” +
"<ul>" +
"<li>'Administer System'</li>" +
"<li>'Administer' rights on the specified project</li>" +
"</ul>")
.setSince("'5.2")
.SetPost(true)
.setHandler(this);

createPermissionParameter(action);

createUserL oginParameter (action);

createProj ectParameters(action);

createOrgani zationParameter (action).setSince("6.2");
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@Override
public void handle(Request request, Response response) throws Exception {
try (DbSession dbSession = dbClient.openSession(false)) {
Userld user = support.findUser(dbSession, request. mandatoryParam(PARAM _USER_L OGIN));
Optional<Projectld> projectld = support.findProjectl d(dbSession, request);
OrganizationDto org = support.findOrgani zation(dbSession, request.param(PARAM_ORGANIZATION));

checkProjectAdmin(userSession, org.getUuid(), projectld);

PermissionChange change = new UserPermissionChange(
PermissionChange.Operation.REMOVE,
org.getUuid(),
request.mandatoryParam(PARAM_PERMISSION),
projectld.orElse(null),
user);

permissionUpdater.apply(dbSession, asList(change));

response.noContent();

}
}

}
The MIT License (MIT)

Copyright (c) 2000 - 2013 The Legion of the Bouncy Castle Inc.
(http://lwww.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.
<?ml version="1.0" encoding="UTF-8" ?>
<IDOCTY PE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN" "mybatis-3-mapper.dtd">
<mapper namespace="org.sonar.db.permission.templ ate.PermissionTempl ateCharacteri sticM apper" >
<ggl id="columns'>

ptc.id,

ptc.template _id as templateld,
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ptc.permission_key as permission,
ptc.with_project_creator as withProjectCreator,
ptc.created at as createdAt,
ptc.updated at as updatedAt

</sgl>

<select id="selectByld" parameterType="long" resultType="PermissionTemplateCharacteristic">
select
<include refid="columns" />
from perm_tpl_characteristics ptc
where ptc.id=#{id,jdbcType=BIGINT}
</select>

<select id="selectByTemplatelds' parameterType="long" resultType="PermissionTemplateCharacteristic">
select
<include refid="columns" />
from perm_tpl_characteristics ptc
where
ptc.template idin
<foreach collection="templatelds" open="(" close=")" item="templateld" separator=",">
#{ templ atel d}
</foreach>
order by id
</select>

<select id="selectByPermissionAndTemplateld" parameter Type="map"
resultType="PermissionTemplateCharacteristic"'>

select

<include refid="columns" />

from perm_tpl_characteristics ptc

where ptc.template_id=#{ templatel d}

and ptc.permission_key=#{ permission}

order by id
</select>

<insert id="insert" parameter Type="PermissionTemplateCharacteristic" keyColumn="id"
useGeneratedK eys="true" keyProperty="id">
insert into perm_tpl_characteristics(template_id, permission_key, with_project_creator, created_at, updated_at)
values(#{ templateld, jdbcType=BIGINT}, #{ permission, jdbcType=VARCHARY}, #{ withProjectCreator,
jdbcType=BOOL EAN}, #{ createdAt, jdbcType=BIGINT}, #{ updatedAt, jdbcType=BIGINT})
<finsert>

<update id="update" parameterType="PermissionTemplateCharacteristic" useGeneratedK eys="false">
update perm_tpl_characteristics set
with_project_creator=#{ withProjectCreator, jdbcType=BOOLEAN},
updated_at=#{ updatedAt, jdbcType=BIGINT}
where id=#{id}
</update>
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<delete id="deleteByTemplateld" parameterType="long">
DELETE FROM perm_tpl_characteristics
WHERE template_id = #{ permissionTemplatel d}
</delete>

<delete id="deleteBy Templatelds" parameterType="long">
delete from
perm_tpl_characteristics
where
template idin
<foreach collection="templatelds" open="(" close=")" item="templateld" separator=",">
#{ templatel d}

</foreach>
</delete>
</mapper>
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import javax.annotation.Nullable;

import org.junit. Test;

import org.sonar.api.resources.Qualifiers;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.organization.Default Templ ates;

import org.sonar.db.organization.Organi zationDto;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.db.permission.template.PermissionTemplateTesting;
import org.sonar.server.exceptions.BadRegquestException;

import org.sonar.server.exceptions.Forbi ddenException;
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import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.UnauthorizedException;
import org.sonar.server.i18n.118nRule;

import org.sonar.server.permission.ws.BasePermissionWsTest;
import org.sonar.server.ws.TestRequest;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.api.resources.Qualifiers. APP;

import static org.sonar.api.resources.Qualifiers. PROJECT;

import static org.sonar.api.resources.Qualifiers.VIEW,

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_QUALIFIER;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;

public class SetDefaultTemplateActionTest extends BasePermissionWsT est<SetDefault TemplateAction> {

private DbClient dbClient = db.getDbClient();
private 1 18nRule i18n = new 118nRule();

@Override
protected SetDefaultTemplateAction buildWsAction() {

return new SetDefaultTemplateA ction(db.getDbClient(), newPermissionWsSupport(), newRootResourceTypes(),
userSession, i18n);

}

@Test
public void update_project_default_template() throws Exception {
PermissionTemplateDto viewDefaultTemplate =
db.permissionTemplates().insert Templ ate(db.getDefaultOrgani zation());

db.organizations().setDefault Templ ates(db.permissionTempl ates().insert Templ ate(db.getDefaul tOrgani zation()),
viewDefaultTemplate);

PermissionTemplateDto template = insertTempl ate(db.getDefaultOrganization());
loginAsAdmin(db.getDefaultOrgani zation());

newRequest(template.getUuid(), Qualifiers. PROJECT);

assertDefault Templ ates(db.getDefaultOrgani zation(), template.getUuid(), viewDefaultTemplate.getUuid());
}

@Test

public void update project_default_template without_qualifier_param() throws Exception {
OrganizationDto organization = db.organi zations().insert();
db.organizations().setDefault Templ ates(organi zation, "any-project-template-uuid”, *any-view-template-uuid");
PermissionTemplateDto template = insertTemplate(organi zation);
loginAsAdmin(organization);

/I default value is project qualifier's value
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newRequest(template.getUuid(), null);

assertDefaultTempl ates(organi zation, template.getUuid(), "any-view-template-uuid");
}

@Test
public void update project_default_template by template name() {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto viewDefault Template = db.permissionTemplates().insertTempl ate(organi zation);
db.organizations().setDefault Templ ates(db.permissionTempl ates().insert Templ ate(organization),
viewDefaultTemplate);
PermissionTemplateDto template = insertTemplate(organi zation);
loginAsAdmin(organization);

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_TEMPLATE_NAME, template.getName().toUpperCas«())
.execute();

db.getSession().commit();

assertDefault Templ ates(organization, template.getUuid(), viewDefaultTemplate.getUuid());
}

@Test
public void update view_default_template() throws Exception {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto projectDefault Template = db.permissionTemplates().insertTempl ate(organi zation);
db.organizations().setDefault Templ ates(proj ectDefault Templ ate, null);
PermissionTemplateDto template = insertTemplate(organi zation);
loginAsAdmin(organization);

newRequest(template.getUuid(), VIEW);

assertDefault Templ ates(organi zation, projectDefault Template.getUuid(), template.getUuid());
}

@Test
public void fail_if_update default_template with_app_qualifier() throws Exception {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto projectDefault Template = db.permissionTemplates().insertTempl ate(organi zation);
db.organizations().setDefault Templ ates(proj ectDefault Templ ate, null);
PermissionTemplateDto template = insertTempl ate(organi zation);
loginAsAdmin(organization);

expectedException.expect(llegal ArgumentException.class);
expectedException.expectM essage("'Value of parameter 'qualifier' (APP) must be one of: [TRK, VW]");

newRequest(template.getUuid(), APP);
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@Test

public void fail_if_anonymous() throws Exception {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto template = insertTemplate(organi zation);
userSession.anonymous();

expectedException.expect(UnauthorizedException.class);

newRequest(template.getUuid(), PROJECT);

@Test

public void fail_if_not_admin() throws Exception {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto template = insertTemplate(organi zation);
userSession.login();

expectedExcepti on.expect(ForbiddenException.class);

newRequest(template.getUuid(), null);
}

@Test
public void fail_if_template not_provided() throws Exception {
expectedException.expect(BadRequestException.class);

newRequest(null, PROJECT);
}

@Test
public void fail_if_template does not_exist() throws Exception {
expectedException.expect(NotFoundException.class);

newRequest("unknown-template-uuid”, PROJECT);
}

@Test

public void fail_if_qualifier_is_not_root() throws Exception {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto template = insertTempl ate(organi zation);
loginAsAdmin(organization);

expectedException.expect(llegal ArgumentException.class);
expectedException.expectM essage("Vaue of parameter 'qualifier' (FIL) must be one of: [TRK, VW]");

newRequest(template.getUuid(), Qualifiers.FILE);
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@Test

public void fail_if_organization has no_default_templates() throws Exception {
OrganizationDto organization = db.organizations().insert();
PermissionTemplateDto template = insertTemplate(organi zation);
loginAsAdmin(organization);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage("No Default templates for organization with uuid ™ + organization.getUuid() +

"),

newRequest(template.getUuid(), null);

private String newRequest(@Nullable String templateUuid, @Nullable String qualifier) {
TestRequest request = newReguest();
if (templateUuid !'= null) {
request.setParam(PARAM_TEMPLATE_ID, templateUuid);
}
if (qualifier !=null) {
request.setParam(PARAM_QUALIFIER, qualifier);
}

return reguest.execute().getl nput();
}

private PermissionTemplateDto insertTemplate(Organi zationDto organization) {
PermissionTemplateDto res = dbClient.permissionTemplateDao().insert(db.getSession(),
PermissionTemplateT esting.newPermissionTemplateDto()
.setOrganizationUuid(organization.getUuid())
.SsetUuid(" permission-template-uuid"));
db.commit();
return res;

}

private void assertDefaultTemplates(Organi zationDto organi zationDto,
@Nullable String projectDefaultTemplateUuid, @Nullable String viewDefaultTemplateUuid) {
DbSession dbSession = db.getSession();
DefaultTempl ates default Templates = db.getDbClient().organizationDao().getDefaul t Templ ates(dbSession,
organizationDto.getUuid())
.OrElseThrow(() -> new Illegal StateException("No default templates for organization with uuid ™ +
organizationDto.getUuid() +"™));

assertThat(defaultTemplates.getProjectUuid()).isEqual To(projectDefault Templ ateUuid);
assertThat(defaultTemplates.getViewUuid()).isEqua To(viewDefault TemplateUuid);

}

}
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/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import java.util.List;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.organization.Organi zationDto;

import org.sonar.db.permission.PermissionQuery;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.server.permission.Userld;

import org.sonar.server.permission.ws.PermissionWsSupport;
import org.sonar.server.permission.ws.PermissionsWsAction;
import org.sonar.server.user.UserSession;

import javax.annotation.CheckForNull;
import javax.annotation.Nullable;

import static java.util.Objects.requireNonNull;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGlobal Admin;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createProjectPermissionParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createT emplateParameters;

import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createUserL oginParameter;

import static org.sonar.server.permission.ws.template.WsTempl ateRef.newTempl ateRef;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;
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import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER _LOGIN;

public class AddUserToTemplateAction implements PermissionsWsAction {
private final DbClient dbClient;

private final PermissionWsSupport wsSupport;

private final UserSession userSession;

public AddUserToTemplateA ction(DbClient dbClient, PermissionWsSupport wsSupport, UserSession userSession)
{

this.dbClient = dbClient;

this.wsSupport = wsSupport;

this.userSession = userSession;
}

private static AddUserToTemplateRequest toAddUser ToTemplateWsRequest(Request request) {
return new AddUserToTemplateRequest()
.setLogin(request. mandatoryParam(PARAM_USER L OGIN))
.SetPermission(request.mandatoryParam(PARAM_PERMISSION))
.setTemplatel d(request.param(PARAM_TEMPLATE_ID))
.setOrganization(request.param(PARAM_ORGANIZATION))
.setTemplateName(request.param(PARAM_TEMPLATE_NAME));

@0Override
public void define(WebService.NewController context) {
WebService.NewAction action = context
.createAction("add_user_to_template")
.SetPost(true)
.setSince("'5.2")
.SsetDescription("Add a user to a permission template.<br /> " +
"Regquires the following permission; ‘Administer System'.")

.SetHandler(this);

createTempl ateParameters(action);
createProj ectPermissionParameter (action);
createUserL oginParameter (action);

}

@Override

public void handle(Request request, Response response) throws Exception {
doHandle(toAddUserToTempl ateWsRequest(request));
response.noContent();

}

private void doHandle(AddUserToTemplateRequest request) {
String permission = request.getPermission();
String userLogin = request.getLogin();
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try (DbSession dbSession = dbClient.openSession(false)) {
PermissionTemplateDto template = wsSupport.findTemplate(dbSession, newTemplateRef(
request.getTemplateld(), request.getOrganization(), request.getTemplateName()));
OrganizationDto organizationDto = wsSupport.findOrgani zation(dbSession, request.getOrgani zation());
checkGlobal Admin(userSession, organizationDto.getUuid());
Userld user = wsSupport.findUser(dbSession, userL ogin);
wsSupport.checkM embershi p(dbSession, organizationDto, user);

if (lisUserAlreadyAdded(dbSession, organizationDto, template.getld(), userLogin, permission)) {
dbClient.permissionTemplateDao().insertUserPermission(dbSession, template.getld(), user.getld(), permission);
dbSession.commit();
}
}
}

private boolean isUserAlreadyAdded(DbSession dbSession, OrganizationDto organizationDto, long templatel d,
String userLogin, String permission) {
PermissionQuery permissionQuery =
PermissionQuery.builder().setOrgani zationUui d(organi zationDto.getUuid() ) .setPermission(permission).buil d();
List<String> userswWithPermission =
dbClient.permissionTemplateDao().sel ectUserL oginsByQueryAndTemplate(dbSession, permissionQuery,
templatel d);
return usersWithPermission.stream().anyMatch(s -> s.equals(userLogin));
}

private static class AddUserToTemplateRequest {
private String login;
private String permission;
private String templateld;
private String organization;
private String templateName;

public String getLogin() {
return login;

}

public AddUserToTemplateRequest setlogin(String login) {
this.login = requireNonNull(login);
return this;

}

public String getPermission() {
return permission;

}

public AddUserToTemplateRequest setPermission(String permission) {
this.permission = requireNonNull (permission);
return this;
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@CheckForNull
public String getTemplateld() {
return templatel d;

}

public AddUserToTemplateRequest setTemplateld(@Nullable String templateld) {
this.templateld = templatel d;
return this;

}

@CheckForNull
public String getTemplateName() {
return templateName;

}

public AddUserToTemplateRequest setTemplateName(@Nullable String templateName) {
this.templateName = templateName;
return this;

}

@CheckForNull
public String getOrganization() {
return organization;

}

public AddUserToTemplateRequest setOrganization(@Nullable String s) {
this.organization = s;
return this;
}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU

* Lesser General Public License for more details.
*

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 273



* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

@ParametersAreNonnulIByDefault

package org.sonar.db.permission;

import javax.annotation.ParametersAreNonnul | ByDefault;

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission;

import java.util.Local e

import javax.annotation.CheckForNull;

import javax.annotation.Nullable;

import javax.annotation.concurrent.lmmutable;
import org.sonar.db.WildcardPosition;

import static com.google.common.base.MoreObjects.firstNonNull;
import static com.google.common.base.Preconditions.checkArgument;
import static java.util.Objects.requireNonNull;

import static org.apache.commons.lang.StringUtils.defaultlfBlank;
import static org.sonar.api.utils.Paging.offset;

import static org.sonar.db.DaoUtils.buildLikeValue;

/* *
* Query used to get users and groups permissions
*/
@I mmutable
public class PermissionQuery {
public static final int RESULTS_ MAX_SIZE = 100;
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public static final int SEARCH_QUERY_MIN_LENGTH = 3;
public static final int DEFAULT_PAGE_SIZE = 20;
public static final int DEFAULT_PAGE_INDEX = 1;

Il filter: return only the users or groups that are members of the organization
private final String organizationUuid;

Il filter: return only the users or groups who have this permission

private final String permission;

/I filter on project, else filter org permissions

private final String componentUuid;

private final String template;

Il filter on login, email or name of users or groups
private final String searchQuery;

private final String searchQueryToSql;

private final String searchQueryToSglL owercase;

/I filter users or groups who have at least one permission. It does make
Il sense when the filter "permission” is set.
private final boolean withAtL eastOnePermission;

private final int pageSize;
private final int pageOffset;

private PermissionQuery(Builder builder) {

this.organizationUuid = builder.organizationUuid;

this.permission = builder.permission;

this.withAtL eastOnePermission = builder.withAtL eastOnePermission;

this.componentUuid = builder.componentUuid;

this.template = builder.templ ate;

this.searchQuery = builder.searchQuery;

this.searchQueryToSgl = builder.searchQuery == null ? null : buildLikeValue(builder.searchQuery,
WildcardPosition.BEFORE_AND_AFTER);

this.searchQueryToSglL owercase = searchQueryToSgl == null ? null :
searchQueryToSql.toL owerCase(L ocale. ENGL ISH);

this.pageSize = builder.pageSize;

this.pageOffset = offset(builder.pagel ndex, builder.pageSize);
}

public String getOrganizationUuid() {
return organi zationUuid;

}

@CheckForNull
public String getPermission() {
return permission;

}
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public boolean withAtL eastOnePermission() {
return withAtL eastOnePermission;

}

// TODO removeit, it should not be in the query, but set as a separate parameter
@Deprecated
public String template() {

return templ ate;

}

@CheckForNull
public String getComponentUuid() {
return componentUuid;

}

@CheckForNull
public String getSearchQuery() {
return searchQuery;

}

@CheckForNull

public String getSearchQueryToSql() {
return searchQueryToSq;

}

@CheckForNull
public String getSearchQueryToSqlLowercase() {
return searchQueryToSqglL owercaseg;

}

public int getPageSize() {
return pageSize;

}

public int getPageOffset() {
return pageOffset;
}

public static Builder builder() {
return new Builder();

}

public static class Builder {
private String permission;
private String organizationUuid;
private String componentUuid;
private String template;
private String searchQuery;
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private boolean withAtL eastOnePermission;

private Integer pagel ndex;
private Integer pageSize;

private Builder() {
/I enforce method constructor

}

public Builder setPermission(@Nullable String permission) {
thiswithAtL eastOnePermission = permission != null;
this.permission = permission;
return this;

}

public Builder setTemplate(@Nullable String template) {
this.template = template;
return this;

}

public Builder setComponentUuid(@Nullable String componentUuid) {
this.componentUuid = componentUuid;
return this;

}

public Builder setOrganizationUuid(String organizationUuid) {
this.organizationUuid = organizationUuid;
return this;

}

public Builder setSearchQuery(@Nullable String s) {
this.searchQuery = defaultlfBlank(s, null);
return this;

}

public Builder setPagelndex(@Nullable Integer i) {
this.pagelndex = i;
return this;

}

public Builder setPageSize(@Nullable Integer i) {
this.pageSize = i;
return this;

}

public Builder withAtL eastOnePermission() {
this.withAtL eastOnePermission = true;
return this;
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public PermissionQuery build() {
requireNonNull (organizationUuid, "Organization UUID cannot be null™);
this.pagelndex = firstNonNull(pagelndex, DEFAULT_PAGE_INDEX);
this.pageSize = firstNonNull(pageSize, DEFAULT_PAGE_SIZE);
checkArgument(searchQuery == null || searchQuery.length() >= SEARCH_QUERY_MIN_LENGTH, "Search
guery should contains at least %s characters’, SEARCH_QUERY_MIN_LENGTH);
return new PermissionQuery(this);

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.db.permission.template;

import java.util.List;

import java.util.Optional;
import org.sonar.db.Dao;
import org.sonar.db.DbSession;

import static com.google.common.base.Preconditions.checkArgument;
import static java.util.Collections.emptyList;
import static java.util.Objects.requireNonNull;

public class PermissionTemplateCharacteristicDao implements Dao {

public List<PermissionTemplateCharacteristicDto> selectBy Templatel ds(DbSession dbSession, List<Long>
templatelds) {

return templatel ds.isEmpty() ? emptyList() : mapper(dbSession).selectBy Templ atel ds(templatel ds);
}
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public Optional <PermissionTemplateCharacteristicDto> sel ectByPermissionAndTemplatel d(DbSession dbSession,
String permission, long templatel d) {

PermissionTemplateCharacteristicDto dto = mapper(dbSession).sel ectByPermissionAndTempl atel d(permission,
templatel d);

return Optional .of Nullable(dto);
}

public PermissionTempl ateCharacteristicDto insert(DbSession dbSession, PermissionTempl ateCharacteristicDto
dto) {

checkArgument(dto.getCreatedAt() != OL & & dto.getUpdatedAt() '=0L);

mapper(dbSession).insert(dto);

return dto;

}

public PermissionTempl ateCharacteristicDto update(DbSession dbSession, PermissionTemplateCharacteristicDto
templatePermissionDto) {

reguireNonNull (templatePermissionDto.getld());

mapper(dbSession).update(templatePermissionDto);

return templ atePermissionDto;
}

private static PermissionTemplateCharacteristicM apper mapper(DbSession dbSession) {
return dbSessi on.getM apper(PermissionTempl ateCharacteristicM apper.class);

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws,

import org.junit. Test;

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 279



import org.sonar.api.server.ws.WebService.Param;

import org.sonar.api.server.ws.WebService.Sel ectionM ode;
import org.sonar.api.web.UserRole;

import org.sonar.db.component. ComponentDto;

import org.sonar.db.component.ComponentTesting;

import org.sonar.db.organization.Organi zationDto;

import org.sonar.db.user.UserDto;

import org.sonar.server.exceptions.BadRequestException;
import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.Unauthori zedException;
import org.sonar.server.issue.ws.AvatarResol verlmpl;

import static java.lang.String.format;

import static org.apache.commons.lang.StringUtils.countMatches;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.api.server.ws.WebService.Param.PAGE;

import static org.sonar.api.server.ws.WebService.Param.PAGE_SIZE;

import static org.sonar.api.server.ws.WebService.Param. TEXT_QUERY;

import static org.sonar.api.web.UserRole.l SSUE_ADMIN;

import static org.sonar.core.permission.Global Permissions.SY STEM_ADMIN;

import static org.sonar.db.component.Component T esting.newPrivateProjectDto;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY_GATES;
import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY _PROFILES;
import static org.sonar.db.permission.OrganizationPermission.PROVISION_PROJECTS;

import static org.sonar.db.permission.OrganizationPermission.SCAN;

import static org.sonar.db.user.UserTesting.newUserDto;

import static org.sonar.test.JsonAssert.assertJson;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PROJECT _KEY;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER_LOGIN;

public class UsersActionTest extends BasePermissionWsT est<UsersAction> {

@0Override
protected UsersAction buildWsAction() {

return new UsersAction(db.getDbClient(), userSession, newPermissionWsSupport(), new AvatarResolverimpl());
}

@Test
public void search_for_users with response_example() {
UserDto userl =
db.users().insertUser(newUserDto().setL ogin("admin”).setName(" Administrator").setEmail (" admin@admin.com"));
db.organizations().addM ember(db.getDefaultOrgani zation(), userl);
UserDto user2 = db.users().insertUser(newUserDto().setL ogin(" george.orwel ") .setName(" George
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Orwell").setEmail ("george.orwel | @1984.net"));
db.organizations().addM ember(db.getDefaultOrgani zation(), user2);
db.users().insertPermissionOnUser (userl, ADMINISTER_QUALITY_PROFILES);
db.users().insertPermissionOnUser (userl, ADMINISTER);
db.users().insertPermissionOnUser(userl, ADMINISTER_QUALITY_GATES);
db.users().insertPermissionOnUser (user2, SCAN);

loginAsAdmin(db.getDefaultOrganization());
String result = newRequest().execute().getI nput();

assertJson(result).withStrictArrayOrder().isSimilar To(getClass().getResource(" users-example.json™));

@Test
public void search_for_users with_one permission() {
insertUsersHavingGlobal Permissions();

loginAsAdmin(db.getDefaultOrganization());
String result = newRequest().setParam(" permission”, "scan").execute().getl nput();

assertJson(result).withStrictArrayOrder().isSimilar To(getClass().getResource(" UsersActionTest/users.json™));
}

@Test

public void search_for_users with permission_on_project() {
I/ User has permission on project
ComponentDto project =

db.components().insertComponent(Component Testing.newPrivateProjectDto(db.getDefaul tOrganization()));
UserDto user = db.users().insertUser(newUserDto());
db.organizations().addM ember(db.getDefaultOrganization(), user);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);

I/ User has permission on another project
ComponentDto anotherProject =
db.components().insertComponent(Component Testing.newPrivateProjectDto(db.getDef aul tOrgani zation()));
UserDto userHavePermissionOnAnotherProject = db.users().insertUser(newUserDto());
db.organizations().addM ember(db.getDefaultOrgani zation(), userHavePermissionOnAnotherProject);
db.users().insertProj ectPermi ssionOnUser (userHavePermissionOnAnotherProject, ISSUE_ADMIN,
anotherProject);

I/ User has no permission
UserDto withoutPermission = db.users().insertUser(newUserDto());
db.organi zations().addM ember(db.getDefaultOrgani zation(), withoutPermission);

userSession.logIn().addProjectPermission(SY STEM_ADMIN, project);
String result = newRequest()
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.setParam(PARAM_PROJECT _ID, project.uuid())
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.execute()
.getlnput();

assertThat(result).contains(user.getL ogin())
.doesNotContai n(userHavePermissionOnA notherProject.getL ogin())
.doesNotContain(withoutPermission.getL ogin());

@Test

public void search_only for_users with permission_when_no_search_query() {
I/ User have permission on project
ComponentDto project = db.components().insertPrivateProject();
UserDto user = db.users().insertUser();
db.organizations().addM ember(db.getDefaultOrgani zation(), user);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);

I/ User has no permission
UserDto withoutPermission = db.users().insertUser();
db.organi zations().addM ember(db.getDefaultOrgani zation(), withoutPermission);

loginAsAdmin(db.getDefaultOrganization());
String result = newRequest()
.setParam(PARAM_PROJECT _ID, project.uuid())
.execute()
.getlnput();

assertThat(result)
.contains(user.getL ogin())
.doesNotContain(withoutPermission.getL ogin());

@Test
public void search_also for_users without_permission_when_filtering_name() {
I/ User with permission on project
ComponentDto project =
db.components().insertComponent(Component Testing.newPrivateProjectDto(db.organi zations().insert()));
UserDto user = db.users().insertUser(newUserDto("with-permission-login", "with-permission-name”, "with-
permission-email™));
db.organizations().addM ember(db.getDefaultOrgani zation(), user);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);

/I User without permission

UserDto withoutPermission = db.users().insertUser(newUserDto("without-permission-login”, "without-
permission-name”, "without-permission-email"));

db.organizations().addM ember(db.getDefaultOrgani zation(), withoutPermission);

UserDto anotherUser = db.users().insertUser(newUserDto("another-user”, "another-user", "another-user"));

db.organizations().addM ember(db.getDefaultOrgani zation(), anotherUser);
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loginAsAdmin(db.getDefaultOrganization());
String result = newRequest()
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(TEXT_QUERY, "with")
.execute()

.getlnput();

assertThat(result).contains(user.getL ogin(),
withoutPermission.getL ogin()).doesNotContain(anotherUser.getL ogin());

}

@Test
public void search_also for_users without_permission_when _filtering_email () {
/I User with permission on project
ComponentDto project =
db.components().insertComponent(Component Testing.newPrivateProjectDto(db.organi zations()..insert()));
UserDto user = db.users().insertUser(newUserDto("with-permission-login", "with-permission-name”, "with-
permission-email™));
db.organizations().addM ember(db.getDefaultOrgani zation(), user);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);

/I User without permission

UserDto withoutPermission = db.users().insertUser(newUserDto("without-permission-login”, "without-
permission-name”, "without-permission-email"));

db.organizations().addM ember(db.getDefaultOrgani zation(), withoutPermission);

UserDto anotherUser = db.users().insertUser(newUserDto("another-user”, "another-user", "another-user"));

db.organizations().addM ember(db.getDefaultOrgani zation(), anotherUser);

loginAsAdmin(db.getDefaultOrganization());
String result = newRequest().setParam(PARAM_PROJECT _ID, project.uuid()).setParam(TEXT_QUERY,
"email").execute().getlnput();

assertThat(result).contains(user.getL ogin(),
withoutPermission.getL ogin()).doesNotContain(anotherUser.getL ogin());

}

@Test
public void search_also_for_users without_permission_when_filtering_login() {
I/ User with permission on project
ComponentDto project =
db.components().insertComponent(Component Testing.newPrivateProjectDto(db.organi zations()..insert()));
UserDto user = db.users().insertUser(newUserDto("with-permission-login", "with-permission-name”, "with-
permission-email™));
db.organizations().addM ember(db.getDefaultOrgani zation(), user);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);

I/ User without permission
UserDto withoutPermission = db.users().insertUser(newUserDto("without-permission-login”, "without-
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permission-name", "without-permission-email"));
db.organizations().addM ember(db.getDefaultOrgani zation(), withoutPermission);
UserDto anotherUser = db.users().insertUser(newUserDto("another-user”, "another-user", "another-user"));
db.organizations().addM ember(db.getDefaultOrgani zation(), anotherUser);

loginAsAdmin(db.getDefaultOrganization());
String result = newRequest().setParam(PARAM _PROJECT _ID, project.uuid()).setParam(TEXT_QUERY,
"login").execute().getlnput();

assertThat(result).contains(user.getL ogin(),
withoutPermission.getL ogin()).doesNotContain(anotherUser.getL ogin());

}

@Test
public void search_for_users with query as a parameter() {
insertUsersHavingGlobal Permissions();

loginAsAdmin(db.getDefaultOrganization());
String result = newRequest()
.SetParam(* permission”, "scan™)
.SetParam(TEXT_QUERY, "ame-1")
.execute()

.getlnput();

assertThat(result).contains("login-1")
.doesNotContain("login-2")
.doesNotContain("login-3");

@Test
public void search_for_users with select_as a parameter() {
insertUsersHavingGlobal Permissions();

loginAsAdmin(db.getDefaultOrgani zation());
String result = newRequest()

.execute()

.getlnput();

assertThat(result).contains("login-1", "login-2", "login-3");

}

@Test
public void search_for_users is paginated() {
for (inti =9;i>=0;i--) {
UserDto user = db.users().insertUser(newUserDto().setName("user-" +i));
db.organizations().addM ember(db.getDefaultOrgani zation(), user);
db.users().insertPermissionOnUser (user, ADMINISTER);
db.users().insertPermissionOnUser(user, ADMINISTER_QUALITY_GATEYS);
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}
loginAsAdmin(db.getDefaultOrganization());

assertJson(newRequest().setParam(PAGE, "1").setParam(PAGE_SIZE,
"2").execute().getlnput()).withStrictArrayOrder().isSimilarTo("{\n" +
" \"paging\": {\n" +
\"pagelndex\": 1\n" +
\"pageSize\": 2,\n" +
\"total\": 10\n" +
"I\ +
" \"users\": [\n" +
{\n" +
\"name\": \"user-O\"\n" +
}aAn" +
{\n" +
\"name\": \"user-1\"\n" +
Hn" +
" \n"+
1)
assertJson(newRequest().setParam(PAGE, "3").setParam(PAGE_SIZE,
"4").execute().getl nput()).withStrictArrayOrder().isSimilarTo("{\n" +
" \"paging\": {\n" +
\"pagelndex\": 3\n" +
\"pageSize\": 4,\n" +
\"total\": 10\n" +
"I\ +
" \"users\": [\n" +
{\n" +
\"name\": \"user-8\"\n" +
}aAn" +
{\n" +
\"name\": \"user-9\"\n" +
Hn" +
" \n"+
1)
}

@Test
public void return_more_than 20 permissions() {
loginAsAdmin(db.getDefaultOrganization());
for (inti =0;i<30;i++) {
UserDto user = db.users().insertUser(newUserDto().setLogin("user-" + i));
db.organizations().addM ember(db.getDefaultOrgani zation(), user);
db.users().insertPermissionOnUser(user, SCAN);
db.users().insertPermissionOnUser(user, PROVISION_PROJECTS);

}

String result = newRequest()
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.SetParam(PAGE_SIZE, "100")
.execute()

.getlnput();

assertThat(countM atches(result, "scan™)).isEqual To(30);
}

@Test
public void fail_if_project_permission_without_project() {
loginAsAdmin(db.getDefaultOrganization());

expectedExcepti on.expect(BadRequestException.class);

newRequest()
.setParam(PARAM_PERMISSION, UserRole.| SSUE_ADMIN)
.SetParam(Param.SELECTED, SelectionMode.ALL .value())
.execute();

@Test
public void fail_if_insufficient_privileges() {
userSession.login("login");

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam("permission”, SYSTEM_ADMIN)
.execute();

@Test
public void fail_if_not_logged in() {
userSession.anonymous();

expectedException.expect(UnauthorizedException.class);

newRequest()
.SetParam("permission”, SY STEM_ADMIN)
.execute();

@Test
public void fail_if_project_uuid _and_project_key are provided() {
db.components().insertComponent(newPrivateProjectDto(db.organi zations().insert(), " project-
uuid").setDbK ey("project-key"));
loginAsAdmin(db.getDefaultOrganization());

expectedExcepti on.expect(BadRequestException.class);
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expectedException.expectM essage(" Project id or project key can be provided, not both.");

newRequest()
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.setParam(PARAM_PROJECT _ID, "project-uuid")
.setParam(PARAM_PROJECT_KEY, "project-key")
.execute();

@Test
public void fail_if_search query is too short() {
loginAsAdmin(db.getDefaultOrgani zation());

expectedException.expect(llegal ArgumentException.class);
expectedException.expectMessage("'q’ length (2) is shorter than the minimum authorized (3)");

newRequest().setParam(TEXT_QUERY, "ab").execute();
}

@Test

public void fail_when_using_branch_db_key() throws Exception {
OrganizationDto organization = db.organizations().insert();
UserDto user = db.users().insertUser(newUserDto());
ComponentDto project = db.components().insertM ainBranch(organi zation);
ComponentDto branch = db.components().insertProjectBranch(project);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);
userSession.logln().addProjectPermission(UserRole ADMIN, project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project key '%s not found", branch.getDbKey()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT_KEY, branch.getDbKey())
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParan(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test

public void fail_when_using_branch_uuid() {
OrganizationDto organization = db.organizations().insert();
UserDto user = db.users().insertUser(newUserDto());
ComponentDto project = db.components().insertM ainBranch(organi zation);
ComponentDto branch = db.components().insertProjectBranch(project);
db.users().insertProjectPermissionOnUser(user, ISSUE_ADMIN, project);
userSession.logln().addProjectPermission(UserRole ADMIN, project);
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expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project id '%s not found", branch.uuid()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT _ID, branch.uuid())
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParamn(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

private void insertUsersHavingGl obal Permissions() {
UserDto userl = db.users().insertUser(newUserDto("login-1", "name-1", "email-1"));
db.organizations().addM ember(db.getDefaultOrgani zation(), userl);
UserDto user2 = db.users().insertUser(newUserDto("login-2", "name-2", "email-2"));
db.organizations().addM ember(db.getDefaultOrgani zation(), user2);
UserDto user3 = db.users().insertUser(newUserDto("login-3", "name-3", "email-3"));
db.organizations().addM ember(db.getDefaultOrgani zation(), user3);
db.users().insertPermissionOnUser (userl, SCAN);
db.users().insertPermissionOnUser (user2, SCAN);
db.users().insertPermissionOnUser (user3, ADMINISTER);

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import org.sonar.api.server.ws.Request;
import org.sonar.api.server.ws.Response;
import org.sonar.api.server.ws.WebService;
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import org.sonar.api.utils.System?2;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.permission.templ ate.PermissionTempl ateCharacteristicDao;
import org.sonar.db.permission.templ ate.PermissionTempl ateCharacteristicDto;
import org.sonar.db.permission.templ ate.PermissionTempl ateDto;

import org.sonar.server.permission.ws.PermissionWsSupport;

import org.sonar.server.permission.ws.PermissionsWsAction;

import org.sonar.server.user.UserSession;

import javax.annotation.CheckForNull;
import javax.annotation.Nullable;

import static java.util.Objects.requireNonNull;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGloba Admin;

import static org.sonar.server.permission.ws.PermissionRequestV alidator.validateProjectPermission;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createProjectPermissionParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createT emplateParameters;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;

public class RemoveProjectCreatorFromTemplateA ction implements PermissionsWsAction {
private final DbClient dbClient;

private final PermissionWsSupport wsSupport;

private final UserSession userSession;

private final System?2 system;

public RemoveProjectCreatorFromTemplateAction(DbClient dbClient, PermissionWsSupport wsSupport,
UserSession userSession, System?2 system) {

this.dbClient = dbClient;

this.wsSupport = wsSupport;

this.userSession = userSession;

this.system = system;
}

private static RemoveProjectCreatorFromTemplateRequest toWsRequest(Request request) {
RemoveProjectCreatorFromTempl ateRequest wsRequest =
RemoveProjectCreatorFromTemplateRequest.builder()
.setPermission(request.mandatoryParam(PARAM_PERMISSION))
.SsetTemplatel d(request.paran(PARAM_TEMPLATE_ID))
.setOrganization(request.param(PARAM _ORGANIZATION))
.setTemplateName(request.param(PARAM_TEMPLATE_NAME))
build();
validateProjectPermission(wsRequest.getPermission());
return wsRequest;
}
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@0Override
public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction("remove_project_creator_from_template")
.setDescription("Remove a project creator from a permission template.<br>" +
"Requires the following permission: ‘Administer System'.")

.setSince("6.0")
.SetPost(true)
.setHandler(this);

createTempl ateParameters(action);
createProj ectPermissionParameter (action);

}

@Override

public void handle(Request request, Response response) throws Exception {
doHandle(toWsRequest(request));
response.noContent();

}

private void doHandle(RemoveProjectCreatorFromTemplateRequest request) {
try (DbSession dbSession = dbClient.openSession(false)) {
PermissionTemplateDto template = wsSupport.findTemplate(dbSession, WsTempl ateRef.new Templ ateRef (
request.getTemplateld(), request.getOrganization(), request.getTemplateName()));
checkGlobal Admin(userSession, template.getOrgani zationUuid());

PermissionTemplateCharacteristicDao dao = dbClient.permissionTemplateCharacteristicDao();
dao.sel ectByPermissionAndTempl atel d(dbSession, request.getPermission(), template.getid())
.IfPresent(permissionTemplateCharacteristicDto -> updateTemplateCharacteristic(dbSession,
permissionTemplateCharacteristicDto));
}
}

private void updateTemplateCharacteristic(DbSession dbSession, PermissionTemplateCharacteristicDto
templatePermission) {
PermissionTemplateCharacteristicDto targetTemplatePermission = templatePermission
.setUpdatedAt(system.now())
.setWithProjectCreator(false);
dbClient.permissionTemplateCharacteristicDao().update(dbSession, targetTempl atePermission);
dbSession.commit();

}

private static class RemoveProjectCreatorFromTemplateRequest {
private final String templateld;
private final String organization;
private final String templateName;
private final String permission;
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private RemoveProjectCreatorFromTemplateRequest(Builder builder) {
this.templateld = builder.templatel d;
this.organization = builder.organization;
this.templateName = builder.templateName;
this.permission = requireNonNull (builder.permission);

}

@CheckForNull
public String getTemplateld() {
return templatel d;

}

@CheckForNull
public String getOrganization() {
return organization;

}

@CheckForNull
public String getTemplateName() {
return templateName;

}

public String getPermission() {
return permission;

}

public static Builder builder() {
return new Builder();
}
}

public static class Builder {
private String templateld;
private String organization;
private String templateName;
private String permission;

private Builder() {
/I enforce method constructor

}

public Builder setTemplatel d(@Nullable String templateld) {
thistemplateld = templatel d;
return this;

}

public Builder setOrganization(@Nullable String s) {
this.organization = s,
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return this;

}

public Builder setTemplateName(@Nullable String templateName) {
this.templateName = templateName;
return this;

}

public Builder setPermission(@Nullable String permission) {
this.permission = permission;
return this;

}

public RemoveProjectCreatorFromTemplateRequest build() {
return new RemoveProjectCreatorFromTemplateRequest(this);

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import java.util.Collections;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.component. ComponentDto;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.server.permission.PermissionTemplateService;

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 292



import org.sonar.server.permission.ws.PermissionWsSupport;
import org.sonar.server.permission.ws.PermissionsWsAction;
import org.sonar.server.user.UserSession;

import javax.annotation.CheckForNull;
import javax.annotation.Nullable;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGlobal Admin;

import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createProj ectParameters;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createT emplateParameters;
import static org.sonar.server.permission.ws.ProjectWsRef.newWsProj ectRef;

import static org.sonar.server.permission.ws.template.WsTempl ateRef.new Templ ateRef;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PROJECT _KEY;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;

public class ApplyTemplateAction implements PermissionsWsAction {
private final DbClient dbClient;

private final UserSession userSession;

private final PermissionTemplateService permissionTemplateService;
private final PermissionWsSupport wsSupport;

public ApplyTemplateAction(DbClient dbClient, UserSession userSession, PermissionTemplateService
permissionTemplateService,

PermissionWsSupport wsSupport) {

this.dbClient = dbClient;

this.userSession = userSession;

this.permissionTemplateService = permissionTemplateService;

this.wsSupport = wsSupport;

private static ApplyTemplateRequest toApply TemplateWsRequest(Request request) {
return new ApplyTemplateRequest()
.SetProjectld(request.paran(PARAM_PROJECT _ID))
.setProjectK ey(request.param(PARAM_PROJECT_KEY))
.setTemplatel d(request.paran(PARAM_TEMPLATE_ID))
.setTemplateName(request.param(PARAM_TEMPLATE_NAME))
.SetOrganization(request.param(PARAM_ORGANIZATION));

@Override
public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction("apply_template")
.SsetDescription("Apply a permission template to one project.<br>" +
"The project id or project key must be provided.<br>" +
"The template id or name must be provided.<br>" +
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"Regquires the following permission; ‘Administer System'.")
.SetPost(true)
.setSince("'5.2")
.SetHandler(this);

createTempl ateParameters(action);
createProj ectParameters(action);

}

@0Override

public void handle(Request request, Response response) throws Exception {
doHandle(toA pply TemplateWsRequest(request));
response.noContent();

}

private void doHandle(Apply TemplateRequest request) {
try (DbSession dbSession = dbClient.openSession(false)) {
PermissionTemplateDto template = wsSupport.findTemplate(dbSession, newTemplateRef(
request.getTemplateld(), request.getOrganization(), request.getTemplateName()));

ComponentDto project = wsSupport.getRootComponentOrM odul e(dbSession,
newWsProjectRef (request.getProjectl d(), request.getProjectKey()));
checkGlobal Admin(userSession, template.getOrgani zationUuid());

permissionTemplateService.applyAndCommit(dbSession, template, Collections.singletonList(project));

}
}

private static class Apply TemplateRequest {
private String projectld;
private String projectKey;
private String templateld;
private String organization;
private String templateName;

@CheckForNull
public String getProjectid() {
return projectld;

}

public ApplyTemplateRequest setProjectld(@Nullable String projectid) {
this.projectld = projectld;
return this;

}

@CheckForNull
public String getProjectKey() {
return projectKey;
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public ApplyTemplateRequest setProjectKey(@Nullable String projectKey) {
this.projectKey = projectKey;
return this;

}

@CheckForNull
public String getTemplateld() {
return templatel d;

}

public ApplyTemplateRequest setTemplatel d(@Nullable String templatel d) {
thistemplateld = templatel d;
return this;

}

@CheckForNull
public String getOrganization() {
return organization;

}

public ApplyTemplateRequest setOrganization(@Nullable String s) {
this.organization = s,
return this;

}

@CheckForNull

public String getTemplateName() {
return templateName;

}

public ApplyTemplateRequest setTemplateName(@Nullable String templateName) {
this.templateName = templateName;
return this;
}
}

}
GNU LESSER GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Thisversion of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU General Public
License, supplemented by the additional permissions listed below.
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0. Additional Definitions.

Asused herein, "this License' refersto version 3 of the GNU Lesser
General Public License, and the "GNU GPL" refersto version 3 of the GNU
General Public License.

"TheLibrary" refersto a covered work governed by this License,
other than an Application or a Combined Work as defined below.

An"Application" is any work that makes use of an interface provided
by the Library, but which is not otherwise based on the Library.
Defining a subclass of a class defined by the Library is deemed a mode
of using an interface provided by the Library.

A "Combined Work" isawork produced by combining or linking an
Application with the Library. The particular version of the Library
with which the Combined Work was made is also called the "Linked
Version".

The "Minimal Corresponding Source" for a Combined Work means the
Corresponding Source for the Combined Work, excluding any source code
for portions of the Combined Work that, considered in isolation, are

based on the Application, and not on the Linked Version.

The "Corresponding Application Code" for a Combined Work means the
object code and/or source code for the Application, including any data
and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

Y ou may convey acovered work under sections 3 and 4 of this License
without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a
facility refersto afunction or datato be supplied by an Application
that uses the facility (other than as an argument passed when the
facility isinvoked), then you may convey a copy of the modified
version:

a) under this License, provided that you make a good faith effort to
ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs

whatever part of its purpose remains meaningful, or
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b) under the GNU GPL, with none of the additional permissions of
this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from
aheader filethat is part of the Library. You may convey such object
code under terms of your choice, provided that, if the incorporated
material is not limited to numerical parameters, data structure

layouts and accessors, or small macros, inline functions and templates
(ten or fewer lines in length), you do baoth of the following:

a) Give prominent notice with each copy of the object code that the
Library isused in it and that the Library and its use are
covered by this License.

b) Accompany the object code with a copy of the GNU GPL and thislicense

document.
4. Combined Works.

Y ou may convey a Combined Work under terms of your choice that,
taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of
the following:

a) Give prominent notice with each copy of the Combined Work that
the Library isused in it and that the Library and its use are
covered by thisLicense.

b) Accompany the Combined Work with a copy of the GNU GPL and thislicense
document.

¢) For a Combined Work that displays copyright notices during
execution, include the copyright notice for the Library among
these notices, as well as areference directing the user to the
copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this
License, and the Corresponding Application Codein aform

suitable for, and under terms that permit, the user to

recombine or relink the Application with a modified version of

the Linked Version to produce a modified Combined Work, in the
manner specified by section 6 of the GNU GPL for conveying
Corresponding Source.
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1) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism isonethat (a) usesat run time
acopy of the Library aready present on the user's computer
system, and (b) will operate properly with amodified version
of the Library that is interface-compatible with the Linked
Version.

€) Provide Installation Information, but only if you would otherwise
be required to provide such information under section 6 of the

GNU GPL, and only to the extent that such information is
necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the
Application with amodified version of the Linked Version. (If

you use option 4d0, the Installation Information must accompany
the Minimal Corresponding Source and Corresponding Application
Code. If you use option 4d1, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL

for conveying Corresponding Source.)
5. Combined Libraries.

You may place library facilities that are awork based on the
Library side by sidein asingle library together with other library
facilities that are not Applications and are not covered by this
License, and convey such a combined library under terms of your
choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based
on the Library, uncombined with any other library facilities,
conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it
isawork based on the Library, and explaining where to find the
accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions
of the GNU Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Library as you received it specifies that a certain numbered version
of the GNU Lesser General Public License "or any later version"”
appliesto it, you have the option of following the terms and
conditions either of that published version or of any later version
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published by the Free Software Foundation. If the Library as you
received it does not specify aversion number of the GNU L esser
General Public License, you may choose any version of the GNU Lesser
General Public License ever published by the Free Software Foundation.

If the Library asyou received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
apply, that proxy's public statement of acceptance of any version is
permanent authorization for you to choose that version for the
Library.

GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Thisversion of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU General Public
License, supplemented by the additional permissions listed below.

0. Additional Definitions.

Asused herein, "this License" refersto version 3 of the GNU L esser
General Public License, and the "GNU GPL" refersto version 3 of the GNU
General Public License.

"The Library" refersto acovered work governed by this License,
other than an Application or a Combined Work as defined below.

An"Application" is any work that makes use of an interface provided
by the Library, but which is not otherwise based on the Library.
Defining a subclass of a class defined by the Library is deemed a mode
of using an interface provided by the Library.

A "Combined Work" is awork produced by combining or linking an
Application with the Library. The particular version of the Library
with which the Combined Work was made is also called the "Linked
Version".

The "Minimal Corresponding Source" for a Combined Work means the
Corresponding Source for the Combined Work, excluding any source code
for portions of the Combined Work that, considered in isolation, are

based on the Application, and not on the Linked Version.

The "Corresponding Application Code" for a Combined Work means the
object code and/or source code for the Application, including any data
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and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

Y ou may convey a covered work under sections 3 and 4 of this License
without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify acopy of the Library, and, in your modifications, a
facility refersto afunction or datato be supplied by an Application
that uses the facility (other than as an argument passed when the
facility isinvoked), then you may convey a copy of the modified
version:

a) under this License, provided that you make a good faith effort to
ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs

whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of
this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from
aheader filethat is part of the Library. You may convey such object
code under terms of your choice, provided that, if the incorporated
material is not limited to numerical parameters, data structure

layouts and accessors, or small macros, inline functions and templates
(ten or fewer lines in length), you do both of the following:

a) Give prominent notice with each copy of the object code that the
Library isused in it and that the Library and its use are
covered by thisLicense.

b) Accompany the object code with a copy of the GNU GPL and thislicense
document.

4. Combined Works.

Y ou may convey a Combined Work under terms of your choice that,
taken together, effectively do not restrict modification of the

portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of

the following:
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a) Give prominent notice with each copy of the Combined Work that
the Library isused in it and that the Library and its use are
covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and thislicense
document.

¢) For a Combined Work that displays copyright notices during
execution, include the copyright notice for the Library among
these notices, as well as areference directing the user to the
copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this
License, and the Corresponding Application Codein aform

suitable for, and under terms that permit, the user to

recombine or relink the Application with a modified version of

the Linked Version to produce a modified Combined Work, in the
manner specified by section 6 of the GNU GPL for conveying
Corresponding Source.

1) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is onethat (a) uses at run time
acopy of the Library already present on the user's computer
system, and (b) will operate properly with amodified version
of the Library that is interface-compatible with the Linked
Version.

€) Provide Installation Information, but only if you would otherwise
be required to provide such information under section 6 of the
GNU GPL, and only to the extent that such information is
necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the
Application with amodified version of the Linked Version. (If

you use option 4dO, the Installation Information must accompany
the Minimal Corresponding Source and Corresponding Application
Code. If you use option 4d1, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL
for conveying Corresponding Source.)

5. Combined Libraries.

Y ou may place library facilities that are awork based on the
Library side by sidein asingle library together with other library
facilities that are not Applications and are not covered by this
License, and convey such a combined library under terms of your
choice, if you do both of the following:
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a) Accompany the combined library with a copy of the same work based
on the Library, uncombined with any other library facilities,
conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it
isawork based on the Library, and explaining where to find the
accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions
of the GNU Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given adistinguishing version number. If the

Library asyou received it specifies that a certain numbered version
of the GNU Lesser General Public License "or any later version"
appliesto it, you have the option of following the terms and
conditions either of that published version or of any later version
published by the Free Software Foundation. If the Library as you
received it does not specify aversion number of the GNU Lesser
General Public License, you may choose any version of the GNU L esser
General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
apply, that proxy's public statement of acceptance of any version is
permanent authorization for you to choose that version for the
Library.

[

{
"key": "plugin.licenseHash.secured”,

"value": "987654321"

h

{
"key": "foo",
"value": "one"

h

{
"key": "plugin.license.secured”,
"value": "ABCD"

h

{
"key": "commercia.plugin”,
"value": "ABCD"

}
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]

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission.template;

public class CountByTemplateAndPermissionDto {
private long templateld;

private String permission;

private int count;

public long getTemplatel d() {
return templatel d;

}

public void setTemplatel d(long templateld) {
thistemplateld = templatel d;

}

public String getPermission() {
return permission;

}

public void setPermission(String permission) {
this.permission = permission;

}

public int getCount() {
return count;

}

public void setCount(int count) {
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this.count = count;

}
}

Apache Lucene
Copyright 2014 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Includes software from other Apache Software Foundation projects,
including, but not limited to:

- Apache Ant

- Apache Jakarta Regexp

- Apache Commons

- Apache Xerces

ICU4J, (under analysis/icu) islicensed under an MIT styleslicense
and Copyright (c) 1995-2008 International Business Machines Corporation and others

Some data files (under analysis/icu/src/data) are derived from Unicode data such
as the Unicode Character Database. See http://unicode.org/copyright.html for more
details.

Brics Automaton (under core/src/javalorg/apache/lucene/util/automaton) is
BSD-licensed, created by Anders Mller. See http://www.brics.dk/automaton/

The levenshtein automata tables (under core/src/javalorg/apache/lucene/util/automaton) were
automatically generated with the moman/finenight FSA library, created by

Jean-Philippe Barrette-LaPierre. Thislibrary is available under an MIT license,

see http://sites.google.com/site/rrettesite/moman and
http://bitbucket.org/jpbarrette/moman/overview/

The class org.apache.lucene.util.Weakl dentityM ap was derived from
the Apache CXF project and is Apache License 2.0.

The Google Code Prettify is Apache License 2.0.
See http://code.google.com/p/google-code-prettify/

JUnit (junit-4.10) is licensed under the Common Public Licensev. 1.0
See http://junit.sourceforge.net/cpl-v10.html

This product includes code (Jaspell TernarySearchTrie) from Java Spelling Checkin
g Package (jaspell): http://jaspell.sourceforge.net/
License: The BSD License (http://www.opensource.org/licenses/bsd-li cense.php)

The snowball stemmersin
analysis/common/src/javalnet/sf/snowbal
were developed by Martin Porter and Richard Boulton.
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The snowball stopword listsin
analysis/common/src/resources/org/apache/lucene/analysis/snowball
were developed by Martin Porter and Richard Boulton.
The full snowball package is available from
http://snowball .tartarus.org/

The KStem stemmer in

analysis/common/src/org/apache/lucene/analysis/en
was developed by Bob Krovetz and Sergio Guzman-Lara (ClIR-UMass Amherst)
under the BSD-license.

The Arabic,Persian,Romanian,Bulgarian, and Hindi analyzers (common) come with a default
stopword list that is BSD-licensed created by Jacques Savoy. Thesefilesresidein:
analysis/common/src/resources/org/apache/l ucene/analysis/ar/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/falstopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysi s/ro/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/bg/stopwords.txt,
analysis/common/src/resources/org/apache/l ucene/analysi /hi/stopwords.txt

See http://members.unine.ch/jacques.savoy/clef/index.html.

The German,Spanish,Finnish,French,Hungarian, ltalian,Portuguese,Russian and Swedish light stemmers
(common) are based on BSD-licensed reference implementations created by Jacques Savoy and
Ljiljana Dolamic. Thesefilesresidein:
analysis’common/src/javalorg/apache/lucene/anaysis/de/GermanLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/de/ GermanMinimal Stemmer.java
analysis'common/src/javalorg/apache/lucene/analysis/es/ SpanishLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/fi/FinnishLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/fr/FrenchLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/fr/FrenchMinimal Stemmer.java
analysis’common/src/javalorg/apache/lucene/analysis’hu/HungarianLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysi g/it/ItalianLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/pt/PortugueseL ightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/ru/RussianL ightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/sv/SwedishLightStemmer.java

The Stempel analyzer (stempel) includes BSD-licensed software devel oped
by the Egothor project http://egothor.sf.net/, created by Leo Galambos, Martin Kvapil,
and Edmond Nolan.

The Polish analyzer (stempel) comes with a default

stopword list that is BSD-licensed created by the Carrot2 project. The file resides
in stempel/src/resources/org/apache/lucene/analysi/pl/stopwords.txt.

See http://project.carrot2.org/license.html.

The SmartChineseAnalyzer source code (smartcn) was
provided by Xiaoping Gao and copyright 2009 by www.imdict.net.

WordBreakTestUnicode *.java (under modul es/analysis/’common/src/test/)
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is derived from Unicode data such as the Unicode Character Database.
See http://unicode.org/copyright.ntml for more details.

The Morfologik analyzer (morfologik) includes BSD-licensed software
developed by Dawid Weiss and Marcin Mikowski (http://morfol ogik.blogspot.comy/).

Morfologik uses data from Polish ispell/myspell dictionary
(http://www.gjp.pl/slownik/en/) licenced on the terms of (inter alia)
LGPL and Creative Commons ShareAlike.

Morfologic includes data from BSD-licensed dictionary of Polish (SGJP)
(http://sgjp.pl/morfeusz/)

Servlet-api.jar and javax.servlet-* jar are under the CDDL license, the original
source code for this can be found at http://www.eclipse.org/jetty/downl oads.php

Kuromoji Japanese Morphological Analyzer - Apache Lucene Integration

This software includes a binary and/or source version of datafrom

mecab-ipadic-2.7.0-20070801

which can be obtained from

http://atilika.com/rel eases/mecab-ipadi c/mecab-ipadic-2.7.0-20070801.tar.gz

or

http://jaist.dl.sourceforge.net/project/mecab/mecab-ipadi c/2.7.0-20070801/mecab-ipadic-2.7.0-20070801.tar.gz

mecab-ipadic-2.7.0-20070801 Notice

Nara Institute of Science and Technology (NAIST),

the copyright holders, disclaims all warranties with regard to this
software, including all implied warranties of merchantability and
fitness, in no event shall NAIST be liable for

any special, indirect or consequential damages or any damages
whatsoever resulting from loss of use, data or profits, whether in an
action of contract, negligence or other tortuous action, arising out
of or in connection with the use or performance of this software.

A large portion of the dictionary entries
originate from ICOT Free Software. The following conditions for ICOT
Free Software applies to the current dictionary as well.
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Each User may also freely distribute the Program, whether in its

original form or modified, to any third party or parties, PROVIDED

that the provisions of Section 3 ("NO WARRANTY") will ALWAY S appear
on, or be attached to, the Program, which is distributed substantially

in the same form as set out herein and that such intended

distribution, if actually made, will neither violate or otherwise

contravene any of the laws and regulations of the countries having
jurisdiction over the User or the intended distribution itself.

NO WARRANTY

The program was produced on an experimental basis in the course of the
research and development conducted during the project and is provided
to users as so produced on an experimental basis. Accordingly, the
program is provided without any warranty whatsoever, whether express,
implied, statutory or otherwise. The term "warranty" used herein
includes, but is not limited to, any warranty of the quality,

performance, merchantability and fitness for a particular purpose of

the program and the nonexistence of any infringement or violation of
any right of any third party.

Each user of the program will agree and understand, and be deemed to
have agreed and understood, that there is no warranty whatsoever for
the program and, accordingly, the entire risk arising from or
otherwise connected with the program is assumed by the user.

Therefore, neither ICOT, the copyright holder, or any other
organization that participated in or was otherwise related to the
development of the program and their respective officials, directors,
officers and other employees shall be held liable for any and all
damages, including, without limitation, general, special, incidental
and consequential damages, arising out of or otherwise in connection
with the use or inability to use the program or any product, material
or result produced or otherwise obtained by using the program,
regardless of whether they have been advised of, or otherwise had
knowledge of, the possibility of such damages at any time during the
project or thereafter. Each user will be deemed to have agreed to the
foregoing by his or her commencement of use of the program. Theterm
"use" as used herein includes, but is not limited to, the use,
modification, copying and distribution of the program and the
production of secondary products from the program.

In the case where the program, whether in its original form or
modified, was distributed or delivered to or received by a user from
any person, organization or entity other than ICOT, unless it makes or
grants independently of ICOT any specific warranty to the user in
writing, such person, organization or entity, will also be exempted

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 307



from and not be held liable to the user for any such damages as noted

above as far asthe program is concerned.

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

import * as React from 'react’;

import { FormattedMessage } from 'react-intl';

import Tooltip from "../../../components/control S/ Tooltip';

import { trandlate } from'../../../hel pers/I 10n';

interface Props{
license?: string;

}

export default function PluginLicense({ license }: Props) {
if (Micense) {
return null;
}
return (
<Tooltip overlay={license} >
<li className="little-spacer-bottom marketplace-plugin-license">
<FormattedM essage
defaultM essage={ trand ate('marketplace.licensed_under_x"}
id="marketplace.licensed_under_x"
values={{
license: <span className="js-plugin-license">{license} </span>
1}
/>
</li>
</Tooltip>
)i
}
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[
{
"key": "foo",
"value": "1",
"values':
ny
]
h
{
"key": "foo.1.key",
"value": "keyl"
h
{
"key": "foo.1l.plugin.license.secured”,
"value": "ABCD"
h
{
"key": "foo.1.secret.secured",
"value': "123456"

}
]
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import java.util.List;

import javax.annotation.Nullable;

import org.junit.Before;

import org.junit. Test;

import org.sonar.core.permission.Global Permissions;
import org.sonar.db.organization.Organi zationDto;
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import org.sonar.db.permission.PermissionQuery;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.db.user.UserDto;

import org.sonar.server.exceptions.BadRequestException;

import org.sonar.server.exceptions.Forbi ddenException;

import org.sonar.server.exceptions.NotFoundException;

import org.sonar.server.permission.ws.BasePermissionWsTest;
import org.sonar.server.ws.TestRequest;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.api.web.UserRole. CODEVIEWER,;

import static org.sonar.api.web.UserRole.l SSUE_ADMIN;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY _PROFILES;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER _LOGIN;

public class AddUserToTemplateActionTest extends BasePermissionWsTest<AddUserToTemplateAction> {

private UserDto user;
private PermissionTemplateDto permissionTemplate;

@0Override
protected AddUserToTemplateAction buildWsAction() {

return new AddUserToTemplateA ction(db.getDbClient(), newPermissionWsSupport(), userSession);
}

@Before
public void setUp() {

user = db.users().insertUser("user-login");

db.organizations().addM ember(db.getDefaultOrganization(), user);

permissionTemplate = db.permissionTemplates().insertTemplate(db.getDefaultOrgani zation());
}

@Test
public void add user_to_template() throws Exception {
loginAsAdmin(db.getDefaultOrgani zation());

newRequest(user.getL ogin(), permissionTemplate.getUuid(), CODEVIEWER);

assertThat(getL oginslnTemplateA ndPermission(permissionTempl ate,
CODEVIEWER)).containsExactly(user.getL ogin());

}

@Test
public void add user_to_template by name() {
loginAsAdmin(db.getDefaultOrganization());
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newRequest()
.setParam(PARAM_USER _LOGIN, user.getLogin())
.setParam(PARAM_PERMISSION, CODEVIEWER)

.setParam(PARAM_TEMPLATE_NAME, permissionTemplate.getName().toUpperCase())
.execute();

assertThat(getL oginslnTemplateA ndPermission(permissionTempl ate,
CODEVIEWER)).containsExactly(user.getL ogin());

}

@Test
public void add user_to_template by name and_organization() {
OrganizationDto organizationDto = db.organizations().insert();
PermissionTemplateDto permissionTemplate = db.permissionTemplates().insertTempl ate(organizationDto);
addUserA sMemberOf Organi zation(organi zationDto);
loginAsAdmin(organizationDto);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PERMISSION, CODEVIEWER)
.setParam(PARAM_TEMPLATE_NAME, permissionTemplate.getName().toUpperCase())

.setParam(PARAM_ORGANIZATION, organizationDto.getKey())
.execute();

assertThat(getL oginslnTemplateA ndPermission(permissionTempl ate,
CODEVIEWER)).containsExactly(user.getL ogin());

}

@Test

public void does not_add a user twice() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

newRequest(user.getL ogin(), permissionTemplate.getUuid(), ISSUE_ADMIN);
newRequest(user.getL ogin(), permissionTemplate.getUuid(), ISSUE_ADMIN);

assertThat(getL oginslnTemplateA ndPermission(permissionTempl ate,
ISSUE_ADMIN)).containsExactly(user.getL ogin());

}

@Test
public void fail_if_not_a project_permission() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRequest(user.getL ogin(), permissionTemplate.getUuid(), Global Permissions.PROVISIONING);
}
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@Test
public void fail_if_not_admin_of_default_organization() throws Exception {
userSession.login().addPermission(ADMINISTER_QUALITY_PROFILES, db.getDefaultOrganization());

expectedExcepti on.expect(ForbiddenException.class);

newRequest(user.getL ogin(), permissionTemplate.getUuid(), CODEVIEWER);
}

@Test

public void fail_if_user_missing() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRegquest(null, permissionTemplate.getUuid(), CODEVIEWER);
}

@Test

public void fail_if_permission_missing() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRequest(user.getL ogin(), permissionTemplate.getUuid(), null);
}

@Test

public void fail_if_template uuid _and_name_are missing() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);

newRequest(user.getLogin(), null, CODEVIEWER),
}

@Test

public void fail_if user _does not_exist() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedExcepti on.expect(NotFoundException.class);
expectedException.expectM essage(" User with login ‘unknown-login' is not found");

newRequest("unknown-login", permissionTemplate.getUuid(), CODEVIEWER);
}

@Test
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public void fail_if_template key does not_exist() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(" Permission template with id 'unknown-key' is not found");

newRequest(user.getLogin(), "unknown-key", CODEVIEWER);
}

@Test
public void fail_if_organization _does not_exist() {
loginAsAdmin(db.getDefaultOrgani zation());

expectedException.expect(NotFoundException.class),
expectedException.expectMessage("' No organization with key ‘Unknown™);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.setParam(PARAM_PERMISSION, CODEVIEWER)
.setParam(PARAM_TEMPLATE_NAME, permissionTemplate.getName().toUpperCase())
.setParam(PARAM_ORGANIZATION, "Unknown")
.execute(); }

@Test
public void fail_to_add permission when_user_is not_member_of given organization() {
/I User is not member of given organization
OrganizationDto otherOrganization = db.organizations().insert();
addUserA sMemberOf Organi zation(otherOrgani zation);
OrganizationDto organization = db.organizations().insert(organizationDto ->
organizationDto.setK ey(" Organization key"));
PermissionTemplateDto permissionTemplate = db.permissionTemplates().insertTemplate(organization);
loginAsAdmin(organization);

expectedException.expect(llegal ArgumentException.class);
expectedException.expectM essage(" User ‘user-login' is not member of organization 'Organization key™);

newRequest()
.setParam(PARAM_USER_L OGIN, user.getL ogin())
.SetParam(PARAM_PERMISSION, CODEVIEWER)
.setParam(PARAM_TEMPLATE_NAME, permissionTemplate.getName().toUpperCase())
.setParam(PARAM_ORGANIZATION, organization.getKey())
.execute();

private void newReguest(@Nullable String userL ogin, @Nullable String templateK ey, @Nullable String
permission) {

TestRequest request = newReguest();

if (userLogin !=null) {
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request.setParam(PARAM_USER_LOGIN, userLogin);
}
if (templateKey !'=null) {
request.setParam(org.sonarqube.ws.client.permission.PermissionsWsParameters PARAM_TEMPLATE ID,
templateK ey);
}
if (permission !=null) {
reguest.setParam(PARAM_PERMISSION, permission);
}

request.execute();
}

private List<String> getL oginslnTemplateAndPermission(PermissionTemplateDto template, String permission) {
PermissionQuery permissionQuery =
PermissionQuery.builder().setOrgani zati onUui d(templ ate.getOrgani zationUuid() ) .setPermission(permission).buil d()
return db.getDbClient().permissionTemplateDao()
.selectUserL oginsByQueryAndTempl ate(db.getSession(), permissionQuery, template.getld());

private void addUserAsM emberOf Organization(OrganizationDto organization) {
db.organizations().addM ember(organization, user);

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU

* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

import React from 'react’;

import PropTypes from 'prop-types;

import Home from './Home;

import Template from './Template';
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import OrganizationHelmet from '../../../components/common/OrganizationHel met';

import Suggestions from "../../../app/components/embed-docs-modal/Suggestions;;

import { getPermissionTemplates} from'../../../[api/permissions;;

import { sortPermissions, mergePermissionsToTemplates, mergeDefaultsToTemplates} from "../utils;
import { trandlate } from'../../../hel pers/I10n';

import "../../permissions/styles.css;

export default class App extends React.PureComponent {
static propTypes = {
location: PropTypes.object.isRequired,
organization: PropTypes.object,
topQuialifiers: PropTypes.array.isRequired
h

state = {
ready: false,
permissions: [],
permissionTemplates: []

1

componentDidMount() {
this.mounted = true;
this.requestPermissions();
}

componentWillUnmount() {
this.mounted = false;

}

reguestPermissions = () => {
const { organization } = this.props,
const request = organization
? getPermissionT emplates(organi zation.key)

. getPermissionTemplates();
return reguest.then(r => {
if (this.mounted) {

const permissions = sortPermissions(r.permissions);

const permissionTemplates = mergeDefaultsToTemplates(
mergePermissionsT oTempl ates(r.permissionTemplates, permissions),
r.defaultTemplates

);

this.setState({
ready: true,
permissionTemplates,
permissions

s

}
Ok
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1

renderTemplate(id) {
if (Ithis.state.ready) {

return null;

}

const template = this.state.permissionTemplates.find(t => t.id === id);
return (
<Template
organi zation={ this.props.organization}
template={ templ ate}
refresh={ this.requestPermissions}
topQualifiers={ this.props.topQualifiers}
/>
)i
}

renderHome() {
return (
<Home
organi zation={ this.props.organization}
topQualifiers={ this.props.topQualifiers}
permissions={ this.state.permissions}
permissionTempl ates={ this.state.permissionTemplates}
ready={ this.state.ready}
refresh={ this.requestPermissions}
/>
)i
}

render() {
const { id} = this.props.location.query;
return (
<div>
<Suggestions suggestions="permission_templates" />
<QOrganizationHel met
title={ trand ate('permission_templates.page’)}
organi zation={ this.props.organization}
/>

{id && thisrenderTemplate(id)}
{!id && this.renderHome()}
</div>
)i
}
}
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/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonarqube.ws.client.permission;

public class PermissionsWsParameters {
public static final String CONTROLLER = "api/permissions";

public static final String PARAM_PERMISSION = "permission”;

public static final String PARAM_ORGANIZATION = "organization";
public static final String PARAM_GROUP_NAME = "groupName";

public static final String PARAM_GROUP_ID = "groupld";

public static final String PARAM_PROJECT _ID = "projectld";

public static final String PARAM_PROJECT_KEY ="projectKey";

public static final String PARAM_USER_LOGIN ="login";

public static final String PARAM_TEMPLATE_ID = "templateld";

public static final String PARAM_TEMPLATE_NAME = "templateName";
public static final String PARAM_ID ="id";

public static final String PARAM_NAME = "name”;

public static final String PARAM_DESCRIPTION = "description”;

public static final String PARAM_PROJECT_KEY_PATTERN = "projectK eyPattern™;
public static final String PARAM_QUALIFIER ="qualifier";

private PermissionsWsParameters() {
Il static utils only

}

}

This bundle contains Java Service Wrapper scripts and binaries version 3.2.3 from Tanukisoftware published
under the following license:

Copyright (c) 2001 Silver Egg Technology
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Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the " Software"), to deal in the Software without
restriction, including without limitation the rights to use,

copy, modify, merge, publish, distribute, sub-license, and/or
sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NON-INFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPY RIGHT
HOLDERSBE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

http://web.archive.org/web/20070622164715/wrapper.tanuki software.org/doc/english/license.html
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission;

import java.util.Collections;

import org.junit.Rule;

import org.junit. Test;

import org.junit.rules.ExpectedException;

import org.sonar.server.exceptions.BadRequestException;
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import static com.google.common.collect.Lists.newArrayList;
import static org.assertj.core.api.Assertions.assertThat;
import static org.sonar.server.permission.ApplyPermissionTemplateQuery.create;

public class ApplyPermissionTemplateQueryTest {

@Rule
public ExpectedException expectedException = ExpectedException.none();

@Test
public void should_populate with _params() {
ApplyPermissionTemplateQuery query = create("my_template key", newArrayList("1", "2","3"));

assertThat(query.getTemplateUuid()).isequa To("my_template key");
assertThat(query.getComponentK eys()).containsOnly("1", "2", "3");
}

@Test

public void should_invalidate query_with_empty name() {
expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Permission template is mandatory");

ApplyPermissionTemplateQuery.create("", newArrayList("1", "2","3");
}

@Test

public void should_invalidate query_with _no_components() {
expectedException.expect(BadRequestException.class);
expectedException.expectMessage("'No project provided. Please provide at |east one project.");

ApplyPermissionTemplateQuery.create("my_template_key", Collections.emptyList());
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
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*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

import React from 'react’;

import { PermissionType } from'../propTypes;

import { trandlate } from"../../../helpers/I 10n’;

export default class PermissionCell extends React.PureComponent {
static propTypes = {

permission: PermissionType.isRequired

h

render() {
const { permission: p} =this.props;

return (
<td className="permission-column" data-permission={ p.key} >
<div className="permission-column-inner">
<ul>
{p-withProjectCreator & & (
<li className="little-spacer-bottom">
{tranglate('permission_templates.project_creators)}
</li>
)}
<li className="little-spacer-bottom" >
<strong>{ p.usersCount} </strong>
{" user(s)}
</li>
<|i>
<strong>{ p.groupsCount} </strong>
{" group(s)’}
</li>
</ul>
</div>
</td>
)i
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
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* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.index;

import org.sonar.api.config.internal .M apSettings;
import org.sonar.server.es.IndexDefinition;
import org.sonar.server.es.IndexType;

import org.sonar.server.es.Newlndex;

import static org.sonar.server.es.Newlndex.SettingsConfiguration.MANUAL _REFRESH INTERVAL;
import static org.sonar.server.es.Newlndex.SettingsConfiguration.newBuilder;

public class FoolndexDefinition implements IndexDefinition {

public static final String FOO_INDEX = "foos";

public static final String FOO_TY PE = "foo";

public static final IndexType INDEX_TY PE_FOO = new IndexType(FOO_INDEX, FOO_TY PE);
public static final String FIELD_NAME = "name";

public static final String FIELD_PROJECT_UUID = "projectUuid";

@0Override
public void define(IndexDefinitionContext context) {

Newlndex index = context.create(FOO_INDEX, newBuilder(new
MapSettings().asConfig()).setRefreshinterval(MANUAL _REFRESH INTERVAL).build());

Newlndex.NewlndexType type = index.createType(FOO_TY PE)
.requireProjectAuthorization();

type.keywordFieldBuilder(FIELD_NAME).build();
type.keywordFieldBuilder(FIELD _PROJECT _UUID).build();

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
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* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission.template;

import java.util.List;
import org.apache.ibatis.annotations.Param;

public interface PermissionTemplateCharacteristicM apper {
PermissionTemplateCharacteristicDto selectByld(@Param("'id") long id);

List<PermissionTemplateCharacteristicDto> selectBy Templatel ds(@Param("templatelds') List<Long>
templatel d);

PermissionTemplateCharacteristicDto selectByPermissionAndTemplatel d(@Param("permission) String
permission, @Param("templateld") long templatel d);

void insert(PermissionTemplateCharacteristicDto templatePermissionDto);
void update(PermissionTemplateCharacteristicDto templ atePermissionDto);
void deleteByTemplateld(long id);

void deleteByTemplatel ds(@Param("templatelds') List<Long> subL ist);
}

{
"key": "foo",
"value": "one"

}

]

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public
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* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package com.sonarsource.plugins.license.api;

public interface FooBar {

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.server.permission.Userld;

import org.sonar.server.permission.ws.PermissionWsSupport;
import org.sonar.server.permission.ws.PermissionsWsAction;
import org.sonar.server.user.UserSession;
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import javax.annotation.CheckForNull;
import javax.annotation.Nullable;

import static java.util.Objects.requireNonNull;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGloba Admin;

import static org.sonar.server.permission.ws.PermissionRequestV alidator.validateProjectPermission;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createProjectPermissionParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createT emplateParameters;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createUserL oginParameter;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER_LOGIN;

public class RemoveUserFromTemplateA ction implements PermissionsWsAction {
private final DbClient dbClient;

private final PermissionWsSupport wsSupport;

private final UserSession userSession;

public RemoveUserFromTemplateAction(DbClient dbClient, PermissionWsSupport wsSupport, UserSession
userSession) {

this.dbClient = dbClient;

this.wsSupport = wsSupport;

this.userSession = userSession;

}

private static RemoveUserFromTemplateRequest toRemoveUserFromTempl ateWsRequest(Request request) {
return new RemoveUserFromTemplateRequest()
.SetPermission(request.mandatoryParam(PARAM_PERMISSION))
.setLogin(request. mandatoryParam(PARAM_USER L OGIN))
.setTemplatel d(request.paran(PARAM_TEMPLATE_ID))
.setOrganization(request.param(PARAM _ORGANIZATION))
.setTemplateName(request.param(PARAM_TEMPLATE_NAME));

@Override
public void define(WebService.NewController context) {
WebService.NewAction action = context
.createAction("remove_user_from_template")
.setPost(true)
.setSince("5.2")
.setDescription("Remove a user from a permission template.<br /> " +
"Requires the following permission: ‘Administer System'.")

.setHandler(this);

createTempl ateParameters(action);
createProj ectPermissionParameter (action);
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createUserL oginParameter (action);
}

@0Override

public void handle(Request request, Response response) throws Exception {
doHandle(toRemoveUserFromTemplateWsReguest(request));
response.noContent();

}

private void doHandle(RemoveUserFromTemplateRequest request) {
String permission = request.getPermission();
String userLogin = request.getL ogin();

try (DbSession dbSession = dbClient.openSession(false)) {
validateProjectPermission(permission);
PermissionTemplateDto template = wsSupport.findTemplate(dbSession, WsTemplateRef.newTempl ateRef (
request.getTemplateld(), request.getOrganization(), request.getTemplateName()));
checkGlobal Admin(userSession, template.getOrgani zationUuid());

Userld user = wsSupport.findUser(dbSession, userLogin);

dbClient.permissionTemplateDao().del eteU serPermission(dbSession, template.getld(), user.getld(), permission);
dbSession.commit();

private static class RemoveUserFromTemplateRequest {
private String login;
private String permission;
private String templateld;
private String organization;
private String templateName;

public String getLogin() {
return login;

}

public RemoveUserFromTemplateRequest setlogin(String login) {
this.login = requireNonNull(login);
return this;

}

public String getPermission() {
return permission;

}

public RemoveUserFromTemplateRequest setPermission(String permission) {
this.permission = requireNonNull (permission);
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return this;

}

@CheckForNull
public String getTemplateld() {
return templatel d;

}

public RemoveUserFromTemplateRequest setTemplatel d(@Nullable String templatel d) {
thistemplateld = templatel d;
return this;

}

@CheckForNull
public String getOrganization() {
return organization;

}

public RemoveUserFromTemplateRequest setOrganization(@Nullable String s) {
this.organization = s,
return this;

}

@CheckForNull
public String getTemplateName() {
return templateName;

}

public RemoveUserFromTemplateRequest setTemplateName(@Nullable String templateName) {
this.templateName = templateName;
return this;

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
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*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.index;

import com.google.common.annotations.VisibleForTesting;
import java.util Arrays;

import java.util.Collection;

import java.util.HashMap;

import java.util.List;

import java.util.Map;

import java.util.Set;

import java.util .stream.Collectors;

import java.util.stream.Stream;

import org.elasticsearch.action.index.IndexRequest;

import org.sonar.core.util .stream.MoreCollectors,

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.es.EsQueueDto;

import org.sonar.server.es.Bulklndexer;

import org.sonar.server.es.Bulkindexer.Size;

import org.sonar.server.es.EsClient;

import org.sonar.server.es.IndexType;

import org.sonar.server.es.IndexingResult;

import org.sonar.server.es.OneToOneResilientl ndexingListener;
import org.sonar.server.es.Projectl ndexer;

import org.sonar.server.permission.index.Permissionl ndexerDao.Dto;

import static java.util.Collections.emptyList;
import static org.sonar.core.util.stream.MoreCollectors.toArrayList;
import static org.sonar.core.util.stream.MoreCollectors.toSet;

/* *

* Populates the types "authorization™ of each index requiring project
* authorization.

*/

public class Permissionlndexer implements Projectindexer {

private final DbClient dbClient;

private final EsClient esClient;

private final Collection<AuthorizationScope> authorizationScopes,
private final Set<IndexType> indexTypes;

public Permissionlndexer(DbClient dbClient, EsClient esClient, NeedAuthorizationlndexer...
needA uthorizationlndexers) {
this(dbClient, esClient, Arrays.stream(needA uthorizationl ndexers)
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.map(NeedA uthorizationl ndexer::getAuthorizationScope)
.collect(MoreCollectors.toList(needAuthorizationl ndexers.length)));

@VisibleForTesting
public Permissionlndexer(DbClient dbClient, EsClient esClient, Collection<AuthorizationScope>
authorizationScopes) {
this.dbClient = dbClient;
this.esClient = esClient;
this.authorizationScopes = authorizationScopes;
this.indexTypes = authorizationScopes.stream()
.map(AuthorizationScope::getlndexType)
.collect(toSet(authorizationScopes.size()));

@0Override
public Set<IndexType> getlndexTypes() {
return indexTypes,

}

@Override

public void indexOnStartup(Set<IndexType> uninitializedlndexTypes) {
// TODO do not load everything in memory. Db rows should be scrolled.
List<Dto> authorizations = getAll Authorizations();
Stream<A uthorizationScope> scopes = getScopes(uninitializedIndexTypes);
index(authorizations, scopes, Size.L ARGE);

}

@VisibleForTesting
void index(List<Dto> authorizations) {
index(authorizations, authorizationScopes.stream(), Size. REGULAR);

}

@0Override
public void indexOnAnalysis(String branchUuid) {
// nothing to do, permissions don't change during an analysis

}

@Override
public Collection<EsQueueDto> prepareForRecovery(DbSession dbSession, Collection<String> projectUuids,
Projectlndexer.Cause cause) {
switch (cause) {
case MEASURE_CHANGE:
case PROJECT_KEY_UPDATE:
case PROJECT_TAGS _UPDATE:
/I nothing to change. Measures, project key and tags are not part of thisindex
return emptyList();
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case PROJECT_CREATION:
case PROJECT_DELETION:
case PERMISSION_CHANGE:
return insertlntoEsQueue(dbSession, projectUuids);

default:
/I defensive case
throw new |llegal StateException("Unsupported cause: " + cause);
}
}

private Collection<EsQueueDto> insertl ntoEsQueue(DbSession dbSession, Collection<String> projectUuids) {
List<EsQueueDto> items = indexTypes.stream()
flatMap(indexType -> projectUuids.stream().map(projectUuid -> EsQueueDto.create(indexType.format(),
projectUuid, null, projectUuid)))
.collect(toArrayList());

dbClient.esQueueDao().insert(dbSession, items);
return items,

}

private void index(Collection<PermissionlndexerDao.Dto> authorizations, Stream<AuthorizationScope> scopes,
Size bulkSize) {
if (authorizations.isEmpty()) {
return;

}

/l index each authorization in each scope
scopes.forEach(scope -> {
IndexType indexType = scope.getlndexType();

Bulklndexer bulkIndexer = new Bulklndexer(esClient, indexType, bulkSize);
bulkIndexer.start();

authorizations.stream()
filter(scope.getProjectPredicate())
.map(dto -> newlndexRequest(dto, indexType))
forEach(bulkIndexer::add);

bulklndexer.stop();
b
}

@0Override
public IndexingResult index(DbSession dbSession, Collection<EsQueueDto> items) {

IndexingResult result = new IndexingResult();

List<Bulklndexer> bulklndexers = items.stream()
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.map(EsQueueDto::getDocType)

distinct()

.map(IndexType::parse)

filter(indexTypes::contains)

.map(indexType -> new Bulklndexer(esClient, indexType, Size REGULAR, new
OneToOneResilientlndexingListener(dbClient, dbSession, items)))

.collect(Callectors.toList());

if (bulklndexers.isEmpty()) {
return result;

}

bulklndexers.forEach(Bulklndexer::start);

PermissionlndexerDao permissionlndexerDao = new PermissionlndexerDao();
Set<String> remainingProjectUuids =
items.stream().map(EsQueueDto::getDocl d).collect(MoreCollectors.toHashSet());
permissionl ndexerDao.sel ectByUuids(dbClient, dbSession, remainingProjectUuids).forEach(p -> {
remainingProjectUuids.remove(p.getProjectUuid());
bulkindexers.forEach(bi -> bi.add(newlndexRequest(p, bi.getindexType())));
9k

/I the remaining references on projects that don't exist in db. They must

I be deleted from index.

remainingProjectUuids.forEach(projectUuid -> bulklndexers.forEach(bi -> bi.addDel etion(bi.getlndexType(),
projectUuid, projectUuid)));

bulklndexers.forEach(b -> result.add(b.stop()));

return result;

}

private static IndexRequest newl ndexReguest(Permissionl ndexerDao.Dto dto, IndexType indexType) {

Map<String, Object> doc = new HashMap<>();

if (dto.isAllowAnyone()) {
doc.put(AuthorizationTypeSupport.FIELD_ALLOW_ANY ONE, true);
/I no need to feed users and groups

} else{
doc.put(AuthorizationTypeSupport. FIELD_ALLOW_ANYONE, fase);
doc.put(AuthorizationTypeSupport.FIELD_GROUP_IDS, dto.getGroupl ds());
doc.put(AuthorizationTypeSupport.FIELD_USER_IDS, dto.getUserlds());

}

return new IndexRequest(indexType.getlndex(), indexType.getType())
.id(dto.getProjectUuid())
.routing(dto.getProjectUuid())
.source(doc);
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private Stream<A uthorizationScope> getScopes(Set<IndexType> indexTypes) {
return authorizationScopes.stream()
filter(scope -> indexTypes.contains(scope.getl ndexType()));

private List<Dto> getAll Authorizations() {

try (DbSession dbSession = dbClient.openSession(false)) {

return new PermissionlndexerDao().sel ectAll(dbClient, dbSession);

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import java.util.List;

import javax.annotation.Nullable;

import org.junit.Before;

import org.junit. Test;

import org.sonar.api.web.UserRole;

import org.sonar.core.permission.Global Permissions;

import org.sonar.db.permission.PermissionQuery;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.db.user.GroupDto;

import org.sonar.server.exceptions.BadRequestException;
import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;

import org.sonar.server.permission.ws.BasePermissionWsTest;
import org.sonar.server.ws.TestRequest;

import static org.assertj.core.api.Assertions.assertThat;
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import static org.sonar.api.security.DefaultGroups. ANY ONE;

import static org.sonar.api.web.UserRole ADMIN;

import static org.sonar.api.web.UserRole. CODEVIEWER,;

import static org.sonar.api.web.UserRole.l SSUE_ADMIN;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_GROUP _ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_GROUP_NAME;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;

public class AddGroupToTemplateActionTest extends BasePermissionWsTest<AddGroupToTemplateAction> {

private PermissionTemplateDto template;
private GroupDto group;

@0Override
protected AddGroupToTemplateAction buildWsAction() {

return new AddGroupToTemplateAction(db.getDbClient(), newPermissionWsSupport(), userSession);
}

@Before

public void setUp() {
template = db.permissionTemplates().insertTemplate(db.getDefaul tOrgani zation());
group = db.users().insertGroup(db.getDefaultOrgani zation(), "group-name");

}

@Test
public void add_group _to_template() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

newRequest(group.getName(), template.getUuid(), CODEVIEWER);

assertThat(getGroupNamesl nTemplateAndPermission(templ ate,
CODEVIEWERY)).containsExactly(group.getName());

}

@Test
public void add_group_to_template by name() {
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.SetParam(PARAM_PERMISSION, CODEVIEWER)
.setParam(PARAM_TEMPLATE_NAME, template.getName().toUpperCas«())
.execute();

assertThat(getGroupNamesl nTemplateAndPermission(templ ate,
CODEVIEWERY)).containsExactly(group.getName());
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@Test
public void add_with_group_id() {
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_TEMPLATE_ID, template.getUuid())
.setParam(PARAM_PERMISSION, CODEVIEWER)
.setParam(PARAM_GROUP_ID, String.valueOf(group.getld()))
.execute();

assertThat(getGroupNamesl nTemplateAndPermission(templ ate,
CODEVIEWERY)).containsExactly(group.getName());

}

@Test
public void does not_add _a group_twice() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

newRequest(group.getName(), template.getUuid(), ISSUE_ADMIN);
newRequest(group.getName(), template.getUuid(), ISSUE_ADMIN);

assertThat(getGroupNames! n'TemplateAndPermission(templ ate,
ISSUE_ADMIN)).containsExactly(group.getName());

}

@Test
public void add _anyone group to_template() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

newRequest(ANY ONE, template.getUuid(), CODEVIEWERY);

assertThat(getGroupNames! nTemplateAndPermission(template, CODEVIEWER)).containsExactly(ANY ONE);
}

@Test
public void fail_if_add anyone group_to_admin_permission() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(String.format("It is not possible to add the '%s permission to the group
'‘Anyone™, UserRole. ADMIN));

newRequest(ANY ONE, template.getUuid(), ADMIN);
}

@Test
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public void fail_if_not_a project_permission() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRequest(group.getName(), template.getUuid(), Global Permissions.PROVISIONING);
}

@Test
public void fail_if_not_admin_of_default_organization() throws Exception {
userSession.login();

expectedException.expect(ForbiddenException.class);

newRequest(group.getName(), template.getUuid(), CODEVIEWER);
}

@Test
public void fail_if_group_params_missing() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedExcepti on.expect(BadRequestException.class);

newRequest(null, template.getUuid(), CODEVIEWER);
}

@Test
public void fail_if_permission_missing() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRegquest(group.getName(), template.getUuid(), null);
}

@Test
public void fail_if template uuid and_name missing() throws Exception {
loginAsAdmin(db.getDefaultOrgani zation());

expectedExcepti on.expect(BadRequestException.class);

newRequest(group.getName(), null, CODEVIEWER);
}

@Test
public void fail_if_group_does not_exist() throws Exception {
loginAsAdmin(db.getDefaultOrganization());
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expectedException.expect(NotFoundException.class);
expectedException.expectM essage("'No group with name ‘unknown-group-name™);

newRequest("unknown-group-name”, template.getUuid(), CODEVIEWER);
}

@Test
public void fail_if_template key does not_exist() throws Exception {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(" Permission template with id 'unknown-key' is not found");

newRequest(group.getName(), "unknown-key", CODEVIEWER);
}

private void newReguest(@Nullable String groupName, @Nullable String templateKey, @Nullable String
permission) {
TestRequest request = newReguest();
if (groupName !=null) {
request.setParam(PARAM_GROUP_NAME, groupName);
}
if (templateKey !=null) {
request.setParam(PARAM_TEMPLATE_ID, templateKey);
}
if (permission !'=null) {
request.setParam(PARAM _PERMISSION, permission);
}

reguest.execute();
}

private List<String> getGroupNamesl nTemplateAndPermission(PermissionTemplateDto template, String

permission) {
PermissionQuery query =

PermissionQuery.builder().setOrgani zationUui d(templ ate.getOrgani zationUuid() ) .setPermission(permission).buil d()
return db.getDbClient().permissionTemplateDao()

.selectGroupNamesByQueryAndTemplate(db.getSession(), query, template.getld());

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public
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* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws;

import org.junit. Test;
import org.sonar.core.platform.ComponentContainer;

import static org.assertj.core.api.Assertions.assertThat;
import static
org.sonar.core.platform.ComponentContainer. COMPONENTS IN_EMPTY_COMPONENT_CONTAINER;

public class PermissionsWsModuleTest {
@Test
public void verify _count_of added components() {
ComponentContainer container = new ComponentContainer();
new PermissionsWsM odul &().configure(container);
assertThat(container.size()).isEqua To(COMPONENTS IN_EMPTY_COMPONENT_CONTAINER + 25);

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/
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package org.sonar.server.permission.ws.template;

import java.util.stream.Stream;

import org.junit. Test;

import org.sonar.api.resources.Qualifiers;

import org.sonar.api.resources.ResourceType;
import org.sonar.api.resources.ResourceTypeTree;
import org.sonar.api.resources.ResourceTypes;
import org.sonar.db.organization.Default Templ ates;

import static org.assertj.core.api.Assertions.assertThat;

public class Default TemplatesResol verlmpl Test {

private static final ResourceTypes RESOURCE_TYPES WITHOUT_VIEWS = new ResourceTypes(new

ResourceTypeTree][] {
ResourceTypeTree.builder().addType(ResourceType.builder(Qualifiers. PROJECT).build()).build()

b

private static final ResourceTypes RESOURCE_TYPES WITH_VIEWS = new ResourceTypes(new

ResourceTypeTree][] {
ResourceTypeTree.builder().addType(ResourceType.builder(Qualifiers.PROJECT).build()).build(),
ResourceTypeTree.builder().addType(ResourceType.builder(Qualifiers.VIEW).build()).build()

b;

private DefaultTemplatesResol verlmpl under TestWithoutViews = new

DefaultTemplatesResolverl mpl(RESOURCE_TYPES WITHOUT_VIEWS);

private DefaultTemplatesResolverlmpl under TestWithViews = new

DefaultTemplatesResolverl mpl(RESOURCE_TYPES WITH_VIEWS);

@Test
public void project_is _project_of DefaultTemplates no_matter_if _views is installed() {
Stream.of(
new DefaultTemplates().setProjectUuid("foo").setViewUuid(null),
new DefaultTemplates().setProjectUuid("foo").setViewUuid("bar")).forEach(
defaultTemplates -> {
assertThat(underTestWithoutViews.resol ve(default Templ ates).getProject()).isEqual To("foo");
assertThat(underTestWithViews.resolve(default Templates).getProject()).isEqual To("foo™);

s

@Test

public void view_is empty _no_matter view_in_DefaultTemplates if views is not_installed() {
DefaultTemplates defaultTemplatesNoView = new DefaultTemplates().setProjectUuid("foo").setViewUuid(null);
DefaultTemplates defaultTemplatesView = new DefaultTemplates().setProjectUuid("foo").setViewUuid("bar");

assertThat(underTestWithoutViews.resol ve(default TemplatesNoView).getView()).isEmpty();
assertThat(underTestWithoutViews.resol ve(default TemplatesView).getView()).isEmpty();

}
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@Test
public void view_is project_of DefaultTemplates if view_in_DefaultTemplates is null_and views is instaled()
{
DefaultTemplates default Templates = new DefaultTemplates().setProjectUuid("foo").setViewUuid(null);

assertThat(underTestWithViews.resol ve(default Templates).getView()).contains("foo");
}

@Test
public void
view_is view_of DefaultTemplates if view_in_DefaultTemplates is not null_and views is installed() {
DefaultTemplates default Templates = new DefaultTemplates().setProjectUuid("foo").setViewUuid("bar");

assertThat(underTestWithViews.resol ve(default Templates).getView()).contains(" bar");

}
}

Sonar, open source software quality management tool.
Copyright (C) 2008-2012 SonarSource
mailto:contact AT sonarsource DOT com

Sonar is free software; you can redistribute it and/or

modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 3 of the License, or (at your option) any later version.

Sonar is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
Lesser General Public License for more details.

Y ou should have received a copy of the GNU Lesser General Public
License along with Sonar; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*
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* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.index;

import com.google.common.collect.|mmutableM ap;
import com.google.common.collect.| mmutableSet;
import java.util.Collection;

import java.util.Set;

import org.sonar.db.DbSession;

import org.sonar.db.es.EsQueueDto;

import org.sonar.server.es.EsClient;

import org.sonar.server.es.IndexType;

import org.sonar.server.es.| ndexingResult;

import org.sonar.server.es.Projectl ndexer;

import static org.sonar.server.permission.index.FoolndexDefinition.INDEX_TY PE_FOO;

public class Foolndexer implements Projectl ndexer, NeedAuthorizationlndexer {

private static final AuthorizationScope AUTHORIZATION_SCOPE = new
AuthorizationScope(INDEX_TYPE_FOQ, p -> true);

private final EsClient esClient;

public Foolndexer(EsClient esClient) {
this.esClient = esClient;
}

@Override
public AuthorizationScope getAuthorizationScope() {
return AUTHORIZATION_SCOPE;

}

@0Override

public void indexOnAnalysis(String branchUuid) {
addTolndex(branchUuid, "bar");
addTolndex(branchUuid, "baz");

}

@0Override
public Collection<EsQueueDto> prepareForRecovery(DbSession dbSession, Collection<String> projectUuids,
Cause cause) {
throw new UnsupportedOperationException();

}

private void addTolndex(String projectUuid, String name) {
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esClient.preparel ndex(INDEX_TY PE_FOO)
.setRouting(projectUuid)
.setParent(projectUuid)
.setSource(l mmutableMap.of (
FoolndexDefinition.FIELD_NAME, name,
FoolndexDefinition.FIELD_PROJECT_UUID, projectUuid))

get();

@0Override
public void indexOnStartup(Set<IndexType> uninitializedlndexTypes) {
throw new UnsupportedOperationException();

}

@Override
public Set<IndexType> getlndexTypes() {
return ImmutableSet.of INDEX_TYPE_FOO);

}

@0Override
public IndexingResult index(DbSession dbSession, Collection<EsQueueDto> items) {
throw new UnsupportedOperationException();

}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import com.google.common.base.Function;
import javax.annotation.Nonnull;
import org.sonar.api.utils.DateUtils;
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import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonarqube.ws.Permissions.PermissionTemplate;

import static org.sonar.core.util.Protobuf.setNullable;

public class PermissionTemplateDtoT oPermissionTemplateResponse {

private PermissionTemplateDtoToPermissionTemplateResponse() {
I/ prevent instantiation

}

public static PermissionTemplate toPermissionTemplateResponse(PermissionTemplateDto dto) {
return Singleton.INSTANCE.apply(dto);

}

private enum Singleton implements Function<PermissionTemplateDto, PermissionTemplate> {
INSTANCE;
@0Override
public PermissionTemplate apply(@Nonnull PermissionTemplateDto permissionTemplate) {
PermissionTemplate.Builder permissionTemplateBuilder = PermissionTemplate.newBuilder()
.setld(permissionTemplate.getUuid())
.setName(permissionTempl ate.getName())
.setCreatedAt(DateUtils.formatDateTime(permissionTemplate.getCreatedAt()))
.SsetUpdatedAt(DateUtils.formatDateTime(permissionTemplate.getUpdatedAt()));
setNullable(permissionTemplate.getDescription(), permissionTemplateBuilder::setDescription);
setNullable(permissionTemplate.getK eyPattern(), permissionTempl ateBuilder::setProjectK eyPattern);
return permissionTemplateBuilder.build();

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
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*/
package org.sonar.server.permission;

import java.util.List;

import static org.apache.commons.lang.StringUtils.isNotBlank;
import static org.sonar.server.ws.WsUtils.checkRequest;

public class ApplyPermissionTemplateQuery {

private final String templateUuid;
private List<String> componentK eys;

private ApplyPermissionTemplateQuery(String templateUuid, List<String> componentK eys) {
this.templateUuid = templateUuid;
this.componentK eys = componentK eys;
validate();

}

public static ApplyPermissionTemplateQuery create(String templateUuid, List<String> componentKeys) {
return new ApplyPermissionTemplateQuery(templateUuid, componentKeys);
}

public String getTemplateUuid() {
return templateUuid;

}

public List<String> getComponentKeys() {
return componentKeys,

}

private void validate() {
checkRequest(isNotBlank(templateUuid), " Permission template is mandatory");
checkRequest(componentKeys != null & & !componentKeys.isEmpty(), "No project provided. Please provide at

least one project.");

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 342



* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws,

import org.sonar.api.server.ws.WebService. NewAction;
import org.sonar.api.server.ws.WebService.NewParam,;
import org.sonar.core.permission.Global Permissions;
import org.sonar.core.permission.ProjectPermissions;
import org.sonar.core.util.Uuids;

import static java.lang.String.format;

import static org.sonar.server.ws.KeyExamples.KEY PROJECT EXAMPLE_001;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_DESCRIPTION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_GROUP _ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _GROUP_NAME;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT_KEY;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _KEY_PATTERN;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_TEMPLATE_NAME;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_USER_L OGIN;

public class PermissionsWsParametersBuilder {

private static final String PERMISSION_PARAM_DESCRIPTION = format("Permission” +
"<ul>" +
"<li>Possible values for global permissions: %s</li>" +
"<li>Possible values for project permissions %s</li>" +
"<ful>",
GlobalPermissions, ALL_ON_ONE_LINE,
ProjectPermissions. ALL_ON_ONE_LINE);
public static final String PROJECT _PERMISSION_PARAM_DESCRIPTION = format("Permission” +
"<ul>" +
"<li>Possible values for project permissions %s</li>" +
"<ful>",
ProjectPermissions. ALL_ON_ONE_LINE);

private PermissionsWsParametersBuilder() {
/I static methods only
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public static NewParam createPermissionParameter(NewA ction action) {
return action.createParam(PARAM_PERMISSION)
.setDescription(PERMISSION_PARAM_DESCRIPTION)
.SetRequired(true);

public static NewParam createProj ectPermissionParameter(NewA ction action, boolean required) {
return action.createParam(PARAM_PERMISSION)
.setDescription(PROJECT_PERMISSION_PARAM_DESCRIPTION)
.SetPossibleVa ues(ProjectPermissions.ALL)
.setRequired(required);

public static NewParam createProj ectPermissionParameter(NewAction action) {
return createProjectPermissionParameter(action, true);

}

public static void createGroupNameParameter(NewA ction action) {
action.createParam(PARAM_GROUP_NAME)
.SsetDescription(" Group name or ‘anyone' (case insensitive)")
.setExampl eV alue(" sonar-administrators');

public static NewParam createOrgani zationParameter(NewAction action) {
return action.createParam(PARAM_ORGANIZATION)
.setDescription("Key of organization, used when group name is set")
.setExampleValue(" my-org")
.Setlnternal (true);

public static void createGroupl dParameter(NewAction action) {
action.createParam(PARAM_GROUP_ID)
.setDescription("Group id")
.SetExampleVaue("42");

public static void createProjectParameters(NewAction action) {
createProj ectl dParameter(action);
createProj ectK eyParameter(action);

}

private static void createProjectldParameter(NewAction action) {
action.createParam(PARAM_PROJECT _|ID)
.SsetDescription("Project id")
.setExampl eV alue(" cedc03d6-430f-40a9-b777-ad877c00aadd");
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private static void createProjectK eyParameter(NewA ction action) {
action.createParam(PARAM_PROJECT _KEY)
.setDescription(" Project key")
.SetExampleValue(KEY_PROJECT_EXAMPLE_001);

public static void createUserL oginParameter(NewAction action) {
action.createParam(PARAM_USER_LOGIN)
.SetRequired(true)
.setDescription("User login")
.SetExampleValue("g.hopper");

public static void createTemplateParameters(NewAction action) {
createTempl atel dParameter(action);
createOrgani zationParameter (action);
createTempl ateNameParameter (action);

}

private static void createTemplatel dParameter(NewAction action) {
action.createParam(PARAM_TEMPLATE_ID)
.setDescription(" Template id")
.setExampleVaue(Uuids.UUID_EXAMPLE_01);

private static void createTemplateNameParameter(NewAction action) {
action.createParam(PARAM_TEMPLATE_NAME)
.setDescription(" Template name")
.SetExampleVaue("Default Permission Template for Projects’);

public static void createTemplateProjectK eyPatternParameter(NewAction action) {
action.createParam(PARAM_PROJECT_KEY_PATTERN)
.setDescription(" Project key pattern. Must be avalid Java regular expression™)
.SetExampleVaue(".*\\.finance\\..*");

public static void createTemplateDescriptionParameter(NewAction action) {
action.createParam(PARAM_DESCRIPTION)
.setDescription(" Description")
.setExampleVaue("Permissions for al projects related to the financial service");

public static void createl dParameter(NewAction action) {
action.createParam(PARAM _1D)
.setRequired(true)
.SsetDescription("1d")
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.setExampl eV alue(" af 8cb8cc-1e78-4c4e-8c00-ee8e814009a5");

}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission;

import java.util.Optional;

import javax.annotation.CheckForNull;

import javax.annotation.Nullable;

import org.sonar.core.permission.Global Permissions;
import org.sonar.core.permission.ProjectPermissions;

import static java.util.Objects.requireNonNull;
import static org.sonar.server.ws.WsUtils.checkRequest;

public abstract class PermissionChange {

public enum Operation {
ADD, REMOVE

}

private final Operation operation;
private final String organizationUuid;
private final String permission;
private final Projectld projectld;

public PermissionChange(Operation operation, String organizationUuid, String permission, @Nullable Projectid
projectld) {

this.operation = requireNonNull (operation);

this.organizationUuid = requireNonNull(organizationUvuid);
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this.permission = requireNonNull (permission);
this.projectld = projectlid;
if (projectld == null) {
checkRequest(Global Permissions. AL L .contains(permission), "Invalid global permission '%s. Valid values are
%s', permission, GlobalPermissions. ALL);
} else{
checkRequest(ProjectPermissions.AL L .contains(permission), "Invalid project permission '%s. Valid values are
%s", permission, ProjectPermissions.ALL);
}
}

public Operation getOperation() {
return operation;

}

public String getOrganizationUuid() {
return organi zationUuid;

}

public String getPermission() {
return permission;

}

public Optional<Projectld> getProjectld() {
return Optional .of Nullable(projectid);

}

/**

* Shortcut based on { @link #getProjectld()}
*/
@CheckForNull
public String getProjectUuid() {
return projectld == null ? null : projectld.getUuid();

}

/**

* Shortcut based on { @link #getProjectld()}
*/
@CheckForNull
public Long getNullableProjectld() {
return projectld == null ? null ; projectld.getld();

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com

*
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* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* aong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.index;

import com.google.common.collect.ImmutableList;
import java.sgl.PreparedStatement;

import java.sgl.ResultSet;

import java.sgl.SQL Exception;

import java.util ArrayList;

import java.util.Collection;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Map;

import org.apache.commons.lang.StringUtils;
import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import static org.apache.commons.lang.StringUtils.repeat;
import static org.sonar.db.DatabaseUtils.executel argel nputs,

/**

* No streaming because of union of joins -> no need to use ResultSetlterator
*/

public class PermissionindexerDao {

public static final class Dto {
private final String projectUuid,;
private final String qualifier;
private final List<Integer> userlds = new ArrayList<>();
private final List<Integer> grouplds = new ArrayList<>();
private boolean allowAnyone = false;

public Dto(String projectUuid, String qualifier) {
this.projectUuid = projectUuid;
this.qualifier = qualifier;
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public String getProjectUuid() {
return projectUuid;

}

public String getQualifier() {
return qualifier;

}

public List<Integer> getUserlds() {
return userlds;

}

public Dto addUserld(int I) {
userlds.add(l);
return this;

}

public Dto addGroupld(int id) {
grouplds.add(id);
return this;

}

public List<Integer> getGrouplds() {
return grouplds,

}

public void alowAnyone() {
this.allowAnyone = true;

}

public boolean isAllowAnyone() {
return allowAnyone;

}
}

private enum RowKind {
USER, GROUP, ANYONE, NONE

}

private static final String SQL_TEMPLATE ="SELECT " +
" project_authorization.kind askind, " +
" project_authorization.project as project, " +
" project_authorization.user_id asuser_id, " +
" project_authorization.group_id asgroup_id, " +
" project_authorization.qualifier as qualifier " +
"FROM (" +
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/I users

" SELECT ™ + RowKind.USER + " askind," +
projects.uuid AS project, " +

projects.qualifier AS qualifier, " +
user_roles.user_id ASuser_id," +

" NULL ASgroup id" +

" FROM projects" +

" INNER JOIN user_roles ON user_roles.resource _id = projects.id AND user_roles.role="user' " +
" WHERE" +

(projects.qualifier =" TRK'" +

or projects.quaifier ="VW'" +

or projects.qualifier ='APP) " +

AND projects.copy_component_uuid isNULL " +
{projectsCondition} " +

" UNION" +

I/ groups

" SELECT "™ + RowKind.GROUP + "' askind," +

projects.uuid AS project, " +

projects.qualifier AS qualifier, " +

" NULL ASuser_id," +

groups.id ASgroup id" +

" FROM projects" +

" INNER JOIN group_roles ON group_roles.resource id = projects.id AND group_roles.role ="user' " +
INNER JOIN groups ON groups.id = group_roles.group_id " +
" WHERE" +

(projects.qualifier =" TRK'" +

or projects.quaifier ="VW'" +

or projects.qualifier ='APP) " +

AND projects.copy_component_uuidisNULL " +
{projectsCondition} " +

" AND group_id ISNOT NULL " +

" UNION" +

I/ public projects are accessible to any one

" SELECT "™ + RowKind. ANYONE + "' askind," +
projects.uuid AS project, " +

projects.qualifier AS qualifier, " +

" NULL ASuser_id, " +

" NULL ASgroup id" +

" FROM projects" +

" WHERE" +

(projects.qualifier =" TRK'" +

or projects.quaifier ="VW'" +
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" or projects.quaifier ='APP) " +

AND projects.copy_component_uuid isNULL " +
" AND projects.private=?" +

" {projectsCondition} " +

" UNION" +

I/ private project is returned when no authorization
" SELECT ™ + RowKind.NONE + "' askind," +
" projects.uuid AS project, " +

projects.qualifier AS qualifier, " +

" NULL ASuser_id," +

" NULL ASgroup id" +

" FROM projects" +

" WHERE" +

" (projects.qualifier =" TRK'" +

or projects.quaifier ="VW'" +

" or projects.quaifier ='APP) " +

AND projects.copy_component_uuid isNULL " +
" AND projects.private=?" +
{projectsCondition} " +

) project_authorization”;

List<Dto> selectAll(DbClient dbClient, DbSession session) {
return doSel ectByProjects(dbClient, session, Collections.emptyList());

}

List<Dto> selectByUuids(DbClient dbClient, DbSession session, Collection<String> projectOrViewUuids) {
return executel argel nputs(projectOrViewUuids, subProjectOrViewUuids -> doSelectByProjects(dbClient,
session, subProjectOrViewUuids));

}

private static List<Dto> doSelectByProjects(DbClient doClient, DbSession session, List<String> projectUuids) {
try {
Map<String, Dto> dtosByProjectUuid = new HashMap<>();
try (PreparedStatement stmt = createStatement(dbClient, session, projectUuids);
ResultSet rs = stmt.executeQuery()) {
while (rs.next()) {
processRow(rs, dtosByProjectUuid);
}
return |mmutablel ist.copyOf (dtosByProjectUuid.values());
}
} catch (SQLException €) {
throw new |llegal StateException("Fail to select authorizations”, €);
}
}

private static PreparedStatement createStatement(DbClient dbClient, DbSession session, List<String>
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projectUuids) throws SQL Exception {

String sql;

if (projectUuids.isEmpty()) {

sgl = StringUtils.replace(SQL_TEMPLATE, "{ projectsCondition}", "");
} else{
sgl = StringUtils.replace(SQL_TEMPLATE, "{ projectsCondition}", " AND projects.uuid in (" + repeat("?", ", ",

projectUuids.size()) +")");

}

PreparedStatement stmt = dbClient.getMyBatis().newScrollingSel ectStatement(session, sql);

intindex = 1,

I/ query for RowKind.USER

index = popul ateProjectUuidPlacehol ders(stmt, projectUuids, index);

I/ query for RowKind.GROUP

index = popul ateProjectUuidPlacehol ders(stmt, projectUuids, index);

I/ query for RowKind. ANY ONE

index = setPrivateProjectPlaceHolder(stmt, index, false);

index = populateProjectUuidPlacehol ders(stmt, projectUuids, index);

/I query for RowKind.NONE

index = setPrivateProjectPlaceHolder(stmt, index, true);

popul ateProjectUuidPlacehol ders(stmt, projectUuids, index);

return stmt;

private static int popul ateProjectUuidPlacehol ders(PreparedStatement stmt, List<String> projectUuids, int index)
throws SQL Exception {
int newlndex = index;
for (String projectUuid : projectUuids) {
stmt.setString(newlndex, projectUuid);
newlndex++;

}

return newlndex;

}

private static int setPrivateProjectPlaceHol der(PreparedStatement stmt, int index, boolean isPrivate) throws
SQLException {

int newlndex = index;

stmt.setBoolean(newlndex, isPrivate);

newlndex++;

return newlndex;

}

private static void processRow(ResultSet rs, Map<String, Dto> dtosByProjectUuid) throws SQL Exception {
RowKind rowKind = RowKind.valueOf(rs.getString(1));
String projectUuid = rs.getString(2);

Dto dto = dtosByProjectUuid.get(projectUuid);
if (dto==null) {
String qualifier = rs.getString(5);
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dto = new Dto(projectUuid, qualifier);
dtosByProjectUuid.put(projectUuid, dto);
}
switch (rowKind) {
case NONE:
break;
case USER:
dto.addUserld(rs.getint(3));
break;
case GROUP:
dto.addGroupl d(rs.getint(4));
break;
case ANYONE:
dto.allowAnyone();
break;
}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;

import com.google.common.collect.HashBasedTable;
import org.junit.Rule;

import org.junit. Test;

import org.junit.rules.ExpectedException;

import static java.util.Collections.singletonList;
import static org.sonar.db.permission.template.PermissionTempl ateT esting.newPermissionTempl ateDto;

public class SearchTemplatesDataTest {
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@Rule
public ExpectedException expectedException = ExpectedException.none();

SearchTemplatesData.Builder underTest = SearchTemplatesData.builder()
.defaultTemplates(new DefaultTemplatesResol verlmpl.ResolvedDefault Templates("template_uuid”, null))
.templates(singletonL ist(hewPermissionTemplateDto()))
.userCountByTempl atel dA ndPermission(HashBasedTabl e.create())
.groupCountByTempl atel dA ndPermission(HashBasedT able.create())
.withProjectCreatorBy Templ atel dA ndPermission(HashBasedTabl e.create());

@Test

public void fail_if_templates is null() {
expectedException.expect(l | egal StateException.class);
underTest.templates(null);

underTest.build();
}

@Test

public void fail_if_default_templates are null() {
expectedException.expect(l | egal StateException.class);
underTest.defaultTemplates(null);

underTest.build();
}

@Test

public void fail_if_user_count_is null() {
expectedException.expect(l |l egal StateException.class);
underTest.userCountBy Templ atel dJAndPermission(null);

underTest.build();
}

@Test

public void fail_if_group_count_is null() {
expectedException.expect(l |l egal StateException.class);
underTest.groupCountBy Templ atel dAndPermission(null);

underTest.build();
}

@Test

public void fail_if_with_project_creators is null() {
expectedException.expect(l || egal StateException.class);
underTest.withProjectCreatorBy Templ atel dAndPermission(null);

underTest.build();
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}
}
{
"paging”: {
"pagel ndex": 1,
"pageSize": 100,
"total": 3
H
"groups”: [
{
"name": "Anyone",
"permissions’: []
H

{
"id": "1,
"name": "sonar-administrators’,
"description”: " System administrators",
"permissions’: []

1

"id": 2",
"name": "sonar-users’,
"description™: "Any new users created will automatically join this group",
"permissions’: []
}
]
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
import React from 'react’;
import PropTypes from 'prop-types;
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import Helmet from 'react-hel met’;

import Header from './Header";

import List from"/List;

import { trandate } from"../../../helpers/I 10n’;

export default class Home extends React.PureComponent {
static propTypes = {
organization: PropTypes.object,
topQuialifiers: PropTypes.array.isRequired,
permissions. PropTypes.array.isRequired,
permissionTemplates: PropTypes.array.isRequired,
ready: PropTypes.bool.isRequired,
refresh: PropTypes.func.isRequired
b

render() {
return (
<div className="page page-limited">
<Helmet title={ trand ate('permission_templates.page)} />

<Header
organi zation={ this.props.organization}
ready={ this.props.ready}
refresh={ this.props.refresh}

/>

<List

organi zation={ this.props.organization}

permissionTemplates={ this.props.permissionTemplates}

permissions={ this.props.permissions}

topQualifiers={ this.props.topQualifiers}

refresh={ this.props.refresh}

/>
</div>
)i

}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,
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* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import java.util.List;
import java.util.Locale;

import com.google.common.collect.Lists;

import com.google.common.collect. Table;

import com.google.common.collect. TreeBasedTable;

import org.sonar.api.il8n.118n;

import org.sonar.api.resources.Qualifiers;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.api.server.ws.\WebService.Param,;

import org.sonar.core.permission.ProjectPermissions;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.organization.Default Templ ates,

import org.sonar.db.organi zation.Organi zationDto;

import org.sonar.db.permission.template. CountBy Templ ateA ndPermissionDto;
import org.sonar.db.permission.templ ate.PermissionTempl ateCharacteristicDto;
import org.sonar.db.permission.templ ate.PermissionTempl ateDto;

import org.sonar.server.permission.ws.PermissionWsSupport;

import org.sonar.server.permission.ws.PermissionsWsAction;

import org.sonar.server.user.UserSession;

import org.sonarqube.ws.Permissions;

import org.sonarqube.ws.Permissions.Permission;

import org.sonarqube.ws.Permissions.PermissionTemplate;

import org.sonarqube.ws.Permissions.SearchTempl atesWsResponse;

import org.sonarqube.ws.Permissions.SearchTempl atesWsResponse. Templ atel dQualifier;

import javax.annotation.CheckForNull;
import javax.annotation.Nullable;

import static org.sonar.api.utils.DateUtils.formatDateTime;

import static org.sonar.core.util.Protobuf.setNullable;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGlobal Admin;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createOrgani zationParameter;
import static org.sonar.server.permission.ws.template. SearchTemplatesData.builder;

import static org.sonar.server.ws.WsUtils.checkFoundWithOptional;
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import static org.sonar.server.ws.WsUtils.writeProtobuf;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;

public class SearchTemplatesA ction implements PermissionsWsAction {
private static final String PROPERTY _PREFIX = "projects role.";
private static final String DESCRIPTION_SUFFIX =".desc";

private final DbClient dbClient;

private final UserSession userSession;

private final 118ni18n;

private final PermissionWsSupport support;

private final DefaultTemplatesResolver defaultTemplatesResolver;

public SearchTemplatesAction(DbClient dbClient, UserSession userSession, 118ni18n, PermissionWsSupport
support, DefaultTemplatesResolver defaultTemplatesResolver) {

this.dbClient = dbClient;

this.userSession = userSession;

this.il8n =i18n;

this.support = support;

this.defaultTemplatesResolver = defaultTemplatesResol ver;

@Override
public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction("search_templates")
.setDescription("List permission templates.<br />" +
"Requires the following permission; ‘Administer System'.")

.setResponseExampl e(getClass().getResource(" search_templ ates-example.json™))
.setSince("'5.2")
.addSearchQuery("defau”, " permission template names")
.setHandler(this);

createOrgani zationParameter (action).setSince("6.2");
}

@0Override
public void handle(Request wsReguest, Response wsResponse) throws Exception {
try (DbSession dbSession = dbClient.openSession(false)) {
OrganizationDto org = support.findOrgani zation(dbSession, wsRequest.param(PARAM_ORGANIZATION));
SearchTemplatesRequest request = new SearchTemplatesRequest()
.setOrganizationUuid(org.getUuid())
.SetQuery(wsRequest.param(Param. TEXT_QUERY));
checkGlobal Admin(userSession, request.getOrgani zationUuid());

SearchTemplateswWsResponse searchTempl atesWsResponse = buil dResponse(l oad(dbSession, request));
writeProtobuf (searchTempl atesWsResponse, wsRequest, wSResponse);
}
}
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private static void buildDefault Templ atesResponse(SearchTempl atesWsResponse.Buil der response,
SearchTemplatesData data) {
Templatel dQualifier.Builder templateUuidQualifierBuilder = Templatel dQualifier.newBuilder();

DefaultTempl atesResolverl mpl.ResolvedDefault Templates resol vedDefault Templates = data.default Templ ates();
response.addDefault Templ ates(templ ateUuidQualifierBuilder

.setQualifier(Qualifiers.PROJECT)

.setTemplatel d(resolvedDefault Templ ates.getProject()));

resolvedDefaultTemplates.getView()
JIfPresent(viewDefault Template -> response.addDefault Templ ates(
templateUuidQualifierBuilder
.clear()
setQualifier(Qualifiers.VIEW)
.setTemplatel d(viewDefaultTemplate)));

private static void buildTemplatesResponse(Permissions.SearchTempl atesWsResponse.Builder response,
SearchTemplatesData data) {

Permission.Builder permissionResponse = Permission.newBuilder();

PermissionTemplate.Builder templateBuilder = PermissionTemplate.newBuilder();

for (PermissionTemplateDto templateDto : data.templates()) {
templateBuilder
.clear()
.setld(templateDto.getUuid())
.setName(templ ateDto.getName())
.setCreatedAt(formatDateTime(templateDto.getCreatedAt()))
.SsetUpdatedAt(formatDateTime(templateDto.getUpdatedAt()));
setNullable(templateDto.getK eyPattern(), templateBuilder::setProjectK eyPattern);
setNullable(templateDto.getDescription(), templateBuil der::setDescription);
for (String permission : ProjectPermissions.ALL) {
templateBuil der.addPermissions(
permissionResponse
.clear()
.setKey(permission)
.setUsersCount(data.userCount(templateDto.getl d(), permission))
.setGroupsCount(data.groupCount(templateDto.getld(), permission))
.setWithProjectCreator(data.withProjectCreator (templateDto.getl d(), permission)));
}
response.addPermissionTempl ates(templateBuilder);
}
}

private Permissions.SearchTempl atesWsResponse buildResponse(SearchTemplatesData data) {
SearchTemplatesWsResponse.Builder response = SearchTemplatesWsResponse.newBuilder();
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buildTemplatesResponse(response, data);
buildDefault Templ atesResponse(response, data);
buildPermissi onsResponse(response);

return response.build();

private void buil dPermissionsResponse(SearchTempl atesWsResponse.Builder response) {
Permission.Builder permissionResponse = Permission.newBuilder();
for (String permissionKey : ProjectPermissions. ALL) {
response.addPermissions(
permissionResponse
.clear()
.SetK ey(permissionK ey)
.setName(i 18nName(permissionK ey))
.setDescription(i 18nDescri ptionM essage(permissionK ey)));

private String i 18nDescriptionM essage(String permissionKey) {
return i 18n.message(Locale. ENGLISH, PROPERTY _PREFIX + permissionKey + DESCRIPTION_SUFFIX, "");
}

private String i18nName(String permissionKey) {
return i 18n.message(Locale. ENGLISH, PROPERTY _PREFIX + permissionKey, permissionK ey);
}

private SearchTemplatesData |oad(DbSession dbSession, SearchTemplatesRequest request) {
SearchTemplatesData.Builder data = builder();
List<PermissionTemplateDto> templates = searchTempl ates(dbSession, request);
List<Long> templatelds = Lists.transform(templates, PermissionTemplateDto::getld);

DefaultTemplates defaultTemplates = checkFoundWithOptional (
dbClient.organizationDao().getDefault Templ ates(dbSession, request.getOrgani zationUuid()),
"No Default templates for organization with uuid '%s™, request.getOrgani zationUuid());
DefaultTempl atesResolver.Resol vedDefaul t Templates resol vedDefaul t Templates =
defaultTempl atesResol ver.resolve(default Templ ates);

data.templates(templ ates)
.defaultTempl ates(resol vedDefault Templ ates)
.userCountBy Templ atel dA ndPermi ssion(userCountBy Templ atel dA ndPermission(dbSession, templ atel ds))
.groupCountByTempl atel dA ndPermission(groupCountBy Templatel dA ndPermission(dbSession,
templatel ds))
.withProjectCreatorBy Templ atel dA ndPermission(withProjectCreatorsBy Templ atel dA ndPermission(dbSession, tem
platel ds));

return data.build();
}
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private List<PermissionTemplateDto> searchTemplates(DbSession dbSession, SearchTemplatesRequest request) {
return dbClient.permissionTemplateDao().sel ectAll (dbSession, request.getOrganizationUuid(),

request.getQuery());

}

private Table<Long, String, Integer> userCountByTempl atel dA ndPermission(DbSession dbSession, List<Long>

templatelds) {
final Table<Long, String, Integer> userCountByTemplatel dAndPermission = TreeBasedTable.create();

dbClient.permissionTemplateDao().usersCountBy Templatel dAndPermission(dbSession, templatel ds, context -> {

CountByTemplateAndPermissionDto row = context.getResultObject();
userCountByTempl atel dAndPermission.put(row.getTemplatel d(), row.getPermission(), row.getCount());

3k

return userCountBy Templatel dJAndPermission;
}

private Table<Long, String, Integer> groupCountByTempl atel dA ndPermission(DbSession dbSession, List<Long>

templatelds) {
final Table<Long, String, Integer> userCountByTemplatel dAndPermission = TreeBasedTable.create();

dbClient.permissionTemplateDao().groupsCountBy Templ atel dAndPermission(dbSession, templatelds, context ->

{
CountByTemplateAndPermissionDto row = context.getResultObject();

userCountBy Templatel dA ndPermission.put(row.getTemplatel d(), row.getPermission(), row.getCount());
9k

return userCountBy Templatel dJAndPermission;
}

private Table<Long, String, Boolean> withProjectCreatorsBy Templ atel dAndPermission(DbSession dbSession,

List<Long> templatelds) {
final Table<Long, String, Boolean> templatePermissionsBy Templ atel dJAndPermission = TreeBasedTable.create();

List<PermissionTemplateCharacteristicDto> templatePermissions =
dbClient.permissionTemplateCharacteristicDao().selectBy Templ atel ds(dbSession, templatel ds);

templatePermissions.stream()
forEach(templatePermission ->
templatePermissionsBy Templatel dA ndPermission. put(templ atePermission.get Templ atel d(),

templ atePermission.getPermission(),
templatePermission.getWithProjectCreator()));

return templ atePermissionsBy Templ atel dAndPermission;
}

private static class SearchTemplatesRequest {
private String query;
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private String organizationUuid;

@CheckForNull
public String getQuery() {
return query;

}

public SearchTemplatesRequest setQuery(@Nullable String query) {
this.query = query;
return this;

}

public String getOrgani zationUuid() {
return organizationUuid;

}

public SearchTemplatesRequest setOrganizationUuid(String s) {
this.organizationUuid = s;
return this;

}
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.core.permission;

import org.junit. Test;
import org.sonar.api.web.UserRole;

import static org.assertj.core.api.Assertions.assertThat;
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public class ProjectPermissionsTest {

@Test
public void all_permissions() {

assertThat(ProjectPermissions. AL L).containsExactly(UserRole ADMIN, UserRole. CODEVIEWER,
UserRole.ISSUE_ADMIN, Global Permissions.SCAN_EXECUTION, UserRole. USER);

}

@Test
public void al_permissions_as string() {
assertThat(ProjectPermissions ALL_ON_ONE_LINE).isEqual To("admin, codeviewer, issueadmin, scan, user");

}

}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
import React from 'react’;
import PropTypes from 'prop-types;
import { Link } from 'react-router’;
import ActionsCell from './ActionsCell’;
import { trandlate } from'../../../hel perg/I 10n';

export default class TemplateHeader extends React.PureComponent {
static propTypes = {
organization: PropTypes.object,
template: PropTypes.object.isRequired,
loading: PropTypes.bool.isRequired,
refresh: PropTypes.func.isRequired,
topQualifiers: PropTypes.array.isRequired
b

render() {
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const { template, organization } = this.props;

const pathname = organization
? */organi zations/${ organization.key} /permission_templates’
: '/permission_templates;

return (
<header id="project-permissions-header" className="page-header">
<div className="note spacer-bottom">
<Link to={ pathname} className="text-muted">
{tranglate('permission_templates.page’)}
</Link>
</div>

<hl className="page-title">{ template.name} </h1>

{this.props.loading & & <i className="spinner" />}

<div className="pull-right">
<ActionsCell

organization={ this.props.organi zation}

permissionTempl ate={ this.props.templ ate}

topQualifiers={ this.props.topQualifiers}

refresh={this.props.refresh}

fromDetails={ true}

/>
</div>
</header>
)i

}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.
*
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
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* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.db.permission;

import java.util ArrayList;

import java.util Arrays,

import java.util.Collection;

import java.util.List;

import java.util.Random;

import java.util.function.Consumer;

import java.util .stream.Collectors;

import org.assertj.core.groups. Tuple;

import org.junit.Rule;

import org.junit. Test;

import org.sonar.api.utils.System?2;

import org.sonar.api.web.UserRole;

import org.sonar.db.DbSession;

import org.sonar.db.DbTester;

import org.sonar.db.component. ComponentDto;
import org.sonar.db.organization.Organi zationDto;
import org.sonar.db.user.UserDto;

import static java.util Arrays.asList;

import static java.util . Arrays.stream,;

import static java.util.Collections.emptyList;

import static java.util.Collections.singletonList;

import static org.assertj.core.api.Assertions.assertThat;

import static org.assertj.core.api.Assertions.tuple;

import static org.sonar.api.web.UserRole. CODEVIEWER,;

import static org.sonar.api.web.UserRole.l SSUE_ADMIN;

import static org.sonar.api.web.UserRole.USER;

import static org.sonar.core.permission.Global Permissions.PROVISIONING;

import static org.sonar.core.permission.Global Permissions.SY STEM_ADMIN;

import static org.sonar.db.permission.OrganizationPermission. ADMINISTER;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY_GATES;
import static org.sonar.db.permission.OrganizationPermission.PROVISION_PROJECTS;
import static org.sonar.db.permission.OrganizationPermission.SCAN;

public class UserPermissionDaoTest {

@Rule
public DbTester db = DbTester.create(System2.INSTANCE);

private DbSession dbSession = db.getSession();
private UserPermissionDao underTest = new UserPermissionDao();

@Test
public void select_global _permissions() {
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OrganizationDto organization = db.organizations().insert();

OrganizationDto org2 = db.organizations().insert();

UserDto userl = insertUser(u -> u.setLogin("loginl").setName("Marius').setEmail ("email L@email .com"),
organization, org2);

UserDto user2 = insertUser(u -> u.setLogin("login2").setName("Marie").setEmail (" email 2@email.com™),
organization, org2);

UserDto user3 = insertUser(u -> u.setLogin("zanother").setName(" Zoe").setEmail (" zanother3@another.com”),
organization);

ComponentDto project = db.components().insertPrivateProject(organi zation);

UserPermissionDto global1 = addGlobal Permission(organization, SY STEM_ADMIN, userl);

UserPermissionDto global 2 = addGlobal Permission(organization, SY STEM_ADMIN, user2);

UserPermissionDto global 3 = addGlobal Permission(organi zation, PROVISIONING, user2);

UserPermissionDto project1Perm = addProjectPermission(organization, USER, user3, project);

/I permissions on another organization, to be excluded

UserPermissionDto org2Global 1 = addGlobal Permission(org2, SY STEM_ADMIN, userl);

UserPermissionDto org2Global 2 = addGlobal Permission(org2, PROVISIONING, user?);

// global permissions of users who has at least one global permission, ordered by user name then permission
PermissionQuery query =

PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid()) .withAtL eastOnePermission().buil d();
expectPermissions(query, asList(user2.getld(), userl.getld()), global2, global 3, global 1);

I/ default query returns al users, whatever their permissions nor organizations

/I (that's a non-sense, but still thisis required for api/permissions/groups

I/l when filtering users by name)

query = PermissionQuery.builder().setOrganizationUuid(organization.getUuid()).buil d();

expectPermissions(query, asList(user2.getld(), userl.getld(), user3.getld()), global2, global 3, org2Global 2,
global1, org2Global 1, project1Perm);

// global permissions "admin"
query =

PermissionQuery.builder().setOrgani zationUuid(organi zation.getUuid() ) .setPermission(SY STEM_ADMIN).build();
expectPermissions(query, asList(user2.getld(), userl.getld()), global2, global 1);

I/l empty if nobody has the specified global permission
query =

PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid() ) .setPermission("missing™).build();
expectPermissions(query, emptyList());

/I search by user name (matches 2 users)

query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid() ) .withAtL eastOnePermission().setSearchQue
ry("mari").build();

expectPermissions(query, asList(user2.getld(), userl.getld()), global2, global 3, global 1);

/I search by user login
query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid()) .withAtL eastOnePermission().setSearchQue
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ry("ogin2").build();
expectPermissions(query, singletonList(user2.getld()), global2, global 3);

/I search by user email

query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid()) .withAtL eastOnePermission().setSearchQue
ry("mail2").build();

expectPermissions(query, singletonList(user2.getld()), global2, global 3);

/I search by user name (matches 2 users) and global permission

query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid() ) .setSearchQuery ("Mari") .setPermission(PR
OVISIONING).build();

expectPermissions(query, singletonList(user2.getld()), global 3);

/I search by user name (no match)
query =

PermissionQuery.builder().setOrgani zationUuid(organi zation.getUuid() ) .setSearchQuery (" Unknown™).buil d();
expectPermissions(query, emptyList());

}

@Test
public void select_project_permissions() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(u -> u.setLogin("loginl").setName("Marius').setEmail ("email L@email .com"),

organization);

UserDto user2 = insertUser(u -> u.setLogin("login2").setName("Marie").setEmail (" email 2@email.com™),
organization);

UserDto user3 = insertUser(u -> u.setLogin("zanother").setName("' Zoe").setEmail (" zanother3@another.com”),
organization);

addGlobal Permission(organization, SY STEM_ADMIN, userl);

ComponentDto project1 = db.components().insertPrivateProj ect(organization);

ComponentDto project2 = db.components().insertPrivateProj ect(organization);

UserPermissionDto perm1 = addProjectPermission(organization, USER, userl, projectl);
UserPermissionDto perm2 = addProjectPermission(organization, ISSUE_ADMIN, userl, projectl);
UserPermissionDto perm3 = addProjectPermission(organization, ISSUE_ADMIN, user2, projectl);
addProjectPermission(organization, ISSUE_ADMIN, user3, project2);

/I project permissions of users who has at least one permission on this project

PermissionQuery query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid()).withAtL eastOnePermission() .setComponen
tUuid(projectl1.uuid()).build();

expectPermissions(query, asList(user2.getld(), userl.getld()), perm3, perm2, perml);

I/l empty if nobody has the specified global permission

query =
PermissionQuery.builder().setOrgani zationUuid(organi zation.getUuid()).setPermission(" missing") .setComponentUu
id(project1.uuid()).build();
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expectPermissions(query, emptyList());

/I search by user name (matches 2 users), users with at least one permission

query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid() ) .setSearchQuery ("Mari") .withAtL eastOneP
ermission().setComponentUuid(project1.uuid()).build();

expectPermissions(query, asList(user2.getld(), userl.getld()), perm3, perm2, perml);

/I search by user name (matches 2 users) and project permission

query =
PermissionQuery.builder().setOrgani zationUuid(organi zation.getUuid()).setSearchQuery ("Mari").setPermission(I SS
UE_ADMIN).setComponentUuid(project1.uuid()).build();

expectPermissions(query, asList(user2.getld(), userl.getld()), perm3, perm2);

/I search by user name (no match)

query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid()).setSearchQuery (" Unknown™).setCompone
ntUuid(project1.uuid()).build();

expectPermissions(query, emptyList());

I/ permissions of unknown project

query =
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid()).setComponentUuid("missing") .withAtL eas
tOnePermission().build();

expectPermissions(query, emptyList());
}

@Test

public void countUsersByProjectPermission() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organization);
ComponentDto projectl = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
addGlobal Permission(organization, SY STEM_ADMIN, userl);
addProjectPermission(organization, USER, userl, projectl);
addProjectPermission(organization, ISSUE_ADMIN, userl, projectl);
addProjectPermission(organization, ISSUE_ADMIN, user2, projectl);
addProjectPermission(organization, ISSUE_ADMIN, user2, project2);

I/ no projects -> return empty list
assertThat(underTest.countUsersByProjectPermission(dbSession, emptyList())).isEmpty();

// one project
expectCount(singletonL ist(project1.getld()),
new CountPerProjectPermission(projectl.getid(), USER, 1),
new CountPerProjectPermission(projectl.getid(), ISSUE_ADMIN, 2));
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// multiple projects

expectCount(asList(project1.getld(), project2.getid(), -1L),
new CountPerProjectPermission(projectl.getid(), USER, 1),
new CountPerProjectPermission(projectl.getid(), ISSUE_ADMIN, 2),
new CountPerProjectPermission(project2.getid(), ISSUE_ADMIN, 1));

@Test
public void selectUserldsByQuery() {

OrganizationDto orgl = db.organizations().insert();

OrganizationDto org2 = db.organizations().insert();

UserDto userl = insertUser(u -> u.setLogin("loginl").setName("Marius').setEmail ("email L@email.com”), orgl,
org2);

UserDto user? = insertUser(u -> u.setLogin("login2").setName("Marie").setEmail (" email 2@email .com”), orgl,
org2);

ComponentDto project1 = db.components().insertPrivateProject(orgl);

ComponentDto project2 = db.components().insertPrivateProject(org2);

addProjectPermission(orgl, USER, userl, projectl);

addProjectPermission(orgl, USER, user2, projectl);

addProjectPermission(org2, USER, userl, project?);

addProjectPermission(orgl, ISSUE_ADMIN, user2, projectl);

addProjectPermission(org2, ISSUE_ADMIN, user2, project2);

//'logins are ordered by user name: user2 ("Mari€") then userl ("Marius")
PermissionQuery query =
PermissionQuery.builder().setOrgani zationUuid(proj ect1.getOrgani zationUuid()).setComponentUuid(project1.uuid(
)).withAtL eastOnePermission().build();
assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).containsExactly(user2.getld(), userl.getld());
query =
PermissionQuery.builder().setOrgani zationUui d(" anotherOrg").setComponentUuid(project1.uuid()).withAtL eastOn
ePermission().build();
assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).isEmpty();

// on a project without permissions

query =
PermissionQuery.builder().setOrgani zationUuid(orgl.getUuid()).setComponentUuid("missing").withAtL eastOnePer
mission().build();

assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).isEmpty();

I/ search all users whose name matches "mar", whatever the permissions
query = PermissionQuery.builder().setOrganizationUuid(orgl.getUuid()).setSearchQuery("mar").build();
assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).containsExactly(user2.getld(), userl.getld());

/I search all users whose name matches "mariu"”, whatever the permissions
query = PermissionQuery.builder().setOrganizationUuid(orgl.getUuid()).setSearchQuery("mariu").build();
assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).containsExactly(user1.getld());

I/ search all users whose name matches "mariu"”, whatever the permissions
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query =
PermissionQuery.builder().setOrganizationUuid(orgl.getUuid()).setSearchQuery("mariu").setComponentUuid(proje
ctl.uuid()).build();

assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).containsExactly(user1.getld());

/I search all users whose name matches "mariu", whatever the organization
query = PermissionQuery.builder().setOrganizationUuid("missingOrg").setSearchQuery("mariu).build();
assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).isEmpty();

}

@Test
public void selectUserldsByQuery is_paginated() {
OrganizationDto organization = db.organizations().insert();
List<Integer> userlds = new ArrayList<>();
for (inti =0;i<10; i++) {
String name = "user-" + i;
UserDto user = insertUser(u -> u.setName(name), organization);
addGl obal Permission(organization, PROVISIONING, user);
addGlobal Permission(organization, SY STEM_ADMIN, user);
userlds.add(user.getld());

assertThat(underTest.sel ectUserl dsByQuery(dbSession,
PermissionQuery.builder().setOrgani zationUuid(organi zation.getUuid())
.setPageSize(3).setPagel ndex(1).build()))
.containsExactly(userlds.get(0), userlds.get(1), userlds.get(2));
assertThat(underTest.sel ectUserl dsByQuery(dbSession,
PermissionQuery.builder().setOrgani zationUuid(organi zation.getUuid())
.setPageSize(2).setPagel ndex(3).build()))
.containsExactly(userlds.get(4), userlds.get(5));
assertThat(underTest.sel ectUserl dsByQuery(dbSession,
PermissionQuery.builder().setOrgani zationUuid(organi zation.getUuid())
.setPageSize(50).setPagel ndex(1).build()))
.hasSize(10);

@Test

public void selectUserldsByQuery is sorted by insensitive_name() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(u -> u.setName("user1"), organization);
addGl obal Permission(organization, PROVISIONING, userl);
UserDto user3 = insertUser(u -> u.setName("user3"), organization);
addGl obal Permission(organization, SY STEM_ADMIN, user3);
UserDto user2 = insertUser(u -> u.setName("User2"), organization);
addGl obal Permission(organization, PROVISIONING, user2);

assertThat(underTest.sel ectUserl dsByQuery(dbSession,
PermissionQuery.builder().setOrgani zationUui d(organi zation.getUuid()).build()))
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.containsExactly(userl.getld(), user2.getld(), user3.getld());

@Test

public void deleteGlobal Permission() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organi zation);
ComponentDto projectl = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
addGl obal Permission(organization, "perm1”, userl);
addGl obal Permission(organization, "perm2", userl);
addProjectPermission(organization, "perm1", userl, projectl);
addProjectPermission(organization, "perm3", user2, projectl);
addProjectPermission(organization, "perm4", user2, project2);

/1 user2 does not have global permissions -> do nothing
underTest.del eteGlobal Permission(dbSession, user2.getld(), "perm1", db.getDefaultOrganization().getUuid());
assertThat(db.countRowsOf Table(dbSession, "user_roles')).isEqua To(5);

// global permission is not granted -> do nothing

underTest.del eteGlobal Permission(dbSession, userl.getld(), "notGranted",
db.getDefaultOrganization().getUuid());

assertThat(db.countRowsOf Table(dbSession, "user_roles")).isEqual To(5);

I/ permission is on project -> do nothing
underTest.del eteGlobal Permission(dbSession, userl.getld(), "perm3", db.getDefaultOrganization().getUuid());
assertThat(db.countRowsOf Table(dbSession, "user_roles")).isEqual To(5);

// global permission on another organization-> do nothing
under Test.del eteGlobal Permission(dbSession, userl.getld(), "notGranted", "anotherOrg™);
assertThat(db.countRowsOf Table(dbSession, "user_roles")).isEqual To(5);

// global permission exists -> delete it, but not the project permission with the same name !
underTest.del eteGlobal Permission(dbSession, userl.getld(), "perm1”, organization.getUuid());
assertThat(db.countSql (dbSession, "select count(id) from user_roles where role="perm1' and resource id is
null")).isEqual To(0);
assertThat(db.countRowsOf Table(dbSession, "user_roles')).isEqual To(4);
}

@Test

public void deleteProjectPermission() {
OrganizationDto organization = db.organi zations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organi zation);
ComponentDto project1 = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
addGl obal Permission(organization, "perm", userl);
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addProjectPermission(organization, "perm", userl, projectl);
addProjectPermission(organization, "perm", userl, project?);
addProjectPermission(organization, "perm", user2, projectl);

// no such provision -> ignore
underTest.del eteProjectPermission(dbSession, user1.getld(), "anotherPerm”, projectl.getid());
assertThat(db.countRowsOf Table(dbSession, "user_roles')).isEqual To(4);

underTest.del eteProjectPermission(dbSession, userl.getld(), "perm", projectl.getid());
assertThatProjectPermissionDoesNotExist(userl, "perm", projectl);
assertThat(db.countRowsOf Table(dbSession, "user_roles')).isEqual To(3);

@Test

public void deleteProjectPermissions() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organization);
ComponentDto projectl = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
addGl obal Permission(organization, "perm", userl);
addProjectPermission(organization, "perm", userl, projectl);
addProjectPermission(organization, "perm", user2, projectl);
addProjectPermission(organization, "perm", userl, project?);

underTest.del eteProj ectPermissions(dbSession, project1.getid());
assertThat(db.countRowsOf Table(dbSession, "user_roles')).isEqua To(2);
assertThatProjectHasNoPermissions(projectl);

}

@Test

public void selectGlobal PermissionsOfUser() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organi zation);
UserDto user3 = insertUser(organization);
OrganizationDto org = db.organi zations().insert();
ComponentDto project = db.components().insertPrivateProject(organi zation);
addGl obal Permission(db.getDefaultOrgani zation(), "perm1"”, userl);
addGlobal Permission(org, "perm2", user2);
addGlobal Permission(org, "perm3", userl);
addProjectPermission(organization, "perm4", userl, project);
addProjectPermission(organization, "perm5", userl, project);

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, userl.getld(),
org.getUuid())).containsOnly(" perm3"*);

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, userl.getld(),
db.getDefaultOrganization().getUuid())).containsOnly (" perm1");
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assertThat(under Test.sel ectGl obal Permi ssionsOf User(dbSession, userl.getld(), "otherOrg")).isEmpty();
assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, user3.getld(), org.getUuid())).isEmpty();

}

@Test

public void selectProjectPermissionsOfUser() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organi zation);
ComponentDto project1 = db.components().insertPrivateProj ect(organization);
ComponentDto project2 = db.components().insertPrivateProj ect(organization);
ComponentDto project3 = db.components().insertPrivateProj ect(organization);
addGl obal Permission(organization, "perm1”, userl);
addProjectPermission(organization, "perm2", userl, projectl);
addProjectPermission(organization, "perm3", userl, projectl);
addProjectPermission(organization, "perm4”, userl, project2);
addProjectPermission(organization, "perm5", user2, projectl);

assertThat(underTest.sel ectProj ectPermissionsOf User(dbSession, userl.getld(),
projectl.getld())).containsOnly("perm2*, "perm3");

assertThat(underTest.sel ectProj ectPermissionsOf User(dbSession, userl.getld(),
project2.getld())).containsOnly("perm4™);

assertThat(underTest.sel ectProjectPermissionsOf User(dbSession, userl.getld(), project3.getld())).isEmpty();
}

@Test
public void selectGroupl dsWithPermissionOnProjectBut_returns empty _if_project_does not_exist() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = randomPublicOrPrivateProject(organization);
UserDto user = insertUser(organization);
db.users().insertProjectPermissionOnUser(user, "foo", project);

assertThat(underTest.sel ectUserl dsWithPermissionOnProj ectBut(dbSession, 1234, UserRole. USER))
isEmpty();

@Test

public void

selectGroupl dsWithPermissionOnProjectBut_returns only _users of projects which _do_not_have permission() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = randomPublicOrPrivateProject(organization);
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organi zation);
db.users().insertProjectPermissionOnUser (userl, "pl", project);
db.users().insertProjectPermissionOnUser (user2, "p2", project);

assertThat(underTest.sel ectUserl dsWithPermissionOnProjectBut(dbSession, project.getld(), "p2"))
.containsOnly(userl.getld());
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assertThat(underTest.sel ectUserl dsWithPermissionOnProjectBut(dbSession, project.getld(), "pl"))
.containsOnly(user2.getld());

assertThat(underTest.sel ectUserl dsWithPermissionOnProjectBut(dbSession, project.getld(), "p3"))
.containsOnly(userl.getld(), user2.getld());

@Test

public void

selectGroupl dswithPermissionOnProjectBut_does not_return_groups which_have no_permission_at_all_on_speci

fied_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = randomPublicOrPrivateProject(organization);
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organization);
db.users().insertProjectPermissionOnUser (userl, "pl", project);
db.users().insertProjectPermissionOnUser (user2, "p2", project);

assertThat(underTest.sel ectUserl dsWithPermissionOnProjectBut(dbSession, project.getld(), "p2"))
.containsOnly(userl.getld());

assertThat(underTest.sel ectUserl dsWithPermissionOnProjectBut(dbSession, project.getld(), "pl"))
.containsOnly(user2.getld());

@Test

public void deleteByOrganization _does not_fail_if table is empty() {
underTest.del eteByOrgani zation(dbSession, "some uuid");
dbSession.commit();

}

@Test
public void deleteByOrganization_does not_fail_if organization_has no_user_permission() {
OrganizationDto organization = db.organizations().insert();

underTest.del eteByOrgani zation(dbSession, organization.getUuid());
dbSession.commit();

}

@Test

public void deleteByOrganization_deletes all _user permission_of specified organization() {
OrganizationDto organizationl = db.organizations().insert();
OrganizationDto organization2 = db.organizations().insert();
OrganizationDto organization3 = db.organizations().insert();
UserDto userl = insertUser(organizationl, organization2, organization3);
UserDto user2 = insertUser(organizationl, organization2, organization3);
UserDto user3 = insertUser(organizationl, organization2, organization3);
db.users().insertPermissionOnUser(organizationl, userl, "foo");
db.users().insertPermissionOnUser(organizationl, user2, "foo");
db.users().insertPermissionOnUser (organizationl, user2, "bar");
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db.users().insertPermissionOnUser(organization2, user2, "foo");
db.users().insertPermissionOnUser(organization2, user3, "foo");
db.users().insertPermissionOnUser (organization2, user3, "bar");
db.users().insertPermissionOnUser(organization3, user3, "foo");
db.users().insertPermissionOnUser(organization3, userl, "foo");
db.users().insertPermissionOnUser (organization3, userl, "bar");

underTest.del eteByOrgani zation(dbSession, organization3.getUuid());
dbSession.commit();
verifyOrgani zationUuidslnTable(organizationl.getUuid(), organization2.getUuid());

underTest.del eteByOrgani zation(dbSession, organization2.getUuid());
dbSession.commit();
verifyOrgani zationUuidslnTable(organizationl.getUuid());

underTest.del eteByOrgani zation(dbSession, organizationl.getUuid());
dbSession.commit();
verifyOrganizationUuidsinTable();

}

@Test

public void delete_permissions_of_an_organization_member() {
OrganizationDto organizationl = db.organizations().insert();
OrganizationDto organization2 = db.organizations().insert();
ComponentDto project = db.components().insertPrivateProject(organi zationl);
UserDto userl = insertUser(organizationl, organization2);
UserDto user2 = insertUser(organizationl, organization2);
I/ user 1 permissions
db.users().insertPermissionOnUser(organizationl, userl, SCAN);
db.users().insertPermissionOnUser(organizationl, userl, ADMINISTER);
db.users().insertProj ectPermissionOnUser (userl, UserRole. CODEVIEWER, project);
db.users().insertPermissionOnUser(organization2, userl, SCAN);
I/ user 2 permission
db.users().insertPermissionOnUser(organizationl, user2, SCAN);
db.users().insertProj ectPermissionOnUser (user2, UserRole. CODEV IEWER, project);

under T est.del eteOrgani zati onM emberPermi ssi ons(dbSession, organization1.getUuid(), userl.getld());
dbSession.commit();

I/ user 1 permissions

assertOrgPermissionsOfUser(userl, organizationl);
assertOrgPermissionsOfUser(userl, organization2, SCAN);
assertProjectPermissionsOf User(userl, project);

Il user 2 permissions

assertOrgPermissionsOf User(user2, organizationl, SCAN);
assertProjectPermissionsOf User(user2, project, CODEVIEWER);
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@Test

public void deleteByUserld() {
OrganizationDto organization = db.organizations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organi zation);
ComponentDto project = db.components().insertPrivateProject(organi zation);
db.users().insertPermissionOnUser (userl, SCAN);
db.users().insertPermissionOnUser (userl, ADMINISTER);
db.users().insertProjectPermissionOnUser (userl, ADMINISTER_QUALITY_GATES.getKey(), project);
db.users().insertPermissionOnUser (user2, SCAN);
db.users().insertProjectPermissionOnUser (user2, ADMINISTER_QUALITY_GATES.getKey(), project);

underTest.deleteByUserld(dbSession, userl.getld());
dbSession.commit();

assertThat(db.select("select user_id as\"userld\", resource_id as\"projectld\", role as\"permission\" from
user_roles"))
.extracting((row) -> row.get("userld"), (row) -> row.get("projectld"), (row) -> row.get("permission"))
.containsOnly(tuple(user2.getld().longVaue(), null, SCAN.getKey()), tuple(user2.getld().longValue(),
project.getld(), ADMINISTER_QUALITY_GATES.getKey()));

}

@Test

public void deleteProjectPermissionOf AnyUser_has no_effect if _specified_component_does not_exist() {
OrganizationDto organization = db.organi zations().insert();
UserDto user = insertUser(organization);
db.users().insertPermissionOnUser (organization, user, SCAN);

int deletedCount = underTest.del eteProjectPermissionOf AnyUser(dbSession, 1241, SCAN.getKey());

assertThat(del etedCount).isEqual To(0);
assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, user.getld(),
organization.getUuid())).containsOnly(SCAN.getKey());

}

@Test
public void
deleteProjectPermissionOf AnyUser_has no_effect if specified_component_has no_permission_at_all() {
OrganizationDto organization = db.organizations().insert();
UserDto user = insertUser(organization);
db.users().insertPermissionOnUser (organization, user, SCAN);
ComponentDto project = randomPublicOrPrivateProject(organization);

int deletedCount = underTest.del eteProjectPermissionOf AnyUser(dbSession, project.getid(), SCAN.getKey());
assertThat(del etedCount).isEqual To(0);

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, user.getld(),
organization.getUuid())).containsOnly(SCAN.getKey());
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@Test
public void
deleteProjectPermissionOf AnyUser_has no_effect_if_specified_component_does not_have_specified_permission()
{
OrganizationDto organization = db.organizations().insert();
UserDto user = insertUser(organization);
db.users().insertPermissionOnUser (organization, user, SCAN);
ComponentDto project = randomPublicOrPrivateProject(organization);
db.users().insertProjectPermissionOnUser(user, SCAN.getKey(), project);

int deletedCount = underTest.del eteProjectPermissionOf AnyUser(dbSession, project.getld(), "pl");

assertThat(del etedCount).isEqual To(0);

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, user.getld(),
organization.getUuid())).containsOnly(SCAN.getKey());

assertThat(underTest.sel ectProj ectPermi ssionsOf User(dbSession, user.getld(),
project.getld())).containsOnly(SCAN.getKey());

}

@Test

public void

deleteProjectPermissionOf AnyUser_deletes specified permission for_any user_on_the specified_component() {
OrganizationDto organization = db.organi zations().insert();
UserDto userl = insertUser(organization);
UserDto user2 = insertUser(organi zation);
db.users().insertPermissionOnUser(organization, userl, SCAN);
db.users().insertPermissionOnUser(organization, user2, SCAN);
ComponentDto project1 = randomPublicOrPrivateProject(organization);
ComponentDto project2 = randomPublicOrPrivateProject(organization);
db.users().insertProjectPermissionOnUser (userl, SCAN.getKey(), projectl);
db.users().insertProjectPermissionOnUser (user2, SCAN.getKey(), projectl);
db.users().insertProjectPermissionOnUser (userl, SCAN.getKey(), project?);
db.users().insertProjectPermissionOnUser (user2, SCAN.getKey(), project2);
db.users().insertProjectPermissionOnUser(user2, PROVISION_PROJECT S.getKey(), project2);

int deletedCount = underTest.del eteProjectPermissionOf AnyUser(dbSession, project1.getld(), SCAN.getKey());

assertThat(del etedCount).isEqual To(2);

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, userl.getld(),
organization.getUuid())).containsOnly(SCAN.getKey());

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, user2.getld(),
organization.getUuid())).containsOnly(SCAN.getKey());

assertThat(underTest.sel ectProjectPermissionsOf User(dbSession, userl.getld(), projectl.getld())).isEmpty();

assertThat(underTest.sel ectProjectPermissionsOf User(dbSession, user2.getld(), project1.getld())).isEmpty();

assertThat(underTest.sel ectProj ectPermissionsOf User(dbSession, userl.getld(),
project2.getld())).containsOnly(SCAN.getKey());

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 377



assertThat(underTest.sel ectProj ectPermi ssionsOf User(dbSession, user2.getld(),
project2.getld())).containsOnly(SCAN.getKey(), PROVISION_PROJECT S.getKey());

deletedCount = under Test.del eteProj ectPermissionOf AnyUser(dbSession, project2.getld(), SCAN.getKey());

assertThat(del etedCount).isEqual To(2);

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, userl.getld(),
organization.getUuid())).containsOnly(SCAN.getKey());

assertThat(underTest.sel ectGl obal Permi ssionsOf U ser(dbSession, user2.getld(),
organization.getUuid())).containsOnly(SCAN.getKey());

assertThat(underTest.sel ectProjectPermissionsOf User(dbSession, userl.getld(), projectl.getld())).isEmpty();

assertThat(underTest.sel ectProjectPermissionsOf User(dbSession, user2.getld(), project1.getld())).isSEmpty();

assertThat(underTest.sel ectProj ectPermissionsOf User(dbSession, userl.getld(), project2.getld())).containsOnly();

assertThat(underTest.sel ectProj ectPermi ssionsOf User(dbSession, user2.getld(),
project2.getld())).containsOnly(PROVISION _PROJECT S.getKey());
}

private ComponentDto randomPublicOrPrivateProject(OrganizationDto organization) {
return new Random().nextBoolean() ? db.components().insertPrivateProject(organization) :

db.components().insertPublicProject(organi zation);

}

private UserDto insertUser(Consumer<UserDto> popul ateUserDto, OrganizationDto... organizations) {
UserDto user = db.users().insertUser(popul ateUserDto);
stream(organi zations).forEach(organi zation -> db.organi zations().addM ember(organi zation, user));
return user;

}

private UserDto insertUser(OrganizationDto... organizations) {
UserDto user = db.users().insertUser();
stream(organi zations).forEach(organi zation -> db.organi zations().addM ember(organi zation, user));
return user;

}

private void verifyOrganizationUuidslnTable(String... organizationUuids) {
assertThat(db.select("select organization_uuid as\"organizationUuid\" from user_roles"))
.extracting((row) -> (String) row.get("organizationUuid"))
.containsOnly(organizationUuids);

private void expectCount(List<Long> projectlds, CountPerProjectPermission... expected) {
List<CountPerProjectPermission> got = underTest.countUsersByProj ectPermission(dbSession, projectlds);
assertThat(got).hasSi ze(expected.length);

for (CountPerProjectPermission expect : expected) {
boolean found = got.stream().anyMatch(b -> b.getPermission().equal s(expect.getPermission()) & &
b.getCount() == expect.getCount() & &
b.getComponentld() == expect.getComponenti d());
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assertThat(found).isTrue();

}
}

private void expectPermissions(PermissionQuery query, Collection<lInteger> expectedUserlds,

UserPermissionDto... expectedPermissions) {
assertThat(underTest.sel ectUserl dsByQuery(dbSession, query)).containsExactly(expectedUserlds.toArray (new

Integer[0]));
List<UserPermissionDto> currentPermissions = under Test.sel ectUserPermissionsByQuery(dbSession, query,

expectedUserlds);
assertThat(currentPermissions).hasSi ze(expectedPermissions.length);
List<Tuple> expectedPermissionsAsT uple = Arrays.stream(expectedPermissions)
.map(expectedPermission -> tuple(expectedPermission.getUserld(), expectedPermission.getPermission(),
expectedPermission.getComponentld(),
expectedPermission.getOrgani zationUuid()))
.collect(Collectors.toList());
assertThat(currentPermissions)
.extracting(UserPermissionDto::getUserl d, UserPermissionDto::getPermission,
UserPermissionDto::getComponentld, UserPermissionDto::getOrganizationUuid)
.containsOnly(expectedPermissionsAsT uple.toArray(new Tuple[Q]));

/I test method "countUsers()"
long distinctUsers = stream(expectedPermissions).map T oL ong(UserPermissionDto::getUserl d).distinct().count();

assertThat((long) under Test.countUsersByQuery(dbSession, query)).isEqual To(distinctUsers);
}

private UserPermissionDto addGlobal Permission(OrganizationDto org, String permission, UserDto user) {
UserPermissionDto dto = hew UserPermissionDto(org.getUuid(), permission, user.getid(), null);
underTest.insert(dbSession, dto);
db.commit();
return dto;

}

private UserPermissionDto addProjectPermission(OrganizationDto org, String permission, UserDto user,

ComponentDto project) {
UserPermissionDto dto = hew UserPermissionDto(org.getUuid(), permission, user.getld(), project.getld());

underTest.insert(dbSession, dto);
db.commit();
return dto;

}

private void assertThatProjectPermissionDoesNotExist(UserDto user, String permission, ComponentDto project) {
assertThat(db.countSql(dbSession, "select count(id) from user_roles where role=""' + permission + "* and user_id="
+ user.getld() + " and resource_id=" + project.getld()))
isEqualTo(0);

private void assertThatProjectHasNoPermissions(ComponentDto project) {
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assertThat(db.countSql (dbSession, "select count(id) from user_roles where resource id=" +
project.getld())).isEqual To(0);
}

private void assertOrgPermissionsOf User(UserDto user, OrganizationDto organization, OrganizationPermission...
permissions) {
assertThat(underTest.sel ectGl obal Permi ssionsOf User(dbSession, user.getld(), organization.getUuid()).stream()
.map(OrganizationPermission::fromKey))
.containsOnly(permissions);

private void assertProjectPermissionsOf User(UserDto user, ComponentDto project, String... permissions) {
assertThat(underTest.sel ectProj ectPermissionsOf User(dbSession, user.getld(),
project.getld())).containsOnly(permissions);

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

import * as React from 'react’;

import { PermissionTemplate} from'../../../appltypes;

import SimpleModal from '../../../components/controls/SimpleModal;

import DeferredSpinner from'../../../components/common/DeferredSpinner’;
import { SubmitButton, ResetButtonLink } from"../../../components/ui/buttons;
import { trandlate, trandateWithParameters} from'../../../helpers/I10n';

interface Props{

onClose: () => void;

onSubmit: () => Promise<void>;
permissionTemplate: PermissionTempl ate;

}
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export default function DeleteForm({ onClose, onSubmit, permissionTemplate: t }: Props) {
const header = trandate('permission_template.delete_confirm _title");

return (
<SimpleModal header={ header} onClose={ onClose} onSubmit={ onSubmit} >
{{ onCloseClick, onFormSubmit, submitting }) => (
<form onSubmit={ onFormSubmit} >
<header className="modal-head">
<h2>{ header} </h2>
</header>

<div className="modal-body">
{translateWithParameters(
‘permission_template.do_you want_to_delete template xxx',
t.name

)}

</div>

<footer className="modal-foot">
<DeferredSpinner className="spacer-right" loading={ submitting} />
<SubmitButton className="button-red" disabled={ submitting} >
{trandlate('delete’)}
</SubmitButton>
<ResetButtonL ink disabled={ submitting} onClick={ onCloseClick} >
{translate('cancel")}
</ResetButtonLink>
</footer>
</fform>
)}
</SimpleModal>

)i
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
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* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/

package org.sonar.server.platform.db.migration.version.v67;

import java.sgl.SQL Exception;

import org.sonar.db.Database;

import org.sonar.server.platform.db.migration.step.DataChange;
import org.sonar.server.platform.db.migration.step.MassUpdate;

public class DropOldLicenses extends DataChange {

private static final String LICENSE_ HASH SECURED_SUFFIX =".licenseHash.secured";
private static final String LICENSE_SECURED_SUFFIX = ".license.secured”;

public DropOldLicenses(Database db) {
super(db);
}

@0Override
protected void execute(Context context) throws SQLException {
MassUpdate massUpdate = context.prepareM assUpdate();
massUpdate.sel ect(" select prop_key from properties where prop_key like ?*)
.setString(1, "%" + LICENSE_HASH_SECURED_SUFFIX);
massUpdate.update(" delete from properties where prop_key = ? or prop_key = ?");
massUpdate.rowPluralName("old license properties");
massUpdate.execute((row, update) -> {
String licenseHashK ey = row.getString(1);
String licenseKey = licenseHashK ey.replace(LICENSE_ HASH_SECURED _SUFFIX, ") +
LICENSE_SECURED_SUFFIX;
update.setString(1, licenseHashK ey);
update.setString(2, licenseKey);
return true;
i
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
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* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission;

import java.text.M essageFormat;

import java.util ArrayList;

import java.util.Collection;

import java.util.Iterator;

import java.util.List;

import java.util.Set;

import javax.annotation.CheckForNull;

import javax.annotation.Nullable;

import org.apache.commons.lang.StringUtils;

import org.sonar.api.resources.Qualifiers;

import org.sonar.api.server.ServerSide;

import org.sonar.core.permission.ProjectPermissions;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.component. ComponentDto;

import org.sonar.db.organization.Default Templ ates;

import org.sonar.db.permission.GroupPermissionDto;

import org.sonar.db.permission.OrganizationPermission;

import org.sonar.db.permission.UserPermissionDto;

import org.sonar.db.permission.templ ate.PermissionTempl ateCharacteristicDto;
import org.sonar.db.permission.templ ate.PermissionTempl ateDto;

import org.sonar.db.permission.templ ate.PermissionTempl ateGroupDto;
import org.sonar.db.permission.templ ate.PermissionTempl ateUserDto;
import org.sonar.server.es.Projectl ndexer;

import org.sonar.server.es.Projectl ndexers;

import org.sonar.server.permission.ws.template.Default TemplatesResol ver;
import org.sonar.server.permission.ws.template.Default Templ atesResol verlmpl;
import org.sonar.server.user.UserSession;

import static com.google.common.base.Preconditions.checkArgument;
import static java.lang.String.format;

import static java.util Arrays.asList;

import static java.util.Collections.singletonList;

import static org.sonar.api.security. DefaultGroups.isAnyone;

@ServerSide
public class PermissionTemplateService {

private final DbClient dbClient;
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private final Projectindexers projectindexers;
private final UserSession userSession;
private final DefaultTemplatesResolver defaultTemplatesResolver;

public PermissionTemplateService(DbClient dbClient, Projectindexers projectlndexers, UserSession userSession,
DefaultTemplatesResolver defaultTemplatesResolver) {
this.dbClient = dbClient;
this.projectindexers = projectindexers;
this.userSession = userSession;
this.defaultTemplatesResolver = defaultTemplatesResol ver;

public boolean woul dUserHaveScanPermissionWithDefaultTemplate(DbSession dbSession,
String organizationUuid, @Nullable Integer userld,
String projectKey, String qualifier) {
if (userSession.hasPermission(OrganizationPermission.SCAN, organizationUuid)) {
return true;

}

ComponentDto dto = new
ComponentDto().setOrgani zationUuid(organizationUuid).setDbK ey (proj ectK ey).setQualifier(qualifier);
PermissionTemplateDto template = findTemplate(dbSession, organizationUuid, dto);
if (template == null) {
return false;

}

List<String> potentia Permissions =
dbClient.permissionTemplateDao().sel ectPotential PermissionsByUserl dAndTemplatel d(dbSession, userld,
template.getld());

return potential Permissions.contai ns(Organi zationPermission.SCAN.getK ey());

}

/* *

* Apply apermission template to a set of projects. Authorization to administrate these projects

* isnot verified. The projects must exist, so the "project creator” permissions defined in the

* template are ignored.

*/

public void applyAndCommit(DbSession dbSession, PermissionTemplateDto template,
Collection<ComponentDto> projects) {

if (projects.isEmpty()) {
return;

}

for (ComponentDto project : projects) {
copyPermissions(dbSession, template, project, null);
}
projectlndexers.commitAndlndex(dbSession, projects, Projectindexer.Cause.PERMISSION_CHANGE);

}
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/**

* Apply the default permission template to project. The project can aready exist (so it has permissions) or
* can be provisioned (so has no permissions yet).

* @param projectCreatorUserld id of the user who creates the project, only if project is provisioned. He will
*/

public void applyDefault(DbSession dbSession, String organizationUuid, ComponentDto component, @Nullable
Integer projectCreatorUserld) {

PermissionTemplateDto template = findTemplate(dbSession, organizationUuid, component);
checkArgument(template != null, "Cannot retrieve default permission template");

copyPermissions(dbSession, template, component, projectCreatorUserld);

}

public boolean hasDefault Templ ateWithPermissionOnProjectCreator(DbSession dbSession, String
organi zationUuid, ComponentDto component) {

PermissionTemplateDto template = findTemplate(dbSession, organizationUuid, component);
return hasProjectCreatorPermission(dbSession, template);
}

private boolean hasProjectCreatorPermission(DbSession dbSession, @Nullable PermissionTemplateDto template)
{

return template != null && dbClient.permissionTemplateCharacteristicDao().sel ectBy Templ atel ds(dbSession,
singletonList(template.getld())).stream()

.anyM atch(PermissionTempl ateCharacteristicDto::getWithProjectCreator);

private void copyPermissions(DbSession dbSession, PermissionTemplateDto template, ComponentDto project,
@Nullable Integer projectCreatorUserld) {

dbClient.groupPermissionDao().del eteByRootComponentl d(dbSession, project.getld());
dbClient.userPermissionDao().del eteProjectPermissions(dbSession, project.getld());

List<PermissionTemplateUserDto> usersPermissions =

dbClient.permissionTemplateDao().sel ectUserPermissionsBy Templatel d(dbSession, template.getld());
String organizationUuid = template.getOrganizationUuid();
usersPermissions

.stream()

filter(up -> permissionValidForProject(project, up.getPermission()))
forEach(up -> {

UserPermissionDto dto = new UserPermissionDto(organi zationUuid, up.getPermission(), up.getUserld(),
project.getld());

dbClient.userPermissionDao().insert(dbSession, dto);
b

List<PermissionTemplateGroupDto> groupsPermissions =

dbClient.permissionTemplateDao().sel ectGroupPermissionsBy Templatel d(dbSession, template.getld());
groupsPermissions

.stream()

filter(gp -> groupNameV alidForProject(project, gp.getGroupName()))
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filter(gp -> permissionValidForProject(project, gp.getPermission()))
forEach(gp -> {
GroupPermissionDto dto = new GroupPermissionDto()
.SetOrgani zationUui d(organi zationUuid)
.setGroupl d(isAnyone(gp.getGroupName()) ? null : gp.getGroupld())
.setRole(gp.getPermission())
.setResourcel d(project.getld());
dbClient.groupPermissionDao().insert(dbSession, dto);

3k

List<PermissionTemplateCharacteristicDto> characteristics =
dbClient.permissionTemplateCharacteristicDao().selectBy Templ atel ds(dbSession, asList(template.getid()));
if (projectCreatorUserld !=null) {
Set<String> permissionsForCurrentUserAlreadylnDb = usersPermissions.stream()
filter(userPermission -> projectCreatorUserl d.equal s(userPermission.getUserld()))
.map(PermissionTemplateUserDto::getPermission)
.collect(java.util.stream.Collectors.toSet());
characteristics.stream()
filter(PermissionTemplateCharacteristicDto::getWithProjectCreator)
filter(up -> permissionVaidForProject(project, up.getPermission()))
filter(characteristic -> ! permissionsForCurrentUserAlreadyl nDb.contains(characteristic.getPermission()))
forEach(c -> {
UserPermissionDto dto = new UserPermissionDto(organi zationUuid, c.getPermission(), projectCreatorUserld,
project.getld());
dbClient.userPermissionDao().insert(dbSession, dto);
b
}
}

private static boolean permissionV alidForProject(ComponentDto project, String permission) {
return project.isPrivate() || ! ProjectPermissions.PUBLIC_PERMISSIONS.contains(permission);

}

private static boolean groupNameV alidForProject(ComponentDto project, String groupName) {
return !project.isPrivate() || lisAnyone(groupName);
}

/**
* Return the permission template for the given component. If no template key pattern match then consider default
* template for the component qualifier.
*/
@CheckForNull
private PermissionTemplateDto findTemplate(DbSession dbSession, String organizationUuid, ComponentDto
component) {
List<PermissionTemplateDto> all PermissionTemplates = dbClient.permissionTemplateDao().sel ectAll (dbSession,
organizationUuid, null);
List<PermissionTemplateDto> matchingTemplates = new ArrayList<>();
for (PermissionTemplateDto permissionTemplateDto : allPermissionTemplates) {
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String keyPattern = permissionTemplateDto.getK eyPattern();
if (StringUtils.isNotBlank(keyPattern) & & component.getDbK ey().matches(keyPattern)) {
matchingTemplates.add(permissionTemplateDto);
}
}
check AtM ostOneM atchForComponentK ey(component.getDbK ey(), matchingTempl ates);
if (matchingTemplates.size() == 1) {
return matchingTempl ates.get(0);
}

DefaultTemplates defaultTemplates = dbClient.organi zationDao().getDefault Templ ates(dbSession,
organizationUuid)
.orElseThrow(() -> new Illegal StateException(
format("No Default templates defined for organization with uuid '%s™, organizationUuid)));

String qualifier = component.qualifier();
DefaultTemplatesResolverl mpl.Resol vedDefault Templates resol vedDefaultTempl ates =
defaultTempl atesResol ver.resolve(default Templ ates);
switch (qualifier) {
case Qualifiers PROJECT:
return dbClient.permissionTemplateDao().sel ectByUuid(dbSession, resolvedDefault Templ ates.getProject());
case QualifiersVIEW:
case Qualifiers. APP:
String viewDefaultTemplateUuid = resolvedDefault Templates.getView().orElseThrow(
() -> new lllegal StateException(" Attempt to create a view when Governance plugin is not installed"));
return dbClient.permissionTemplateDao().sel ectByUuid(dbSession, viewDefault TemplateUuid);
default:
throw new lllegal ArgumentException(format(" Qualifier '%s is not supported”, qualifier));
}
}

private static void checkAtM ostOneM atchForComponentK ey (String componentK ey,
List<PermissionTemplateDto> matchingTemplates) {
if (matchingTemplates.size() > 1) {
StringBuilder templatesNames = new StringBuilder();
for (Iterator<PermissionTemplateDto> it = matchingTemplates.iterator(); it.nasNext();) {
templatesNames.append("\"").append(it.next().getName()).append("\"");
if (it.hasNext()) {
templatesNames.append(”, ");
}
}
throw new |llegal StateException(M essageFormat.format(
"The\"{0}\" key matches multiple permission templates: {1} ."
+" A system administrator must update these templates so that only one of them matches the key.",
componentKey,
templatesNames.toString()));
}
}
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}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.server.permission.ws.PermissionWsSupport;
import org.sonar.server.permission.ws.PermissionsWsAction;
import org.sonar.server.user.UserSession;

import org.sonar.server.usergroups.ws.Groupl dOrAnyone;

import static java.lang.String.format;

import static org.sonar.core.permission.Global Permissions.SY STEM_ADMIN;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGloba Admin;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createGroupl dParameter;

import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createGroupNameParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuil der.createProjectPermissionParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createT emplateParameters;

import static org.sonar.server.permission.ws.template.WsTempl ateRef.fromRequest;

import static org.sonar.server.ws.WsUtils.checkRequest;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;

public class AddGroupToTemplateAction implements PermissionsWsAction {
private final DbClient dbClient;
private final PermissionWsSupport support;

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 388



private final UserSession userSession;

public AddGroupToTemplateA ction(DbClient dbClient, PermissionWsSupport support, UserSession userSession) {
this.dbClient = dbClient;
this.support = support;
this.userSession = userSession;

}

@Override
public void define(WebService.NewController context) {
WebService.NewAction action = context

.createAction("add_group_to_template")

.setPost(true)

.setSince("5.2")

.setDescription("Add a group to a permission template.<br /> " +
"The group id or group name must be provided. <br />" +
"Regquires the following permission; ‘Administer System'.")

.SetHandler(this);

createTempl ateParameters(action);
createProj ectPermissionParameter (action);
createGroupl dParameter(action);
createGroupNameParameter (action);

@0Override
public void handle(Request request, Response response) {
try (DbSession dbSession = dbClient.openSession(false)) {
String permission = request.mandatoryParam(PARAM_PERMISSION);
GroupldOrAnyone groupld = support.findGroup(dbSession, request);
checkRequest(!SY STEM_ADMIN.equals(permission) || 'groupld.isAnyone(),
format("It is not possible to add the '%s' permission to the group '‘Anyone’.", permission));

PermissionTemplateDto template = support.findTempl ate(dbSession, fromRequest(request));
checkGlobal Admin(userSession, template.getOrgani zationUuid());

if (!groupAlreadyAdded(dbSession, template.getld(), permission, groupld)) {
dbClient.permissionTemplateDao().insertGroupPermission(dbSession, template.getld(), groupld.getid(),
permission);
dbSession.commit();
}
}

response.noContent();

}

private boolean groupAlreadyAdded(DbSession dbSession, long templateld, String permission, GroupldOrAnyone

group) {
return dbClient.permissionTemplateDao().hasGroupswWithPermission(dbSession, templateld, permission,
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group.getld());

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission;

import javax.annotation.Nullable;
import org.sonar.server.usergroups.ws.Groupl dOrAnyone;

public class GroupPermissionChange extends PermissionChange {

private final GroupldOrAnyone groupld;

public GroupPermissionChange(Operation operation, String permission, @Nullable Projectld projectld,
GroupldOrAnyone groupld) {
super(operation, groupl d.getOrganizationUuid(), permission, projectid);
this.groupld = groupld;

}

public GroupldOrAnyone getGroupl dOrAnyone() {
return groupld;

}

}
/*

* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
*
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
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* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws;

import java.util.Optional;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.server.permission.GroupPermissionChange;
import org.sonar.server.permission.PermissionChange;
import org.sonar.server.permission.PermissionUpdater;
import org.sonar.server.permission.Projectld;

import org.sonar.server.user.UserSession;

import org.sonar.server.usergroups.ws.Groupl dOrAnyone;

import static java.util.Arrays.asList;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkProjectAdmin;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createGroupl dParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createGroupNameParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuil der.createOrgani zationParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuil der.createPermissionParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createProj ectParameters;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;

public class RemoveGroupA ction implements PermissionsWsAction {

public static final String ACTION = "remove_group";

private final DbClient dbClient;

private final UserSession userSession;

private final PermissionUpdater permissionUpdater;
private final PermissionWsSupport support;

public RemoveGroupAction(DbClient dbClient, UserSession userSession, PermissionUpdater permissionUpdater,
PermissionWsSupport support) {
this.dbClient = dbClient;
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this.userSession = userSession;
this.permissionUpdater = permissionUpdater;
this.support = support;

}

@0Override
public void define(WebService.NewController context) {
WebService.NewAction action = context.createAction(ACTION)
.setDescription("Remove a permission from a group.<br /> " +
"This service defaults to global permissions, but can be limited to project permissions by providing project id or
project key.<br />" +
"The group id or group name must be provided, not both.<br />" +
"Requires one of the following permissions:" +
"<ul>" +
"<li>'Administer System'</li>" +
"<li>'Administer' rights on the specified project</li>" +
"<ful>")
.setSince("5.2")
.setPost(true)
.SetHandler(this);

createPermissionParameter(action);

createOrgani zationParameter (action).setSince("6.2");
createGroupNameParameter (action);

createGroupl dParameter(action);
createProjectParameters(action);

@Override
public void handle(Request request, Response response) throws Exception {
try (DbSession dbSession = dbClient.openSession(false)) {
GroupldOrAnyone group = support.findGroup(dbSession, request);
Optional<Projectld> projectld = support.findProjectl d(dbSession, request);

checkProjectAdmin(userSession, group.getOrganizationUuid(), projectid);

PermissionChange change = new GroupPermissionChange(
PermissionChange.Operation.REMOVE,
request.mandatoryParam(PARAM_PERMISSION),
projectld.orElse(null),
group);

permissionUpdater.apply(dbSession, asList(change));

}
response.noContent();
}
}
/*
* SonarQube
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* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.db.permission;

import java.util.Collection;

import java.util.List;

import java.util.Set;

import org.apache.ibatis.annotations.Param;

/* *

* @see AuthorizationDao

*/

public interface AuthorizationMapper {

Set<String> sel ectOrgani zationPermissions(@Param(" organizationUuid") String organizationUuid,
@Param("userld") int userld);

Set<String> sel ectOrgani zati onPermissionsOf A nonymous(@Param(* organi zationUuid") String organizationUuid);

int countUsersWithGlobal PermissionExcludingGroup(@Param("organi zationUuid") String organizationUuid,
@Param("permission") String permission, @Param("excludedGroupld") int excludedGroupld);

int countUsersWithGlobal PermissionExcludingUser(@Param(" organizationUuid") String organizationUuid,
@Param("permission”) String permission,
@Param("excludedUserld") int excludedUserld);

int countUsersWithGlobal PermissionExcludingGroupM ember(@Param(" organizationUuid") String
organizationUuid,
@Param("permission") String permission, @Param("groupld") int groupld, @Param("userld") int userld);

int countUsersWithGlobal PermissionExcludingUserPermission(@Param(" organizationUuid") String
organizationUuid,
@Param("permission") String permission, @Param("userld") int userld);
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Set<String> sel ectOrgani zationUui dsOf UserWithGlobal Permission(@Param("userld") int userld,
@Param("permission”) String permission);

Set<Long> keepAuthorizedProj ectl dsForAnonymous(@Param("'role") String role, @Param("componentlds")
Collection<Long> componentl ds);

Set<Long> keepAuthorizedProjectl dsForUser(@Param("userld") int userld, @Param("'role") String role,
@Param("'componentlds") Collection<Long> componentlds);

List<Integer> keepA uthorizedUsersForRol eAndProject(@Param(“role") String role, @Param("componentld") long
componentld, @Param("userlds") List<Integer> userlds);

Set<String> keepA uthorizedProjectUuidsForUser(@Param("userld") int userld, @Param("permission”) String
permission, @Param("projectUuids") Collection<String> projectUuids);

Set<String> keepA uthorizedProjectUui dsForA nonymous(@Param(" permission™) String permission,
@Param("projectUuids") Collection<String> projectUuids);

Set<String> sel ectProjectPermissions(@Param("projectUuid") String projectUuid, @Param("userld") long userld);

Set<String> sel ectProjectPermissionsOf Anonymous(@Param(* projectUuid") String projectUuid);

List<String> selectQualityProfileAdministratorL ogins(@Param(" permission”) String permission);

Set<String> keepA uthorizedL oginsOnProject(@Param("logins') List<String> logins, @Param(" projectKey™)
String projectKey, @Param("permission") String permission);

List<String> selectL oginsWithGlobal Permission(@Param(" permission”) String permission);
}
SonarQube
Copyright (C) 2009-2017 SonarSource SA
mailto:info AT sonarsource DOT com

This product includes software developed at

SonarSource (http://www.sonarsource.com/).

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*

* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
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* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission;

import javax.annotation.concurrent.l mmutable;
import org.sonar.db.component. ComponentDto;
import org.sonar.server.permission.ws.ProjectWsRef;

import static java.util.Objects.requireNonNull;

/**

* Reference to aproject by itsdb id or uuid. The field "id" should
* be removed as soon as backend is fully based on uuids.

* @see ProjectWsRef

*/

@I mmutable

public class Projectld {

private final long id;
private final String uuid,;
private final boolean isPrivate;

public Projectld(ComponentDto project) {
this.id = requireNonNull (project.getld());
this.uuid = requireNonNull(project.uuid());
this.isPrivate = project.isPrivate();

}

public long getld() {
returnid;

}

public String getUuid() {
return uuid;

}

public boolean isPrivate() {
return isPrivate;
}
}
/*
* SonarQube
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* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

import * as React from 'react’;

import * as PropTypes from 'prop-types;

import { difference} from 'lodash’;

import DeleteForm from './DeleteForm’;

import Form from './Form’;

import {

setDefaultPermissionTempl ate,

deletePermissionTempl ate,

updatePermissionTemplate

} from'../../../api/permissions;

import { PermissionTemplate} from'../../..Jappltypes;

import ActionsDropdown, { ActionsDropdownitem } from'../../../components/control s/ActionsDropdown’;
import Qualifierlcon from "../../../components/icons-components/Qualifierlcon';
import { trandlate } from'../../../hel pers/I 10n';

export interface Props {

fromDetails?: boolean;

organization?. { isDefault?: boolean; key: string };
permissionTemplate: PermissionTempl ate;
refresh; () => void;

topQualifiers: string[];

}

interface State {
deleteForm: boolean;
updateModal: boolean;

}

export default class ActionsCell extends React.PureComponent<Props, State> {
mounted = false;
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static contextTypes = {
router: PropTypes.object

} il
state: State = { deleteForm: false, updateModal: false};

componentDidMount() {
this.mounted = true;

}

componentWillUnmount() {
this.mounted = false;

}

handleUpdateClick = () => {
this.setState({ updateModal: true});
h

handleCloseUpdateModal = () => {
if (this.mounted) {
this.setState({ updateModal: false});

}
1

handleSubmitUpdateM odal = (data: {

description: string;

name: string;

projectK eyPattern: string;
H={

return updatePermissionTemplate({ id: this.props.permissionTemplate.id, ...data}).then(
this.props.refresh

)i
h

handleDeleteClick = () => {
this.setState({ deleteForm: true});

b

handleCloseDel eteForm = () => {
if (this.mounted) {
this.setState({ deleteForm: false});
}
b

handleDeleteSubmit = () =>{
return del etePermissionTemplate({ templateld: this.props.permissionTemplate.id }).then(() => {
const pathname = this.props.organization
? */organi zations/${ this.props.organi zation.key} /permission_templates’
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: 'Ipermission_templates;
this.context.router.replace(pathname);
this.props.refresh();

b
b

setDefault = (qualifier: string) => () =>{

setDefaultPermissionTempl ate(this.props.permissionTemplate.id, qualifier).then(

this.props.refresh,
0=>{}
);
1

getAvailableQualifiers() {
const topQualifiers =
this.props.organization & & !this.props.organization.isDefault
?['TRK
: this.props.topQualifiers;
return difference(topQualifiers, this.props.permissionTemplate.defaultFor);
}

renderSetDefaultsControl () {
const availableQualifiers = this.getAvailableQualifiers();

if (availableQualifiers.length === 0) {
return null;

}

return this.props.topQualifiers.length === 1
? this.renderlfSingleTopQualifier(availableQualifiers)
: this.renderIfMultipleTopQualifiers(availableQualifiers);

renderSetDefaultLink(qualifier: string, child: React.ReactNode) {
return (
<ActionsDropdownltem
className="js-set-default"
data-qualifier={ qualifier}
key={ qualifier}
onClick={this.setDefault(qualifier)}>
{child}
</ActionsDropdownltem>
)i
}

renderlfSingleTopQualifier(availableQualifiers: string[]) {
return availableQualifiers.map(qualifier =>
this.renderSetDefaultLink(
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qualifier,
<gpan>{trandlate('permission_templates.set_default’)} </span>
)
);
}

renderlfMultipleTopQualifiers(availableQualifiers: string[]) {
return availableQualifiers.map(qualifier =>
this.renderSetDefaultLink(
qualifier,
<Span>
{trandlate('permission_templates.set_default for)}{' '}
<Qualifierlcon qualifier={ qualifier} /> {trandate('qualifiers, qualifier)}
</span>
)
);
}

render() {
const { permissionTemplate: t, organization } = this.props;

const pathname = organization
? *lorgani zations/${ organi zation.key} /permission_templates’
. '/permission_templates;

return (
<
<ActionsDropdown>
{ this.renderSetDefaultsControl ()}

{!this.props.fromDetails & & (
<ActionsDropdownltem to={{ pathname, query: { id: t.id} }}>
{translate('edit_permissions)}
</ActionsDropdownltem>

)}

<ActionsDropdownltem className="js-update" onClick={this.handleUpdateClick} >
{trandlate('update_details)}
</ActionsDropdownltem>

{t.defaultFor.length===0& & (
<ActionsDropdownltem
className="js-delete"
destructive={ true}
onClick={this.handleDeleteClick} >
{trangdlate('delete’)}
</ActionsDropdownltem>

)}
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</ActionsDropdown>

{this.state.updateModal & & (

<Form
confirmButtonText={ translate('update_verb")}
header={ trand ate('permission_template.edit_template)}
onClose={ this.handleCloseUpdateM odal }
onSubmit={ this.handleSubmitUpdateM odal }
permissionTemplate={ t}

/>

)}

{this.state.deleteForm & & (
<DeleteForm
onClose={ this.handleCloseDel eteForm}
onSubmit={this.handleDel eteSubmit}
permissionTemplate={ t}
/>

)}

<[>

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws,

import org.junit. Test;

import org.sonar.api.web.UserRole;

import org.sonar.core.permission.ProjectPermissions;
import org.sonar.db.component. ComponentDto;
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import org.sonar.db.component.ComponentTesting;
import org.sonar.db.organization.Organi zationDto;
import org.sonar.db.user.GroupDto;

import org.sonar.server.exceptions.BadRequestException;
import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.ServerException;

import static java.lang.String.format;

import static org.assertj.core.api.Assertions.assertThat;

import static org.assertj.core.api.Assertions.fail;

import static org.sonar.api.web.UserRole. CODEVIEWER,;

import static org.sonar.api.web.UserRole.l SSUE_ADMIN;

import static org.sonar.api.web.UserRole.USER;

import static org.sonar.core.permission.Global Permissions.PROVISIONING;

import static org.sonar.core.permission.Global Permissions.SY STEM_ADMIN;

import static org.sonar.db.component.ComponentTesting.newDirectory;

import static org.sonar.db.component.ComponentTesting.newFileDto;

import static org.sonar.db.component.ComponentTesting.newM odul eDto;

import static org.sonar.db.component.Component T esting.newPrivateProjectDto;

import static org.sonar.db.component.ComponentTesting.newSubView;

import static org.sonar.db.component.ComponentTesting.newView;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER,;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_GROUP _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _GROUP_NAME;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_ORGANIZATION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM_PROJECT _ID;
import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PROJECT _KEY;

public class AddGroupActionTest extends BasePermissionWsTest<AddGroupAction> {

private static final String A_PROJECT _UUID = "project-uuid”;
private static final String A_PROJECT_KEY = "project-key";

@0Override
protected AddGroupAction buildWsAction() {

return new AddGroupA ction(db.getDbClient(), userSession, hewPermissionUpdater(),
newPermissionWsSupport());

}

@Test

public void add _permission_to_group_referenced by its name() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, "sonar-administrators")
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.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(group, null)).containsOnly(SY STEM_ADMIN);
}

@Test

public void reference_group_by_its name_in_organization() {
OrganizationDto org = db.organi zations().insert();
GroupDto group = db.users().insertGroup(org, "the-group™);
loginAsAdmin(org);

newRequest()
.setParam(PARAM_ORGANIZATION, org.getkey())
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PERMISSION, PROVISIONING)
.execute();

assertThat(db.users().sel ectGroupPermissions(group, null)).containsOnly(PROVISIONING);
}

@Test

public void add_permission_to_group_referenced by its id() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_ID, group.getld().toString())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(group, null)).containsOnly(SY STEM_ADMIN);
}

@Test
public void add_permission_to_project_referenced by its id() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators");
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(db.getDef aultOrgani zation(),
A_PROJECT_UUID).setDbKey(A_PROJECT_KEY));
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PROJECT _ID, A_PROJECT_UUID)
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(group, null)).isEmpty();
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assertThat(db.users().sel ectGroupPermissions(group, project)).containsOnly(SY STEM_ADMIN);
}

@Test
public void add permission_to_project_referenced_by _its key() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(db.getDef aultOrgani zation(),
A_PROJECT _UUID).setDbKey(A_PROJECT_KEY));
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
setParan(PARAM_PROJECT_KEY, A_PROJECT_KEY)
.setParamn(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(group, null)).isEmpty();
assertThat(db.users().sel ectGroupPermissions(group, project)).containsOnly(SY STEM_ADMIN);

}

@Test
public void add_with view_uuid() {
OrganizationDto organizationDto = db.getDefaultOrgani zation();
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
ComponentDto view = db.components().insertComponent(newV iew(organizationDto, "view-
uuid").setDbKey("view-key"));
loginAsAdmin(db.getDefaultOrganization());

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
setParam(PARAM_PROJECT _ID, view.uuid())
.setParan(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(group, null)).isEmpty();
assertThat(db.users().sel ectGroupPermissions(group, view)).containsOnly(SY STEM_ADMIN);

}

@Test

public void fail_if_project_uuid_is not_found() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
loginAsAdmin(db.getDefaultOrgani zation());

expectedException.expect(NotFoundException.class);
newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.SetParam(PARAM_PROJECT_ID, "not-found")
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)

Open Source Used In DNAC 1.3.3 DNAC Platform 1.3.1.0 403



.execute();

@Test
public void fail_when_component_is a module() {
ComponentDto module =

db.components().insertComponent(newM odul eDto(Component T esting.newPrivateProj ectDto(db.organi zations().ins
ert())));

faillfComponentl SNotA ProjectOrView(module);
}

@Test
public void fail_when_component_is a directory() {
ComponentDto file =

db.components().insertComponent(newDirectory(Component Testing.newPrivateProjectDto(db.organizations().inser
t0), "A/B");

faillfComponentl SNotAProjectOrView(file);
}

@Test
public void fail_when_component_is a file() {
ComponentDto file =

db.components().insertComponent(newileDto(Component T esting.newPrivateProjectDto(db.organi zations() .insert()
), null, "file-uuid"));

faillfComponentl SNotAProjectOrView(file);
}

@Test
public void fail_when_component_is a subview() {

ComponentDto file =

db.components().insertComponent(newSubView(ComponentTesting.newView(db.organi zations().insert())));

faillfComponentl SNotAProjectOrView(file);
}

private void faillfComponentl sNotA ProjectOrView(ComponentDto file) {

GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);

expectedException.expectM essage(" Component ™ + file.getDbKey() + "' (id: " + file.uuid() + ") must be a project
oraview.");

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
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.setParam(PARAM_PROJECT _ID, file.uuid())
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test

public void adding_a project_permission_fails if project is not set() throws Exception {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);

executeRequest(group, UserRole.l SSUE_ ADMIN);
}

@Test
public void adding_a project_permission_fails if component_is not_a project() {
OrganizationDto organizationDto = db.getDefaultOrgani zation();
GroupDto group = db.users().insertGroup(organizationDto, "sonar-administrators');
ComponentDto project = db.components().insertComponent(newPrivateProjectDto(organizationDto,
A_PROJECT_UUID).setDbKey(A_PROJECT_KEY));
ComponentDto file = db.components().insertComponent(Component T esting.newFileDto(project, null, "file-
uuid");
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PROJECT _ID, fileuuid())
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
public void fail_when_get_request() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(ServerException.class);

newRequest()
.setMethod("GET")
.setParam(PARAM_GROUP_NAME, "sonar-administrators")
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test
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public void fail_when_group_name _and group_id are missing() {
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(BadRequestException.class);
expectedException.expectM essage(" Group hame or group id must be provided");

newRequest()
.setParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.execute();

@Test

public void fail_when permission is missing() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.execute();

@Test

public void fail_if_not_administrator_of organization() {
GroupDto group = db.users().insertGroup();
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(llegal ArgumentException.class);

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.execute();

@Test

public void fail_if_administrator_of other_organization_only() {
OrganizationDto orgl = db.organizations().insert();
OrganizationDto org2 = db.organizations().insert();
GroupDto group = db.users().insertGroup(orgl, "the-group");
loginAsAdmin(org2);

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_GROUP_ID, group.getld().toString())
.SetParam(PARAM_PERMISSION, PROVISIONING)
.execute();
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@Test

public void fail_when_project_uuid_and_project_key are provided() {
GroupDto group = db.users().insertGroup();
ComponentDto project =

db.components().insertComponent(Component Testing.newPrivateProjectDto(db.organi zations()..insert()));
loginAsAdmin(db.getDefaultOrganization());

expectedExcepti on.expect(BadRequestException.class);
expectedException.expectM essage(" Project id or project key can be provided, not both.");

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.SetParam(PARAM_PERMISSION, SYSTEM_ADMIN)
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PROJECT_KEY, project.getDbKey())
.execute();

@Test

public void adding_global_permission_fails if not_administrator_of organization() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
I user is administrator of another organization
userSession.logIn().addPermission(ADMINISTER, "anotherOrg");

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.SetParam(PARAM_PERMISSION, PROVISIONING)
.execute();

@Test

public void adding_project_permission_fails if not_administrator_of project() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators");
ComponentDto project = db.components().insertPrivateProject();
userSession.login();

expectedException.expect(ForbiddenException.class);

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.SetParam(PARAM_PERMISSION, PROVISIONING)
.setParam(PARAM_PROJECT_KEY, project.getDbKey())
.execute();
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/**

* User is project administrator but not system administrator

*/

@Test

public void adding_project_permission_is allowed to_project_administrators() {
GroupDto group = db.users().insertGroup(db.getDefaultOrgani zation(), " sonar-administrators”);
ComponentDto project = db.components().insertPrivateProject();
userSession.logln().addProjectPermission(UserRole ADMIN, project);

newRequest()
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

assertThat(db.users().sel ectGroupPermissions(group, project)).containsOnly(ISSUE_ADMIN);
}

@Test

public void fails when adding_any permission to_group_AnyOne on_a private project() {
ComponentDto project = db.components().insertPrivateProject();
userSession.logln().addProjectPermission(UserRole ADMIN, project);

ProjectPermissions.ALL
forEach(permission -> {
try {
newReguest()
SsetParam(PARAM_GROUP_NAME, "anyone")
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, permission)
.execute();
fail ("a BadRequestException should have been raised for " + permission);
} catch (BadRequestException €) {
assertThat(e).hasMessage(""No permission can be granted to Anyone on a private component™);

}
s

@Test

public void no_effect when_adding_ USER permission_to_group_AnyOne _on_a public_project() {
OrganizationDto organization = db.organizations().insert();
ComponentDto project = db.components().insertPublicProject(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);

newRequest()
.setParam(PARAM_GROUP_NAME, "anyone™)
.setParam(PARAM_PROJECT _ID, project.uuid())
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.SetParam(PARAM_PERMISSION, USER)
.execute();

assertThat(db.users().sel ectA nyonePermissions(organi zation, project)).isEmpty();
}

@Test

public void no_effect when_adding_ CODEVIEWER_permission_to_group_AnyOne_on_a public_project() {
OrganizationDto organization = db.organi zations().insert();
ComponentDto project = db.components().insertPublicProject(organization);
userSession.logln().addProjectPermission(UserRole ADMIN, project);

newRequest()
.setParam(PARAM_GROUP_NAME, "anyone")
.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, CODEVIEWER)
.execute();

assertThat(db.users().sel ectAnyonePermissions(organi zation, project)).isEmpty();
}

@Test

public void no_effect when_adding_ USER _permission_to_group_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
ComponentDto project = db.components().insertPublicProject(organization);
userSession.logln().addProjectPermission(UserRole ADMIN, project);

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PROJECT _ID, project.uuid())
.SetParam(PARAM_PERMISSION, USER)
.execute();

assertThat(db.users().sel ectAnyonePermissions(organi zation, project)).isEmpty();
}

@Test

public void no_effect when_adding_ CODEVIEWER_permission_to_group_on_a public_project() {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
ComponentDto project = db.components().insertPublicProject(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_GROUP_NAME, group.getName())
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.setParam(PARAM_PROJECT _ID, project.uuid())
.setParam(PARAM_PERMISSION, CODEVIEWER)
.execute();

assertThat(db.users().sel ectAnyonePermissions(organi zation, project)).isEmpty();
}

@Test

public void fail_when_using_branch_db_key() throws Exception {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
ComponentDto project = db.components().insertM ainBranch(organi zation);
userSession.logln().addProjectPermission(UserRole ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project key '%s not found", branch.getDbK ey()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.SetParam(PARAM_PROJECT_KEY, branch.getDbKey())
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

@Test

public void fail_when_using_branch_uuid() {
OrganizationDto organization = db.organizations().insert();
GroupDto group = db.users().insertGroup(organization);
ComponentDto project = db.components().insertM ainBranch(organi zation);
userSession.logln().addProjectPermission(UserRole. ADMIN, project);
ComponentDto branch = db.components().insertProjectBranch(project);

expectedException.expect(NotFoundException.class);
expectedException.expectM essage(format (" Project id '%s not found", branch.uuid()));

newRequest()
.setParam(PARAM_ORGANIZATION, organization.getKey())
.setParam(PARAM_PROJECT _ID, branch.uuid())
.setParam(PARAM_GROUP_NAME, group.getName())
.setParam(PARAM_PERMISSION, ISSUE_ADMIN)
.execute();

private void executeRequest(GroupDto groupDto, String permission) {
newRequest()
.setParam(PARAM_GROUP_NAME, groupDto.getName())
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.setParam(PARAM _PERMISSION, permission)
.execute();

}
<dataset>

<!-- user 100 hastherole "user" on the project 300 and in group 200 -->
<user_rolesid="1"
user_id="100"
resource _id="300"
role="user"
organization_uuid="orgl"/>
<groups_usersuser_id="100"
group_id="200"/>
<group_rolesid="1"
group_id="200"
resource id="999"
role="user"
organization_uuid="orgl"/>

<projects organization_uuid="orgl"
id="300"
uuid="ABCD"
uuid_path="NOT_USED"
root_uuid="ABCD"
project_uuid="ABCD"
module_uuid="[null]"
kee="pj-w-snapshot"
scope="PRJ'
qualifier="TRK"
enabled="[true]"
private="[false]"/>

<projects organization_uuid="orgl"
id="301"
uuid="BCDE"
uuid_path="NOT_USED"
root_uuid="BCDE"
project_uuid="BCDE"
module_uuid="[null]"
kee="pj-w-snapshot1"
scope="PRJ'
qualifier="TRK"
enabled="[true]"
private="[false]"/>

<projects organization_uuid="orgl"
id="302"
uuid="CDEF"
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uuid_path="NOT_USED"
root_uuid="CDEF"
project_uuid="CDEF"
module_uuid="[null]"
kee="pj-w-snapshot2"
scope="PRJ'
qualifier="TRK"
enabled="[true]"
private="[false]"/>

<projects organization _uuid="orgl"
id="303"
uuid="DEFG"
uuid_path="NOT_USED"
root_uuid="DEFG"
project_uuid="DEFG"
module_uuid="[null]"
kee="pj-w-snapshot3"
scope="PRJ"
qualifier="TRK"
enabled="[true]"
private="[false]"/>

</dataset>

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,

* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

import React from 'react’;

import PropTypes from 'prop-types;

import { Link } from 'react-router’;

import Defaults from './Defaults;;

import { PermissionTemplateType} from'../propTypes;
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export default class NameCell extends React.PureComponent {
static propTypes = {

organization: PropTypes.object,
permissionTemplate: PermissionTemplateType.isRequired
b

render() {
const { permissionTemplate: t, organization } = this.props;

const pathname = organization
? */organi zations/${ organization.key} /permission_templates’
: '/permission_templates;

return (
<td>
<Link to={{ pathname, query: { id: t.id} }}>
<strong className="js-name">{t.name} </strong>
</Link>

{t.defaultFor.length >0 & & (
<div className="spacer-top js-defaults'>
<Defaults
permissionTemplate={ this.props.permissionTemplate}
organization={ organization}
/>
</div>

)}

{Mt.description & & <div className="spacer-top js-description">{ t.description} </div>}

{"t.projectKeyPattern & & (
<div className="spacer-top js-project-key-pattern">
Project Key Pattern: <code>{t.projectK eyPattern} </code>
</div>
)}
</td>
)i
}
}
{
"permissionTemplates’: [
{
"id": "AU-Tpxb--iUSOvuD2FLYy",
"name"; "Default template for Projects’,
"description”: "Template for new projects’,
"createdAt": "2001-09-09T03:46:40+0200",
"updatedAt": "2001-09-09T03:46:40+0200",
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"permissions’: [
{
"key": "admin",
"usersCount": 0,
"groupsCount”: 1,
"withProjectCreator": true
|3
{
"key": "codeviewer",
"usersCount": 1,
"groupsCount”: 0,
"withProjectCreator": false
|3
{
"key": "issueadmin”,
"usersCount": 3,
"groupsCount”: 0,
"withProjectCreator": false
|3
{
"key": "scan",
"usersCount": 0,
"groupsCount": O,
"withProjectCreator": false
|3
{
"key": "user",
"usersCount": 0,
"groupsCount": O,
"withProjectCreator": false
}
]
¥
{
"id": "AU-TpxcA-iU50vuD2FLZz",
"name": "Default template for Views",
"description”: "Template for new views',
"projectKeyPattern": ".* sonar.views.*",
"createdAt": "2001-09-09T03:46:40+0200",
"updatedAt": "2004-11-09T 12:33:20+0100",
"permissions”; |
{
"key": "admin",
"usersCount": 0,
"groupsCount": O,
"withProjectCreator": false
|3
{
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"key": "codeviewer",
"usersCount": 0,
"groupsCount”: 0,
"withProjectCreator”: false
|3
{
"key": "issueadmin”,
"usersCount": 0,
"groupsCount”: 3,
"withProjectCreator": false
|3
{
"key": "scan",
"usersCount": 0,
"groupsCount”: 0,
"withProjectCreator": false
|3
{
"key": "user",
"usersCount": 2,
"groupsCount": O,
"withProjectCreator": false

}
]
}
1
"defaultTemplates': |
{
"templateld": "AU-Tpxb--iUS5OvuD2FLYy",
"qualifier"; "TRK"
H
{
"templateld": "AU-TpxcA-iU50vuD2FLZ",
"qualifier": "VW"
}
]
}
/*
* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

*

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.

*

* This program is distributed in the hope that it will be useful,
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* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* Lesser Genera Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* |nc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws,

import org.junit.Before;

import org.junit. Test;

import org.sonar.core.permission.Global Permissions;
import org.sonar.db.organization.Organi zationDto;
import org.sonar.db.user.GroupDto;

import org.sonar.db.user.GroupTesting;

import org.sonar.db.user.UserDto;

import org.sonar.db.user.UserTesting;

import org.sonar.server.exceptions.Forbi ddenException;
import org.sonar.server.exceptions.NotFoundException;
import org.sonar.server.exceptions.Unauthori zedException;
import org.sonar.server.i18n.118nRule;

import org.sonarqube.ws.Permissions;

import static org.assertj.core.api.Assertions.assertThat;

import static org.sonar.core.permission.Global Permissions.PROVISIONING;

import static org.sonar.core.permission.Global Permissions.SCAN_EXECUTION;

import static org.sonar.db.permission.OrganizationPermission. ADMINISTER;

import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY_GATES;
import static org.sonar.db.permission.OrganizationPermission ADMINISTER_QUALITY _PROFILES;
import static org.sonar.db.permission.OrganizationPermission.PROVISION_PROJECTS;

import static org.sonar.db.permission.OrganizationPermission.SCAN;

import static org.sonar.test.JsonAssert.assertJson;

public class SearchGlobal PermissionsActionTest extends BasePermissionWsT est<SearchGlobal PermissionsAction>
{

private 118nRule i18n = new 118nRule&();

@0Override
protected SearchGlobal PermissionsAction buildWsAction() {
return new SearchGlobal PermissionsAction(db.getDbClient(), userSession, i18n, newPermissionWsSupport());

}

@Before

public void setUp() {
initl 18nMessages();

}
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@Test

public void search_in_organization() {
OrganizationDto org = db.organizations().insert();
loginAsAdmin(org);
GroupDto adminGroup = db.users().insertGroup(newGroup(org, "sonar-admins*, "Administrators"));
GroupDto userGroup = db.users().insertGroup(newGroup(org, "sonar-users', "Users"));
db.users().insertPermissionOnAnyone(org, SCAN);
db.users().insertPermissionOnGroup(userGroup, SCAN);
db.users().insertPermissionOnGroup(userGroup, PROVISIONING);
db.users().insertPermissionOnGroup(adminGroup, ADMINISTER);
UserDto user = db.users().insertUser(newUserDto("user", "user-name"));
UserDto adminUser = db.users().insertUser(newUserDto("admin”, "admin-name"));
db.organizations().addM ember(org, user);
db.organizations().addM ember(org, adminUser);
db.users().insertPermissionOnUser(org, user, PROVISION_PROJECTYS);
db.users().insertPermissionOnUser(org, user, ADMINISTER_QUALITY_PROFILES);
db.users().insertPermissionOnUser(org, adminUser, ADMINISTER_QUALITY_PROFILES);
db.users().insertPermissionOnUser(org, user, ADMINISTER_QUALITY_GATES);
db.users().insertPermissionOnUser(org, adminUser, ADMINISTER_QUALITY_GATES);

/1 to be excluded, permission on another organization (the default one)
db.users().insertPermissionOnUser(db.getDefaul tOrgani zation(), adminUser,
ADMINISTER_QUALITY_GATES);

String result = newRequest()
.setParam(" organization”, org.getK ey())
.execute()
.getlnput();

assertJson(result).isSimilarTo(getClass().getResource(search_global _permissions-example.json));
}

@Test

public void search_in_default_organization by default() {
OrganizationDto org = db.organizations().insert();
loginAsAdmin(org, db.getDefaultOrganization());

UserDto user = db.users().insertUser();
db.users().insertPermissionOnUser (db.getDefaul tOrgani zation(), user, SCAN);
db.organi zations().addM ember(db.getDefaul tOrgani zation(), user);

I/ to beignored, by default organization is used when searching for permissions
db.users().insertPermissionOnUser(org, user, ADMINISTER_QUALITY_GATES);
db.organizations().addM ember(org, user);

Permissi ons.WsSearchGl obal Permi ssionsResponse result = newReguest()
.executeProtobuf (Permi ssions.WsSearchGl obal Permi ssionsResponse.class);
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assertThat(result.getPermissionsCount()).isEqual To(Global Permissions. AL L .size());
for (Permissions.Permission permission : result.getPermissionsList()) {
if (permission.getKey().equals(SCAN_EXECUTION)) {
assertThat(permission.getUsersCount()).isEqual To(1);
} else{
assertThat(permission.getUsersCount()).isEqual To(0);
}
}
}

@Test
public void supports_protobuf _response() {
loginAsAdmin(db.getDefaultOrgani zation());

Permissions.WsSearchGl obal Permi ssionsResponse result = newReguest()
.executeProtobuf (Permi ssions.WsSearchGl obal Permi ssionsResponse.class);

assertThat(result).isNotNull();
}

@Test
public void fail_if_not_admin_of default_organization() {
userSession.login();

expectedException.expect(ForbiddenException.class);

newRequest()
.execute();

@Test

public void fail_if _not_admin_of specified_organization() {
OrganizationDto org = db.organizations().insert();
loginAsAdmin(db.getDefaultOrganization());

expectedException.expect(ForbiddenException.class);
newRequest()

.SetParam(" organization”, org.getKey())
.execute();

@Test
public void fail_if_not_logged in() {
userSession.anonymous();

expectedException.expect(UnauthorizedException.class);
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newRequest().execute();
}

@Test
public void fail_if_organization_does not_exist() {
expectedException.expect(NotFoundException.class);

newRequest()
.SetParam(" organization”, "does not_exist")
.execute();

private void initl18nMessages() {
i18n.put("global_permissions.admin”, "Administer System");
i18n.put("global_permissions.admin.desc”, "Ability to perform all administration functions for the instance: " +
"global configuration and personalization of default dashboards.");
i18n.put("global_permissions.profileadmin”, "Administer Quality Profiles");
i18n.put("global _permissions.profileadmin.desc", "Ability to perform any action on the quality profiles.");
i18n.put("global _permissions.gateadmin”, "Administer Quality Gates");
i18n.put("global _permissions.gateadmin.desc”, "Ability to perform any action on the quality gates.");
i18n.put("global_permissions.scan”, "Execute Analysis’);
i18n.put("global _permissions.scan.desc", "Ability to execute analyses, and to get all settings required to perform
the analysis, " +
"even the secured ones like the scm account password, the jira account password, and so on.");
i18n.put("global_permissions.provisioning”, "Create Projects’);
i18n.put("global_permissions.provisioning.desc", "Ability to initialize project structure before first analysis.");

}

private static UserDto newUserDto(String login, String name) {
return UserTesting.newUserDto().setL ogin(login).setName(name).setActive(true);

}

private static GroupDto newGroup(OrganizationDto org, String name, String description) {
return

GroupTesting.newGroupDto().setName(name).setDescri ption(descri ption).setOrgani zationUuid(org.getUuid());

}

}

/*

* SonarQube

* Copyright (C) 2009-2018 SonarSource SA

* mailto:info AT sonarsource DOT com

* This program is free software; you can redistribute it and/or

* modify it under the terms of the GNU L esser General Public

* License as published by the Free Software Foundation; either

* version 3 of the License, or (at your option) any later version.

*
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* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.

*

* Y ou should have received a copy of the GNU Lesser General Public License

* @ong with this program; if not, write to the Free Software Foundation,

* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

*/

package org.sonar.server.permission.ws.template;

import org.sonar.api.server.ws.Request;

import org.sonar.api.server.ws.Response;

import org.sonar.api.server.ws.WebService;

import org.sonar.db.DbClient;

import org.sonar.db.DbSession;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;
import org.sonar.server.permission.ws.PermissionWsSupport;
import org.sonar.server.permission.ws.PermissionsWsAction;
import org.sonar.server.user.UserSession;

import org.sonar.server.usergroups.ws.Groupl dOrAnyone;

import static com.google.common.base.Preconditions.checkArgument;

import static org.sonar.server.permission.PermissionPrivilegeChecker.checkGlobal Admin;

import static org.sonar.server.permission.ws.PermissionsWsParametersBuilder.createGroupl dParameter;

import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createGroupNameParameter;
import static org.sonar.server.permission.ws.PermissionsWsParametersBuil der.createProjectPermissionParameter;
import static org.sonar.server.permission.ws.PermissionswWsParametersBuilder.createT emplateParameters;

import static org.sonarqube.ws.client.permission.PermissionsWsParameters. PARAM _PERMISSION;

public class RemoveGroupFromTemplateA ction implements PermissionsWsAction {
private final DbClient dbClient;

private final PermissionWsSupport wsSupport;

private final UserSession userSession;

public RemoveGroupFromTemplateAction(DbClient dbClient, PermissionWsSupport wsSupport, UserSession
userSession) {

this.dbClient = dbClient;

this.wsSupport = wsSupport;

this.userSession = userSession;
}

@Override
public void define(WebService.NewController context) {
WebService.NewAction action = context
.createAction("remove_group_from_template™)
.SetPost(true)
.setSince("5.2")
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.setDescription("Remove a group from a permission template.<br /> " +
"The group id or group name must be provided. <br />" +
"Requires the following permission; ‘Administer System'.")
.SetHandler(this);

createTempl ateParameters(action);
createProj ectPermissionParameter (action);
createGroupl dParameter(action);
createGroupNameParameter (action);

@0Override
public void handle(Request request, Response response) throws Exception {
try (DbSession dbSession = dbClient.openSession(false)) {

String permission = request.mandatoryParam(PARAM_PERMISSION);

PermissionTemplateDto template = wsSupport.findTemplate(dbSession, WsTemplateRef .fromRequest(request));

checkGlobal Admin(userSession, template.getOrgani zationUuid());

GroupldOrAnyone groupld = wsSupport.findGroup(dbSession, request);

check Argument(groupl d.getOrgani zationUui d() .equal s(templ ate.getOrgani zationUuid()), "Group and template
are on different organizations');

dbClient.permissionTemplateDao().del eteGroupPermission(dbSession, template.getid(), groupld.getld(),
permission);
dbSession.commit();

}

response.noContent();
}
}
/*
* SonarQube
* Copyright (C) 2009-2018 SonarSource SA
* mailto:info AT sonarsource DOT com
* This program is free software; you can redistribute it and/or
* modify it under the terms of the GNU L esser General Public
* License as published by the Free Software Foundation; either
* version 3 of the License, or (at your option) any later version.
*
* This program is distributed in the hope that it will be useful,
* put WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
* | esser General Public License for more details.
* Y ou should have received a copy of the GNU Lesser General Public License
* @ong with this program; if not, write to the Free Software Foundation,
* Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
*/
package org.sonar.server.permission.ws.template;
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import com.google.common.collect.Table;

import java.util.List;

import org.sonar.db.permission.templ ate.PermissionTempl ateDto;

import org.sonar.server.permission.ws.template.Default Templ atesResol ver.Resol vedDefault Templ ates;

import static com.google.common.base.MoreObjects.firstNonNull;
import static com.google.common.base.Preconditions.checkState;
import static com.google.common.collect.lmmutableL ist.copyOf;
import static com.google.common.collect.lmmutableT able.copyOf;

class SearchTemplatesData {

private final List<PermissionTemplateDto> templates;

private final ResolvedDefaultTemplates default Templ ates;

private final Table<Long, String, Integer> userCountByTemplatel dAndPermission;

private final Table<Long, String, Integer> groupCountByTemplatel dAndPermission;

private final Table<Long, String, Boolean> withProjectCreatorBy Templatel dAndPermission;

private SearchTemplatesData(Builder builder) {
this.templates = copyOf (builder.templ ates);
this.defaultTemplates = builder.defaultTemplates;
this.userCountByTempl atel dA ndPermission = copyOf (builder.userCountBy Templ atel dAndPermission);
this.groupCountByTemplatel dAndPermission = copyOf (builder.groupCountBy Templ atel dJAndPermission);
this.withProjectCreatorBy Templatel dAndPermission =

copyOf (builder.withProjectCreatorBy Templ atel dAndPermission);

}

public static Builder builder() {
return new Builder();

}

public List<PermissionTemplateDto> templates() {
return templ ates;

}

public ResolvedDefaultTemplates default Templates() {
return defaultTempl ates;

}

public int userCount(long templateld, String permission) {
return firstNonNull (userCountBy Templatel dA ndPermission.get(templatel d, permission), 0);

}

public int groupCount(long templatel d, String permission) {
return firstNonNull (groupCountBy Templ atel dAndPermi ssion.get(templ atel d, permission), 0);
}

public boolean withProjectCreator(long templateld, String permission) {
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return firstNonNull (withProjectCreatorBy Templ atel dA ndPermission.get(templatel d, permission), false);
}

public static class Builder {
private List<PermissionTemplateDto> templates;
private ResolvedDefaultTempl ates default Templ ates;
private Table<Long, String, Integer> userCountBy Templatel dJAndPermission;
private Table<Long, String, Integer> groupCountByTempl atel dAndPermission;
private Table<Long, String, Boolean> withProjectCreatorByTemplatel dAndPermission;

private Builder() {
/I prevents instantiation outside main class

}

public SearchTemplatesData build() {
checkState(templates = null);
checkState(default Templates != null);
checkState(user