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Buying Program Offer Description for  
Security Portfolio  
Capitalized terms, unless defined in this document, have the meaning in the Cisco Enterprise Agreement 3.0 Program Terms - End Users.  

The Security Portfolio takes an integrated platform approach to simplify Your security and protect Your organization at the user, device, network, application, and data levels.  

To participate in the Security Portfolio, You are required to either (i) purchase at least one Security Full Commit Suite, which then enables You to purchase additional Security Full Commit and/or Partial 
Commit Suites, or (ii) purchase a Full Commit Suite in the Networking Infrastructure, Applications Infrastructure or Collaboration Portfolio(s), which then enables You to purchase Security Partial Commit 
Suites. 

1. Full Commit Suite Requirements 

Security Content Users (SCU) refers to the end user-validated enterprise-wide number of employees, contractors and other individuals who are provided security protection in Your environment. 
You are responsible for accurate representation of SCU count. 

Full Commit Suite spend is achieved when You purchase at least the recommended spend quantity corresponding to the SCU count, as reflected in the EA order tool. By way of example, if the EA 
order tool lists a recommended spend quantity of 500 workloads for Secure Workload corresponding to an SCU count of 6000, and You purchase 550 workloads, then Full Commit Suite spend is 
achieved.  
Notwithstanding the SCU, purchased Suites are licensed based upon the Meter reflected in the Portfolio Features table below. 

2. Portfolio Features 

Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

Security* 
 
 

Protection User 
Protection Essentials 

General Terms, 
Cisco Secure 

User Protection 
Suite OD 

Secure Access 
Essentials, Duo 

Premier, Email Threat 
Defense 

Covered 
User        
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Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

Advantage 

General Terms, 
Cisco Secure 

User Protection 
Suite OD 

Secure Access 
Advantage, Duo 

Premier, Email Threat 
Defense, Secure 

Endpoint Advantage 

Covered 
User        

Cloud 
Protection 

Essentials 

General Terms 
Cisco Secure 

Cloud Protection 
Suite OD 

Multicloud Defense 
Advantage, 
Vulnerability 

Management Premier, 
Secure Workload 
SaaS, CDO-Base 

Workload        

Advantage 

General Terms, 
Cisco Secure 

Cloud Protection 
Suite OD 

Multicloud Defense 
Premier, Attack 

Surface Management, 
Vulnerability 

Management Premier, 
Secure Workload 
SaaS, CDO-Base 

Workload        

Breach 
Protection 

Essentials 

General Terms, 
Cisco Secure 

Breach Protection 
Suite OD 

XDR Essentials (U.S. 
Datacenters), Email 

Threat Defense, 
Secure Endpoint 

Advantage 

Covered 
User        

Advantage 

General Terms, 
Cisco Secure 

Breach Protection 
Suite OD 

XDR Advantage (U.S. 
Datacenters), Email 

Threat Defense, 
Secure Endpoint 
Premier, Secure 

Network Analytics 

Covered 
User        

User & Breach 
Protection 

Combination 

User Protection 
Essentials & Breach 
Protection Essentials 

General Terms, 
Cisco Secure 

Breach Protection 
Suite OD, Cisco 

Secure User 
Protection Suite 

OD 

Secure Access 
Essentials, Duo 
Premier, XDR 

Essentials (U.S. 
Datacenters), Email 

Threat Defense, 
Secure Endpoint 

Advantage 

Covered 
User        

User Protection 
Essentials & Breach 

Protection Advantage 

General Terms, 
Cisco Secure 

Breach Protection 
Suite OD, Cisco 

Secure User 
Protection Suite 

OD 

Secure Access 
Essentials, Duo 
Premier, XDR 

Advantage (U.S. 
Datacenters), Email 

Threat Defense, 
Secure Endpoint 
Premier, Secure 

Network Analytics 

Covered 
User        
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Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

User Protection 
Advantage & Breach 
Protection Essentials 

General Terms, 
Cisco Secure 

Breach Protection 
Suite OD, Cisco 

Secure User 
Protection Suite 

OD 

Secure Access 
Advantage, Duo 

Premier, XDR 
Essentials (U.S. 

Datacenters), Email 
Threat Defense, 
Secure Endpoint 

Advantage 

Covered 
User        

User Protection 
Advantage & Breach 
Protection Advantage 

General Terms, 
Cisco Secure 

Breach Protection 
Suite OD, Cisco 

Secure User 
Protection Suite 

OD 

Secure Access 
Advantage, Duo 

Premier, XDR 
Advantage (U.S. 

Datacenters), Email 
Threat Defense, 
Secure Endpoint 
Premier, Secure 

Network Analytics 

Covered 
User        

Zero Trust Duo 

Duo Essentials General Terms, 
Duo OD 

N/A 

User        
Duo Advantage General Terms, 

Duo OD User        
Duo Premier General Terms, 

Duo OD User        
Duo Federal MFA General Terms, 

Duo OD User        
Duo Federal Access General Terms, 

Duo OD User        
Duo Education 

Healthcare Essentials 
General Terms, 

Duo OD User        
Duo Education 

Healthcare 
Advantage 

General Terms, 
Duo OD User        

Duo Education 
Healthcare Premier 

General Terms, 
Duo OD User        

Duo Education 
Faculty Essentials 

General Terms, 
Duo OD User        

Duo Education 
Faculty Advantage 

General Terms, 
Duo OD User        

Duo Education 
Faculty Premier 

General Terms, 
Duo OD User        

Duo Education 
Faculty-Student 

Essentials 

General Terms, 
Duo OD User        
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Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

Duo Education 
Faculty-Student 

Advantage 

General Terms, 
Duo OD User        

Duo Education 
Faculty-Student 

Premier 

General Terms, 
Duo OD User        

Identity 
Services 

Engine 3.X 

Essential General Terms Identity Services 
Engine 3.X Essential 

Endpoint 
Session        

Advantage General Terms Identity Services 
Engine 3.X Advantage 

Endpoint 
Session        

Premier General Terms Identity Services 
Engine 3.X Premier 

Endpoint 
Session        

Secure 
Workload 

N/A 

General Terms, 
Cisco Secure 
Workload OD; 
Cisco Secure 

Workload SaaS 
OD 

Secure Workload 
Protection (On Prem 

or SaaS) 
Workload        

N/A 

General Terms, 
Cisco Secure 
Workload OD; 
Cisco Secure 

Workload SaaS 
OD 

Secure Workload 
Visibility (On Prem or 

SaaS) 
Workload        

Cloud & 
Network 
Security 

Umbrella 

DNS Essentials 
General Terms, 
Cisco Umbrella 

OD 
N/A Covered 

User        

DNS Advantage 

General Terms, 
Cisco Umbrella 

OD; Secure 
Malware Analytics 

OD 

Also includes Secure 
Malware Analytics 

(File Reputation only) 

Covered 
User        

SIG Essentials 

General Terms, 
Cisco Umbrella 

OD; Secure 
Malware Analytics 

OD 

Also includes Secure 
Malware Analytics 

(500 files submissions 
per day) 

Covered 
User        

SIG Advantage 

General Terms, 
Cisco Umbrella 

OD; Secure 
Malware Analytics 

OD 

Also includes Secure 
Malware Analytics 

(unlimited file 
submissions per day) 
and Secure Malware 

Analytics Cloud 

Covered 
User        
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Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

DNS for Education 
General Terms, 
Cisco Umbrella 

OD 
N/A Covered 

User        

SIG Education  
General Terms, 
Cisco Umbrella 

OD 
N/A Covered 

User        

Secure 
Access 

Essentials 
General Terms, 
Secure Access 

OD 

Secure Internet Access 
Essentials and/or 

Secure Private 
Access Essentials 

Covered 
User        

Advantage 
General Terms, 
Secure Access 

OD 

Secure Internet Access 
Advantage and/or 

Secure Private 
Access Advantage 

Covered 
User        

Secure 
Firewall N/A 

General Terms, 
Secure Malware 

Analytics OD 

Threat Defense, URL 
Filtering, and Malware 
Defense subscriptions 

Device        

Secure Web 
Appliance N/A General Terms 

Secure Web 
Appliance Premier 

bundled with Secure 
Endpoint and SMA 

Covered 
User        

Security 
Platform & 
Response 

Secure 
Endpoint 

Secure Endpoint 
Essentials 

General Terms, 
Secure Endpoint 

OD 

N/A 

User        

Secure Endpoint 
Advantage 

General Terms, 
Secure Endpoint 

OD 
User        

Secure Endpoint 
Premier 

General Terms, 
Secure Endpoint 

OD 
User        

Secure Endpoint Edu 
Essentials 

General Terms, 
Secure Endpoint 

OD 
 
 

N/A 
 

 
 

User        

Secure Endpoint Edu 
Advantage 

General Terms, 
Secure Endpoint 

OD 
User        

Secure Endpoint Edu 
Premier 

General Terms, 
Secure Endpoint 

OD 
User        
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Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

Secure 
Network & 

Cloud 
Analytics2 

Flow Rate 
General Terms, 
Stealthwatch 
Enterprise OD 

N/A Flow per 
second        

Cisco Attack Surface 
Management 

General Terms, 
Cisco Secure 

Cloud Insights OD 
N/A Billable 

Entities        

Extended 
Detection and 

Response 
(XDR) 

Essentials General Terms, 
XDR OD 

N/A 
 

Covered 
User        

Advantage 
General Terms, 

XDR OD 
 

N/A 
 

Covered 
User        

Premier 
General Terms, 

XDR OD 
 

N/A 
 

Covered 
User        

Secure Email 

Secure Email 
Gateway & Cloud 
Gateway Essential 

General Terms, 
CES, CRES, DMP, 

and APP OD N/A 

Covered 
User        

Secure Email 
Gateway & Cloud 

Gateway Advantage 

General Terms, 
CES, CRES, DMP, 

and APP OD 

Covered 
User        

Cisco 
Vulnerability 

Management3 

Cisco Vulnerability 
Management 
Advantage 

General Terms, 
Cisco Kenna VM, 
Kenna.AppSec, 
Kenna.VI+ OD 

Cisco Vulnerability 
Management 
Advantage 

Device        

General Terms; 
Cisco Kenna VM, 
Kenna.AppSec, 
Kenna.VI+ OD 

Kenna.AppSec Application        

General Terms; 
Cisco Kenna VM, 
Kenna.AppSec, 
Kenna.VI+ OD 

Kenna.VI+ Instance        

Cisco Vulnerability 
Management Premier  

 

General Terms, 
Cisco Kenna VM, 
Kenna.AppSec, 
Kenna.VI+ OD  

Cisco Vulnerability 
Management Premier Device        

General Terms, 
Cisco Kenna VM, 
Kenna.AppSec, 
Kenna.VI+ OD  

Kenna AppSec 
 Application        

General Terms, 
Cisco Kenna VM, 
Kenna.AppSec, 
Kenna.VI+ OD 

Kenna.VI+ Instance        
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Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

Add-On 
for 

Security 

Add-on for 
Security1  

See included 
licenses 

General Terms, 
Cisco Secure 
Client, ASA, 
CESA OD 

Secure Client Premier User        

General Terms, 
Secure Malware 

Analytics OD 

Secure Malware 
Analytics 

Submissions 
per Day        

General Terms, 
Cisco Defense 

Orchestrator OD 

Cisco Defense 
Orchestrator Device2        

General Terms CyberVision Endpoints        
General Terms, 
Cisco Security 
Analytics and 
Logging OD 

Security Analytics and 
Logging 

Gigabytes 
per day        

General Terms, 
Cisco Cloudlock 

OD 
Cloudlock Covered 

User        
General Terms, 
Cisco Secure 
Endpoint OD 

Secure Endpoint 
Private Cloud Endpoint        

Radware Cloud 
Services 

Agreement4 

Secure Cloud DDoS 
On-Demand 
Protection; 

Secure Cloud DDoS 
Always-On 
Protection; 

Secure Cloud DDoS 
Hybrid – On Demand; 
Secure Cloud DDoS 
Hybrid - Always-On 

Protection; 
Additional Data 
Center License; 

Additional Network 
License 

Additional IP License 

Throughput 
in MD        

Cisco Talos 
Incident 

Response 
Retainer (CTIR) 

Service 
Description 5  

N/A 

 

N/A; 
Consumption 
measured in 

hours  
       
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*For the Security Portfolio, You can select only one of the packages listed in the License Tier column, a new purchase is required to change to an alternative package in the applicable Suite. Certain Suites in the Security Portfolio include the 
ability to purchase package specific optional Add-ons. For Full Commit Suites, these optional Add-ons carry the same benefits as the package the option relates to. For Partial Commit Suites, the benefits do not apply to the optional Add-ons. 
 
1. These listed Add-on Suites are only available as Partial Commit Suites. 
 
2. Secure Network and Secure Cloud Analytics Intra Suite Value Shift is manually supported per customer request and Security EA Product Manager approval. 
 
3. Cisco Vulnerability Management Onboarding Services offer guidance to help You integrate data sources, and to configure and set up Your Cisco Vulnerability Management instance to maximize Your investment. Cisco Vulnerability 

Management Onboarding Services are mandatory for new Cisco Vulnerability Management customers. 
 
4. The Radware Cloud Services Agreement is available at: https://www.radware.com/getattachment/499789a1-bab8-48e2-9f79-f8210c2ad615/MSA-Cisco-August-2021.pdf.aspx. 
 
5. CTIR is provided in accordance with the applicable Service Description available at: https://www.cisco.com/c/en/us/about/legal/service-descriptions.html.  
 
Notes:  
Secure Malware Analytics is formerly named Threat Grid, Secure Malware Analytics Cloud is formerly named Threat Grid Cloud, Secure Network Analytics is formerly named Stealthwatch Enterprise, Secure Cloud Analytics is formerly named 
Stealthwatch Cloud, and Secure Client Premier is formerly named AnyConnect Apex. Cisco Vulnerability Management is formerly named Kenna, Cisco Vulnerability Management Advantage is formerly named Kenna VM, Cisco Vulnerability 
Management Premier is formerly named Kenna VM Premier. Cisco Attack Surface Management is formerly named Cisco Secure Cloud Insights. Duo Essentials, Advantage, Premier is formerly named Duo MFA, Access, and Beyond. 
 
OD means Offer Description, which is available at https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html 

 

4. Applicable Meters 
 

“Application” means one of the following core Cisco Cloudlock services licensed in bundles based on the quantity of applications: Cloudlock for Google, Cloudlock for Salesforce, Cloudlock for Dropbox, 
Cloudlock for Box, Cloudlock for Microsoft Ofice365, Cloudlock for ServiceNow, Cloudlock App Connector for Slack, and Cloudlock for Webex Teams. Note, this list may be revised from time to time. 
 
“Covered User” means the total number of Your internet-connected employees, subcontractors and other individuals covered (i.e., protected) by Your deployment of the Software or Cloud Service, as 
applicable. 
 
“Device” means a Cisco branded computing, networking, or communications device capable of running the Software available in Your underlying Suite or browser plug-ins associated with the Software 
available in Your underlying Suite. 
 
“Endpoint” means any device supported by the applicable Software or Cloud Service that is capable of processing data and accessing a network, including but not limited to: (a) personal computers; (b) 
virtual desktop instances (VDIs); (c) mobile devices; and (d) network computer workstations. 
 
“Endpoint Session” means each unique network connection of an Endpoint, including but not limited to ethernet, wireless, and VPN connections. 

Portfolio Solution Suite License Tier End User Terms Included Licenses Meter 

Full 
Commit 

Suite 
(Annual 

TF) 

Partial 
Commit 

Suite 
(Quarterly 

TF) 

Full Commit Suite Eligibilities 
5% Initial 
Growth 
Cap 

15% 
Growth 
Allowance 

15% 
Exceptional 
Growth 

Intra 
Suite 
Value 
Shift  

Cross 
Suite 
Value 
Shift 

    General Terms, 
ETD OD 

Cisco Email Threat 
Defense Essentials Covered User        

https://www.radware.com/getattachment/499789a1-bab8-48e2-9f79-f8210c2ad615/MSA-Cisco-August-2021.pdf.aspx
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“Instance” means an instantiation of a physical or virtual machine, as applicable. 
 
“Workload” means any virtual machine or other individually identifiable virtualized instance, such as a virtual desktop instance, container, bare metal instance or other server equivalent, platform-as-a-service 
(“PaaS”) instance, PaaS database, or storage unit subject to management by the CWOM. 
 
“User” means an internet-connected user of the applicable Software or Cloud Service. 
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