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Objectives & Constraints

Build a policy and architecture in which:
Non-Cisco visitors can access the Internet
a) Where and when Cisco deems appropriate
b) With Cisco's permission
c) From Cisco’s infrastructure
d) Secure, Authenticated, Recorded

e) Minimal administrative burden



Architecture highlights

Redundant policy enforcement points
Dual Building Broadband Services Manager
NAC Appliance to replace BBSM

Globally distributed egress points
Guest traffic routed to geographically appropriate DMZ

Internal guest networking portal for access code creation

Employees create access codes for their own visitors via
“hotspot.cisco.com”

“guestnet” SSID available on all access points worldwide
Every Cisco building has guest networking services

Wired guest networking at selected sites

Training rooms, briefing centers etc.



Current wireless hotspot architecture
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Wireless SSID Architecture
Common SSID configuration for all access points

Two production data SSIDs
EAP-FAST authentication
CKIP encryption on one
WPA encryption on the other
Broadcast = NO

e

Wireless voice SSID
EAP-FAST
authentication
WPA encryption
QoS

Broadcast = NO

Cisco wireless voice users

Q

uest networking SSID
Open authentication
No encryption
¥Broadcast = SELECTED

NON-Cisco, guest WLAN users

Cisco wireless data users



Globally distributed guest networks
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Baseline User Experience for

Enterprise Guest Access

1. Authorized employee registers _L—%w hotspot.cisco.com

the guest via an intranet portal .
2. One-time login is generated and
distributed to the Guest User o _
- Login
3. Guest User connects to WLAN Screen
and opens Web browser
N
: - Enforcement Point
4. Redirected to login screen _l ___ (Building Broadband
- _ ,O Services Manager)
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W AC . o el

uuuuu Authentication

Internet,
E-mail, VPN, etc.

Access 1 t
Network

5. To access the Internet, the guest
user must login to the service

6. User then free to pass traffic

to the Internet, Web, E-mail,
VPN...




Guest Usage Trends - Global

Guest Users
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users per month (and

25000 rising)
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Support Cost Analysis — FY 2007

Support Cost of hotspot.cisco.com FY 2007

Number of Guest Codes (Annual)
# IT Support Cases (Annual)

Support Case Cost ($25 per case)
Tier 2/3 Support (Est. 1 FTE)

Support Cost pre-hotspot.cisco.com FY 2007

# of helpdesk calls required (without guest service)
Total cost of support ($25 x 228,048)
Cost of “Hotspot.cisco.com” (see above)




Guest network benefits

Cost
Avoidance

Improved
Security

Improved
Turnaround

Staff
Empowerment

Guest
Experience

Legal
Protection

=Over $5M in potential support/administrative overhead avoided

= Controlled network access

= Uncontrolled, non-corporate clients segmented from enterprise
network

=Access codes can be generated within 15 seconds
=Batch codes can be generated for large groups

=|T administrative overhead avoided

= Visitor sponsors responsible for generating code — no IT support
needed

=Branded network experience — Cisco viewed as technology leader

=“No hassle” network access

=Users must digitally sign acceptable use policy with legal disclaimer



Future of guest networking in Cisco

- Adopting Advanced Services GuestNet Manager Turnkey solution
: BBSM to be replaced by NAC Appliance

: Additional features to Web front-end ( )

- Intelligent Access Code Allocation (limit access codes to sites with
bandwidth constraints)

- Proxy access code generation and other features.

: Improved redundancy for Hotspots (component of NexGen WLAN
program)

: More End User & Administration enhancements
- GuestNet Manager look and feel
- Management software, improved admin, reporting, logging, etc.


http://hotspot.cisco.com/

Screen shots




Guest access code instructions
Printed and/or emailed to visitor

Guest nam

l|||ll||l
Cisco
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MName John Doe

Company Acme Enterprises

Site of Visit San Jose, CA - Bldg 10
Start Valid Time 2007-APR-02, 7:00 am
End Valid Time 2007-APR-03, 7:00 pm
Access Code PNTFEBEX

SsID guestnet

WEP none

NOTE: In your access code, there are no vowels. Any 0's are zeros, versus the letter ©.

Requirements

m | atest wireless card drivers loaded to avoid association issues with Cisco’s advanced network.

this setting).
= Your wireless device must be configured to obtain an IP address automatically (DHCP).

Code and click submit.
m You're Connected!

software for sensitive traffic and/or remote connectivity to yvour own enterprise network.

Access to the Csco Guest Wireless Locsl Ares Network (WLAN] servics is provided for the wse of suthorized users snaly.
I Cisea has not suthorized you 1o socess this sarvice, you must lagout immediately.
Authorized users must read, agree with and accept all of the terms and conditions contained In this notice before using the WLAN

L. Cises Is providing you Becess to sur Guest WLAN 8 & complimentary sarvies for your convenience during your visit a2 Cises. You seknowledge that

precautions, Including encrypting confidential transmissions, backing up any dats and protecting your system with & firewall and robust user authentication
1. You agres that your setivities an the WLAN shall not:

a) Introduce any viruses, Trojan horses, warms, time bombs, cancelbots, other computer programming routines that may demage, detrimentally interfere
wikh, surreptitious|y intereapt of axpropriate any system, data or persenal infarmation;

B) create sny Bability for us or cause us to lose (in whoke or in part) the services of our suppliers;

¢} violate sny law, statute, ordinance or reguistion (Including, but not Nmited Lo, those gowerning &xport control, consumer probection, unfalr compatition,
sntidiscrimination or false advestising);

d) be defamatory, trade Bbelous, unlawfully threatening or harassng;

&) be abseene of tontaln child pornegraphy;

f) infringe any third party’'s copyright, patent, trademark, trade secret or other proprietary rights; or

@) Invslve any attempt ta Becess any data of System which you are not authorized to access,

3. Clsos reutinely manitors and lags communications over It networks for security, perfarmance, snd other purposes. Thus, you scknewiedge and agres
that Clacs may access, monitor, audit, intercept and discloge any such communications, data or informatian_

4, You agres that Cisco may nol make certain Internet services avallable, and may revoke your access to this WLAN at any tme for pivy reason with of
without notice.

5. AS A COMPLIMENTARY SERVICE, THIS WLAN IS PROVIDED "AS-15" AND “WHERE-IS * WITHOUT ANY WARRANTIES, EXPRESS OR IMPLIED.

6. OUR LIABILITY, AND THE LIABILITY OF OUR SUBSIDIARIES, OFFICERS, DIRECTORS, EMPLOYEES, AND SUPPLIERS, TO YOU IS LIMITED TO U.S. S100.00.

= A laptop or PDA with WLAN capabilities (802.11b). This functionality may be built into your device, or is supplemented with a wireless PCMCIA
card.
m After enabling your wireless device, you may need to set your S3ID to guestnet with no WEP (WindowsXP and Pocket PC should autodetect

= Web Browser software. You can use any standard internet browser such as Metscape or Internat Explorer, on any operating system.

= Launch your web browser in any of our wireless enabled areas and you will be redirected to the Cisco Wireless Guest Access webpage.
= Simply enter the required information, scroll down and click “Agree’ to accept the terms and conditions. On the next page, enter your Access

NOTE: Please note that the Cisco Guest Hotspot service provides unencrypted access to the public Internet. You may wish to use VPN or encryption

(1) the WLAN service providas unancrypted wireless access to the Internet, and sgree you are responslble for the secunty of your system and any
Iranammisaiens you make or racelve; and (i) that you undsrstand the risks of unsncrypted access to the Iaternet, snd will take any hecsssary sesuflty

;
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Guest picks up Broadcast SSID “guestnet”

J Address :ﬁj https:)}ams-cam-bbsm-inside, cisco, comnyekankmn) AccessCodelegal. asp

=10l x|

Guest launches browser

Cisco Wireless Guest Internet Access

Welcome to Cisco's High Speed Internet Access

This service allows you to access the Inter

[f Cisco has not authorized vou to access this service, you must logout immediately.

and protecting your system with a firewall and robust user authentication.

2. You agree that your activities on the WLAMN shall not:

|-.é:| Dware

o yal can use yvour VPN clientto access
yvour hotme office. GueSt enters
Flease enteryour name below, then click real user name
Full Mame John Srith

Access to the Cisco GuestWireless Local Area Metwark (WLAR)Y service is provided for the use of authorized users only.

Authorized users must read, agree with and accept all of the terms and conditions contained in this notice before using the WLAN

1. Ciscois providing you access to our GuestWLAN as a complimentary senice farwour convenience during your wisit at Cisco. You
acknowledoe that (i) the WLAN service provides smercrypled wireless access to the Internet, and agree you are responsible for the
security of your system and any transmissions you make or receive; and (i that you understand the risks of unencrypted access to
the Internet, and will take any necessany security precautions, including encrypting confidential transmissions, backing up any data

A1 introduce any virlses, Trojan horses, worms, time bombs, cancelbots, other computer programming routines that may damage,
detrimentally interfere with, surreptitiously intercept or expropriate any system, data or personal information;

l_ l_ E 4 Internet

[
/




4 Wireless Guest Access - Microsoft Internet Explorer

J File Edit Wiew Faworites Tools  Help |

J.ﬁ.gdress ﬂj https: /i ams-cam-bbsm-inside, cisco, comjekankm)access_odelegal. asp j ﬁG':'

by create any liahility for us aor cause us to lose (inwhale or in par the services of aur suppliers;

c1 o winlate any law, statute, ordinance or regulation (ncluding, but not limited to, those governing export cantral, consumer protection,
unfair competition, antidiscrimination or false adverising);

i be defamatory, trade libelous, unlawfully threatening or harassing,
&) heaohscene or contain child pornography;
I infringe any third party's copyright, patent, trademark, trade secret or other proprietary rights; ar
o) invaolve any attemptto access any data or systerm which vou are not authorized to access.
3. Cisco routinely monitars and logs communications over its netwarks for security, performance, and other purposes. Thus, you
acknowledge and agree that Cisco may access, monitor, audit, intercept and disclose any such communications, data ar

infarmatian.

4, You agree that Cisco may not make certain Internet services available, and may revaoke your access to this WLARN at any time for any
reason with arwithout notice.

5. AS A COMPLIMENTARY SERVICE, THIS WLAN IS PROVIDED "AS-1S" AND "WHERE-IS,"WITHOUT AMY WARRAMTIES, EXFRESSE
OF IMPLIED.

B, CUR LIABILITY, AMD THE LIABILITY OF QUR SUBSIDIARIES, OFFICERS, DIRECTORS, EMPLOYEES, ARMD SUPFLIERS, TO Y 0L S
LIMITED T ikl

Guest reads legal banner
and clicks “Agree”

Clicking Di=Magg il close the windgs

Close Window

[l
@ 19092-2003 Cisco Systems, Inc. All rights resenved. Important Motices, Privacy Statement, and Trademanres of Cisco Systemns, Inc.

/&) Done I_ I_ E |4 Irkernet
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<} wireless Guest Access - Microsoft Internet Explorer

J File Edit Wiew Faworites Tools  Help

=10l x|

J Address I@ https: /i ams-carm-bbsm-inside, cisco, comjekgnkm)AccessCodeStart, asp

.'I'.'I|.ClnseWndnw
CISCO

Cisco Wireless Guest Internet Access

Welcome to Cisco's High Speed Internet Access

Please enter your access code.

Full Mame: John Smith
Access Code; |kdnB?El

Submit |

Cloze Window
fim

|@ Dane

@ 1992-2003 Cisco Systems, Ine. All rights resenved. Important Motices, Privacy Statement, and Trademars of Cisca Systems, Inc.
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/= Cisco Systems, Inc - Windows Internet Explrer

Guest is granted

VNG (B bt feewew cisco.cormyf

Internet access

Mobility Solutions

Your business moves with you.

# Find out how

Laarn how to create new possibilities.

Latest News
Podcast: A New Take on Fimmaking - 28 Mar 2007

Internz Help Ensure the 215 Initiative’s Sustainability -
29 Mar 2007

Reviewing the Global International Technelogy Report -
28 Mar 2007

View All Hews

Contacts & Feedback | Help | Site Map

Featured Product

&

View All Products

Cisco Digital Media Player
Reliable IP-bazed player

for on-premise

digital ignage dizplays.

Learn More

1992-2007 Cizco Systems Inc. All rightz rezerved. Terms & Cenditions | Privacy Statement | Cookie Pelicy | Trade

Fle Edit ‘iew _
3 T . -:' >
W [;‘.‘;‘!S Cisco Systems, Inc [ ‘ f2 -
Wiorldwide [change] Login | Register | About Cizco
i _
CISCO Search Go |
Solutions Products & Services Ordering Support Training & Events Partner Central

# Small & Medium Business
# Large Enterprise
» Service Provider

» Home & Home Office

Partner Locator

Find a Service Provider
Security Center
Documentation

Job Opportunities

RSS Feeds

Investor Relations
Dizcussion Forums

[ B A
| Test Your AY
Mobility Quotient b N |
*» Learn Motz o= \\P(

No wireless encryption

= L g

Guest should use VPN
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www.hotspot.cisco screenshot

NI
cisco

Guest Hotspof
~Access Codes Gener

INOTICES

* §51D Broadcast

In order to reduce DHCP issues, we have turned off the “guestnet™ 231D broadcast at some sites and plan to turn off this off at all Field Sales Offices
in the future. The Hotspot senvice is still available. Guests must hardcode ™guestnet™ in order to associate to our netwaorlk.

* Microsoft Windows Blue Screen of Death (B50D)

Some older wireless drivers are incompatible with our advanced wireless network. To resolve, download an updated driver from a different computer
and copy the driver over to the "faulty™ PC via a USB key (or similar}), and upgrade the driver.

Mote: You may need to disable the wireless device before boot up as some computers will automatically associate to our network when they boot up.

Site of Visit [ parth, WA v| Filter List: V||

Guest Information *Required Field

* First Mame

hotspot.cisco.com

* Company

| |
*LastMame | |
| |
| |

Sponsor (Cisco employee) can
create access code for guest

Email Address

Dates of Visit

Start Date 2007-APR-D2 \E CrYYY-MM-DD)

Start Time [700 ¥][am ] time is local to visitor Site
End Date [2007-APR-02 \E@ orrv-umm-oD)

End Time |?1}D—v|@| time is local o visitor Site
MOTE: Maximum Date range iz 7 days.

| subm |



http://www.hotspot.cisco/

To learn more about Cisco IT
experience with Cisco technologies
and solutions, visit
Cisco on Cisco: Inside Cisco IT

WWW.CISco.com/qgo/ciscolt



http://www.cisco.com/go/ciscoitatwork
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