The

Internet Protocol ;]

June 1998

Volume 1, Number 1

A Quarterly Technical Publication for
Internet and Intranet Professionals

In This Issue
From the Editor ...eeeeeeereennnnee. 1
What Is a VPN?-Part I ............ 2

SSL: Foundation for

Web Security....ceeeeveereneeenenne 20
Call for Papers .....cceeveereennene 30
Book Reviews .......ccccceeeeuennee 31
Fragments ......cccceeeeeveveernnneenn. 35

To reserve your complimentary
copy of the next issue of
The Internet Protocol Journal,

please complete and return the
attached postage-paid card.

FrRoM THE EDITOR

Welcome to the first edition of The Internet Protocol Journal (IP]).
This publication is designed to bring you in-depth technical articles on
current and emerging Internet and intranet technologies. We will
publish technology tutorials, as well as case studies on all aspects of
internetworking.

Our first article is a detailed look at Virtual Private Networks (VPNs).
Many organizations are turning to VPNs as a cost-effective way to
implement enterprise networking, but the industry has not yet settled
for a single approach, nor even a single definition of the VPN concept.
The article by Paul Ferguson and Geoff Huston is in two parts. Part II
will follow in our second issue, due out in September.

When the Internet Protocol suite (TCP/IP) was first designed, security
was not a major consideration. Indeed, the primary goal in the early
days of networking was sharing of information among academics and
researchers. Today, TCP/IP is being used for mission-critical appli-
cations and for the emerging area of electronic commerce. As a result,
security mechanisms are being added at all levels of the protocol stack.
In this issue, we take a closer look at the Secure Sockets Layer (SSL),
which is used for Web transactions. William Stallings explains how
SSL works and how it is becoming the standard for Web security.

If you want to learn about computer networks, many options are
available, including conferences, journals, standards documents, Web
sites, glossaries and, of course, books. Our Fragments page gives you
some pointers for further reading, and every issue will include at least
one book review.

A detailed description of the scope of this journal can be found on page
30 in our Call for Papers. We want your input in this new publication.
Please send comments, suggestions or questions to ipj@cisco.com.
You may also use this address to request a complimentary copy of the
next issue of IPJ. If you would like to write an article, send me e-mail
and I will send you author guidelines.

—Ole ]. Jacobsen, Editor and Publisher

ole@cisco.com



What Is a VPN? — Part

by Paul Ferguson, Cisco Systems
and Geoff Huston, Telstra

I

he term “VPN,” or Virtual Private Network, has become

almost as recklessly used in the networking industry as has

“QoS” (Quality of Service) to describe a broad set of problems
and “solutions,” when the objectives themselves have not been
properly articulated. This confusion has resulted in a situation where
the popular trade press, industry pundits, and vendors and consumers
of networking technologies alike generally use the term VPN as an
offhand reference for a set of different technologies. This article
provides a common-sense definition of a VPN, and an overview of
different approaches to building one.

“The wonderful thing about virtual private networks is that its myriad
definitions give every company a fair chance to claim that its existing
product is actually a VPN. But no matter what definition you
choose, the networking buzz-phrase doesn’t make sense. The idea is
to create a private network via tunneling and/or encryption over the
public Internet. Sure, it’s a lot cheaper than using your own frame
relay connections, but it works about as well as sticking cotton in
your ears in Times Square and pretending nobody else is around.” !

A Common-Sense Definition

As Wired Magazine notes in the quotation, the myriad definitions of a
VPN are less than helpful in this environment. Accordingly, it makes
sense to begin this examination of VPNs to see if it is possible to
provide a common-sense definition of a VPN. Perhaps the simplest
method of attempting to arrive at a definition for VPN is to look at
each word in the acronym individually, and then tie each of them
together in a simple, common-sense, and meaningful fashion.

Let’s start by examining the word “network.” This term is perhaps the
least difficult one for us to define and understand, because the
commonly accepted definition is fairly uncontroversial and generally
accepted throughout the industry. A network consists of any number
of devices that can communicate through some arbitrary method.
Devices of this nature include computers, printers, routers, and so
forth, and they may reside in geographically diverse locations. They
may communicate in numerous ways because the electronic signaling
specifications, and data-link, transport, and application-layer protocols
are countless. For the purposes of simplicity, let’s say that a “network”
is a collection of devices that can communicate in some fashion, and
can successfully transmit and receive data among themselves.

The term “private” is fairly straightforward, and is intricately related
to the concept of “virtualization” insofar as VPNs are concerned, as
we’ll discuss in a moment. In the simplest of definitions, “private”
means communications between two (or more) devices is, in some
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fashion, secret—that the devices that are not participating in the
“private” nature of communications are not privy to the com-
municated content, and that they are indeed completely unaware of
the private relationship altogether. Accordingly, data privacy and
security (data integrity) are also important aspects of a VPN that need
to be considered when implementing any particular VPN.

Another means of expressing this definition of “private” is through its
antonym, “public.” A “public” facility is one that is openly accessible,
and is managed within the terms and constraints of a common public
resource, often via a public administrative entity. By contrast, a
private facility is one where access is restricted to a defined set of
entities, and third parties cannot gain access. Typically, the private
resource is managed by the entities who have exclusive right of access.
Examples of this type of private network can be found in any
organizational network that is not connected to the Internet, or to any
other external organizational network, for that matter. These net-
works are private because there is no external connectivity, and thus
no external network communications.

Another important aspect of privacy in a VPN is through its technical
definition. For example, privacy in an addressing and routing system
means that the addressing used within a VPN community of interest is
separate and discrete from that of the underlying shared network, and
from that of other VPN communities. The same holds true for the
routing system used within the VPN and that of the underlying shared
network. The routing and addressing scheme within a VPN should, in
general, be self-contained, but this scenario degenerates into a
philosophical discussion of the context of the term “VPN.” Also, it is
worthwhile to examine the differences between the “peer” and
“overlay” models of constructing VPNs—both of which are discussed
in more detail later under the heading “Network-Layer VPNs.”

“Virtual” is a concept that is slightly more complicated. The New
Hacker’s Dictionary (formerly known as the Jargon File)?! defines
virtual as:

virtual /adj./ [via the technical term “virtual memory,” prob. from
the term “virtual image” in optics] 1. Common alternative to
{logical}; often used to refer to the artificial objects (like addressable
virtual memory larger than physical memory) simulated by a
computer system as a convenient way to manage access to shared
resources. 2. Simulated; performing the functions of something that
isn’t really there. An imaginative child’s doll may be a virtual
playmate. Oppose {real}.

Insofar as VPNs are concerned, the second definition is perhaps the
most appropriate comparison for virtual networks. The “virtual-
ization” aspect is one that is similar to what we briefly described
previously as private, but the scenario is slightly modified—the private
communication is now conducted across a network infrastructure that
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What Is a VPN? — Part |: continued

is shared by more than a single organization. Thus, the private
resource is actually constructed by using the foundation of a logical
partitioning of some underlying common, shared resource rather than
by using a foundation of discrete and dedicated physical circuits and
communications services. Accordingly, the private network has no
corresponding private physical communications system. Instead, the
private network is a virtual creation that has no physical counterpart.

The virtual communications between two (or more) devices is because
the devices that are not participating in the virtual communications are
not privy to the content of the data, and they are also altogether
unaware of the private relationships between the virtual peers. The
shared network infrastructure could, for example, be the global
Internet and the number of organizations or other users not
participating in the virtual network may literally number into the
thousands or even millions.

A VPN can also said to be a discrete networkB!:

(discrete \dis*crete"\, a. [L. discretus, p.p. of discernere. See Discreet.]
1. Separate; distinct; disjunct).

The discrete nature of VPNs allows both privacy and virtualization.
Although VPNs are not completely separate, intrinsically, the distinc-
tion is that they operate in a discrete fashion across a shared
infrastructure, providing exclusive communications environments that
do not share any points of interconnection.

The combination of these terms produces VPN—a private network,
where the privacy is introduced by some method of virtualization. A
VPN could be built between two end systems or between two
organizations, between several end systems within a single organi-
zation or between multiple organizations across the global Internet,
between individual applications, or any combination.

It should be noted that there is really no such thing as a nonvirtual
network, if the underlying common public transmission systems and
other similar public infrastructure components are considered to be
the base level of carriage of the network. What separates a VPN from
a truly private network is whether the data transits a shared versus a
nonshared infrastructure. For instance, an organization could lease
private line circuits from various telecommunications providers and
build a private network on the base of these private circuit leases, but
the circuit-switched network owned and operated by the tele-
communications companies are actually circuits connected to their
Digital Access and Crossconnect Systems (DACSs) network and sub-
sequently their fiber-optics infrastructure. This infrastructure is shared
by any number of organizations through the use of multiplexing
technologies. Unless an organization is actually deploying private fiber
and layered transmission systems, any network is layered with
“virtualized” connectivity services in this fashion.
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A VPN doesn’t necessarily mean communications isolation, but rather
the controlled segmentation of communications for communities of
interest across a shared infrastructure.

The common and somewhat formal characterization of the VPN, and
perhaps the most straightforward and strict definition, follows:

A VPN is a communications environment in which access is
controlled to permit peer connections only within a defined com-
munity of interest, and is constructed though some form of
partitioning of a common underlying communications medium,
where this underlying communications medium provides services
to the network on a nonexclusive basis.

A simpler, more approximate, and much less formal description follows:

A VPN is private network constructed within a public network
infrastructure, such as the global Internet.

It should also be noted that although VPNs may be constructed to
address any number of specific business needs or technical require-
ments, a comprehensive VPN solution provides support for dial-in
access, support for multiple remote sites connected by leased lines (or
other dedicated means), the ability of the VPN service provider (SP) to
“host” various services for the VPN customers (for example, Web
hosting), and the ability to support not just intra-, but also inter-VPN
connectivity, including connectivity to the global Internet.

VPN Motivations

There are several motivations for building VPNs, but a common
thread is that they all share the requirement to “virtualize” some
portion of an organization’s communications—in other words, make
some portion (or perhaps all) the communications essentially “invi-
sible” to external observers, while taking advantage of the efficiencies
of a common communications infrastructure.

The base motivation for VPNs lies in the economics of com-
munications. Communications systems today typically exhibit the
characteristic of a high fixed-cost component, and smaller variable-
cost components that vary with the transport capacity, or bandwidth,
of the system. Within this economic environment, it is generally
financially attractive to bundle numerous discrete communications
services onto a common, high-capacity communications platform,
allowing the high fixed-cost components associated with the platform
to be amortized over a larger number of clients. Accordingly, a
collection of virtual networks implemented on a single common
physical communications plant is cheaper to operate than the
equivalent collection of smaller, physically discrete communications
plants, each servicing a single network client.

THE INTERNET PROTOCOL JOURNAL

5



What Is a VPN? — Part |: continued

Therefore, if aggregation of communications requirements leads to a
more cost-effective communications infrastructure, why not pool all
these services into a single public communications system? Why is there
still the requirement to undertake some form of partitioning within this
common system that results in these “virtual private” networks?

In response to this question, the second motivation for VPN is that of
communications privacy, where the characteristics and integrity of com-
munications services within one closed environment is isolated from all
other environments that share the common underlying plant. The level
of privacy depends greatly on the risk assessment performed by the
subscriber organization—if the requirement for privacy is low, then the
simple abstraction of discretion and network obscurity may serve the
purpose. However, if the requirement for privacy is high, then there is a
corresponding requirement for strong security of access and potentially
strong security applied to data passed over the common network.

History

This article cannot do justice to the concept of VPNs without some
historical perspective, so we need to look at why VPNs are an
evolving paradigm, and why they will continue to be an issue of con-
fusion, contention, and disagreement. This examination is important
because opinions on VPN solutions are quite varied, as well as how
they should be approached.

Historically, one of the precursors to the VPN was the Public Data
Network (PDN), and the current familiar instance of the PDN is the
global Internet. The Internet creates a ubiquitous connectivity para-
digm, where the network permits any connected network entity to
exchange data with any other connected entity. The parallels with the
global Public Switched Telephone Network (PSTN) are, of course, all
too obvious—where a similar paradigm of ubiquitous public access is
the predominate characteristic of the network.

The Public Data Network has no inherent policy of traffic segregation,
and any modification to this network policy of permitting ubiquitous
connectivity is the responsibility of the connecting entity to define and
enforce. The network environment is constructed using a single
addressing scheme and a common routing hierarchy, which allows the
switching elements of the network to determine the location of all
connected entities. All these connected entities also share access to a
common infrastructure of circuits and switching.

However, the model of ubiquity in the “Internet PDN” does not match
all potential requirements, especially the need for data privacy. For
organizations that wish to use this public network for private purposes
within a closed set of participants (for example, connecting a set of
geographically separated offices), the Internet is not always a palatable
possibility. Numerous factors are behind this mismatch, including
issues of Quality of Service (QoS), availability and reliability, use of
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public addressing schemes, use of public protocols, site security, and
data privacy and integrity (the possibility of traffic interception).
Additionally, a corporate network application may desire more strin-
gent levels of performance management than are available within the
public Internet, or indeed may wish to define a management regime
that differs from that of the underlying Internet PDN.

Service-Level Agreements

It is worthwhile at this point to briefly examine the importance of
Service-Level Agreements (SLAs) in regards to the deployment of
VPNs. SLAs are negotiated contracts between VPN providers and
their subscribers; they contain the service criteria to which the
subscriber expects specific services to be delivered. The SLA is argu-
ably the only binding tool at the subscriber’s disposal with which to
ensure that the VPN provider delivers the service(s) to the level and
quality as agreed, and it is in the best interest of the subscribers to
monitor the criteria outlined in the SLA for compliance. However,
SLAs present some challenging technical issues for both the provider
and the subscriber.

For the subscriber, the challenge is to devise and operate service
measurement tools that can provide a reasonable indication as to what
extent the SLA is being honored by the provider. Also, it should be
noted that a subscriber may use an SLA to bind one or more providers
to a contractual service level, but if the subscriber’s VPN spans
multiple providers” domains, the SLA must also encompass the issue of
provider interconnection and the end-to-end service performance.

For the provider, the challenge lies in honoring multiple SLAs from a
number of service providers. In the case of an Internet PDN provider,
the common mode of best-effort service levels is not conducive to
meeting SLAs, given the unpredictable nature of the host’s resource
allocation mechanisms. In such environments, the provider either has
to ensure that the network is generously engineered in terms of the
ratio of subscriber access capacity to internal switching capacity, or
the provider can deploy service differentiation structures to ensure
that minimum resource levels are allocated to each SLA subscriber. It
must be noted that the former course of action does tend to reduce the
benefit of aggregation of traffic, which in turn has an ultimate cost
implication, while the latter course of action has implications in terms
of operational management complexity and scalability of the network.

Alternatives to the VPN

The alternative to using the Internet as a VPN today is to lease cir-
cuits, or similar dedicated communications services, from the public
network operators (the local telephone company in most cases), and
create a completely private network. It is a layering convention that
allows us to label this as “completely private,” because these dedi-
cated communications services are (at the lower layers of the protocol
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What Is a VPN? — Part |: continued

stack) again instances of virtual private communications systems
constructed atop a common transmission bearer system. Of course,
this scenario is not without precedent, and it must be noted that most
of the early efforts in data networking, and many of the current data
networking architectures, do not assume a deployment model of
ubiquitous public access.

It is interesting to note that this situation is odd, when you consider
that the inherent value of an architecture where ubiquitous public
access over a chaotic collection of closed private networks had been
conclusively demonstrated in the telephony marketplace since the start
of the 20th century. Although the data communications industry
appears to be moving at a considerable technological pace, the level of
experiential learning, and consequent level of true progress as distinct
from simple motion, still leaves much to be desired!

Instead of a public infrastructure deployment, the deployment model
used has been that of a closed (or private) network environment
where the infrastructure, addressing scheme, management, and ser-
vices were dedicated to a closed set of subscribers. This model
matched that of a closed corporate environment, where the network
was dedicated to serve a single corporate entity as the sole client. This
precursor to the VPN, which could be called the private data network,
was physically constructed using dedicated local office wiring and
dedicated leased circuits (or private virtual circuits from an underlying
switching fabric such as X.25) to connect geographically diverse sites.

However, this alternative does have an associated cost, in that the
client now has to manage the network and all its associated elements,
invest capital in network switching infrastructure, hire trained staff,
and assume complete responsibility for the provisioning and ongoing
maintenance of the network service. Such a dedicated use of transport
services, equipment, and staff is often difficult to justify for many
small-to-medium sized organizations, and whereas the functionality of
a private network system is required, the expressed desire is to reduce
the cost of the service through the use of shared transport services,
equipment, and management. Numerous scenarios can address this
need, ranging from outsourcing the management of the switching
elements of the network (managed network services), to outsourcing
the capital equipment components (leased network services), to
outsourcing the management, equipment, and transport elements to a
service provider altogether.

An Example VPN

In the simple example illustrated in Figure 1, Network “A” sites have
established a VPN (depicted by the dashed lines) across the service
provider’s backbone network, where Network “B” is completely un-
aware of its existence. Both Networks “A” and “B” can harmoniously
coexist on the same backbone infrastructure.

THE INTERNET PROTOCOL JOURNAL

8



Figure 1:

A Virtual Private
Network of

“A” Sites

D A

Service Provider Network A Network B

Backbone Router

This type of VPN is, in fact, the most common type of VPN—one that
has geographically diverse subnetworks that belong to a common ad-
ministrative domain, interconnected by a shared infrastructure outside
their administrative control (such as the global Internet or a single
service provider backbone). The principal motivation in establishing a
VPN of this type is that perhaps most of the communications between
devices within the VPN community may be sensitive (again, a decision
on the level of privacy required rests solely on a risk analysis per-
formed by the administrators of the VPN), yet the total value of the
communications system does not justify the investment in a fully pri-
vate communications system that uses discrete transmission elements.

On a related note, the level of privacy that a VPN may enjoy depends
greatly on the technology used to construct the VPN. For example, if
the communications between each VPN subnetwork (or between each
VPN host) is securely encrypted as it transits the common com-
munications infrastructure, then it can be said that the privacy aspect
of the VPN is relatively high.

In fact, the granularity of a VPN implementation can be broken down
further to a single end-to-end, one-to-one connectivity scenario.
Examples of these types of one-to-one VPNs are single dialup users
who establish a VPN connection to a secure application, such as an
online banking service, or a single user establishing a secure, encrypted
session between a desktop and server application, such as a pur-
chasing transaction conducted on the World Wide Web. This type of
one-to-one VPN is becoming more and more prevalent as secure
electronic commerce applications become more mature and are
further deployed in the Internet. (See article starting on page 20.)
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What Is a VPN? — Part |: continued

It is interesting to note that the concept of virtualization in networking
has also been considered in regard to deploying both research and
production services on a common infrastructure. The challenge in the
research and education community is one in which there is a need to
satisfy both network research and production requirements. VPNs
have also been considered as a method to segregate traffic in a
network such that research and production traffic behave as “ships in
the night,” oblivious to one another’s existence, to the point that
major events (for example, major failures, instability) within one
community of interest are completely transparent to the other. This
concept is further documented in MORPHnet!*..

It should also be noted that VPNs may be constructed to span more
than one host communications network, so that the “state” of the
VPN may be supported on one or more VPN provider networks. This
scenario is perhaps at its most robust when all the providers explicitly
support the resultant distributed VPN environment, but other
solutions that do not necessarily involve knowledge of the overlay
VPN are occasionally deployed with mixed results.

Types of VPNs

The confusion factor comes into play in the most basic discussions
regarding VPNs, principally because there are actually several
different types of VPNs, and depending on the functional require-
ments, several different methods of constructing each type of VPN are
available. The process of selection should include consideration of
what problem is being solved, risk analysis of the security provided by
a particular implementation, issues of scale in growing the size of the
VPN, and the complexity involved in implementation of the VPN, as
well as ongoing maintenance and troubleshooting.

To simplify the description of the different types of VPNs, they are
broken down in this article into categories that reside in the different
layers of the TCP/IP protocol suite; Link Layer, Network Layer,
Transport Layer, and Application Layer.

Network-Layer VPNs

The network layer in the TCP/IP protocol suite consists of the IP
routing system—how reachability information is conveyed from one
point in the network to another. There are a few methods to construct
VPNs within the network layer—each is examined in the following
paragraphs. A brief overview of non-IP VPN is provided in Part II of
this article.

A brief overview of the differences in the “peer” and “overlay” VPN
models is appropriate at this point. Simply put, the “peer” VPN model
is one in which the network-layer forwarding path computation is
done on a hop-by-hop basis, where each node in the intermediate data
transit path is a peer with a next-hop node. Traditional routed net-
works are examples of peer models, where each router in the network
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Figure 2:
A Cut-Through VPN

path is a peer with its next-hop adjacencies. Alternatively, the
“overlay” VPN model is one in which the network-layer forwarding
path is not done on a hop-by-hop basis, but rather, the intermediate
link-layer network is used as a “cut-through” to another edge node on
the other side of a large cloud. Examples of “overlay” VPN models
include ATM, Frame Relay, and tunneling implementations.

Having drawn these simple distinctions between the peer and overlay
models, it should be noted that the overlay model introduces some
serious scaling concerns in cases where large numbers of egress peers
are required because the number of adjacencies increases in direct
proportion to the number of peers—the amount of computational and
performance overhead required to maintain routing state, adjacency
information, and other detailed packet forwarding and routing
information for each peer becomes a liability in very large networks. If
all the egress nodes in a cut-through network become peers in an effort
to make all egress nodes one “Layer 3” hop away from one another,
the scalability of the VPN overlay model is limited quite remarkably.

For example, as the simple diagram (Figure 2) illustrates, the routers
that surround the interior switched infrastructure represent egress
peers, because the switches in the core interior could be configured
such that all egress nodes are one Layer 3 hop away from one
another, creating what is commonly known as a “cut-through.” This
scenario forms the foundation of an overlay VPN model.

Router Switch
(Egress Point) (Cut-Through)

Alternatively, if the switches in the interior are replaced with routers,
then the routers positioned at the edge of the cloud become peers with
their next-hop router nodes, not other egress nodes. This scenario
forms the foundation of the peer VPN model.
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What Is a VPN? — Part |: continued

Figure 3:
Controlled Route
Leaking

Controlled Route Leaking

“Controlled route leaking” (or route filtering) is a method that could
also be called “privacy through obscurity” because it consists of
nothing more than controlling route propagation to the point that
only certain networks receive routes for other networks that are
within their own community of interest. This model can be considered
a “peer” model, because a router within a VPN site establishes a rout-
ing relationship with a router within the VPN provider’s network,
instead of an edge-to-edge routing peering relationship with routers in
other sites of that VPN. Although the common underlying Internet
generally carries the routes for all networks connected to it, this
architecture assumes that only a subset of such networks form a VPN.
The routes associated with this set of networks are filtered such that
they are not announced to any other set of connected networks, and
all other non-VPN routes are not announced to the networks of the
VPN. For example, in Figure 1, if the SP routers “leaked” routing
information received from one site in Network “A” to only other sites
in Network “A,” then sites not in Network “A” (for instance, sites in
Network “B”) would have no explicit knowledge of any other net-
works which where attached to the service provider’s infrastructure
(as shown in Figure 3). Given this lack of explicit knowledge of
reachability to any location other than other members of the same
VPN, privacy of services is implemented by the inability of any of the
VPN hosts to respond to packets which contain source addresses from
outside the VPN community of interest.

Route Filter to A1 Route Filter to A2
Permit: A2, A3, A4 Permit: A1, A3, A4

Router Filter to A3
¢ Permit: A1, A2, A4 ’
e

D ,
4 }

Route Filter to A4 A
Permit: A1, A2, A3
& A O

Service Provider Network B Network A VPN A
Backbone Router
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This use of partial routing information is prone to many forms of
misconfiguration. One potential problem with route leaking is that it
is extremely difficult, if not impossible, to prohibit the subscriber
networks from pointing default to the upstream next-hop router for
traffic destined for networks outside their community of interest.
From within the VPN subscriber’s context, this action may be
reasonable, in that “default” for the VPN is reachability to all other
members of the same VPN, and pointing a default route to the local
egress path is, within a local context, a reasonable move. Thus, it is no
surprise that this is a common occurrence in VPNs in which the
customer configures and manages the customer premise equipment
(CPE) routers. If the SP manages the configuration of the CPE routers,
then this is rarely a problem. Otherwise, the SP might be wise to place
traffic filters on first-hop routers to prohibit all traffic destined for
networks outside the VPN community of interest.

It should also be noted that this environment implicitly assumes a
common routing core. A common routing core, in turn, implies that
each VPN must use addresses that do not clash with those of any
other VPN on the same common infrastructure, and cannot announce
arbitrary private addresses into the VPN. Another, perhaps less
obvious, side effect of this form of VPN structure is that it is not
possible for two VPNs to have a single point of interconnection, nor is
it possible for a VPN to operate a single point of interconnection to
the public Internet in such an environment. (This single point would
be a so-called “gateway,” where all external traffic is passed through a
control point that can enforce some form of access policy and record a
log of external transactions.) The common routing core uses a single
routing paradigm, based solely on destination address.

It should also be noted that this requirement highlights one of the
dichotomies of VPN architectures. VPNs must assume that they
operate in a mutually hostile environment, where any vulnerability
that exposes the private environment to access by external third
parties may be exploited in a hostile fashion. However, VPNs rarely
are truly isolated communications environments, and typically all
VPNs do have some form of external interface that allows controlled
reachability to other VPNs and to the broader public data network.
The trade-off between secure privacy and the need for external access
is a constant feature of VPNs.

Implementation of inter-VPN connectivity requires the network to
route externally originated packets to the VPN interconnection point,
and if they are admitted into the VPN at the interconnection point,
the same packet may be passed back across the network to the
ultimate VPN destination address. Without the use of Network
Address Translation (NAT) technologies at the interconnection point
of ingress into the VPN, this kind of communications structure is
insupportable within this architecture (Figure 4).
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What Is a VPN? — Part |: continued

Figure 4:
Segregating VPN
traffic via address
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In general, the technique of supporting private communities of interest
simply by route filtering can at best be described as a primitive method
of VPN construction, which is prone to administrative errors, and
admits an undue level of insecurity and network inflexibility. Even with
comprehensive traffic and route filtering, the resulting environment is
not totally robust. The operational overhead required to support com-
plementary sets of traditional routing and traffic filters is a relevant
consideration, and this approach does not appear to possess the scaling
properties desirable to allow the number of VPNs to grow beyond the
bounds of a few hundred, using today’s routing technologies.

Having said that, however, a much more scalable approach is to use
Border Gateway Protocol (BGP) communities’®! as a method to
control route propagation. The use of BGP communities scales much
better than alternative methods with respect to controlling route
propagation and is less prone to human misconfiguration. Briefly, the
use of the BGP communities attribute allows a VPN provider to
“mark” BGP Network-Layer Reachability Information (NLRI) with a
community attribute, such that configuration control allows route
information to propagate in accordance with a community profile.

Because traffic from different communities of interest must traverse a
common shared infrastructure, there is no significant data privacy in
the portion of the network where traffic from multiple communities of
interest share the infrastructure. Therefore, it can be said that although
connected subnetworks—or rather, subscribers to the VPN service—
may not be able to detect the fact that there are other subscribers to
the service, multiple interwoven streams of subscriber data traffic pass
unprotected in the core of the service provider’s network.

Tunneling

Sending specific portions of network traffic across a tunnel is another
method of constructing VPNs. Some tunneling methods are more
effective than others. The most common tunneling mechanisms are
Generic Routing Encapsulation (GRE)!® tunneling between a source
and destination router, router-to-router or host-to-host tun-neling
protocols such as Layer 2 Tunneling Protocol (L2TP)”) and Poini-to-
Point Tunneling Protocol (PPTP)®), and Distance Vector Multicast
Routing Protocol (DVMRP)P! tunnels.
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Figure 5:
Tunneling across a
Service Provider

Tunneling can be considered an overlay model, but the seriousness of
the scaling impact depends on whether the tunnels are point-to-point
or point-to-multipoint. Point-to-point tunnels have fewer scaling
problems than do point-to-multipoint tunnels, except in situations
where a single node begins to build multiple point-to-point tunnels
with multiple endpoints. Although a linear scaling problem is intro-
duced at this point, the manageability of point-to-point tunnels lies
solely in the administrative overhead and the number of the tunnels
themselves. On the other hand, point-to-multipoint tunnels use “cut-
through” mechanisms to make greater numbers of endpoints one hop
away from one another and subsequently introduce a much more
serious scaling problem.

Although the Multicast Backbone (Mbone) itself could literally be
considered a global VPN, and although DVMRP tunnels are still
widely used by organizations to connect to the Mbone, it really is not
germane to the central topic of VPNSs, because the focus of this article
is on unicast traffic.

Traditional Modes of Tunneling

GRE tunnels, as mentioned previously, are generally configured
between a source (ingress) router and a destination (egress) router,
such that packets designated to be forwarded across the tunnel
(already formatted with an encapsulation of the data with the
“normal” protocol-defined packet header) are further encapsulated
with a new header (the GRE header), and placed into the tunnel with
a destination address of the tunnel endpoint (the new next-hop).
When the packet reaches the tunnel endpoint, the GRE header is
stripped away, and the packet continues to be forwarded to the
destination, as designated in the original IP packet header (Figure 5).

Tunnel to A2: Tunnel to A1:
Endpoint SP2 Endpoint SP1

B
sP1 sp sp2

GRE tunnels are generally point-to-point—that is, there is a single
source address for the tunnel and usually only a single destination
tunnel endpoint. However, some vendor implementations allow the
configuration of point-to-multipoint tunnels—that is, a single source
address and multiple destinations. Although this implementation is
generally used in conjunction with Next Hop Resolution Protocol
(NHRP)!191] the effectiveness and utility of NHRP is questionable and
should be tested prior to deployment. It is also noteworthy that
NHRP is known to produce steady-state forwarding loops when used
to establish shortcuts between routers. In the scenario discussed
previously, NHRP is used for establishing shortcuts between routers.
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What Is a VPN? — Part |: continued

Tunnels, however, do have numerous compelling attractions when
used to construct VPNs. The architectural concept is to create VPNs
as a collection of tunnels across a common host network. Each point
of attachment to the common network is configured as a physical link
that uses addressing and routing from the common host network, and
one or more associated tunnels. Each tunnel endpoint logically links
this point of attachment to other remote points from the same VPN.
The technique of tunneling uses a tunnel egress address defined within
the address space of the common host network, whereas the packets
carried within the tunnel use the address space of the VPN, which in
turn constrains the tunnel endpoints to be collocated to those points
in the network where the VPN and the host network interconnect.

Pros and Cons

The advantage of this approach is that the routing for the VPN is
isolated from the routing of the common host network. The VPNs can
reuse the same private address space within multiple VPNs without
any cross impact, providing considerable independence of the VPN
from the host network. This requirement is key for many VPNs in
that private VPNs typically may not use globally unique or coordi-
nated address space, and there is often the consequential requirement
to support multiple VPNs which independently use the same address
block. Such a configuration is not supportable within a controlled
route leakage VPN architecture. The tunnel can also encapsulate
numerous different protocol families, so that it is possible for a tunnel-
based VPN to mimic much of the functionality of dedicated private
networks. Again, the need to support multiple protocols in a format
which preserves the functionality of the protocol is a critical require-
ment for many VPN support architectures. This requirement is one in
which an IP common network with controlled route leakage cannot
provide such services, whereas a tunneling architecture can segment
the VPN-private protocol from the common host network. The other
significant advantage of the tunneled VPN is the segregation of the
common host routing environment with that of the VPN. To the
VPN, the common host network assumes the properties of numerous
point-to-point circuits, and the VPN can use a routing protocol across
the virtual network which matches the administrative requirements of
the VPN. Equally, the common host network can use a routing design
which matches the administrative requirements of the host network
(or collection of host networks), and is not constrained by the routing
protocols used by the VPN client networks.

Although it could be said that these advantages indicate that GRE
tunneling is the panacea for VPN design, using GRE tunnels as a
mechanism for VPNs does have several drawbacks, mostly with
regard to administrative overhead, scaling to large numbers of
tunnels, and QoS and performance.
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Since GRE tunnels must be manually configured, there is a direct
relationship to the number of tunnels that must be configured and the
amount of administrative overhead required to configure and maintain
them—each time the tunnel endpoints must change, and they must be
manually reconfigured. Also, although the amount of processing re-
quired to encapsulate a packet for GRE handling may appear to be
small, there is a direct relationship to the number of configured tunnels
and the total amount of processing overhead required for GRE encap-
sulation. Of course, tunnels can be structured to be triggered auto-
matically, but such an approach has numerous drawbacks that dictate
careful consideration of related routing and performance issues. The
worst end state of such automatic tunnel generation is that of a
configuration loop where the tunnel passes traffic over itself. It is
important, once again, to reiterate the impact of a large number of
routing peering adjacencies that result from a complete mesh of tunnels;
this scenario can result in a negative effect on routing efficiency.

An additional concern with GRE tunneling is the ability of traffic
classification mechanisms to identify traffic with a fine enough level of
granularity, and not become a hindrance to forwarding performance.
If the traffic classification process used to identify packets (that are to
be forwarded across the tunnel) interferes with the router’s ability to
maintain acceptable packet-per-second forwarding rates, then this
becomes a performance liability.

Privacy of the network remains an area of concern because the tunnel
is still vulnerable—privacy is not absolute. Packets that use GRE
formatting can be injected into the VPN from third-party sources. To
ensure a greater degree of integrity of privacy of the VPN, it is
necessary to deploy ingress filters that are aligned to the configured
tunnel structure.

It is also necessary to ensure that the CPE routers are managed by the
VPN service provider, because the configuration of the tunnel end-
points is a critical component of the overall architecture of integrity of
privacy. However, most VPN service providers are reluctant to add
CPE equipment to their asset inventory and undertake remote
management of such CPE equipment, due to the high operational
overheads and poor capital efficiencies which are typical of CPE de-
ployment. Arguably, one might suggest that having a dedicated CPE
router defeats one of the basic premises of constructing a VPN—the use
of shared infrastructure as a way to reduce the overall network cost.

It should be noted that VPNs can be constructed using tunnels without
the explicit knowledge of the host network provider, and the VPN can
span numerous host networks without any related underlying agree-
ments between the network operators to mutually support the overlay
VPN. Such an architecture is little different from provider-operated
VPN architecture; the major difference lies in the issue of traffic and
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performance engineering, and the administrative boundary of the
management of the VPN overlay. Independently configured VPN
tunnels can result in injection of routes back into the VPN in a remote
location, a scenario that can cause traffic to traverse the same link
twice, once in an unencapsulated format and again within a tunnel.
This situation can then lead to adverse performance impacts.

It is also true that the overlay VPN model has no control over which
path is taken in the common host network, nor the stability of that
path. This scenario can then lead to adverse performance impacts on
the VPN. Aside from the technology aspects of this approach, the
major issue is one of whether the VPN management is outsourced to
the network provider, or undertaken within administrative functions
of the VPN. One of the more serious considerations in building a
VPN on tunneling is that there is virtually no way to determine the
cost of the route across a tunnel, because the true path is masked by
the cut-through nature of the tunnel. This situation could ultimately
result in highly suboptimal routing, meaning that a packet could take
a path determined by the cut-through mechanism that is excessively
suboptimal, while native per-hop routing protocols might find a much
more efficient method to forward the packets to their destinations.

Conclusion

So far in our discussion of VPNs, we have introduced a working
definition of the term “Virtual Private Network” and discussed the
motivations behind the adoption of such networks. We have outlined
a framework for describing the various forms of VPNs, and then
examined numerous network-layer VPN structures, in particular, that
of controlled route leakage and tunneling techniques.

In Part IT we will continue this examination of network-layer VPN,
including virtual private dial networks and network-layer encryption.
In addition, we will examine link-layer VPNs that use ATM and
Frame Relay substrates, and also look at switching and encryption
techniques, and issues concerning QoS and non-IP VPNs.
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SSL: Foundation for Web Security

by William Stallings

individuals now have Web sites. The number of individuals and

companies with Internet access is expanding rapidly, and all of
them have graphical Web browsers. As a result, businesses are
enthusiastic about setting up facilities on the Web for electronic
commerce. But the reality is that the Internet and the Web are
extremely vulnerable to compromises of various sorts. As businesses
utilize the Internet for more than information dissemination, they will
need to use trusted security mechanisms.

‘ J irtually all businesses, most government agencies, and many

An increasingly popular general-purpose solution is to implement
security as a protocol that sits between the underlying transport
protocol (TCP) and the application. The foremost example of this
approach is the Secure Sockets Layer (SSL) and the follow-on Internet
standard of SSL known as Transport Layer Security (TLS). At this
level, there are two implementation choices. For full generality, SSL (or
TLS) could be provided as part of the underlying protocol suite and
therefore be transparent to applications. Alternatively, SSL can be
embedded in specific packages. For example, Netscape and Microsoft
Explorer browsers come equipped with SSL, and most Web servers
have implemented the protocol. Although it is possible to use SSL for
applications other than Web transactions, its use at present is typically
as part of Web browsers and servers and hence limited to Web traffic.
Most of this article deals with the technical details of SSL; the status of
TLS is described at the end.

If you have viewed an HTML source document, you have seen that the
links are referenced with HREF=<URL> within an anchor (A) tag. In
most cases, the reference is to another document through the use of the
Hyper Text Transfer Protocol, or HTTP. For this, the browser initiates
one or more sessions to the destination port of TCP/80 (the well-
known port for HTTP) on the server. In some cases, a plug-in can be
called, and data specific to that plug-in can be transferred to or from
the browser. For that, the browser would initiate a session to the well-
known TCP port of the plug-in. SSL is called when the reference starts
like the following: HREF="https://.. By calling “https” within the
browser, it is mandating that the data be transferred through the use of
SSL. By clicking on this hot link, the browser initiates a session to the
server on port TCP/443. SSL attempts to negotiate a secure link and
transfers the data across it. If the negotiation fails, no data is
transferred. The browser usually indicates that a secure connection has
been requested. Netscape Navigator version 3 indicates this with a blue
border around the page and a highlighted key in the lower left corner.
Netscape Communicator version 4 displays this with a closed padlock
in a lower status window. Microsoft’s Internet Explorer indicates it
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with a padlock in a lower information window. Display of these signs
indicates that the information within the browser window has been
delivered through the security of SSL.

SSL was originated by Netscape. Version 3 of the protocol was
designed with public review and input from industry and was published
as an Internet Draft document. Subsequently, when a consensus was
reached to submit the protocol for Internet standardization, the TLS
working group was formed within the Internet Engineering Task Force
(IETF) to develop a common standard. The current work on TLS is
aimed at producing an initial version as an Internet Standard. This first
version of TLS can be viewed as essentially an SSLv3.1, and is very
close to SSLv3. TLS includes a mechanism by which a TLS entity can
back down to the SSLv3.0 protocol; in that sense, TLS is backward
compatible with SSL.

SSL Architecture

SSL is designed to make use of TCP to provide a reliable end-to-
end secure service. SSL is not a single protocol but rather two
layers of protocols.

The SSL Record Protocol provides basic security services to various
higher-layer protocols. In particular, the HTTP, which provides the
transfer service for Web client/server interaction, can operate on top of
SSL. Three higher-layer protocols are defined as part of SSL: the
Handshake Protocol, the Change CipherSpec Protocol, and the Alert
Protocol. These SSL-specific protocols are used in the management of
SSL exchanges.

Two important SSL concepts are the SSL session and the SSL
connection, which are defined in the specification as follows:

* Connection: A logical client/server link that provides a suitable type
of service. For SSL, such connections are peer-to-peer relationships.
The connections are transient. Every connection is associated with
one session.

® Session: An association between a client and a server. Sessions are
created by the Handshake Protocol. Sessions define a set of crypto-
graphic security parameters, which can be shared among multiple
connections. Sessions are used to avoid the expensive negotiation of
new security parameters for each connection.

Between any pair of parties (applications such as HTTP on client and
server), there may be multiple secure connections. In theory, there may
also be multiple simultaneous sessions between parties, but this feature
is not used in practice.
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SSL: Foundation for Web Security: continued

Several states are associated with each session. When a session is
established, there is a current operating state for both read and write
(that is, receive and send). In addition, during the Handshake Protocol,
pending read and write states are created. Upon successful conclusion
of the Handshake Protocol, the pending states become the current
states. A session state is defined by the following parameters
(definitions taken from the SSL specification):

Session identifier: An arbitrary byte sequence chosen by the server to
identify an active or resumable session state.

Peer certificate: An X509.v3 certificate of the peer. This element of
the state may be null.

Compression method: The algorithm used to compress data prior to
encryption.

CipherSpec: Specifies the bulk data encryption algorithm (such as
DES) and a hash algorithm (such as MDS5 or SHA-1). It also defines
cryptographic attributes such as the hash size.

Master secret: 48-byte secret shared between the client and server.

Is resumable: A flag indicating whether the session can be used to
initiate new connections.

A connection state is defined by the following parameters:

Server and client random: Byte sequences that are chosen by the
server and client for each connection.

Server write MAC secret: The secret key used in MAC operations on
data sent by the server.

Client write MAC secret: The secret key used in MAC operations on
data sent by the client.

Server write key: The conventional encryption key for data
encrypted by the server and decrypted by the client.

Client write key: The conventional encryption key for data
encrypted by the client and decrypted by the server.

Initialization vectors: When a block cipher in CBC mode is used, an
initialization vector (IV) is maintained for each key. This field is first
initialized by the SSL Handshake Protocol. Thereafter the final
ciphertext block from each record is preserved for use as the IV for
the next record.

Sequence numbers: Each party maintains separate sequence numbers
for transmitted and received messages for each connection. When a
party sends or receives a change CipherSpec message, the appropriate
sequence number is set to zero.
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Figure 1:
SSL Record Protocol
Operation

SSL Record Protocol

The SSL Record Protocol provides two services for SSL connections:
confidentiality, by encrypting application data; and message integrity,
by using a message authentication code (MAC). The Record Protocol
is a base protocol that can be utilized by some of the upper-layer
protocols of SSL. One of these is the handshake protocol which, as
described later, is used to exchange the encryption and authentication
keys. It is vital that this key exchange be invisible to anyone who may
be watching this session.

Figure 1 indicates the overall operation of the SSL Record Protocol.
The Record Protocol takes an application message to be transmitted,
fragments the data into manageable blocks, optionally compresses the
data, applies a MAC, encrypts, adds a header, and transmits the
resulting unit in a TCP segment. Received data is decrypted, verified,
decompressed, and reassembled and then delivered to the calling
application, such as the browser.

Application
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The first step is fragmentation. Each upper-layer message is fragmented
into blocks of 2'* bytes (16,384 bytes) or less. Next, compression is
optionally applied. In SLLv3 (as well as the current version of TLS), no
compression algorithm is specified, so the default compression algo-
rithm is null. However, specific implementations may include a com-
pression algorithm.

The next step in processing is to compute a message authentication code
over the compressed data. For this purpose, a shared secret key is used.
In essence, the hash code (for example, MD35) is calculated over a com-
bination of the message, a secret key, and some padding. The receiver
performs the same calculation and compares the incoming MAC value
with the value it computes. If the two values match, the receiver is
assured that the message has not been altered in transit. An attacker
would not be able to alter both the message and the MAC, because the
attacker does not know the secret key needed to generate the MAC.
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SSL: Foundation for Web Security: continued

Next, the compressed message plus the MAC are encrypted using
symmetric encryption. A variety of encryption algorithms may be used,
including the Data Encryption Standard (DES) and triple DES.

The final step of SSL Record Protocol processing is to prepend a
header, consisting of the following fields:

e Content Type (8 bits): The higher-layer protocol used to process the
enclosed fragment.

® Major Version (8 bits): Indicates major version of SSL in use. For
SSLv3, the value is 3.

® Minor Version (8 bits): Indicates minor version in use. For SSLv3,
the value is 0.

e Compressed Length (16 bits): The length in bytes of the plain-text
fragment (or compressed fragment if compression is used).

The content types that have been defined are change_cipher_spec, alert,
handshake, and application_data. The first three are the SSL-specific
protocols, mentioned previously. The application-data type refers to
the payload from any application that would normally use TCP but is
now using SSL, which in turn uses TCP. In particular, the HTTP
protocol that is used for Web transactions falls into the application-
data category. A message from HTTP is passed down to SSL, which
then wraps this message into an SSL record.

Change CipherSpec Protocol

The Change CipherSpec Protocol is one of the three SSL-specific
protocols that use the SSL Record Protocol, and it is the simplest. This
protocol consists of a single message, which consists of a single byte
with the value 1. The sole purpose of this message is to cause the
pending state to be copied into the current state, which updates the
CipherSuite to be used on this connection. This signal is used as a
coordination signal. The client must send it to the server and the server
must send it to the client. After each side has received it, all of the
following messages are sent using the agreed-upon ciphers and keys.

Alert Protocol

The Alert Protocol is used to convey SSL-related alerts to the peer
entity. As with other applications that use SSL, alert messages are
compressed and encrypted, as specified by the current state.

Each message in this protocol consists of two bytes. The first byte
takes the value “warning” (1) or “fatal”(2) to convey the severity of
the message. If the level is fatal, SSL immediately terminates the
connection. Other connections on the same session may continue,
but no new connections on this session may be established. The
second byte contains a code that indicates the specific alert. An
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Figure 2:
Handshake Protocol
Action

example of a fatal message is illegal_parameter (a field in a hand-
shake message was out of range or inconsistent with other fields). An
example of a warning message is close_notify (notifies the recipient
that the sender will not send any more messages on this connection;
each party is required to send a close_notify alert before closing the
write side of a connection).

Handshake Protocol

The most complex part of SSL is the Handshake Protocol. This
protocol allows the server and client to authenticate each other and to
negotiate an encryption and MAC algorithm and cryptographic keys
to be used to protect data sent in an SSL record. The Handshake
Protocol is used before any application data is transmitted. The
Handshake Protocol consists of a series of messages exchanged by the
client and the server.

Figure 2 shows the initial exchange needed to establish a logical
connection between the client and the server. The exchange can be
viewed as having four phases.
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Phase 1 is used to initiate a logical connection and to establish the
security capabilities that will be associated with it. The exchange is
initiated by the client, which sends a client_hello message with the
following parameters:

 Version: The highest SSL version understood by the client.

® Random: A client-generated random structure, consisting of a 32-bit
timestamp and 28 bytes generated by a secure random number
generator. These values serve as nonces and are used during key
exchange to prevent replay attacks.

e Session ID: A variable-length session identifier. A nonzero value
indicates that the client wishes to update the parameters of an
existing connection or create a new connection on this session. A
zero value indicates that the client wishes to establish a new
connection on a new session.

e CipherSuite: A list that contains the combinations of crypto-
graphic algorithms supported by the client, in decreasing order
of preference. Each element of the list (each CipherSuite) defines
both a key exchange algorithm and a CipherSpec; these are
discussed subsequently.

e Compression Method: A list of the compression methods the
client supports.

After sending the client_hello message, the client waits for the
server_hello message, which contains the same parameters as the
client_hello message. For the server_hello message, the following
conventions apply. The Version field contains the lower of the version
suggested by the client and the highest version supported by the server.
The Random field is generated by the server and is independent of the
client’s Random field. If the SessionID field of the client was nonzero,
the same value is used by the server; otherwise the server’s SessionID
field contains the value for a new session. The CipherSuite field con-
tains the single CipherSuite selected by the server from those proposed
by the client. The Compression field contains the compression method
selected by the server from those proposed by the client.

The first element of the CipherSuite parameter is the key exchange
method (that is, the means by which the cryptographic keys for
conventional encryption and MAC are exchanged). The following key
exchange methods are supported:

® RSA: The secret key is encrypted with the receiver’s RSA public key.
A public-key certificate for the receiver’s key must be made available.

e Fixed Diffie-Hellman: This a Diffie-Hellman key exchange in which
the server’s certificate contains the Diffie-Hellman public parameters
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signed by the certificate authority (CA). That is, the public-key certi-
ficate contains the Diffie-Hellman public-key parameters. The client
provides its Diffie-Hellman public key parameters either in a certifi-
cate, if client authentication is required, or in a key exchange mes-
sage. This method results in a fixed secret key between two peers,
based on the Diffie-Hellman calculation using the fixed public keys.

e Ephemeral Diffie-Hellman: This technique is used to create
ephemeral (temporary, one-time) secret keys. In this case, the Diffie-
Hellman public keys are exchanged, and signed using the sender’s
private RSA or DSS key. The receiver can use the corresponding
public key to verify the signature. Certificates are used to authen-
ticate the public keys. This option appears to be the most secure of
the three Diffie-Hellman options because it results in a temporary,
authenticated key.

* Anonymous Diffie-Hellman: The base Diffie-Hellman algorithm is
used, with no authentication. That is, each side sends its public
Diffie-Hellman parameters to the other, with no authentication.
This approach is vulnerable to man-in-the-middle attacks, in which
the attacker conducts anonymous Diffie-Hellman exchanges with
both parties.

Following the definition of a key exchange method is the Cipher-
Spec, which indicates the encryption and hash algorithms and other
related parameters.

The server begins Phase 2 by sending its certificate, if it needs to be
authenticated; the message contains one or a chain of X.509 certi-
ficates. The certificate message is required for any agreed-on key
exchange method except anonymous Diffie-Hellman. Note that if fixed
Diffie-Hellman is used, this certificate message functions as the server’s
key exchange message because it contains the server’s public Diffie-
Hellman parameters.

Next, a server_key_exchange message may be sent, if it is required. It is
not required in two instances: (1) The server has sent a certificate with
fixed Diffie-Hellman parameters; or (2) RSA key exchange is to be used.

Next, a nonanonymous server (server not using anonymous Diffie-
Hellman) can request a certicate from the client. The certificate_request
message includes two parameters: certificate_type and certificate_
authorities. The certificate type indicates the type of public-key
algorithm. The second parameter in the certificate_request message is a
list of the distinguished names of acceptable certificate authorities.

The final message in Phase 2, and one that is always required, is the
server_done message, which is sent by the server to indicate the end of
the server hello and associated messages. After sending this message,
the server waits for a client response. This message has no parameters.
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SSL: Foundation for Web Security: continued

Upon receipt of the server_done message, the client should verify that
the server provided a valid certificate, if required, and check that the
server hello parameters are acceptable. If all is satisfactory, the client
sends one or more messages back to the server in Phase 3. If the server
has requested a certificate, the client begins this phase by sending a
certificate message. If no suitable certificate is available, the client sends
a no_certificate alert instead.

Next is the client_key_exchange message, which must be sent in this
phase. The content of the message depends on the type of key exchange.

Finally, in this phase, the client may send a certificate_verify message to
provide explicit verification of a client certificate. This message is only
sent following any client certificate that has signing capability (that is,
all certificates except those containing fixed Diffie-Hellman parameters).

Phase 4 completes the setting up of a secure connection. The client
sends a change_cipher_spec message and copies the pending Cipher-
Spec into the current CipherSpec. Note that this message is not
considered part of the Handshake Protocol but is sent using the
Change CipherSpec Protocol. The client then immediately sends the
finished message under the new algorithms, keys, and secrets. The
finished message verifies that the key exchange and authentication
processes were successful.

In response to these two messages, the server sends its own
change_cipher_spec message, transfers the pending to the current
CipherSpec, and sends its finished message. At this point the hand-
shake is complete and the client and server may begin to exchange
application layer data.

After the records have been transferred, the TCP session is closed.
However, since there is no direct link between TCP and SSL, the state
of SSL may be maintained. For further communications between the
client and the server, many of the negotiated parameters are retained.
This may occur if, in the case of Web traffic, the user clicks on
another link that also specifies HTTPs on the same server. If the
clients or servers wish to resume the transfer of records, they don’t
have to again negotiate encryption algorithms or totally new keys.
The SSL specifications suggest that the state information be cached for
no longer than 24 hours. If no sessions are resumed within that time,
all information is deleted and any new sessions have to go through the
handshake again. The specifications also recommend that neither the
client nor the server have to retain this information, and shouldn’t if
either of them suspects that the encryption keys have been com-
promised. If either the client or the server does not agree to resume the

session, for any reason, then both will have to go through the full
handshake.
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Transport Layer Security
TLS is an IETF standardization initiative whose goal is to produce an
Internet standard version of SSL. In fact, the charter for the TLS
working group states:

“The TLS working group is a focused effort on providing security
features at the transport layer, rather than general purpose security
and key management mechanisms. The standard track protocol
specification will provide methods for implementing privacy, authen-
tication, and integrity above the transport layer.”

This means that TLS can be used to provide security services to any
application that uses TCP or the User Datagram Protocol (UDP).
However, the driving force behind this work is to develop a
standardized version of SSL. Microsoft has indicated that TLS will go
into the next major version of its browser and Web server products, and
Netscape has made a similar commitment. With this kind of support, it
is likely that TLS will move quickly along the Internet Standards track.

The current draft version of TLS is very similar to SSLv3. TLS uses
slightly different cryptographic algorithms for such things as the MAC
function generation of secret keys. TLS also includes more alert codes.

SSL is already widely deployed and, under the name TLS, is moving
toward Internet standardization. It is the solution of choice for Web
transaction security.
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Call for Papers

The Internet Protocol Journal (IP]) is published quarterly by Cisco
Systems. The journal is not intended to promote any specific products
or services, but rather is intended to serve as an informational and
educational resource for engineering professionals involved in the
design, development, and operation of public and private internets and
intranets. The journal will carry tutorial articles (“What is...?”), as
well as implementation/operation articles (“How to...”). It will
provide readers with technology and standardization updates for all
levels of the protocol stack and serve as a forum for discussion of all
aspects of internetworking.

Topics include, but are not limited to:

e Access and infrastructure technologies such as: ISDN, Gigabit Ether-
net, SONET, ATM, xDSL, cable fiber optics, satellite, wireless, and
dial systems

® Transport and interconnection functions such as: switching, routing,
tunneling, protocol transition, multicast, and performance

¢ Network management, administration, and security issues, including:
authentication, privacy, encryption, monitoring, firewalls, trouble-
shooting, and mapping

® Value-added systems and services such as: Virtual Private Networks,
resource location, caching, client/server systems, distributed systems,
network computing, and quality of service

e Application and end-user issues such as: e-mail, Web authoring,
server technologies and systems, electronic commerce, and appli-
cation management

e Legal, policy, and regulatory topics such as: copyright, content
control, content liability, settlement charges, “modem tax,” and
trademark disputes in the context of internetworking

In addition to feature-length articles, IP] will contain standardization
updates, overviews of leading and bleeding-edge technologies, book
reviews, announcements, opinion columns, and letters to the Editor.

Cisco will pay a stipend of US$1000 for published, feature-length
articles. Author guidelines are available from Ole Jacobsen, the Editor
and Publisher of IP], reachable via e-mail at ole@cisco.com
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Book Reviews

Groupware

Groupware: Collaborative Strategies for Corporate LANs and Intranets,
by David Coleman, ISBN 0-13-727728-8, Prentice-Hall PTR, 1997,
http://www.prenhall.com.

Some areas of science provide very poor training for dealing with
primarily human processes. One might think that packet switching
would be an exception because it lives on the stochastic nature of
bursty communications. Because our knowledge of human and group
activity is, at best, characterized by statistical assessments, those work-
ing in networking should do well in understanding and dealing with the
unpredictable and human nature of communication, especially when it
involves using networks.

So much for theory. In general, the world of lower-level networking
has done little for the upper strata of computer-mediated human
communication, except to provide a platform for the work of others.
An apparent exception in the world of Internet technology is e-mail,
yet it actually serves more as proof of the problem than as an
exception. The basic facilities in Internet e-mail are the same today as
they were 25 years ago. As nice as they are, the word “basic” is
essential when characterizing them. Almost none of the Internet’s
standardized e-mail facilities are really targeted at providing automated
or structural support for the work of a group.

Groupware Defined

The collection of products and services designed to help people
collaborate via computer, by direct interaction, or by information
dissemination is called “groupware.” Coleman’s book is a revision of
Groupware: Technology and Applications. Written only 15 months
earlier, the world changed more than enough in that time to require the
revision. The first book had relatively little to say about the Internet,
whereas this new book tries mightily to factor it into the equation. The
result is a bit erratic, but the digressions serve to highlight how rapidly
things are changing, rather than to suggest looking elsewhere for a
better source on the topic.

The new book has an entirely different subtitle, giving a reasonable
sense that the content targets more an understanding of system
organization and function than detailed technical explanation. That’s
just fine, because the book really is not particularly technical. It covers
the requirements and functions for supporting activity by groups.

Downsizing and working remotely are two very strong driving forces
for increased use of groupware. This book is essentially an intro-
duction to concepts, functionality, and use of systems that attempt to
help staff members work together. Oddly, that does not only mean
working together when physically separated, because there is
discussion of meeting room assistance, such as with automated sense-
of-the-group tallying devices.
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Book Reviews: continued

Organization

The first two chapters introduce the topic, emphasizing that human
and group process concerns dominate the field and are intimately tied
to the aggressive efforts that organizations are making to run more
productively and, frequently, with fewer people. The third chapter
discusses functionality in terms of the World Wide Web. The book
reflects the current enthusiasm for the Web, sometimes to the
detriment of the appropriate use of messaging technology, although
messaging is more prevalent among groupware than other kinds of
commercial Internet systems.

The realm of groupware does not have a firm taxonomy. My own
synthesis includes: Message (text and document) Exchange, Forms
Exchange, Calendaring & Scheduling, Workflow, Presentations and
Interactive Meetings, and Document Development and Sharing. The
next six chapters cover the functional pieces of this groupware realm.

The next five chapters cover the major vendors of integrated group-
ware products: Lotus Notes, Novel GroupWise, TeamWARE, Hewlett-
Packard, and Oracle Interoffice. HP’s chapter discusses “strategy,”
suggesting the lack of a well-integrated product suite, but one more
survey of the terrain is nonetheless useful. And that, perhaps, is the
major reason for reading this book: It constantly emphasizes the
human and process-oriented aspect of organizational behavior and the
need to attend carefully both to the needs of the humans and the nature
of the processes. It is easy to understand that an improper travel
authorization, will bring an organization to its knees. It is easy to forget
that the system is used by humans who well might not want the added
complexity or rigidity of the system and who, therefore, must be part of
the design and adoption effort. In my opinion, the book takes a rather
more negative view about groupware acceptability than is necessary,
but then I like such technology, and the average worker in the average
organization does not.

The last six chapters of this book intermix case studies and Hahn, of
Collabra and Netscape, points the reader to Chapter 17, “Groupware &
Reengineering: The Human Side of Change.” Although one of the better
considerations of these issues in the book, it is far from the only one.

A Useful Survey
If you have little familiarity with these “upper level application” areas
of networking, the functionality, products, or use, then this book is a
good one to read. You will not learn much about the underlying
technology, nor will you be able to qualify as a “certified groupware
support engineer,” but you will obtain an extremely useful survey of
the field, and you will obtain it from the perspective of human and
organization use. As the Internet moves into the mass market, that
perspective is a good one.

—Dave Crocker

Brandenburg Consulting
dcrocker@brandenburg.com
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High-Speed Networks

High-Speed Networks: TCP/IP and ATM Design Principles,
by William Stallings, ISBN 0-13-525965-7 Prentice-Hall, 1997,
http://www.shore.net/~ws/HsNet.html

High-speed networks now dominate both the WAN and LAN markets.
In the WAN market, data networks have evolved from packet-
switching networks to ATM networks operating at 155 Mbps or more.
In the LAN market, the staple 10-Mbps Ethernet is being replaced with
100-Mbps Fast Ethernet, Gigabit Ethernet, and even Asynchronous
Transfer Mode (ATM) LANSs. This book provides a survey of high-
speed networks and the design issues related to them. Much of the
book is devoted to the study of various techniques aimed at reducing
network congestion.

Organization

The book is divided into seven sections. The first section deals with the
fundamentals: TCP/IP principles; packet switching and Frame Relay
networks; and internetworking principles. The second section provides
an overview of ATM and Fast and Gigabit Ethernet. These two
sections can easily be torn out of the book and serve as an excellent
primer on today’s modern networks. I am going to recommend to my
employer that they be made mandatory reading.

In the third section of the book, Stallings focuses on one treatment of
queueing theory, namely, how it is applied to modeling network
behavior. Stallings has an undeniable gift for taking large complicated
subjects and teaching the fundamentals, and then some, without
belittling the subject at hand or the reader. This book is witness to this
gift, and this chapter but one fine example. But once the reader has an
understanding of queueing theory, Stallings throws a wrench in the
gears. The chapter on self-similarity explains why traditional queuing
models are inadequate when trying to predict the performance of
Ethernet traffic and other self-similar streams. While this section is by
far the most theoretical, it is at the same time necessary for the reader’s
understanding of network performance, and while many readers may
not care to devote the time necessary to gain a complete understanding
of self-similarity, astute students are urged to invest in more than a
simple gloss-over of this section.

Having understood the basics of self-similarity, I hoped the fifth section
of the book, on network traffic management, would be addressed with
greater emphasis on delivering quality of service and the problems
related to self-similarity. Instead, the material is based on traditional
queueing models.

The fourth section, flow control, is divided into two categories. The
first, link control mechanisms, focuses on some of the performance
issues related to the use of Automatic Repeat Request (ARQ) link
control protocols. The second category, transport control mechanisms,
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concentrates on the TCP flow control mechanism. I expected to find
references to bugs in some TCP implementations exposed by high-
volume WWW servers, but didn’t. Stallings goes on to present an
overview of some of the performance issues of TCP over ATM. As
institutions begin upgrading their networks, this issue is sure to receive
a great deal of interest. The section concludes with a look at the Real-
Time Transport Protocol, another area sure to spark attention as the
need to move large multimedia data across WANSs, in real time,
becomes more relevant.

The sixth section of the book covers Internet routing protocols and
opens with a primer on graph theory. Four routing protocols (RIP,
OSPF, BGP, and IDRP) are covered. The section concludes with a
discussion of multicasting as an introduction to RSVP. This section
sparked my curiosity enough to call for a visit to the WWW site for
RSVP development.

Stallings shies away from directly addressing application-driven im-
provements aimed at increasing network performance. In today’s Web/
CGlI-driven world, I would expect this to be a topic of interest to
many. Perhaps this is a subject for another book. But the topic is not
entirely avoided. The last section of the book focuses on various
lossless and lossy compression techniques. The quirkiness of material
covered makes this section a darling.

Recommended

This book rates an A+. Unlike most books about computers being
published today, this book is neither superficial nor is it insulting to the
reader. It is intended for both professional and academic audiences.
Stallings’ desire to truly educate is apparent. This is not a book about
promoting the hype, this is a book about serious learning.

—Neophytos lacovou,

University of Minnesota

Academic & Distributed Computing Services
iacovoul@boombox.micro.umn.edu
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Fragments

The Fragments page is intended to provide you with updates and
pointers to information related to Internet technology developments.

The Future of the Domain Name System (DNS)

For more than a year, a debate has taken place regarding the future of
the DNS. In particular, the issue of competitive name registries,
possible addition of new global Top Level Domains (gTLDs) and the
future of the Internet Assigned Numbers Authority (IANA) have been
discussed. Information regarding the initial proposal can be found at:
http://www.gtld-mou.org/. The US Government has issued a so-
called Green Paper entitled “Technical Management of Internet
Names and Addresses.” The Green Paper and comments received on
this document can be found at:
http://www.ntia.doc.gov/ntiahome/domainname/

IETF and Related Links

The Internet Engineering Task Force (IETF) is responsible for the
development of standards for Internet technology. Membership to the
IETF is open and you can participate in person or subscribe to the IETF
mailing list. The IETF meets three times per year. For a list of future
meetings and other IETF information see: http://www.ietf.org.
On this website you will also find a number of links to organizations
which are related to the IETF in one way or another:

o The Internet Society (ISOC) and its annual INET conference.
o The Internet Architecture Board (IAB)

o The Internet Assigned Numbers Authority (IANA)

o The Internet Research Task Force (IRTF)

SIGCOMM

If you want to learn about the latest developments on the research side
of networking you should check out SIGCOMM, the Association for
Computing Machinery’s Special Interest Group on Communications.
You can find out more about the group and their annual conference at:
http://www.acm.org/sigcomm/sigcomm98

Send Us Your Comments!
We look forward to hearing your comments and suggestions regarding
anything you read in this publication. Send e-mail to: ipj@cisco.com.

This publication is distributed on an “as-is” basis, without warranty of any kind either
express or implied, including but not limited to the implied warranties of merchantability,
fitness for a particular purpose, or noninfringement. This publication could contain
technical inaccuracies or typographical errors. Later issues may modify or update
information provided in this issue. Neither the publisher nor any contributor shall have any
liability to any person for any loss or damage caused directly or indirectly by the
information contained herein.
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FrRoM TuHE EDITOR

We begin this issue with Part II of “What Is a VPN?” by Paul Ferguson
and Geoff Huston. In Part I they introduced a definition of the term “Vir-
tual Private Network” (VPN) and discussed the motivations behind the
adoption of such networks. They outlined a framework for describing
the various forms of VPNs, and examined numerous network-layer VPN
structures, in particular, that of controlled route leakage and tunneling. In
Part II the authors conclude their examination of VPNs by describing vir-
tual private dial networks and network-layer encryption. They also
examine link-layer VPNs, switching and encryption techniques, and
issues concerning Quality of Service and non-IP VPNE.

IP Multicast is an emerging set of technologies and standards that
allow many-to-many transmissions such as conferencing, or one-to-
many transmissions such as live broadcasts of audio and video over the
Internet. Kenneth Miller describes multicast in general, and reliable
multicast protocols and applications in particular. Although multicast
applications are primarily used in the research community today, this
situation is likely to change as the demand for Internet multimedia
applications increases and multicast technologies improve.

Successful deployment of networking technologies requires an under-
standing of a number of technology options ranging from wiring and
transmissions systems via switches, routers, bridges and other pure net-
working components, to networked applications and services. The
Internet Protocol Journal (IP]) is designed to look at all aspects of these
“building blocks.” This time, Thayumanavan Sridhar details some of
the issues in the evolution of Layer 2 and Layer 3 switches.

Interest in the first issue of IP] has exceeded our expectations, and hard
copies are almost gone. However, you can still view and print the issue
in PDF format on our Web site at www.cisco.com/ip3j. The current
edition is also available on the Web. If you want to receive our next
issue, please complete and return the enclosed card.

We welcome your comments, questions and suggestions regarding any-
thing you read in this journal. We are also actively seeking authors for
new articles. The Call for Papers and Author Guidelines can be found
on our Web page. Please send your comments to ipj@cisco.com

—Ole ]. Jacobsen, Editor and Publisher

ole@cisco.com



What Is a VPN? — Part

by Paul Ferguson, Cisco Systems
and Geoff Huston, Telstra

II

Private Network” (VPN), and discussed the motivations behind the

adoption of such networks. We outlined a framework for describ-
ing the various forms of VPNs, and then examined numerous network-
layer VPN structures, in particular, that of controlled route leakage and
tunneling techniques. We begin Part II with examining other network-
layer VPN techniques, and then look at issues that are concerned with
non-IP VPNs and Quality-of-Service (QoS) considerations.

I n Part I we introduced a working definition of the term “Virtual

Types of VPNs

This section continues from Part I to look at the various types of VPNs
using a taxonomy derived from the layered network architecture
model. These types of VPNs segregate the VPN network at the net-
work layer.

Network-Layer VPNs

A network can be segmented at the network layer to create an end-to-
end VPN in numerous ways. In Part I we described a controlled route
leakage approach that attempts to perform the segregation only at the
edge of the network, using route advertisement control to ensure that
each connected network received a view of the network (only peer net-
works). We pick up the description at this point in this second part of
the article.

Tunneling

As outlined in Part I, the alternative to a model of segregation at the
edge is to attempt segregation throughout the network, maintaining the
integrity of the partitioning of the substrate network into VPN compo-
nents through the network on a hop-by-hop basis. Part I examined
numerous tunneling technologies that can achieve this functionality.
Tunneling is also useful in servicing VPN requirements for dial access,
and we will resume the description of tunnel-based VPN at this point.

Virtual Private Dial Networks

Although several technologies (vendor-proprietary technologies as well
as open, standards-based technologies) are available for constructing a
Virtual Private Dial Network (VPDN), there are two principal meth-
ods of implementing a VPDN that appear to be increasing in
popularity—Layer 2 Tunneling Protocol (L2TP) and Point-to-Point
Tunneling Protocol (PPTP) tunnels. From an historical perspective,
L2TP is the technical convergence of the earlier Layer 2 Forwarding
(L2F) protocol specification and the PPTP protocol. However, one
might suggest that because PPTP is now being bundled into the desk-
top operating system of many of the world’s personal computers, it
stands to be quite popular within the market.
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Figure 1:

PPP Tunnel
Termination Model
of L2TP

Figure 2:

PPP Tunnel
Termination Model
of PPTP

At this point it is worthwhile to distinguish the difference between “cli-
ent-initiated” tunnels and “NAS-initiated” (Network Access Server,
otherwise known as a Dial Access Server) tunnels. The former is com-
monly referred to as “voluntary” tunneling, whereas the latter is com-
monly referred to as “compulsory” tunneling. In voluntary tunneling,
the tunnel is created at the request of the user for a specific purpose; in
compulsory tunneling, the tunnel is created without any action from the
user, and without allowing the user any choice in the matter.

L2TP, as a compulsory tunneling model, is essentially a mechanism to
“off-load” a dialup subscriber to another point in the network, or to
another network altogether. In this scenario, a subscriber dials into a
NAS, and based on a locally configured profile (or a NAS negotiation
with a policy server) and successful authentication, a L2TP tunnel is
dynamically established to a predetermined endpoint, where the sub-
scriber’s Point-to-Point Protocol (PPP) session is terminated (Figure 1).
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PPTP, as a voluntary tunneling model, on the other hand, allows end
systems (for example, desktop computers) to configure and establish
individual discrete point-to-point tunnels to arbitrarily located PPTP
servers, without the intermediate NAS participating in the PPTP
negotiation and subsequent tunnel establishment. In this scenario, a
subscriber dials into a NAS, but the PPP session is terminated on the
NAS, as in the traditional Internet access PPP model. The layered PPTP
session is then established between the client end system and any
upstream PPTP server that the client desires to connect to. The only
caveats on PPTP connectivity are that the client can reach the PPTP
server via conventional routing processes, and that the user has been
granted the appropriate privileges on the PPTP server (Figure 2).
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What Is a VPN? — Part ll: continued

Although L2TP and PPTP may sound extraordinarily similar, there are
subtle differences that deserve further examination. The applicability of
both protocols is very much dependent on what problem is being
addressed. It is also about control—who has it, and why it is needed. It
also depends heavily on how each protocol implementation is
deployed—in either the voluntary or the compulsory tunneling models.

With PPTP in a voluntary tunneling implementation, the dial-in user
can choose the PPTP tunnel destination (the PPTP server) after the ini-
tial PPP negotiation has completed. This feature is important if the
tunnel destination changes frequently, because no modifications are
needed to the client’s view of the base PPP access when there is a
change in the server and the transit path to the server. It is also a
significant advantage that the PPTP tunnels are transparent to the ser-
vice provider, and no advance configuration is required between the
NAS operator and the overlay dial access VPN. In such a case, the ser-
vice provider does not house the PPTP server, and simply passes the
PPTP traffic along with the same processing and forwarding policies as
all other IP traffic. In fact, this feature should be considered a
significant benefit of this approach. The configuration and support of a
tunneling mechanism within the service provider network would be
one less parameter that the service provider has to operationally man-
age, and the PPTP tunnel can transparently span multiple service
providers without any explicit service provider configuration. How-
ever, the economic downside to this feature for the service provider, of
course, is that a “VPDN-enabled” network service can be marketed to
yield an additional source of revenue. Where the client undertakes the
VPDN connection, there is no direct service provider involvement and
no consequent value added to the base access service.

From the subscriber’s perspective, this is a “win-win” situation, because
the user is not reliant on the upstream service provider to deliver the
VPDN service—at least no more than any user is reliant for basic IP-
level connectivity. The other “win” is that the subscriber does not have
to pay a higher subscription fee for a VPN service. Of course, the situa-
tion changes when the service provider takes an active role in providing
the VPDN, such as housing the PPTP servers, or if the subscriber resides
within a subnetwork in which the parent organization wants the ser-
vice provider’s network to make the decision concerning where tunnels
are terminated. The major characterization of PPTP-based VPDN is one
of a roaming client base, where the clients of the VPDN use a local con-
nection to the public Internet data network, and then overlay a private
data tunnel from the client’s system to the desired remote service point.
Another perspective is to view this approach as “on-demand” VPDN
virtual circuits.

With L2TP in a “compulsory” tunneling implementation, the service
provider controls where the PPP session is terminated. This setup can be
extremely important in situations where the service provider to whom
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the subscriber is actually dialing into (let’s call it the “modem pool pro-
vider” network) must transparently hand off the subscriber’s PPP
session to another network (let’s call this network the “content pro-
vider”). To the subscriber, it appears as though the local system is
directly attached to the content provider’s network, when in fact the
access path has been passed transparently through the modem pool pro-
vider’s network to the subscribed content service. Very large content
providers, for instance, may outsource the provisioning and mainte-
nance of thousands of modem ports to a third-party access provider,
who in turn agrees to transparently pass the subscribers’ access sessions
back to the content provider. This setup is generally called “wholesale
dial.” The major motivation for such L2TP-based wholesale dial lies in
the typical architecture of the Public Switched Telephone Network
(PSTN), where the use of wholesale dial facilities can create a more
rational PSTN call load pattern with Internet access PSTN calls termi-
nated in the local Central Office.

Of course, if all subscribers who connect to the modem pool provider’s
network are destined for the same content provider, then there are cer-
tainly easier ways to hand this traffic off to the content provider’s
network—such as simply aggregating all the traffic in the local Central
Office and handing the content provider a “big fat pipe” of the aggre-
gated session traffic streams. However, in situations where the modem
pool provider is providing a wholesale dial service for multiple
upstream “next-hop” networks, the methods of determining how each
subscriber’s traffic must be forwarded to his/her respective content pro-
vider are somewhat limited. Packet forwarding decisions could be made
at the NAS, based on the source address of the dialup subscriber’s com-
puter. This scenario would allow for traffic to be forwarded along the
appropriate path to its ultimate destination, in turn intrinsically provid-
ing a virtual connection. However, the use of assigning static IP
addresses to dial-in subscribers is highly discouraged because of the
inefficiencies in IP address utilization policies, and the critical success of
the Dynamic Host Configuration Protocol (DHCP).

There are, however, some serious scaling concerns in deploying a large-
scale L2TP network; these concerns revolve around the issue of
whether large numbers of tunnels can actually be supported with little
or no network performance impact. Since there have been no large-
scale deployments of this technology to date, there is no empirical evi-
dence to support or invalidate these concerns.

In some cases, however, appearances are everything—some content
providers do not wish for their subscribers to know that when they
connect to their service, they have instead been connected to another
service provider’s network, and then passed along ultimately to the ser-
vice to which they have subscribed. In other cases, it is merely designed
to be a matter of convenience, so that subscribers do not need to log
into a device more than once.
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What Is a VPN? — Part ll: continued

Regrettably, the L2TP draft does not detail all possible implementa-
tions or deployment scenarios for the protocol. The basic deployment
scenario is quite brief when compared to the rest of the document, and
is arguably biased toward the compulsory tunneling model. Nonethe-
less, there are implementations of L2TP that follow the voluntary
tunneling model. To the best of our knowledge, there has never been
any intent to exclude this model of operation. In addition, at various
recent interoperability workshops, several different implementations of
a voluntary L2TP client have been modeled. Nothing in the L2F proto-
col would prohibit deploying it in a voluntary tunneling manner, but
to date it has not been widely implemented. Further, PPTP has also
been deployed using the compulsory model in a couple of specific ven-
dor implementations.

In summary, consideration of whether PPTP or L2TP is more appro-
priate for deployment in a VPDN depends on whether control needs to
lie with the service provider or with the subscriber. Indeed, the differ-
ence can be characterized with respect to the client of the VPN, where
the L2TP model is one of a “wholesale” access provider who has
numerous configured client service providers who appear as VPNs on
the common dial access system, whereas the PPTP model is one of dis-
tributed private access where the client is an individual end user and
the VPN structure is that of end-to-end tunnels. One might also sug-
gest that the difference is also a matter of economics, because the L2TP
model allows service providers to actually provide a “value-added”
service, beyond basic IP-level connectivity, and charge their subscribers
accordingly for the ability to access it, thus creating new revenue
streams. By contrast, the PPTP model enables distributed reach of the
VPN at a much more basic level, enabling corporate VPNs to extend
access capabilities without the need for explicit service contracts with a
multitude of network access providers.

Network-Layer Encryption

Encryption technologies are extremely effective in providing the seg-
mentation and virtualization required for VPN connectivity, and they
can be deployed at almost any layer of the protocol stack. The evolv-
ing standard for network-layer encryption in the Internet is IP Security
(IPSec)® 4. (IPSec is actually an architecture—a collection of proto-
cols, authentication, and encryption mechanisms. The IPSec security
architecture is described in detail in [3].)

While the Internet Engineering Task Force (IETF) is finalizing the
architecture and the associated protocols of IPSec, there is relatively lit-
tle network-layer encryption being done in the Internet today.
However, some vendor proprietary solutions are currently in use.

Whereas IPSec has yet to be deployed in any significant volume, it is
worthwhile to review the two methods in which network-layer encryp-
tion is predominantly implemented. The most secure method for network-
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layer encryption to be implemented is end-to-end, between participating
hosts. End-to-end encryption allows for the highest level of security. The
alternative is more commonly referred to as “tunnel mode,” in which the
encryption is performed only between intermediate devices (routers), and
traffic between the end system and the first-hop router is in plaintext. This
setup is considerably less secure, because traffic intercepted in transit
between the first-hop router and the end system could be compromised.

As a more general observation on this security vulnerability, where a
VPN architecture is based on tunnels, the addition of encryption to the
tunnel still leaves the tunnel ingress and egress points vulnerable,
because these points are logically part of the host network as well as
being part of the unencrypted VPN network. Any corruption of the
operation, or interception of traffic in the clear, at these points will
compromise the privacy of the private network.

In the end-to-end encryption scheme, VPN granularity is to the individ-
ual end-system level. In the tunnel mode scheme, the VPN granularity
is to the subnetwork level. Traffic that transits the encrypted links
between participating routers, however, is considered secure. Network-
layer encryption, to include IPSec, is merely a subset of a VPN.

Link-Layer VPNs

One of the most straightforward methods of constructing VPN is to
use the transmission systems and networking platforms for the physi-
cal and link-layer connectivity, yet still be able to build discrete
networks at the network layer. A link-layer VPN is intended to be a
close (or preferably exact) functional analogy to a conventional pri-
vate data network.

ATM and Frame Relay Virtual Connections

A conventional private data network uses a combination of dedicated
circuits from a public carrier, together with an additional private com-
munications infrastructure, to construct a network that is completely
self-contained. Where the private data network exists within private
premises, the network generally uses a dedicated private wiring plant
to carry the VPN. Where the private data network extends outside the
private boundary of the dedicated circuits, it is typically provisioned
for a larger public communications infrastructure by using some form
of time-division or frequency-division multiplexing to create the dedi-
cated circuit. The essential characteristic of such circuits is the
synchronization of the data clock, such that the sender and receiver
pass data at a clocking rate that is fixed by the capacity of the dedi-
cated circuit.

A link-layer VPN attempts to maintain the critical elements of this self-
contained functionality, while achieving economies of scale and opera-
tion, by utilizing a common switched public network infrastructure.
Thus, a collection of VPNs may share the same infrastructure for con-
nectivity, and share the same switching elements within the interior of
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What Is a VPN? — Part ll: continued
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Figure 3:
Conceptualization of
Discrete Layer 3
Networks on a
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Infrastructure

the network, but explicitly must have no visibility, either direct or
inferred, of one another. Generally, these “networks” operate at Layer
3 (the network layer) or higher in the OSI Reference Model, and the
“infrastructure” itself commonly consists of either a Frame Relay or
Asynchronous Transfer Mode (ATM) network (Figure 3). The essen-
tial difference here between this architecture of virtual circuits and that
of dedicated circuits is that there is now no synchronized data clock
shared by the sender and receiver, nor necessarily is there a dedicated
transmission path that is assigned from the underlying common host
network. The sender generally has no a priori knowledge of the avail-
able capacity of the virtual circuit, because the capacity varies in
response to the total demand placed on it by other simultaneous trans-
mission and switching activity. Instead, the sender and receiver can use
adaptive clocking of data, where the sender can adjust the transmis-
sion rate to match the requirements of the application and any
signaling received from the network and the receiver. It should be
noted that a dedicated circuit system using synchronized clocking can-
not be oversubscribed, whereas the virtual circuit architecture (where
the sender does not have a synchronized end-to-end data clock) can
indeed be oversubscribed. It is the behavior of the network when it
transitions into this oversubscribed state that is of most interest here.

One of the nice things about a public switched wide-area network that
provides virtual circuits is that it can be extraordinarily flexible. Most
subscribers to Frame Relay services, for example, have subscribed to
the service for economic reasons—it is cheap, and the service provider
usually adds a Service-Level Agreement (SLA) that “guarantees” some
percentage of frame delivery in the Frame Relay network itself.

The remarkable thing about this service offering is that the customer is
generally completely unaware of whether the service provider can actu-
ally deliver the contracted service at all times and under all possible
conditions. The Layer 2 technology is not a synchronized clock block-
ing technology in which each new service flow is accepted or denied
based on the absolute ability to meet the associated resource demands.
Each additional service flow is accepted into the network and carried
on a best-effort basis. Admission functions provide the network with a
simple two-level discard mechanism that allows a graduated response
to instances of overload; however, when the point of saturated over-
load is reached within the network, all services will be affected.

This situation brings up several other important issues: The first con-
cerns the engineering practices of the Frame Relay service provider. If
the Frame Relay network is poorly engineered and is constantly con-
gested, then obviously the service quality delivered to the subscribers
will be affected. Frame Relay uses a notion of a per-virtual circuit Com-
mitted Information Rate (CIR), which is an ingress function associated
with Frame Relay that checks the ingress traffic rate against the CIR.
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Frames that exceed this base rate are still accepted by the Frame Relay
network, but they are marked as discard eligible (DE). Because the net-
work can be oversubscribed, the data rate within a switch will at times
exceed both the egress transmission rate and the local buffer storage.
When this situation occurs, the switch will begin to discard data
frames, and will do so initially for frames with the DE marker present.
This scenario is essentially a two-level discard precedence architecture.
It is an administrative decision by the service provider as to the relative
levels of provisioning of core transmission and switching capacity, and
the ratio of network ingress capacity used by subscribers. The associ-
ated CIRs of the virtual circuits against this core capacity are critical
determinants of the resultant deliverable quality of performance of the
network and the layered VPNEs.

For example, at least one successful (and popular) Frame Relay service
provider provides an economically attractive Frame Relay service that
permits a zero-rate CIR on PVCs, combined with an SLA that ensures
that at least 99.8 percent of all frame-level traffic presented to the
Frame Relay network will be delivered successfully. If this SLA is not
met, then the subscriber’s monthly service fee will be appropriately
prorated the following month. The Frame Relay service provider pro-
vides frame level statistics to each subscriber every month, culled from
the Frame Relay switches, to measure the effectiveness of this SLA
“guarantee.” This particular Frame Relay service provider is remark-
ably successful in honoring the SLAs because they conduct ongoing
network capacity management on a weekly basis, provisioning new
trunks between Frame Relay switches when trunk utilization exceeds
50 percent, and ensuring that trunk utilization never exceeds 75 per-
cent. In this fashion, traffic on PVCs with a zero-rate CIR can generally
avoid being discarded in the Frame Relay network.

Having said that, the flexibility of PVCs allows discrete VPNs to be
constructed across a single Frame Relay network. And in many
instances, this scenario lends itself to situations where the Frame Relay
network provider also manages each discrete VPN via a telemetry PVC.
Several service providers have Managed Network Services (MNS) that
provide exactly this type of service.

Whereas the previous example revolves around the use of Frame Relay
as a link-layer mechanism, essentially the same type of VPN mechan-
ics hold true for ATM. As with Frame Relay, there is no data clock
synchronization between the sender, the host network, and the
receiver. In addition, the sender’s traffic is passed into the ATM net-
work via an ingress function, which can mark cells with a Cell Loss
Priority (CLP) indication. And, as with Frame Relay, where a switch
experiences congestion, the switch will attempt to discard marked
(CLP) cells as the primary load shedding mechanism, but if this step is
inadequate, the network must shed other cells that are not so marked.
Once again, the quality of the service depends on proper capacity engi-
neering of the network, and there is no guarantee of service quality
inherently in the technology itself.
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What Is a VPN? — Part ll: continued

The generic observation is that the engineering of Frame Relay and
ATM common carriage data networks is typically very conservative.
The inherent capabilities of both of these link-layer architectures do
not permit a wide set of selective responses to network overload, so
that in order for the network to service the broadest spectrum of
potential VPN clients, the network must provide high-quality carriage
and very limited instances of any form of overload. In this way, such
networks are typically positioned as a high-quality alternative to dedi-
cated circuit private network architectures, which are intended to
operate in a very similar manner (and, not surprisingly, are generally
priced as a premium VPN offering). Technically, the architecture of
link-layer VPNs is almost indistinguishable from the dedicated circuit
private data network—the network can support multiple protocols,
private addressing, and routing schemes, because the essential differ-
ence between a dedicated circuit and a virtual link-layer circuit is the
absence of synchronized clocking between the sender and the receiver.
In all other aspects, the networks are very similar.

These approaches to constructing VPNs certainly involve scaling con-
cerns, especially with regard to configuration management of pro-
visioning new Virtual Connections (VCs) and routing issues. Configura-
tion management still tends to be one of the controversial points in VPN
management—adding new subscribers and new VPNs to the network
requires VC path construction and provisioning, a tedium that requires
ongoing administrative attention by the VPN provider. Also, as already
mentioned, full mesh networks encounter scaling problems, in turn
resulting in construction of VPNs in which partial meshing is done to
avoid certain scaling limitations. The liabilities in these cases need to be
examined closely, because partial meshing of the underlying link-layer
network may contribute to suboptimal routing (for example, extra hops
caused by hub-and-spoke issues, or redirects).

These problems apply to all types of VPNs built on the “overlay”
model—not just ATM and Frame Relay. Specifically, the problems also
apply to Generic Routing Encapsulation (GRE) tunnels.

MPOA and the “Virtual Router” Concept

Another unique model of constructing VPN is the use of Multiproto-
col over ATM (MPOA)B!, which uses RFC 1483 encapsulation!®!. This
VPN approach is similar to other “cut-through” mechanisms in which
a particular switched link layer is used to enable all “Layer 3” egress
points to be only a single hop away from one another.

In this model, the edge routers determine the forwarding path in the
ATM switched network, because they have the ability to determine
which egress point packets need to be forwarded to. After a network-
layer reachability decision is made, the edge router forwards the packet
onto a VC designated for a particular egress router. However, since the
egress routers cannot use the Address Resolution Protocol (ARP) for
destination address across the cloud, they must rely on an external
server for address resolution (ATM address to IP address).
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The first concern here is a sole reliance on ATM—this particular model
does not encompass any other types of data link layer technologies,
rendering the technology less than desirable in a hybrid network.
Whereas this scenario may have some domain of applicability within a
homogenous ATM environment, when looking at a broader VPN envi-
ronment that may encompass numerous link-layer technologies, this
approach offers little benefit to the VPN provider.

Secondly, there are serious scaling concerns regarding full mesh mod-
els of connectivity, where suboptimal network-layer routing may result
because of cut-through. And the reliance on address resolution servers
to support the ARP function within the dynamic circuit framework
brings this model to the point of excessive complexity.

The advantage of the MPOA approach is the use of dynamic circuits
rather than more cumbersome, statically configured models. The tradi-
tional approach to supporting private networks involves extensive
manual design and operational support to ensure that the various
configurations on each of the bearer switching elements are mutually
consistent. The desire within the MPOA environment is to attempt to
use MPOA to govern the creation of dynamically controlled, edge-to-
edge ATM VCs. Although this setup may offer the carrier operator
some advantages in reduced design and operational overhead, it does
require the uniform availability of ATM, and in many heterogeneous
environments this scenario is not present.

In summary, this model is another overlay model, with some serious
concerns regarding the ability of the model to withstand scale.

“Peer” VPN models that allow the egress nodes to maintain separate
routing tables have also been introduced—one for each VPN—effec-
tively allowing separate forwarding decisions to be made within each
node for each distinctive VPN. Although this is an interesting model, it
introduces concerns about approaches in which each edge device runs a
separate routing process and maintains a separate Routing Information
Base (RIB, or routing table) process for each VPN community of inter-
est. It also should be noted that the “virtual router” concept requires
some form of packet labeling, either within the header or via some light-
weight encapsulation mechanism, in order for the switch to be able to
match the packet against the correct VPN routing table. If the label is
global, the issue of operational integrity is a relevant concern, whereas if
the label is local, the concept of label switching and maintenance of
edge-to-edge label switching contexts is also a requirement.

Among the scaling concerns are issues regarding the number of sup-
ported VPN in relation to the computational requirements, and stability
of the routing system within each VPN (that is, instability in one VPN
affecting the performance of other VPN served by the same device). The
aggregate scaling demands of this model are also significant. Given a
change in the underlying physical or link-layer topology, the consequent
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What Is a VPN? — Part ll: continued

requirement to process the routing update on a per-VPN basis becomes
a significant challenge. Use of distance vector protocols to manage the
routing tables would cause a corresponding sudden surge in traffic load,
and the surge grows in direct proportion to the number of supported
VPNs. The use of link-state routing protocols would require the conse-
quent link-state calculation to be repeated for each VPN, causing the
router to be limited by available CPU capacity.

Multiprotocol Label Switching

One method of addressing these scaling issues is to use VPN labels
within a single routing environment, in the same way that packet labels
are necessary to activate the correct per-VPN routing table. The use of
local label switching effectively recreates the architecture of a Multi-
protocol Label Switching VPN. It is perhaps no surprise that when
presented with two basic approaches to the architecture of the VPN—
the use of network-layer routing structures and per-packet switching,
and the use of link-layer circuits and per-flow switching—the industry
would devise a hybrid architecture that attempts to combine aspects of
these two approaches. This hybrid architecture is referred to as Multi-
protocol Label Switching (MPLS)!7- 81,

The architectural concepts used by MPLS are generic enough to allow it
to operate as a peer VPN model for switching technology for a variety
of link-layer technologies, and in heterogeneous Layer 2 transmission
and switching environments. MPLS requires protocol-based routing
functionality in the intermediate devices, and operates by making the
interswitch transport infrastructure visible to the routing. In the case of
IP over ATM, each ATM bearer link becomes visible as an IP link, and
the ATM switches are augmented with IP routing functionality. IP rout-
ing is used to select a transit path across the network, and these transit
paths are marked with a sequence of labels that can be thought of as
locally defined forwarding path indicators. MPLS itself is performed
using a label swapping forwarding structure. Packets entering the MPLS
environment are assigned a local label and an outbound interface based
on a local forwarding decision. The local label is attached to the packet
via a lightweight encapsulation mechanism. At the next MPLS switch,
the forwarding decision is based on the incoming label value, where the
incoming label determines the next hop interface and next hop label,
using a local forwarding table indexed by label. This lookup table is
generated by a combination of the locally used IP routing protocol,
together with a label distribution protocol, which creates end-to-end
transit paths through the network for each IP destination. It is not our
intention to discuss the MPLS architecture in detail, apart from noting
that each MPLS switch uses a label-indexed forwarding table, where the
attached label of an incoming packet determines the next-hop interface
and the corresponding outgoing label.
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Figure 4:
MPLS “Tunnels,”
or VPNs

The major observation here is that this lightweight encapsulation,
together with the associated notion of boundary-determined transit
paths, provides many of the necessary mechanisms for the support of
VPN structures®. MPLS VPNs have not one, but three key ingredients:
(1) constrained distribution of routing information as a way to form
VPNs and control inter-VPN connectivity; (2) the use of VPN-IDs, and
specifically the concatenation of VPN-IDs with IP addresses to turn
(potentially) nonunique addresses into unique ones; and (3) the use of
label switching (MPLS) to provide forwarding along the routes
constructed via (1) and (2). The generic architecture of deployment is
that of a label-switched common host network and a collection of VPN
environments that use label-defined virtual circuits on an edge-to-edge
basis across the MPLS environment. An example is indicated in Figure
4, which shows how MPLS virtual circuits are constructed.
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Numerous approaches are possible to support VPNs within an MPLS
environment. In the base MPLS architecture, the label applied to a
packet on ingress to the MPLS environment effectively determines the
selection of the egress router, as the sequence of label switches defines
an edge-to-edge virtual path. The extension to the MPLS local label
hop-by-hop architecture is the notion of a per-VPN global identifier (or
Closed User Group (CUG) identifier, as defined in [5]), which is used
effectively within an edge-to-edge context. This global identifier could
be assigned on ingress, and is then used as an index into a per-VPN
routing table to determine the initial switch label. On egress from the
MPLS environment, the CUG identifier would be used again as an
index into a per-VPN global identifier table to undertake next-hop
selection.
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What Is a VPN? — Part ll: continued

Routing protocols in such an environment need to carry the CUG
identifier to trigger per-VPN routing contexts, and a number of sugges-
tions are noted in [5] as to how this could be achieved.

It should be stressed that MPLS itself, as well as the direction of VPN
support using MPLS environments, is still within the area of active
research, development, and subsequent standardization within the IETF,
so this approach to VPN support is still somewhat speculative in nature.

Link-Layer Encryption

As mentioned previously, encryption technologies are extremely effec-
tive in providing the segmentation and virtualization required for VPN
connectivity, and can be deployed at almost any layer of the protocol
stack. Because there are no intrinsically accepted industry standards for
link-layer encryption, all link-layer encryption solutions are generally
vendor specific and require special encryption hardware.

Although this scenario can avoid the complexities of having to deal
with encryption schemes at higher layers of the protocol stack, it can
be economically prohibitive, depending on the solution adopted. In
vendor proprietary solutions, multivendor interoperability is certainly a
genuine concern.

Transport and Application-Layer VPNs

Although VPNs can certainly be implemented at the transport and
application layers of the protocol stack, this setup is not very com-
mon. The most prevalent method of providing virtualization at these
layers is to use encryption services at either layer; for example,
encrypted e-mail transactions, or perhaps authenticated Domain Name
System (DNS) zone transfers between different administrative name
servers, as described in DNSSec (Domain Name System Security)!'0l,

Some interesting, and perhaps extremely significant, work is being
done in the IETF to define a Transport Layer Security (TLS) proto-
coll™ which would provide privacy and data integrity between two
communicating applications. The TLS protocol, when finalized and
deployed, would allow applications to communicate in a fashion that
is designed to prevent eavesdropping, tampering, or message forgery. It
is unknown at this time, however, how long it may be before this work
is finalized, or if it will be embraced by the networking community as a
whole after the protocol specification is completed.

The significance of a “standard” transport-layer security protocol,
however, is that when implemented, it could provide a highly granular
method for virtualizing communications in TCP/IP networks, thus
making VPNs a pervasive commodity, and native to all desktop com-
puting platforms.
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Non-IP VPNs

Although this article has focused on TCP/IP and VPN, it is recognized
that multiprotocol networks may also have requirements for VPNs.
Most of the same techniques previously discussed can also be applied
to multiprotocol networks, with a few obvious exceptions—many of

the techniques described herein are solely and specifically tailored for
TCP/IP protocols.

Controlled route leaking is not suitable for a heterogeneous VPN pro-
tocol environment, in that it is necessary to support all protocols
within the common host network. GRE tunnels, on the other hand, are
constructed at the network layer in the TCP/IP protocol stack, but
most routable multiprotocol traffic can be transported across GRE tun-
nels (for example, IPX and AppleTalk). Similarly, the VPDN
architectures of L2TP and PPTP both provide a PPP end-to-end trans-
port mechanism that can allow per-VPN protocols to be supported,
with the caveat that it is a PPP-supported protocol in the first place.

The reverse of heterogeneous VPN protocol support is also a VPN
requirement in some cases, where a single VPN is to be layered above a
heterogeneous collection of host networks. The most pervasive method
of constructing VPNs in multiprotocol networks is to rely upon applica-
tion-layer encryption, and the resulting VPNs are generally vendor
proprietary, although some would contend that one of the most perva-
sive examples of this approach was the mainstay of the emergent
Internet in the 1970s and 1980s—that of the UNIX-to-UNIX Copy Pro-
gram (UUCP) network, which was (and remains) an open technology.

Quality-of-Service Considerations

In addition to creating a segregated address environment to allow pri-
vate communications, the expectation that the VPN environment will
be in a position to support a set of service levels also exists. Such per-
VPN service levels may be specified either in terms of a defined service
level that the VPN can rely upon at all times, or in terms of a level of
differentiation that the VPN can draw upon the common platform
resource with some level of priority of resource allocation.

Using dedicated leased circuits, a private network can establish fixed
resource levels available to it under all conditions. Using a shared
switched infrastructure, such as Frame Relay virtual circuits or ATM
virtual connections, a quantified service level can be provided to the
VPN through the characteristics of the virtual circuits used to imple-
ment the VPN.

When the VPN is moved away from such a circuit-based switching
environment to that of a general Internet platform, is it possible for the
Internet Service Provider to offer the VPN a comparable service level
that attempts to quantify (and possibly guarantee) the level of resources
that the VPN can draw upon from the underlying host Internet?
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This area is evolving rapidly, and much of it remains within the realm
of speculation rather than a more concrete discussion about the rela-
tive merits of various Internet QoS mechanisms. Efforts within the
Integrated Services Working Group of the IETF have resulted in a set
of specifications for the support of guaranteed and controlled load end-
to-end traffic profiles using a mechanism that loads per-flow state into
the switching elements of the network!'? 3I. There are numerous cave-
ats regarding the use of these mechanisms, in particular relating to the
ability to support the number of flows that will be encountered on the
public Internet!'¥. Such caveats tend to suggest that these mechanisms
will not be the ones that are ultimately adopted to support service lev-
els for VPN in very large networking environments.

If the scale of the public Internet environment does not readily support
the imposition of per-flow state to support guarantees of service levels
for VPN traffic flows, the alternative query is whether this environ-
ment could support a more relaxed specification of a differentiated
service level for overlay VPN traffic. Here, the story appears to offer
more potential, given that differentiated service support does not neces-
sarily imply the requirement for per-flow state, so stateless service
differentiation mechanisms can be deployed that offer greater levels of
support for scaling the differentiated service!'’l. However, the precise
nature of these differentiated service mechanisms, and their capability
to be translated to specific service levels to support overlay VPN traffic
flows, still remain in the area of future activity and research.

Conclusions

So what is a virtual private network? As we have discussed, a VPN can
take several forms. A VPN can be between two end systems, or it can
be between two or more networks. A VPN can be built using tunnels
or encryption (at essentially any layer of the protocol stack), or both,
or alternatively constructed using MPLS or one of the “virtual router”
methods. A VPN can consist of networks connected to a service pro-
vider’s network by leased lines, Frame Relay, or ATM, or a VPN can
consist of dialup subscribers connecting to centralized services or other
dialup subscribers.

The pertinent conclusion here is that although a VPN can take many
forms, a VPN is built to solve some basic common problems, which
can be listed as virtualization of services and segregation of communi-
cations to a closed community of interest, while simultaneously
exploiting the financial opportunity of economies of scale of the under-
lying common host communications system.

To borrow a popular networking axiom, “When all you have is a ham-
mer, everything looks like a nail.” Every organization has its own
problem that it must solve, and each of the tools mentioned in this arti-
cle can be used to construct a certain type of VPN to address a
particular set of functional objectives. More than a single “hammer” is
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available to address these problems, and network engineers should be
cognizant of the fact that VPNs are an area in which many people use
the term generically—there is a broad problem set with equally as many
possible solutions. Each solution has numerous strengths and also
numerous weaknesses and vulnerabilities. No single mechanism for
VPNs that will supplant all others in the months and years to come
exists, but instead a diversity of technology choices in this area of VPN
support will continue to emerge.
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Reliable Multicast Protocols and Applications

by C. Kenneth Miller, StarBurst Communications

Figure 1:
IP Address Types

Figure 2:
IGMPv1 Dialog

ulticast IP network services offer new opportunities to
I \ / I provide value-added applications that involve many-to-
many transmission such as conferencing or network
gaming, or one-to-many transmission such as multimedia events,
tickertape feeds, and file transfer, where the many could be thousands
or even conceivably millions. Multicast IP services use a different kind
of IP address, called Class D. In contrast to individual host addresses
(Classes A—C), which include a host and a network component and
usually are semipermanent, Class D multicast addresses may by design
be used only for a particular session, or can be semipermanent, as
multicast groups may be set up and torn down relatively quickly, on
the order of seconds. The IP address structure is shown in Figure 1.

01234 8 16 24 31
ClassA| 0 netid hostid
ClassB| 1[0 netid hostid
ClassC|1[1(0 netid hostid
ClassD|1({1]1]0 multicast address

Hosts join groups at the receiver’s initiation using the Internet Group
Management Protocol (IGMP). When a host joins a group, it notifies
the nearest multicast subnet router of its presence in the group, as
shown in Figure 2. First defined in RFC 1112"] IGMPv1 is still the
version of IGMP most widely supported. IGMPv2 has recently been
documented as an official RFC (RFC 2236/2!). The main feature that
IGMPv2 brings is reduced latency for leaving groups. In IGMPv1, the
designated multicast router for the subnet polls for multicast group
members; no response between polls indicates that all hosts in a
particular multicast group have left the group, and that the routers
can prune back the multicast routing tree.

IGMP Query
t0 224.0.0.1 I '
Router ’\—;5’:\ _— )
Network ‘ T
D — Host A
Router Host Membership
Report to Group Address I '
v
HostB
Qv
Host C
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Reliable Multicast Protocols and Applications: continued

Figure 3:

Specialized Multicast
Transport Protocols
Operate over UDP
or IP

Network infrastructure devices, for example, routers, need to provide
a routing protocol to forward multicast packets to group members, in
a fashion similar to that performed for unicast routing. Multicast IP
packet forwarding is best effort, just as it is with unicast packet
forwarding. However, most unicast applications use TCP as a
transport layer to provide guaranteed packet ordering and delivery.
Some examples of applications that use TCP are the File Transfer
Protocol (FTP) for file transfer and the Hypertext Transfer Protocol
(HTTP) for Web access.

However, TCP is a unicast (point-to-point) only transport protocol.
Thus, all multicast applications must run on top of the User Data-
gram Protocol (UDP) or alternatively, interface directly to IP via
” sockets and provide their own customized transport layer, as
shown in Figure 3. UDP provides only minimal transport-layer ser-
vices, error detection, and port multiplexing. Thus, if any errors or
packet loss due to congestion occur, packets are simply lost to the
application, and they are not recoverable. Thus, all multicast applica-
tions must have a specific transport-layer service to support that
particular application. When that transport layer operates over UDP,
it operates in the application layer with the application. When it inter-
faces directly to IP using “raw” sockets, the specialized transport layer
operates at the transport layer, but is specialized to the particular
application that uses it.

“raw

It should be noted that TCP supports only data reliability; it is not
suited for transport of multimedia streams, which require consistent
time delivery at the receiver and only need to be semireliable. Thus,
multimedia streaming applications need a specialized transport layer
such as the Real-Time Transport Protocol (RTP)B! for unicast as well
as multicast transmissions.

Specialized
Transport

IP 3 IP
Link Layer 2 Link Layer
Physical Layer 1 Physical Layer
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Figure 4:

Reliable Multicast
Application
Categories

Many equate multicast with multimedia, thinking that the Internet and
private intranets will become an alternative entertainment media to
television by using multicast IP network services and multimedia
streaming technology. However, numerous other multicast applications
require reliability rather than timeliness; they are multicast applications
that are similar to those unicast applications that operate over TCP,
except that delivery is to many recipients rather than just one.

Reliable Multicast Application Categories and Requirements
Reliable multicast applications come in three basic categories with
differing requirements, as shown in Figure 4.

Application Type Latency Req. Reliability Scalability
Collaborative Low Semi/Strict <100
Message Str. Low/Medium Semi/Strict to Millions

Bulk Data Not Real Time Strict to Millions

Collaborative applications such as data conferences (whiteboarding)
and network-based games are many-to-many applications with modest
scaling requirements of less than 100 participants. This kind of applica-
tion requires low latency of less than 400 msec so that responses do not
cause discomfort to the human participants. Transmission does not
always need strict reliability; for example, refresh of background infor-
mation for a network game could wait for the next refresh.

Message streaming applications such as tickertape and news feeds also
often require low latency. Tickertape feeds to brokerage houses need
to be very timely because the information loses value greatly with
time. Time is very much money in this application, and there is also a
need for strict reliability.

Tickertape feeds to consumers are purposely delayed by minutes
because they are usually transmitted without charge, but they cannot
be so stale as to be viewed as “old” information. This data does not
have a strict reliability requirement because the next trade of a
particular security refreshes the data. News feeds likewise have only
a moderate latency requirement. If the news feeds are sent in a
carousel fashion, that is, each news story is repeated, strict reliability
may not be needed because it is refreshed in the next transmission of
the same story.

Bulk data delivery has no specific latency requirement. Often there is a
desire to schedule delivery during the night, when there is less network
traffic. At other times, the desire is to receive the data almost
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Reliable Multicast Protocols and Applications: continued

immediately. However, at all times the entire “file” or piece of data
needs to be received to be complete. Strict reliability is the rule; for
example, if any bit of a software image is lost, the data is worthless.

Message streaming and bulk data application scaling requirements
span the gamut from tens to possibly even millions.

Reliable multicast transport protocols, in contrast to multimedia
streaming transport protocols, have not yet been standardized.
However, numerous reliable multicast protocols exist; some have been
used only for research, while others have been commercialized.

The Reliable Multicast Research Group (RMRG) in the Internet
Research Task Force (IRTF) is now studying reliable multicast. It is
chartered to recommend techniques for a working group in the
Internet Engineering Task Force (IETF) to create a set of reliable
multicast standards.

Standardization Effort

The standardization effort has been started in an IRTF research group
to study the problems and possible solutions by Internet researchers.
This effort was first placed in the hands of researchers because the
problems were considered very difficult to solve in the global Internet.
Some of the concerns about reliable multicast were discussed in an
expired Internet Draft published in November 1996 by the Transport
Area Directors of IETF.

These concerns formed the basis for the work of the RMRG, which
was formed in early 1997. The concerns from that document follow:

“A particular concern for the IETF (and a dominant concern for the
Transport Services Area) is the impact of reliable multicast traffic on
other traffic in the Internet in times of congestion (more specifially,
the effect of reliable multicast traffic on competing TCP traffic). The
success of the Internet relies on the fact that best-effort traffic
responds to congestion on a link (as currently indicated by packet
drops) by reducing the load presented on that link. Congestion
collapse in today’s Internet is prevented only by the congestion
control mechanism in TCP.

There are a number of reasons to be particularly attentive to the con-
gestion-related issues raised by reliable multicast proposals. Multicast
applications in general have the potential to do more congestion-
related damage to the Internet than do unicast applications. This is
because a single multicast flow can be distributed along a large, glo-
bal multicast tree reaching throughout the entire Internet.
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Further, reliable multicast applications have the potential to do more
congestion-related damage than do unreliable multicast applications.
First, unreliable multicast applications such as audio and video are, at
the moment, usually accompanied by a person at the receiving end,
and people typically unsubscribe from a multicast group if congestion
is so heavy that the audio or video stream is unintelligible. Reliable
multicast applications such as group file transfer applications, on the
other hand, are likely to be between computers, with no humans in
attendance monitoring congestion levels.

In addition, reliable multicast applications do not necessarily have
the natural time limitations typical of current unreliable multicast
applications. For a file transfer application, for example, the data
transfer might continue until all of the data is transferred to all of the
intended receivers, resulting in a potentially-unlimited duration for
an individual flow. Reliable multicast applications also have to
contend with a potential explosion of control traffic (e.g., ACKs,
NAKs, status messages), and with control traffic issues in general
that may be more complex than for unreliable multicast traffic.

The design of congestion control mechanisms for reliable multicast
for large multicast groups is currently an area of active research. The
challenge to the IETF is to encourage research and implementations
of reliable multicast, and to enable the needs of applications for
reliable multicast to be met as expeditiously as possible, while at the
same time protecting the Internet from the congestion disaster or
collapse that could result from the widespread use of applications
with inappropriate reliable multicast mechanisms. Because of the
setbacks and costs that could result from the widespread deployment
of reliable multicast with inadequate congestion control, the IETF
must exercise care in the standardization of a reliable multicast
protocol that might see widespread use.”

One of the statements in this document is very specious:

“First, unreliable multicast applications such as audio and video are,
at the moment, usually accompanied by a person at the receiving
end, and people typically unsubscribe from a multicast group if con-
gestion is so heavy that the audio or video stream is unintelligible.
Reliable multicast applications such as group file transfer applica-
tions, on the other hand, are likely to be between computers, with no
humans in attendance monitoring congestion levels.”

This statement is a very weak argument; it is not reliable to depend on
a human to turn off a nonfunctioning event. Do we typically turn off
the television when we leave the house? Or leave the room to do
something else?
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Reliable Multicast Protocols and Applications: continued

In contrast, some of the reliable multicast protocols such as the
Multicast File Transfer Protocol (MFTP) have the sense of a finite
session, and automatically time out and leave a group, even if all
group members did not receive all the content.

Essentially what is desired is a reliable multicast protocol that behaves
like TCP in that it backs off in the face of congestion approximately
the same way as TCP and shares the bandwidth with TCP traffic
“fairly.” This feature is of prime importance to Internet researchers
who wish to specify protocols that can scale to the global Internet and
not cause harm to the traffic already present.

Two additional significant problems need to be solved: scalability and
the ability to operate with scalability over many different network
infrastructures.

Scaling Issues and How Current Reliable Multicast Protocols Solve Them

Two primary issues are related to scaling, that is, the ability to handle
large groups. The first and most significant is widely known as
acknowledgment/negative acknowledgment (ACK/NAK) implosion.
As the number of receivers grows, the amount of back traffic to the
sender eventually overwhelms its capacity to handle them.
Additionally, the network at the sender site becomes congested from
the cumulative back traffic from the receivers.

The second issue is one of retransmissions (often referred to as
“repairs”). If the packet loss is uncorrelated at the receivers, retrans-
missions grow, so the data may need to be sent multiple times to
satisfy all the receivers. Measurements of the Multicast backbone
(Mbone) have shown that loss consists of both correlated and uncor-
related parts!*l. Satellite networks will also exhibit mostly uncorrelated
loss, unless receivers are geographically close.

Various methods have been used to achieve scaling by reducing the
amount of ACK/NAK administrative traffic while still retaining
reliability. A straightforward approach is to simply deploy repeaters/
aggregators in the network, as shown in Figure 5. This approach is
provided by the Reliable Multicast Transport Protocol (RMTP)PI,
RMTP provides for designated receivers (DRs) that collect status
messages from nodes in a local RMTP domain and provide repairs
(retransmissions of missing data), if available. Receivers direct the
administrative messages to the DR by unicast. Thus, the DR provides
both local recovery and consolidation of control traffic to the next DR
in the hierarchy if the data requested is not available.
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Figure 5:
RMTP Designated
Receivers

Sender Router Receiver Designated Ack
Receiver

A second approach is to allow any receiver to provide the repair,
biasing the request to the nearest receiver that has the requested data.
This approach, called Scalable Reliable Multicast (SRM)I®l, depends
on the concept of repair by any receiver that has the data to gain
scalability in reducing administrative back traffic to the source,
putting the onus of responsibility on receivers to ensure that they get
missed data.

Group members in SRM send low-frequency session messages to the
group so that their neighbors can learn their status, measure the delay
among group members and learn group membership, and detect the
last packet in a burst. Session messages are designed to take only
about five percent of the traffic in the session.

Receivers with missing data wait a random time period before issuing
repair requests, allowing suppression of duplicate requests similar to
the mechanism that IGMP uses on its subnet. A similar process occurs
for making the actual repairs. The random backoff time for both
repair requests made by receivers and repairs made by senders is a
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Reliable Multicast Protocols and Applications: continued

Figure 6:
PGM Interfaces
Directly to IP

function of “closeness” to the sender and requesting receiver. Thus,
those closest to each other time out first and make the repair request
or the actual repair in an attempt to keep repairs as local as possible.
A receiver that sees the first request and determines that it is the same
request that it would have made simply stays silent, reducing potential
redundant requests. The requester continues to send repair requests
until the repair is received.

Any receiver may satisfy the repair request, because all receivers are
required to cache previously sent data. Any receiver that can satisfy
the request is prepared to do so; a random backoff timer is used
before a repair is sent, and if it sees the repair being sent by another
group member, it stays silent to reduce the probability of sending
duplicate repairs.

SRM was first developed to be the reliable multicast protocol to operate
with the wb whiteboard data conferencing tool developed by Lawrence
Berkeley Labs (LBL) researchers, SRM is currently operational over the
Mbone, the experimental multicast network of the Internet.

A third approach is to have the network infrastructure, that is,
routers, help in providing scaling. This approach, called Pretty Good
Multicast (PGM)"), is a new proposal that was first publicly presented
to the RMRG meeting held in February 1998.

One design goal of the creators of PGM was simplicity and the ability
to optimally leverage routers in the network to provide scalability.
PGM is an example of a protocol that bypasses UDP and interfaces
directly to IP via “raw” sockets, as shown in Figure 6.

Applications /
PGM TCP /
IP
Data Link
Physical

PGM provides no notion of group membership; it simply provides
reliability within a source’s transmit window from the time a receiver
joins a group until it departs.
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Figure 7:
PGM NAK/NCF
Dialog

PGM has only a few data packets that are defined:
ODATA: original content data
NAK: selective negative acknowledgment
NCEF: NAK confirmation
RDATA: retransmission (repair)

SPM: source path message

Each PGM packet contains a Transport Session Identifier (TSI) to
identify the session and source of that data, so multiple sessions may
be easily identified by PGM-aware routers and receivers. ODATA,
NCF, RDATA, and SPM packets flow downstream in the distribution
tree, and NAK packets flow upstream toward the source.

PGM is designed for scalability as well as the ability to serve real-time
applications. Thus there is a need for timeliness. This need is handled
by the transmit window, which defines a sliding window of data such
that if no NAKs are received by the sender or a designated local
retransmitter by the time the window is up, the data is simply not
available for repairs.

PGM is totally NAK based, so the scaling issue is to reduce the
number of NAKs sent back to the source, while at the same time
protecting against lost NAKs. Enter here the router assist, as shown in
Figure 7.

PGM
Receiver

NCF
Vs 7 NCF P ff
NCF, ODATA, RDATA T~ e o —
S U el
PGM
NAK NCF Receiver

PGM

Sender ' = ?

PGM
Receiver

&

Router Subnet

NAKs are unicast from PGM-router to PGM-router, initiated by the
receiver that lost data sending a NAK to its nearest PGM-aware router.
Each PGM-aware router keeps forwarding NAKSs until it sees an NCF
or RDATA, which indicates that a repair is being sent. NAK suppres-
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Reliable Multicast Protocols and Applications: continued

Figure 8:
MFTP Blocks

sion is provided by a receiver’s subnet PGM-aware router, and all
PGM-aware routers eliminate duplicate NAKs all the way upstream to
the source.

The unicast path back to the source must be the same path as the
downstream multicast tree. SPMs are sent downstream interleaved
with ODATA packets to establish a source path state for a given
source and session. PGM-aware routers use this information to
determine the unicast path back to the source for forwarding NAKs.
SPMs also alert receivers that the oldest data in the transmit window
is about to be retired from the window and will thus no longer be
available for repairs from the source. SPMs are sent by a source at a
rate that is at least the rate at which the transmit window is advanced.
This rate provokes “last call” NAKs from receivers and updates the
receive window state at receivers.

PGM-aware routers also keep state on where the NAKs come from
in the distribution tree so that they may constrain the forwarding of
RDATA repairs to only those ports from which NAKs requesting
that repair were received. This scenario eliminates the transmission
of repair data to parts of the distribution tree where the repair is
not needed.

The PGM feature can also optionally redirect NAKs to a designated
local retransmitter (DLR) rather than the source. A DLR announces its
presence to provoke the redirection of NAKs for that session and source.

A fourth approach is to not have a low-latency requirement (that is,
only serve “bulk data” delivery applications) and use this feature to
advantage to gain scalability. MFTP was first published as an Internet
Draft in February 1997, and an update was submitted in April 1998181,

MFTP also has a provision for sender-based group creation, with
different group models, and the group setup protocol to notify receivers
to join the group. Group creation is discussed later in this article.

The basic MFTP protocol breaks the data entity to be sent into
maximum size “blocks,” where a block by default consists of
thousands or tens of thousands of packets, depending on packet size
used. This setup is shown in Figure 8.

File

<
<

I | Block 3 |I I Block 2 | I Block 1 I |» I
2 «l «f 2
/L /5

Sender NAK 2 NAK 1 Receiver
® packet 54 * packet 101
¢ packet 150 * packet 290
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MFTP is a “NAK-only” protocol; that is, if data is received correctly
in a block, nothing is sent back to the sender. If one or more packets
are in error or missing in a block, receivers respond with a NAK that
consists of a bit map of the bad packets in the block. It is thus a
selective reject mechanism. In this respect, MFTP is similar to RMTP;
the main difference is that MFTP explicitly attempts to make the
block as large as possible for scaling purposes.

NAKSs are normally sent unicast back to the source, unless aggrega-
tion to improve scaling using enabled network routers is used. In this
case, the NAKs are sent multicast to a special administrative traffic
group address.

MFTP does not repair after each block, however; it takes advantage of
the non-real time nature of the application for benefit. The data entity,
such as a file, is sent initially in its entirety in a first pass. The sender
collects the NAK packets for a block from all the receivers. One NAK
packet from a receiver can represent thousands or even tens of
thousands of bad packets, reducing NAK implosion by orders of
magnitudes. The collection of NAKs received by the sender from all
the receivers is logically OR-ed together to represent the collective
need for repairs for the receiving group. These repairs are sent by the
sender in a second pass to the group. If certain receivers already have
the repair, it is simply ignored. This scenario is repeated, if necessary,
until all repairs are received by all receivers or until a configurable
timeout occurs.

Thus, packet ordering services are not provided, and holes in the
data caused by dropped packets or packets in error are filled in as
they are received.

The sender is rate based; in other words, it transmits at a data rate set
by the operator to be less than or equal to what the network can
handle. The protocol is thus very efficient with high-latency networks
such as satellites, and it is impervious to network asymmetry. It also
attempts to be as scalable as possible on one-hop networks such as
satellite networks, and it provides for extensions so that network
elements may aggregate downstream responses to increase scalability
further, depending on the network configuration.

This aggregation capability is shown in Figure 9. The network
element, which can be a router, collects MFTP administrative back
traffic routers are members. These routers aggregate back traffic from
all nodes downstream in the multicast tree from the source, including
registrations, NAKs, and dones. Registration and done messages are
used by MFTP’s group setup protocol, and they are described later in
this article.
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Reliable Multicast Protocols and Applications: continued

Figure 9:
Routers as Network
Aggregators

Depending on the network configuration, this aggregation capability
can further improve the scalability of MFTP by orders of magnitudes.

s &5 O

Sender Router (Grey routers Receiver
provide aggregation)

The upper limit to scalability with no network aggregation of
administrative traffic is in the tens of thousands of receivers. For
example, for a Maximum Transmission Unit (MTU) of 1500 bytes
(the Ethernet maximum), the default block size is over 11,000
packets. If the number of receivers is 10,000 and each receiver has at
least one bad packet per block, then there will be a total of 10,000
NAK packets coming back to the sender from the group about that
block, approximately the same number of packets as were sent in the
forward direction in that block. MFTP provides for a NAK backoff
timer to spread the NAKs out in time to the sender to avoid bursts. If
the bandwidth is symmetric at the sender, the sender should be able to
handle this maximum NAK. In many situations, the amount of back
traffic could exceed forward traffic.

MFTP also has provision for a crude congestion control mechanism.
The sender at the beginning of a session sends announce messages.
These messages are used for many functions, including the setting up
of groups. Additionally, it conveys a packet loss parameter to all
receivers. This packet loss threshold parameter may be used by
receivers to leave the group if the packet loss exceeds the threshold.
Leaving the group prunes the distribution tree, relieving the
congestion in that section of the tree.
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Commercial Usage

The reliable multicast protocols previously discussed are the most
prominent ones on the market today. RMTP has been deployed in its
message streaming version for a billing record distribution application
within a very large telecommunications carrier, but it has had
generally limited deployment. It also does not scale over satellite
networks, where most of the early multicast deployments reside.

SRM has been used by the research community only over the Mbone,
and it is still being refined. Another problem with SRM is that in its cur-
rent incarnation, it supports neither asymmetric nor satellite networks.
Some early Internet Service Provider (ISP) multicast implementations,
offer multicast support in only one direction; SRM requires total multi-
cast support.

PGM is new and offers promise, but there is no deployment yet, and it
likely will not occur until early 1999. PGM also requires router sup-
port in a terrestrial land-line network to gain scaling.

MFTP has the limitation that it supports only bulk transfer applica-
tions. However, one trade-off is that it can support all network
infrastructures, including satellite infrastructures with scaling. MFTP
has also been available commercially in products with the longest
application support, dating back to 1995. Thus, MFTP-based prod-
ucts have the largest installed base of any reliable multicast-based
product being used over WANSs. The largest commercial installation
of over 8,500 remote sites in the group is the General Motors!®! dealer
network. Several other commercial installations of MFTP-based appli-
cations number over 1,000 group members.

Advanced Research Topics Discussed in Reliable Multicast Research Group

A promising technique to reduce the amount of repair data that needs
to be retransmitted is called erasure correction. This technique can
significantly reduce the amount of repairs that need to be resent if the
packet loss is largely uncorrelated at the receivers. It uses a forward
error correction (FEC) code to generate parity packets to be used for
repairs only. This setup provides benefit if errors at receivers are
uncorrelated. For example, suppose 16 receivers each have one miss-
ing packet, but they are all different. Rather than send all 16 original
data packets, one FEC packet could be sent that could correct the one
missing packet at all 16 receivers, requiring retransmission of only one
packet rather than 16.

If the loss is correlated, then many of the receivers lose the same data,
and erasure correction is of no benefit. However, there is also no pen-
alty, except for the need for computing power at both the sender and
the receivers to perform the FEC correction calculations. Simulations
have show!'! that there is a greater than 2:1 reduction in the number
of repairs needed to be sent with our example of 10,000 receivers.
This benefit will be even larger when group sizes become larger than
tens of thousands.

THE INTERNET PROTOCOL JOURNAL

31
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Perhaps a more significant application for FEC is a congestion control
technique known as layering!''-'21. With layering, numerous groups are
set up by the sender, all with different rates. Receivers that can receive
at the highest rate join all the “layer” groups. Those receivers that
cannot receive at the highest rate simply leave “layers” until congestion
is relieved, and they take longer to receive the data. For this to work
without sending data redundantly, the number of parity packets
created must be very large compared to the number of data packets.

There are some further issues that have been pointed out by the
researchers with the Other issues with the layering approaches have
been pointed out by the researchers, however. For layering to be
effective, the routing tree should be identical for the different groups;
otherwise congestion will not be relieved on a part of the tree. This
may not always be the case, especially in sparse mode routing
protocols, where selection of the rendezvous point or core is based on
group address.

Even if the same distribution tree is used for the different layers, it has
been pointed out!!?! that leaves of hosts downstream from a congested
link should be coordinated; otherwise the action of less than all of
them has no effect on congestion. Additionally, a receiver could cause
congestion by adding a layer that another receiver could interpret as
congestion, causing it to drop a layer with no effect.

Thus, layering using FEC techniques is an interesting technique that
shows promise for use in congestion control. However, there are
issues associated with this type of layering that researchers still need
to address.

Another technique that has been proposed for congestion control is
bulk feedback to the sender!'3l. If the sender receives an excessive
number of NAKs from receivers, it drops the sender’s transmission
rate with an algorithm that attempts to emulate the behavior of TCP.
This approach is an obvious one because it is an extension of the
process in which TCP falls back in the face of congestion.

This approach, however, has two basic problems. The first is that there
is delay, because the sender needs to get feedback from the multitude
of receivers before it acts. This delay can be considerably longer than
in the case of TCP, which needs feedback from only one receiver.

The second flaw is that one errant receiver can effectively penalize the
whole group, because the sender reduces the rate to the total group.

This approach is not viewed as a viable solution for these reasons. In
fact, the general consensus is that congestion control decision making
will be required at the multiple receivers rather than at the sender for
both scaling and timeliness reasons.
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Figure 10:
Optimized Local
Repair

Another idea that is now receiving intense study by researchers is that
of “subcasting”'41516], The key idea in subcasting is to optimize local
repair to be a retransmitter that may be just above a link congestion
point, as shown in Figure 10. The problem is to gain knowledge of the
network topology so as to locate a receiving host that is willing to
retransmit and that has the repair data.

Then the repairs need to be contained within only the region of the
network that lost the original transmission, that is, the “subcast” region.
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One proposal is to ask for assistance from the network routers. They
know the topology and could be used to find the closest willing
retransmitter that has the repair. The router could also direct the
repair to only the affected region: the subcast.

This technique can be viewed as an extension of concepts originally
proposed in SRM to provide local recovery. It assumes that most loss
is caused by congested links, and that uncorrelated loss is caused by a
series of mildly congested links with few group members. This model
is probably the right one for many land-line routed networks; it is
problematical with other network infrastructures.

Nevertheless, it is an interesting proposal that merits further research
effort. Local repair is destined to be an important tool to meet the
goal of improved scalability with minimal traffic overhead.

Group Creation and Destruction

The process of joining a group and leaving a group in IP multicast is
left to a potential group member that uses IGMP to notify the nearest
multicast router of its membership state. However, mechanisms need
to be in place to allow potential members of a group to gain the
information needed to decide to join the group.
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Reliable Multicast Protocols and Applications: continued

There are two basic ways to accomplish this scenario for one-to-
many sessions. The first and most common is the “broadcast TV”
model. The Multiparty Multimedia Session Control (MMUSIC)
working group of the IETF has developed some protocols that can be
used to advertise content. The Session Announcement Protocol
(SAP)I'1 provides the mechanism to send a stream on a “well-
known” multicast address to announce content to any potential lis-
teners who may be interested. It uses the Session Description
Protocol (SDP)'8] to describe the contents that are announced. These
two protocols together have been used to create a session directory
tool that is available on the Mbone. This setup creates essentially the
equivalent of a “preview channel” such as is often available on cable
television systems.

SDP is also used to post content on Web sites, which advertise that
content to anyone who wishes to receive it.

Although these protocols were originally developed primarily to adver-
tise multimedia streaming applications, they are also applicable for
data. They provide a useful tool for “push” vendors to advertise multi-
cast “channels” based on content that any consumer can “tune in” to.

Internet researchers describe this model as providing “loosely
coupled” sessions, because the sender does not know who is listening,
much like radio or TV broadcasters do not know who tunes in to
their stations.

MFTP also includes a group setup protocol. The “closed group”
option in MFTP provides a mechanism to create a “tightly coupled”
session that is very useful to organizations that wish to deliver critical
information from a central site to many remote branch offices. The
closed group provides a means for the sender to define a group list
centrally and direct those members so defined to join the group. This
scenario is somewhat similar to e-mail, except more robust.

These instructions are sent in an “announce” message on a special
multicast group address that the superset of possible candidate
receivers always listens to. Hosts so directed to join the group notify
their designated multicast router of their membership directed to join
the group notify their designated multicast router of their membership
using IGMP and “register” back to the sender of their presence. Thus,
the sender knows group membership before transmission commences,
and the sender can then also positively confirm delivery.
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This approach has proven very desirable for organizations that have
many branches where information is desired to be sent at the
discretion and time determined by the and desire to send information
at the discretion and time determined by the sender, and usually the
information is delivered to a branch office server. Several deployments
of applications that use MFTP and the closed group model with group
members approaching 10,000 exist.

The MMUSIC group has also created the Session Invitation Protocol
(SIP)[*) which is used to invite members to a conference of some sort,
including possibly a data conference. This protocol is appropriate for
use with whiteboard applications, for example.

Summary and Conclusions

Although multicast has often been viewed as synonymous with
multimedia, there is a wide spectrum of reliable multicast applications
that involve the transfer of data to multiple group members. Because
this wide spectrum of applications has many different requirements, as
shown in Figure 4, no one reliable multicast protocol can handle all
applications and network infrastructures. The result is that numerous
reliable multicast protocols are likely to become standardized, and
today numerous reliable multicast protocols are either in commercial
products/toolkits or due to be available soon.

The reliable multicast standardization effort now resides in the IRTF,
because Internet researchers are concerned about congestion control
and fairness to TCP for any protocols that might become standardized
for general Internet use. This problem is difficult to solve, given the
disparate requirements placed on protocols by the wide variety of
applications and different network infrastructures.

Nevertheless, a significant number of reliable multicast-based product
deployments have already occurred over private networks. These have
been shown to save organizations much money and to help create new
business opportunities for them.

Stay tuned; reliable multicast-based applications are ready to be main-
streamed. Together with multimedia multicast applications, multicast
applications of all forms will become common soon, first in private
intranets and extranets and then in the Internet as a whole.
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Layer 2 and Layer 3 Switch Evolution

by Thayumanavan Sridbar, Future

Figure 1:

Layer 2 switch with External Router
for Inter-VLAN traffic and connecting
to the Internet

Communications Software

ayer 2 switches are frequently installed in the enterprise for
L high-speed connectivity between end stations at the data link

layer. Layer 3 switches are a relatively new phenomenon, made
popular by (among others) the trade press. This article details some of
the issues in the evolution of Layer 2 and Layer 3 switches. We
hypothesize that that the technology is evolutionary and has its origins
in earlier products.

Layer 2 Switches

Bridging technology has been around since the 1980s (and maybe
even earlier). Bridging involves segmentation of local-area networks
(LANSs) at the Layer 2 level. A multiport bridge typically learns
about the Media Access Control (MAC) addresses on each of its
ports and transparently passes MAC frames destined to those ports.
These bridges also ensure that frames destined for MAC addresses
that lie on the same port as the originating station are not forwarded
to the other ports. For the sake of this discussion, we consider only
Ethernet LANs.

Layer 2 switches effectively provide the same functionality. They are
similar to multiport bridges in that they learn and forward frames on
each port. The major difference is the involvement of hardware that
ensures that multiple switching paths inside the switch can be active at
the same time. For example, consider Figure 1, which details a four-
port switch with stations A on port 1, B on port 2, C on port 3 and D
on port 4. Assume that A desires to communicate with B, and C
desires to communicate with D. In a single CPU bridge, this
forwarding would typically be done in software, where the CPU
would pick up frames from each of the ports sequentially and forward
them to appropriate output ports. This process is highly inefficient in a
scenario like the one indicated previously, where the traffic between A
and B has no relation to the traffic between C and D.
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Enter hardware-based Layer 2 switching. Layer 2 switches with their
hardware support are able to forward such frames in parallel so that A
and B and C and D can have simultaneous conversations. The parallel-
ism has many advantages. Assume that A and B are NetBIOS stations,
while C and D are Internet Protocol (IP) stations. There may be no rea-
son for the communication between A and C and A and D. Layer 2
switching allows this coexistence without sacrificing efficiency.

Virtual LANs

In reality, however, LANs are rarely so clean. Assume a situation
where A,B,C, and D are all IP stations. A and B belong to the same IP
subnet, while C and D belong to a different subnet. Layer 2 switching
is fine, as long as only A and B or C and D communicate. If A and C,
which are on two different IP subnets, need to communicate, Layer 2
switching is inadequate—the communication requires an IP router. A
corollary of this is that A and B and C and D belong to different
broadcast domains—that is, A and B should not “see” the MAC layer
broadcasts from C and D, and vice versa. However, a Layer 2 switch
cannot distinguish between these broadcasts—bridging technology
involves forwarding broadcasts to all other ports, and it cannot tell
when a broadcast is restricted to the same IP subnet.

Virtual LANs (VLANSs) apply in this situation. In short, Layer 2
VLANs are Layer 2 broadcast domains. MAC broadcasts are
restricted to the VLANSs that stations are configured into. How can
the Layer 2 switch make this distinction? By configuration. VLANs
involve configuration of ports or MAC addresses. Port-based VLANs
indicate that all frames that originate from a port belong to the same
VLAN, while MAC address-based VLANs use MAC addresses to
determine VLAN membership. In Figure 1, ports 1 and 2 belong to
the same VLAN, while ports 3 and 4 belong to a different VLAN.
Note that there is an implicit relationship between the VLANs and the
IP subnets—however, configuration of Layer 2 VLANs does not
involve specifying Layer 3 parameters.

We indicated earlier that stations on two different VLANSs can com-
municate only via a router. The router is typically connected to one of
the switch ports (Figure 1). This router is sometimes referred to as a
one-armed router since it receives and forwards traffic on to the same
port. In reality, of course, such routers connect to other switches or to
wide-area networks (WANSs). Some Layer 2 switches provide this
Layer 3 routing functionality within the same box to avoid an exter-
nal router and to free another switch port. This scenario is reminiscent
of the large multiprotocol routers of the early ’90s, which offered
routing and bridging functions.

A popular classification of Layer 2 switches is “cut-through” versus
“store-and-forward.” Cut-through switches make the forwarding
decision as the frame is being received by just looking at the header of
the frame. Store-and-forward switches receive the entire Layer 2 frame
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before making the forwarding decision. Hybrid adaptable switches
which adapt from cut-through to store-and-forward based on the
error rate in the MAC frames are very popular.

Characteristics

Layer 2 switches themselves act as IP end nodes for Simple Network
Management Protocol (SNMP) management, Telnet, and Web based
management. Such management functionality involves the presence of
an IP stack on the router along with User Datagram Protocol (UDP),
Transmission Control Protocol (TCP), Telnet, and SNMP functions.
The switches themselves have a MAC address so that they can be
addressed as a Layer 2 end node while also providing transparent
switch functions. Layer 2 switching does not, in general, involve
changing the MAC frame. However, there are situations when
switches change the MAC frame. The IEEE 802.1Q Committee is
working on a VLAN standard that involves “tagging” a MAC frame
with the VLAN it belongs to; this tagging process involves changing
the MAC frame. Bridging technology also involves the Spanning-Tree
Protocol. This is required in a multibridge network to avoid loops.
The same principles also apply towards Layer 2 switches, and most
commercial Layer 2 switches support the Spanning-Tree Protocol.

The previous discussion provides an outline of Layer 2 switching func-
tions. Layer 2 switching is MAC frame based, does not involve altering
the MAC frame, in general, and provides transparent switching in par-
allel with MAC frames. Since these switches operate at Layer 2, they
are protocol independent. However, Layer 2 switching does not scale
well because of broadcasts. Although VLANS alleviate this problem to
some extent, there is definitely a need for machines on different
VLANSs to communicate. One example is the situation where an orga-
nization has multiple intranet servers on separate subnets (and hence
VLANS), causing a lot of intersubnet traffic. In such cases, use of a
router is unavoidable; Layer 3 switches enter at this point.

Layer 3 Switches

Layer 3 switching is a relatively new term, which has been “extended”
by a numerous vendors to describe their products. For example, one
school uses this term to describe fast IP routing via hardware, while
another school uses it to describe Multi Protocol Over ATM (MPOA).
For the purpose of this discussion, Layer 3 switches are superfast rout-
ers that do Layer 3 forwarding in hardware. In this article, we will
mainly discuss Layer 3 switching in the context of fast IP routing,
with a brief discussion of the other areas of application.

Evolution

Consider the Layer 2 switching context shown in Figure 1. Layer 2
switches operate well when there is very little traffic between VLANS.
Such VLAN traffic would entail a router—either “hanging off” one of
the ports as a one-armed router or present internally within the
switch. To augment Layer 2 functionality, we need a router—which
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leads to loss of performance since routers are typically slower than
switches. This scenario leads to the question: Why not implement a
router in the switch itself, as discussed in the previous section, and do
the forwarding in hardware?

Although this setup is possible, it has one limitation: Layer 2 switches
need to operate only on the Ethernet MAC frame. This scenario in
turn leads to a well-defined forwarding algorithm which can be
implemented in hardware. The algorithm cannot be extended easily to
Layer 3 protocols because there are multiple Layer 3 routable
protocols such as IP, IPX, AppleTalk, and so on; and second, the
forwarding decision in such protocols is typically more complicated
than Layer 2 forwarding decisions.

What is the engineering compromise? Because IP is the most common
among all Layer 3 protocols today, most of the Layer 3 switches
today perform IP switching at the hardware level and forward the
other protocols at Layer 2 (that is, bridge them). The second issue of
complicated Layer 3 forwarding decisions is best illustrated by IP
option processing, which typically causes the length of the IP header
to vary, complicating the building of a hardware forwarding engine.
However, a large number of IP packets do not include IP options—so,
it may be overkill to design this processing into silicon. The
compromise is that the most common (fast path) forwarding decision
is designed into silicon, whereas the others are handled typically by a
CPU on the Layer 3 switch.

To summarize, Layer 3 switches are routers with fast forwarding done
via hardware. IP forwarding typically involves a route lookup,
decrementing the Time To Live (TTL) count and recalculating the
checksum, and forwarding the frame with the appropriate MAC
header to the correct output port. Lookups can be done in hardware,
as can the decrementing of the TTL and the recalculation of the
checksum. The routers run routing protocols such as Open Shortest
Path First (OSPF) or Routing Information Protocol (RIP) to
communicate with other Layer 3 switches or routers and build their
routing tables. These routing tables are looked up to determine the
route for an incoming packet.

Combined Layer 2/Layer 3 Switches

We have implicitly assumed that Layer 3 switches also provide Layer
2 switching functionality, but this assumption does not always hold
true. Layer 3 switches can act like traditional routers hanging off
multiple Layer 2 switches and provide inter-VLAN connectivity. In
such cases, there is no Layer 2 functionality required in these switches.
This concept can be illustrated by extending the topology in Figure
1—consider placing a pure Layer 3 switch between the Layer 2 Switch
and the router. The Layer 3 Switch would off-load the router from
inter-VLAN processing.

THE INTERNET PROTOCOL JOURNAL

41



Layer 2 and Layer 3 Switch Evolution: continued

Figure 2:
Combined Layer2/
Layer3 Switch
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Figure 2 illustrates the combined Layer 2/Layer 3 switching function-
ality. The combined Layer 2/Layer 3 switch replaces the traditional
router also. A and B belong to IP subnet 1, while C and D belong to
IP subnet 2. Since the switch in consideration is a Layer 2 switch also,
it switches traffic between A and B at Layer 2. Now consider the situ-
ation when A wishes to communicate with C. A sends the IP packet
addressed to the MAC address of the Layer 3 switch, but with an IP
destination address equal to C’s IP address. The Layer 3 switch strips
out the MAC header and switches the frame to C after performing
the lookup, decrementing the TTL, recalculating the checksum and
inserting C’s MAC address in the destination MAC address field. All
of these steps are done in hardware at very high speeds.

Now how does the switch know that C’s IP destination address is Port
3? When it performs learning at Layer 2, it only knows C’s MAC
address. There are multiple ways to solve this problem. The switch
can perform an Address Resolution Protocol (ARP) lookup on all the
IP subnet 2 ports for C’s MAC address and determine C’s IP-to-MAC
mapping and the port on which C lies. The other method is for the
switch to determine C’s IP-to-MAC mapping by snooping into the IP
header on reception of a MAC frame.

Characteristics

Configuration of the Layer 3 switches is an important issue. When the
Layer 3 switches also perform Layer 2 switching, they learn the MAC
addresses on the ports—the only configuration required is the VLAN
configuration. For Layer 3 switching, the switches can be configured
with the ports corresponding to each of the subnets or they can
perform IP address learning. This process involves snooping into the
IP header of the MAC frames and determining the subnet on that port
from the source IP address. When the Layer 3 switch acts like a one-
armed router for a Layer 2 switch, the same port may consist of
multiple IP subnets.

Management of the Layer 3 switches is typically done via SNMP.
Layer 3 switches also have MAC addresses for their ports—this setup
can be one per port, or all ports can use the same MAC address. The
Layer 3 switches typically use this MAC address for SNMP, Telnet,

and Web management communication.
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Conceptually, the ATM Forum’s LAN Emulation (LANE) specificat-
ion is closer to the Layer 2 switching model, while MPOA is closer to
the Layer 3 switching model. Numerous Layer 2 switches are
equipped with ATM interfaces and provide a LANE client function on
that ATM interface. This scenario allows the bridging of MAC frames
across an ATM network from switch to switch. The MPOA is closer
to combined Layer2/Layer 3 switching, though the MPOA client does
not have any routing protocols running on it. (Routing is left to the
MPOA server under the Virtual Router model.)

Do Layer 3 switches completely eliminate need for the traditional
router ? No, routers are still needed, especially where connections to
the wide area are required. Layer 3 switches may still connect to such
routers to learn their tables and route packets to them when these
packets need to be sent over the WAN. The switches will be very
effective on the workgroup and the backbone within an enterprise,
but most likely will not replace the router at the edge of the WAN
(read Internet in many cases). Routers perform numerous other
functions like filtering with access lists, inter-Autonomous System (AS)
routing with protocols such as the Border Gateway Protocol (BGP),
and so on. Some Layer 3 switches may completely replace the need for
a router if they can provide all these functions (see Figure 2).
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Book Review
Gigabit Ethernet

Gigabit Ethernet: Technology and Applications for High-Speed AN,
by Rich Seifert, ISBN 0-201-18553-9, Addison-Wesley, 1998,
http://www.awl.com/cseng/titles/0-201-18553-9.

Gigabit Ethernet is storming its way onto the high-speed LAN scene.
From a concept in 1984 to an emerging commercial reality in 1998,
Gigabit Ethernet promises to give other high-speed LAN technologies,
especially ATM, a serious run for their money. Capitalizing on the
basic ease of use and deployment that has made other forms of Ether-
net the most popular LAN technology of all, Gigabit Ethernet promises
to add major bandwidth to such networks in a straightforward, com-
pletely compatible, and relatively affordable way. This book performs
an excellent survey of the technologies, algorithms, and design princi-
ples that make Gigabit Ethernet possible, and also explains where the
tremendous appeal of Gigabit Ethernet really lies. Much of the book is
devoted to explaining Ethernet principles and operation in general, as
well as exploring recent developments that have enabled gigabit tech-
nologies to emerge.

Organization

The book is divided into three parts. Part I explores the foundations
that underpin Gigabit Ethernet, starting with a brief but cogent explo-
ration of Ethernet before gigabit versions loomed on the horizon. The
rest of Part I covers the trends in LAN usage in general, and Ethernet in
particular, that laid the groundwork for Gigabit Ethernet. These trends
include the move from shared media to dedicated media on many
LANSs, and likewise from shared LANs to dedicated LANs, and the
concomitant deployment of full-duplex technologies to support bidirec-
tional, high-bandwidth communications. Seifert, an original member of
the DIX (Digital-Intel-Xerox) team that developed Ethernet, writes
clearly and compellingly about complex issues, such as flow control,
medium independence, and automatic configuration, as he explains
what made Gigabit Ethernet possible, if not inevitable.

In Part II, Seifert turns his focus onto Gigabit Ethernet itself, beginning
with an overview. In the rest of Part II, he explains how Media Access
Control (MAC) works for half-duplex and full-duplex versions of
Gigabit Ethernet, and makes a strong case for the essential irrelevancy
of shared-media and half-duplex operation for Gigabit Ethernet. Along
the way, Seifert also covers how Gigabit Ethernet networking devices,
such as repeaters and switching and routing hubs, must be designed
and how they work, and covers the behavior and operation of the
physical layer at gigabit speeds.
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He concludes this section of the book with a brief overview of the cur-
rent IEEE Draft 802.3z specification that governs current Gigabit
Ethernet operations, and mentions ongoing work in the 802.3ab sub-
committee to define a workable implementation for Gigabit Ethernet
on twisted-pair media (1000BaseT, as it will probably be known).

In Part III, Seifert tackles some of the most interesting material in this
book. He begins with a discussion of how LANs and computers change
roles over time in acting as the bottleneck for network use. The point
here is that because of its extremely high bandwidth relative to the
demands of most applications and end-user requirements, Gigabit
Ethernet is likely to remain a backbone or clustering technology for the
foreseeable future. He also explores the performance considerations for
both networks and applications involved when extreme speeds or
excessive bandwidths are available, to point out how bandwidth aggre-
gation is presently Gigabit’s most immediate and compelling
contribution to networking.

Finally, he explores how Gigabit Ethernet compares to other high-
speed networking technologies, including Fast Ethernet, Fiber Distrib-
uted Data Interface (FDDI), High-Performance Parallel Interface
(HIPPI), Fibre Channel, and ATM. His discussion of why both ATM
and Gigabit Ethernet are necessary, and why neither can fully sup-
plant the other, represents a humorous and insightful analysis of why
connection-oriented and connectionless communications and applica-
tions are both good, and why the two can never truly converge.

An Outstanding Contribution

A rundown of Seifert’s layout and content, however, fails to do com-
plete justice to this book. For one thing, Seifert’s work includes the
funniest and most ingenious footnotes I’ve seen in recent publications,
including some truly horrendous puns and some downright howlers.
For example, when discussing how repeaters work, he comments that
“A jabbering station causes carrier sense to be continuously asserted
and blocks all use of a shared LAN. A repeater looks for this condition
and isolates the offending station.” To this last sentence, he appends
the following footnote: “Research is underway to determine if this
mechanism can be extended for use on politicians and university lectur-
ers.” And this is just one of dozens of such gems that help to relieve the
dryness that deeply technical material can sometimes manifest.

This book is also masterful simply because the author understands his
material so well, and does such an outstanding job of explaining and
exploring even the most abstruse networking concepts. Although I’ve
been working with Ethernet for 15 years, I learned a great deal of new
material from Part I of the book because old concepts were explained
in new ways that improved my understanding. I suspect other readers
will have one or two “Aha!” experiences from this tome as well.
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Book Review: continued

More Book Reviews

But it’s when making the case for full-duplex Gigabit Ethernet and
exploring the requirements for switching and routing behaviors in
Gigabit Ethernet networking devices that this material really shines.

Without a doubt, this book is among the very best of any of the litera-
ture available on high-speed networking today. I give it an A+ rating,
not only because of the breadth and depth of its technical coverage and
its compilation of essential concepts and information, but also because
the author’s deep understanding of networking protocols and commu-
nications needs enlivens all of his discussions of matters technical,
business, and political. If you want to understand Gigabit Ethernet,
this book is the obvious place to begin (and for many, to end) your
search for enlightenment.

But even if all you want is a good read about expensive, exotic, and
high-performance technology, Seifert’s book offers the opportunity
for outright enjoyment of the prose, and shared delight at untangling
the technical dilemmas that any good design engineer must unravel
on the road between a set of requirements and working implementa-
tion thereof.

—Ed Tittel

LANWrights, Inc.
etittel@lanw.com

We have more book reviews awaiting publication:

e [nternet Cryptography, by Richard E. Smith, ISBN 0-201-92480-3,
Addison-Wesley, 1998. Reviewed by Fred Avolio.

o Web Security: A Step-by-Step Reference Guide, by Lincoln D. Stein,
ISBN 0-201-63489-9, Addison-Wesley, December 1997. Reviewed
by Richard Perlman

® [P Multicasting: The Complete Guide to Interactive Corporate
Networks, by Dave Kosiur ISBN 0-471-24359-0, Wiley Computer
Publishing, 1998. Reviewed by Neophytos Iacovou.

So, make sure you receive the next issue of The Internet Protocol Jour-
nal due out in December 1998.
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Fragments

More on The Future of the Domain Name System (DNS)

Shortly after our first issue went to press, the US Government issued a
so-called White Paper as a follow on to the Green Paper. The White
Paper, entitled “Management of Internet Names and Addresses,” can
be found at:
http://www.ntia.doc.gov/ntiahome/domainname/domainhome.htm

In early July, The International Forum on The White Paper (IFWP)
was formed. The IFWP is “an ad hoc coalition of professional, trade
and educational associations representing a diversity of Internet stake-
holder groups.” The IFWP held a series of meetings in Reston,
Brussels, Geneva, Singapore and Buenos Aires to discuss the White
Paper, specifically the incorporation of the Internet Assigned Numbers
Authority (IANA). For more information on the IFWP process, see:
http://www.ifwp.org

The IANA has posted draft bylaws for its incorporation on the IANA
web site at: http://www.iana.org, and asked for community input.
By the time you read this, the incorporation should already have taken
place. We will provide an update in our next issue.

IETF Wins Award

The Computer Professionals for Social Responsibility (CPSR) has cho-
sen the Internet Engineering Task Force (IETF) to be honored with the
Norbert Wiener award for the group’s influential role in the evolution
of the Internet. In its 12-year history, this is only the second time the
CPSR has recognized an organization rather than an individual. The
IETF will accept the award at CPSR’s annual conference, on Saturday
evening, October 10, 1998, in Boston. The IETF is noted for its highly
open and democratic processes that have affected the development of
the Internet. The CPSR believes that such open processes are both
extremely important and seriously threatened, and have accordingly
made Internet governance the focus of its 1998 program year. The
Norbert Wiener award was established in 1987 by the CPSR in mem-
ory of the originator of the field of cybernetics, whose pioneering work
was one of the pillars on which the computer technology was created.
See: http://www.cpsr.org and http://www.ietf.org

Send us your comments!
We look forward to hearing your comments and suggestions regarding
anything you read in this publication. Send us e-mail at: ipj@cisco.com

This publication is distributed on an “as-is” basis, without warranty of any kind either
express or implied, including but not limited to the implied warranties of merchantability,
fitness for a particular purpose, or noninfringement. This publication could contain
technical inaccuracies or typographical errors. Later issues may modify or update
information provided in this issue. Neither the publisher nor any contributor shall have any
liability to any person for any loss or damage caused directly or indirectly by the
information contained herein.
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FrRoM TuHE EDITOR

The Simple Network Management Protocol (SNMP) was first stan-
dardized in 1988. It quickly became a de facto management standard,
not only for Internet technologies, but for a wide range of applications.
Like many early Internet protocols, the first two versions of SNMP did
not include provisions for security. In 1996, two different proposals for
security enhancements to SNMPv2 were put forward, with strong pro-
ponents behind each. Everyone agreed that the industry needed just one
solution, and therefore work proceeded to incorporate the best fea-
tures of the two security proposals for SNMPv2. The result is
SNMPv3, and it is described in this issue by William Stallings.

As the Internet continues to grow, demand for high-speed access for
residential users is increasing. Alternatives to traditional dialup service
include Digital Subscriber Line (DSL) services, wireless solutions, and
various television technologies. In this issue, we examine two aspects of
Internet access using TV technologies. First, Mark Laubach gives an
overview of cable modem technologies and standards, and discusses
some deployment issues. In the second article, George Abe looks at the
emerging digital television standards and how they could be used to
provide Internet access.

The Internet lost one of its most respected pioneers when Jon Postel
passed away on October 16, 1998. Jon was well-known as the Direc-
tor of the Internet Assigned Numbers Authority (IANA) and as the
editor of the Request for Comments (RFC) document series. Included
in this issue is “I Remember IANA,” a tribute to Jon Postel written by
his longtime friend Vint Cerf. The remembrance has also been pub-
lished as RFC 2468.

With that we have come to the end of 1998 and the end of Volume 1
of The Internet Protocol Journal. We wish you a pleasant holiday sea-
son and will be back with Volume 2, Number 1 in March 1999. In the
meantime, please visit our Web site at www.cisco.com/ipj. There you
will find back issues in PDF format, our Call for Papers and guidelines
for authors of IP] articles.

—Ole |. Jacobsen, Editor and Publisher

ole@cisco.com



Security Comes to SNMP:
The New SNMPv3 Proposed Internet Standards

by William Stallings

WANS, and end-user equipment from multiple vendors. Users

need automated tools to help manage such configurations that
are easy to install, easy to use, and don’t place a great burden on the
network.

D ata networks typically include bridges, routers, links into

This accounts for the popularity of the Simple Network Management
Protocol (SNMP). Introduced in 1988 to provide management capabil-
ity for TCP/IP-based networks, SNMP rapidly became the most widely
used standardized network management tool. Virtually all vendors of
network-based equipment provide SNMP.

The appeal of SNMP has indeed been its simplicity because SNMP pro-
vides a bare-bones set of functions, and it is indeed easy to implement,
install, and use. And, used sensibly, it will not place undue burden on
the network. Moreover, because of its simplicity, achievement of
interoperability is a relatively straightforward task: SNMP modules
from different vendors can be made to work together with minimal
effort.

SNMP—Strengths and Weaknesses

SNMP is based on three concepts: managers, agents, and the Manage-
ment Information Base (MIB). In any configuration, at least one
manager node runs SNMP management software. Network devices to
be managed, such as bridges, routers, servers, and workstations, are
equipped with an agent software module. The agent is responsible for
providing access to a local MIB of objects that reflects the resources and
activity at its node. The agent also responds to manager commands to
retrieve values from the MIB and to set values in the MIB. An example
of an object that can be retrieved is a counter that keeps track of the
number of packets sent and received over a link into the node; the man-
ager can track this value to monitor the load at that point in the
network. An example of an object that can be set is one that represents
the state of a link; the manager could disable the link by setting the
value of the corresponding object to the disabled state.

Such capabilities are fine for implementing a basic network-manage-
ment system. To enhance this basic functionality, a new version of
SNMP was introduced in 1993 and revised in 1996. SNMPv2 added
bulk transfer capability and other functional extensions. However, nei-
ther SNMPv1l nor SNMPv2 offers security features. Specifically,
SNMPv1/v2 can neither authenticate the source of a management mes-
sage nor provide encryption. Without authentication, it is possible for
nonauthorized users to exercise SNMP network management func-
tions. It is also possible for nonauthorized users to eavesdrop on
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management information as it passes from managed systems to the
management system. Because of these deficiencies, many SNMPv1/v2
implementations are limited to simply a read-only capability, reducing
their utility to that of a network monitor; no network control applica-
tions can be supported.

Enter SNMPv3

To correct the security deficiencies of SNMPv1/v2, SNMPv3 was issued
as a set of Proposed Standards in January 1998 (Table 1). This set of
documents does not provide a complete SNMP capability but rather
defines an overall SNMP architecture and a set of security capabilities.
These are intended to be used with the existing SNMPv2. As one of the
SNMPv3 working documents puts it, “SNMPv3 is SNMPv2 plus
administration and security.”

Table 1: SNMPv3 RFCs

RFC Number Title

2271 An Architecture for Describing SNMP Management
Frameworks

2272 Message Processing and Dispatching for the Simple
Network Management Protocol (SNMP)

2273 SNMPv3 Applications

2274 User-Based Security Model for SNMPv3

2275 View-Based Access Control Model (VACM) for SNMP

SNMPv3 includes three important services: authentication, privacy,
and access control (Figure 1). To deliver these services in a flexible and
efficient manner, SNMPv3 introduces the concept of a principal, which
is the entity on whose behalf services are provided or processing takes
place. A principal can be an individual acting in a particular role; a set
of individuals, with each acting in a particular role; an application or
set of applications; or combinations thereof. In essence, a principal
operates from a management station and issues SNMP commands to
agent systems. The identity of the principal and the target agent
together determine the security features that will be invoked, including
authentication, privacy, and access control. The use of principals allows
security policies to be tailored to the specific principal, agent, and infor-
mation exchange, and gives human security managers considerable
flexibility in assigning network authorization to users.
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The New SNMPv3 Proposed Internet Standards: continued

Figure 1:
SNMPv3 Security
Features

Figure 2:
SNMP Entity
(RFC 2271)

Manager Transmission from manager Agent
to agent may be authenticated

I to guarantee identity of sender — | ’ Agent

/2 and integrity and timeliness

/ of message
Manager — ] ’

.

/L)

SNMPv3 messages
may be encrypted
to ensure privacy

Agent may enforce access-control
policy to restrict each principal to

= =
< of its data

— certain actions on certain portions
Manager Agent

SNMPv3 is defined in a modular fashion, as shown in Figure 2. Each
SNMP entity includes a single SNMP engine. An SNMP engine imple-
ments functions for sending and receiving messages, authenticating and
encrypting/decrypting messages, and controlling access to managed
objects. These functions are provided as services to one or more appli-
cations that are configured with the SNMP engine to form an SNMP
entity. This modular architecture provides several advantages. First, the
role of an SNMP entity is determined by the modules that are imple-
mented in that entity. For example, a certain set of modules is required
for an SNMP agent, whereas a different (though overlapping) set of
modules is required for an SNMP manager. Second, the modular struc-
ture of the specification lends itself to defining different versions of each
module. This, in turn, makes it possible to (1) define alternative or
enhanced capabilities for certain aspects of SNMP without needing to
go to a new version of the entire standard (for example, SNMPv4), and
(2) clearly specify coexistence and transition strategies.

Application(s)
Command Notification Proxy
Generator Receiver Forwarder
Command Notification
Responder Originator Ly

SNMP Engine (identified by snmpEnginelD)
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Table 2 provides a brief definition of each module.

Table 2: Components of an SNIVIP Entity (RFC 2271 and 2273)

Dispatcher Allows for concurrent support of multiple versions of
SNMP messages in the SNMP engine. It is responsible
for (1) accepting protocol data units (PDUs) from
applications for transmission over the network and
delivering incoming PDUs to applications; (2) passing
outgoing PDUs to the Message Processing Subsystem to
prepare as messages, and passing incoming messages
to the Message Processing Subsystem to extract the
incoming PDUs; and (3) sending and receiving SNMP
messages over the network.

Message Responsible for preparing messages for sending and for
Processing extracting data from received messages.

Subsystem

Security Provides security services such as the authentication and
Subsystem privacy of messages. This subsystem potentially

contains multiple Security Models.

Access Provides a set of authorization services that an

Control application can use for checking access rights. Access

Subsystem control can be invoked for retrieval or modification
request operations and for notification generation
operations.

Command Initiates SNMP Get, GetNext, GetBulk, or Set request

Generator PDUs and processes the response to a request that it has
generated.

Command Receives SNMP Get, GetNext, GetBulk, or Set request

Responder PDUs destined for the local system as indicated by the

fact that the contextEnginelD in the received request is
equal to that of the local engine through which the
request was received. The command responder
application performs the appropriate protocol operation,
using access control, and generates a response message
to be sent to the originator of the request.

Notification Monitors a system for particular events or conditions,
Originator and generates Trap or Inform messages based on these
events or conditions. A notification originator must have
a mechanism for determining where to send messages,
and which SNMP version and security parameters to use
when sending messages.

Notification Listens for notification messages, and generates
Receiver response messages when a message containing an
Inform PDU is received.

Proxy Forwards SNMP messages. Implementation of a proxy
Forwarder forwarder application is optional.

SNMPv3 Message Processing

SNMPv3 relies on the User Datagram Protocol (UDP) or some other
transport-layer protocol to convey SNMP information. Above the UDP
layer, SNMP functionality is organized into two application-level lay-
ers: a PDU processing layer and a message processing layer.
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The New SNMPv3 Proposed Internet Standards: continued

Figure 3:

SNMPv3 Message
Format with
User-Based
Security Model

The topmost layer is the PDU processing layer. At this layer, manage-
ment commands (such as Get, Set, Trap, Inform) are realized in a PDU
that includes an indication of the command type and a list of variables
(management objects) to which the command refers. This PDU is then
passed down to the message processing layer, which adds a message
header. The message header contains security-related information that
may be used for authentication and privacy operations.

Figure 3 illustrates the message structure. The first five fields are gener-
ated by the message processing model on outgoing messages and
processed by the message processing model on incoming messages. The
next six fields show security parameters used by the security model,
which is invoked by the message processing model to provide security
services. Finally, the PDU, together with the contextEnginelD and con-
textName, constitute a scoped PDU, used for PDU processing.
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(=]
2 A contextEnginelD \
(-]
& contextName
S
g
2 Scoped PDU
- laintext or encrypted)
= (p yp
2 PDU
3
(7]
\ 20 / J

The first five fields follow:
® msgVersion: Set to snmpv3(3).

® msgID: A unique identifier used between two SNMP entities
to coordinate request and response messages, and by the mes-
sage processor to coordinate the processing of the message by
different subsystem models within the architecture. The range
of this ID is 0 through 23'-1.
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* msgMaxSize: Conveys the maximum size of a message in octets sup-
ported by the sender of the message, with a range of 484 through
231-1. This is the maximum segment size that the sender can accept
from another SNMP engine (whether a response or some other mes-

sage type).

e msgFlags: An octet string containing three flags in the least significant
three bits: reportableFlag, privFlag, authFlag. If reportableFlag = 1,
then a Report PDU must be returned to the sender under those con-
ditions that can cause the generation of a Report PDU; when the flag
is zero, a Report PDU may not be sent. The reportableFlag is set to 1
by the sender in all messages containing a request (Get, Set) or an
Inform, and set to 0 for messages containing a Response, a Trap, or
a Report PDU. The reportableFlag is a secondary aid in determining
when to send a Report. It is used only in cases in which the PDU por-
tion of the message cannot be decoded (for example, when
decryption fails because of incorrect key). The privFlag and authFlag
are set by the sender to indicate the security level that was applied to
the message. For privFlag = 1, encryption was applied and for priv-
Flag = 0, authentication was applied. All combinations are allowed
except (privFlag = 1 AND authFlag = 0); that is, encryption without
authentication is not allowed.

o msgSecurityModel: An identifier in the range of 0 through 23'-1 that
indicates which security model was used by the sender to prepare this
message and, therefore, which security model must be used by the
receiver to process this message. Reserved values include 1 for
SNMPv1, 2 for SNMPv2c, and 3 for SNMPv3.

User-Based Security Model

The User-Based Security Model (USM) uses the concept of an authori-
tative engine. In any message transmission, one of the two entities,
transmitter or receiver, is designated as the authoritative SNMP engine,
according to the following rules:

® When an SNMP message contains a payload that expects a response
(for example, a Get, GetNext, GetBulk, Set, or Inform PDU), then
the receiver of such messages is authoritative.

® When an SNMP message contains a payload that does not expect a
response (for example, an SNMPv2-Trap, Response, or Report PDU),
then the sender of such a message is authoritative.

Thus, for messages sent on behalf of a Command Generator and for
Inform messages from a Notification Originator, the receiver is authori-
tative. For messages sent on behalf of a Command Responder or for
Trap messages from a Notification Originator, the sender is authorita-
tive. This designation serves two purposes:
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The New SNMPv3 Proposed Internet Standards: continued

® The timeliness of a message is determined with respect to a clock
maintained by the authoritative engine. When an authoritative engine
sends a message (Trap, Response, Report), it contains the current
value of its clock, so that the nonauthoritative recipient can synchro-
nize on that clock. When a nonauthoritative engine sends a message
(Get, GetNext, GetBulk, Set, Inform), it includes its current estimate
of the time value at the destination, allowing the destination to assess
the timeliness of the message.

® A key localization process, described later, enables a single principal
to own keys stored in multiple engines; these keys are localized to the
authoritative engine in such a way that the principal is responsible
for a single key but avoids the security risk of storing multiple copies
of the same key in a distributed network.

When an outgoing message is passed to the USM by the Message Pro-
cessor, the USM fills in the security-related parameters in the message
header. When an incoming message is passed to the USM by the Mes-
sage Processor, the USM processes the values contained in those fields.
The security-related parameters include the following:

o msgAuthoritativeEnginelD: The snmpEnginelD of the authoritative
SNMP engine involved in the exchange of this message. Thus, this
value refers to the source for a Trap, Response, or Report, and to the
destination for a Get, GetNext, GetBulk, Set, or Inform.

» msgAuthoritativeEngineBoots: The snmpEngineBoots value of the
authoritative SNMP engine involved in the exchange of this mes-
sage. The object snmpEngineBoots is an integer in the range 0
through 231 that represents the number of times that this SNMP
engine has initialized or reinitialized itself since its initial con-
figuration.

» msgAuthoritativeEngineTime: The snmpEngineTime value of the
authoritative SNMP engine involved in the exchange of this message.
The object snmpEngineTime is an integer in the 0 through 23'-1
range that represents the number of seconds since this authoritative
SNMP engine last incremented the snmpEngineBoots object. Each
authoritative SNMP engine is responsible for incrementing its own
snmpEngineTime value once per second. A non-authoritative engine
is responsible for incrementing its notion of snmpEngineTime for
each remote authoritative engine with which it communicates.

® msgUserName: The user (principal) on whose behalf the message is
being exchanged.

o msgAuthenticationParameters: Null if authentication is not being
used for this exchange; otherwise, this is an authentication parame-
ter. For the current definition of USM, the authentication parameter
is a message authentication code generated using an algorithm
referred to as HMAC.
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* msgPrivacyParameters: Null if privacy is not being used for this
exchange; otherwise, this is a privacy parameter. For the current
definition of USM, the privacy parameter is a parameter used in the
encryption algorithm DES.

Secret-Key Authentication

The authentication mechanism in SNMPv3 assures that a received mes-
sage was, in fact, transmitted by the principal whose identifier appears
as the source in the message header. In addition, this mechanism
assures that the message was not altered in transit and that it was not
artificially delayed or replayed.

To achieve authentication, each pair of principal and remote SNMP
engines that wishes to communicate must share a secret authentication
key. The sending entity provides authentication by including a message
authentication code with the SNMPv3 message it is sending. This code
is a function of the contents of the message, the identity of the princi-
pal and engine, the time of transmission, and a secret key that should
be known only to the sender and the receiver. The secret key must ini-
tially be set up outside of SNMPv3 as a configuration function. That is,
the configuration manager or network manager is responsible for dis-
tributing initial secret keys to be loaded into the databases of the
various SNMP managers and agents. This can be done manually or by
using some form of secure data transfer outside of SNMPv3. When the
receiving entity gets the message, it uses the same secret key to calcu-
late the message authentication code again. If the receiver’s version of
the code matches the value appended to the incoming message, then the
receiver knows that the message can only have originated from the
authorized manager, and that the message was not altered in transit.
The shared secret key between sending and receiving parties must be
preconfigured.

Another aspect of USM authentication is timeliness verification. USM is
responsible for assuring that messages arrive within a reasonable time
window to protect against message delay and replay attacks. Two func-
tions support this service: synchronization and time-window checking.

Each authoritative engine maintains two values, snmpEngineBoots and
snmpEngineTime, that keep track of the number of boots since initial-
ization and the number of seconds since the last boot. These values are
placed in outgoing messages in the fields msgAuthoritativeEngineBoots
and msgAuthoritativeEngineTime. A nonauthoritative engine main-
tains synchronization with an authoritative engine by maintaining local
copies of snmpEngineBoots and snmpEngineTime for each remote
authoritative engine with which it communicates. These values are
updated on receipt of an authentic message from the remote authorita-
tive engine. Between these message updates, the nonauthoritative
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The New SNMPv3 Proposed Internet Standards: continued

engine increments the value of snmpEngineTime for the remote author-
itative engine to maintain loose synchronization. These values are
inserted in outgoing messages intended for that authoritative engine.

When an authoritative engine receives a message, it compares the
incoming boot and time values with its own boot and time values. If
the boot values match and if the incoming time value is within 150 sec-
onds of the actual time value, then the message is declared to be within
the time window and, therefore, to be a timely message.

Privacy Using Conventional Encryption

The SNMPv3 USM privacy facility enables managers and agents to
encrypt messages to prevent eavesdropping by third parties. Again,
manager entity and agent entity must share a secret key. When privacy
is invoked between a principal and a remote engine, all traffic between
them is encrypted using the Data Encryption Standard (DES). The
sending entity encrypts the entire message using the DES algorithm and
its secret key, and sends the message to the receiving entity, which
decrypts it using the DES algorithm and the same secret key. Again, the
two parties must be configured with the shared key.

The cipher-block-chaining (CBC) mode of DES is used by USM. This
mode requires that an initial value (IV) be used to start the encryption
process. The msgPrivacyParameters field in the message header con-
tains a value from which the IV can be derived by both sender and
receiver.

View-Based Access Control Model (VACM)

The access control facility makes it possible to configure agents to pro-
vide different levels of access to the agent’s MIB to different managers.
An agent entity can restrict access to its MIB for a particular manager
entity in two ways. First, it can restrict access to a certain portion of its
MIB. For example, an agent may restrict most manager principals to
viewing performance-related statistics and allow only a single desig-
nated manager principal to view and update configuration parameters.
Second, the agent can limit the operations that a principal can use on
that portion of the MIB. For example, a particular manager principal
could be limited to read-only access to a portion of an agent’s MIB.
The access control policy to be used by an agent for each manager must
be preconfigured; it essentially consists of a table that details the access
privileges of the various authorized managers. Unlike authentication,
which is done by user, access control is done by group, where a group
may be a set of multiple users.
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Figure 4:
VACM Flowchart
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Figure 4 illustrates the overall VACM logic, which proceeds in the fol-
lowing steps:

1. The context name refers to a named subset of the MIB objects at an
agent. VACM checks to see if there is an entry in vacmContextTable
for the requested contextName. If so, then this context is known to
this SNMP engine. If not, then an errorIndication of noSuchContext
is returned.

2. Each principal operating under a given security model is assigned to
at most one group, and access privileges are configured on a group
basis. VACM checks vacmSecurityToGroupTable to determine if
there is a group assigned to the requested <securityModel, securi-
tyName> pair. If so, then this principal, operating under this
securityModel, is a member of a group configured at this SNMP
engine. If not, then an errorIndication of noGroupName is returned.

3. VACM next consults the vacmAccessTable with groupName, con-
textName, securityModel, and securityLevel (indicates authentication,
authentication plus privacy, or neither) as indices. If an entry is found,
then an access control policy has been defined for this groupName,
operating under this securityModel, at this securityLevel, for access to
this contextName. If not, then an errorIndication of noAccessEntry is
returned.
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The New SNMPv3 Proposed Internet Standards: continued

4. A MIB view is a structure subset of a context; it is essentially a set of
managed object instances viewed as a set for access control pur-
poses. VACM determines whether the selected vacmAccessTable
entry includes reference to a MIB view of viewType (read, write,
notify). If so, then this entry contains a viewName for this combina-
tion of groupName, contextName, securityModel, securityLevel, and
view Type. If not, then an errorIndication of noSuchView is returned.

5.The viewName from Step 4 is used as an index into vacm-
ViewTreeFamilyTable. If a MIB view is found, then a MIB view has
been configured for this viewName. If not, then an errorIndication of
noSuchView is returned.

6. VACM checks the variableName against the selected MIB view. If
this variable is included in the view, then a statusInformation of
accessAllowed is returned. If not, then an errorIndication of notln-
View is returned.
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Residential Area CATV Broadband Internet Technology: Current Status

by Mark Laubach, Com21, Inc.

and is in the early stages of widespread deployment through-

out the world. The capabilities provided by cable modems
promise data bandwidth speeds far in excess of those provided by tradi-
tional telephone modem services. In North America the race is on
between cable operators deploying services based on standardized cable
modems and telephone companies deploying Digital Subscriber Line
(DSL) services. Internet Service Providers (ISPs) are taking position to
promote any method of delivering Internet services to and from the
home and are helping to fuel the race. Initially these services will only
provide higher-speed Internet access and improved access to major
information services (for example, AOL). Cable modem service offer-
ings promote higher than DSL speed to the subscriber and a promise
that packet voice services will be available in 1999.

C able modem technology has entered commonplace discussion

As an introduction to some of the issues surrounding cable modem
technology, this article summarizes two of the standardization efforts:
the IEEE 802.14 Cable TV Media Access Control and Physical Proto-
col working group and the North American Data Over Cable Service
Interface Specification. Delivering a viable Internet service to a cable TV
reached subscriber community has its own set of deployment issues
that are briefly reviewed and summarized.

Background

Networks based on packet technology were first presented in 1964/,
Since then, and through numerous evolutionary steps, the Internet as
we know it today was brought into existence. Today, packets are trans-
mitted over most any media. The next economic and technical frontier
is the mass deployment of moving packets over cable television (CATV)
networks for serving the Internet to every home. There are several link
layer approaches for delivering IP datagrams via cable modems. The
always present debate of whether to use fixed or variable length pack-
ets continues in the cable modem world. This article presents overviews
of two variations of cable modem protocols: first, the concept of send-
ing small, fixed-sized packets over the CATV plant using 53-octet
Asynchronous Transfer Mode (ATM) cellsi?!] as is being defined in the
public standards process of the IEEE 802.14 working group; and sec-
ondly, by sending variable-length packets (IP over Ethernet) as defined
by the Multimedia Cable Network System (MCNS) Data Over Cable
Service Interface Specification (DOCSIS) for the North American cable
industry®l. As widely accepted standards normally motivate industrial
focus and subsequent cost reduction due to vendor competitive pres-
sures, there is an additional drive provided by North American cable
operators to get the cost of the cable modem off their books and into
retail channels.
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CATV Broadband Internet Technology: continued

The IEEE 802.14 Cable TV MAC and PHY Protocol working group is
chartered with providing a single Media Access Control (MAC) and
multiple physical sublayer (PHY) standard for cable TV networks. The
efforts of 802.14 must support IEEE 802 layer services (including
Ethernet) and must also be ATM compatible.

The DOCSIS specifications are managed by CableLabs on behalf of its
cable television system operator members. The project was initiated by
an organization called Multimedia Cable Network System (MCNS)
Partners, L. P., which consists of Comcast Cable Communications, Cox
Communications, Tele-Communications, Inc., and Time Warner Cable.
In addition to MCNS, Rogers Cablesystems Limited, MediaOne, and
CableLabs have all contributed to the DOCSIS documents, as have sev-
eral networking and telecommunications vendors. DOCSIS documents
describe the internal and external network interfaces for a system that
allows bidirectional transfer of IP traffic, between the cable system
head-end and customer premises, over a cable television system!*l.

The customer network interface in common use today is Ethernet
10BaseT. There is a mandate for a 10 Mbps Ethernet interface in the
home. Subscriber access equipment can be a personal computer, X-Ter-
minal, or any such device that supports the TCP/IP protocol suite.
Future home interfaces from the cable modem will include the Univer-
sal Serial Bus (USB) and IEEE 1394 (FireWire).

IP Over CATV System Challenges

From an IP perspective, a CATV system almost appears to be another
data link layer. However, experience gained thus far has demonstrated
that the marriage of IP over CATV radio frequency (RF) channels is
not as straightforward as IP over any other high-speed serial point-to-
point link.

In the CATV space, the downstream channels in a cable plant (cable
head-end to subscribers) is a point-to-multipoint channel. This does
have very similar characteristics to transmitting over an Ethernet seg-
ment where one transmitter is being listened to by many receivers. The
major difference is that baseband modulation has been replaced by a
more densely modulated RF carrier with very sophisticated adaptive
signal processing and forward error correction (FEC).

In the upstream direction (subscriber cable modems transmitting
towards the head-end) the environment is many transmitters and one
receiver. This introduces the need for precise scheduling of packet
transmissions to achieve high utilization and precise power control so
as to not overdrive the receiver or other amplifier electronics in the
cable system. Since the upstream direction is like a single receiver with
many antennas, the channels are much much more susceptible to inter-
fering noise products’® ¢. In the cable industry, we generally
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call this ingress noise. As ingress noise is an inherent part of CATV
plants, the observable impact is an unfortunate rise in the average noise
floor in the upstream channel. To overcome this noise jungle, upstream
modulation is not as dense as in the downstream and we have to use
more effective FEC as used in the downstream. There is a further com-
plication that there are many upstream “ports” on a fully deployed
Hybrid Fiber-Coaxial (HFC) plant that requires matching head-end
equipment ports for high-speed datal”!.

To further the rub on the upstream channel use, the arcane regulations
of the FCC from back in the mid 1980s mandated that upstream fre-
quency spectrum be reserved on all cable plants, regardless of whether
it was actually used. This was typically the 542 MHz region, leaving
above 50 MHz for downstream transmissions. (Note that there are
other regions available for upstream, but the overwhelming majority of
cable plants only use 542 MHz.) This leaves precious little spectral
bandwidth for upstream communications.

The existing environment for high-speed data protocols therefore pro-
vides for relatively clean bandwidth in the downstream direction,
allowing for higher-speed data rate channels, while in the upstream,
individual channels are of lesser data rate. However, multiple upstream
channels can be used per downstream channel to get effective symmet-
ric aggregate bandwidth. Typically, we speak of cable modem systems
as providing asymmetric services (higher downstream data rate than
upstream). Note though that this asymmetry closely matches what we
expect initially for residential high-speed data services. That is, many
more subscribers at home pulling things off the Internet via web ser-
vices, than pushing data back in.

Modern modulation techniques provide for a range of data carrying
capability (“baud rate”). A low order modulation rate called Quadra-
ture Phase Shift Keying (QPSK) provides for two data bits per symbol
encoding. Quadrature Amplitude Modulation (QAM) provides a lower
order modulation of 16 QAM (four bits per symbol) through higher
order rates of 64 QAM (six bits per symbol) and 254 QAM (eight bits
per symbol). Low order modulations are more robust in higher aver-
age noise environments. Higher order modulations are least robust.
Therefore, high order modulations are suitable for downstream chan-
nels due to the low noise performance, while the order of upstream
channel modulation is heavily effected by noise. Typically, cable
modem systems will see QPSK used for upstream channels. When the
plant is very clean, noise-wise, 16 QAM may be used.

One additional challenge is that the speed of RF signals in fiber and
coaxial cable is much less than the speed of light. For system deploy-
ments to be effective, the cable modem protocols must support cable
modems out to a wire distance of 50 miles (80 km).
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CATV Broadband Internet Technology: continued

At these distances the round trip propagation delay will be on the order
of 800 microseconds; which is several times the length of time it takes
to transmit a 64-byte packet on the upstream channel. The IEEE and
DOCSIS cable modem protocols have been engineered to overcome
these propagation delays in order to increase channel utilization; that is
demand-based scheduling of a slotted upstream channel coupled with
precise station ranging and timing.

Another challenge is in using an IP-over Ethernet approach to provid-
ing a reliable public switched packet service to an abundance of
subscribers. Traditional Ethernet networking has always relied on all
the Ethernet stations being within the same administrative walls with
all users sharing the same common interests. Not so with metropolitan
area public access networks. Data communications must now be
encrypted such that the privacy of user communications is not invaded
by promiscuous neighbors. In addition, users are paying for access in
this cable modem world, and any abusive behavior of users must be
contained so as to not affect other users. This calls for sophisticated
fairness scheduling in the head-end systems and the use of comprehen-
sive cryptological and packet filtering techniques. It is all very com-
plicated both to create, and to manage. Each standard has its own
approach for dealing with these issues.

Where IP over CATV appeared to be fundamentally similar to Ether-
net when the industry first started out, in reality it is not. High-speed
cable data networking, as demonstrated by the work output from vari-
ous standards activities, is fundamentally a new approach to what at
first appeared to be similar old problems. It’s not ALOHA anymore!®l,
nor is it your grandfather’s Ethernet®> 171,

IEEE 802.14 Cable TV MAC and PHY Protocol Working Group

Let’s briefly examine the first comprehensive standard activity created
to address the current emerging world of high-speed cable data sys-
tems. In November 1994, the IEEE 802.14 CATV MAC and PHY
Protocol working group met for the first time as an approved project
within the 802 standards committee. Previous work had been done in
1993 through 1994 in the 802.catv study group in preparation for for-
mal IEEE 802 project approval. The Project Authorization Request
(PAR) charter of the group specifies that it will standardize a single
MAC layer protocol and multiple PHY layer protocols for two-way
HFC networks. Consistent with the IEEE LAN/MAN 802 Reference
Model™l} 802.14 is producing a solution that supports the 802 proto-
col stack while at the same time supporting ATM in an ATM-
compatible manner.

The general 802.14 requirements include:

e Communications support for all coaxial and hybrid fiber-coaxial
cable TV network tree and branch topologies. (See Figure 1)
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Figure 1:
CATV Tree and
Branch Network
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The working group completed a first-release revision of a functional
requirements document back in 199512 which detailed the 802.14
cable topology model; defined key assumptions, constraints, and
parameters; defined key performance metrics and criteria for the selec-
tion of multiple PHY protocols and a MAC protocol; and defined the
support of Quality-of-Service (QoS) parameters. The working group’s
work plan called for the close of formal proposals in November 19935,
with the recommended protocol defined in July 1996. Seventeen MAC
protocol proposals were submitted to the working group. Needless to
say, it took awhile for the working group to sort through all the issues
and opinions. After much consideration, debate, and wrangling of both
solutions and personalities, IEEE 802.14 stabilized on a working group
draft in September 1998. This working group draft is now being sub-
mitted through the IEEE 802 standard approval process.

The 802.14 MAC and PHY specification includes:

® Definition and operational specifications for cable system Head-End
Controller and cable modem Stations. (See Figure 2)

e Support of both connectionless and connection-oriented services
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CATV Broadband Internet Technology: continued

Figure 2:
IEEE 802.14 General
Model

e Support of a formal QoS for connections; support for dynamically
allocated bandwidth for different types of traffic, including Constant
Bit Rate (CBR), Variable Bit Rate (VBR), and Available Bit Rate
(ABR)

e Support for unicast, multicast, and broadcast services; interoperabil-
ity with ATM

e Predictable low-average access delay without sacrificing network
throughput

e Fair arbitration for shared access to the network within any level of
service

e Downstream channel support for 64 QAM or 256 QAM modulation

e Compatibility for both international and North American down-
stream digital video standards

e Upstream channel support for QPSK or 16 QAM modulation
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The selection of ATM cells as the data link layer protocol data unit for
IEEE 802.14 networks has the advantage that it provides a suitable
integrated multiplexing platform capable of supporting a mix of guar-
anteed (predictive) traffic flows with best-effort (reactive) traffic flows.
See Figure 3. Cable operators can deploy IEEE 802.14 based ATM sys-
tems as part of an evolutionary path to a fully integrated multimedia
bearer service offering. A residential ATM bearer service easily sup-
ports Internet access to the home via the Classical IP over ATM
standards of the Internet Engineering Task Force!'3! or by providing an
IP over Ethernet adaptation overlay servicel'*l. The development of
QoS scheduling support in the Head-End Controller is left for vendors
to implement!!3 16 171,
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Figure 3:
IEEE 802.14 ATM
Protocol Model
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At the time of this writing, the IEEE 802.14 working group just final-
ized a working group draft suitable to introduction into the IEEE
standards process. The entire IEEE process takes about a year from
acceptance of the working group letter ballot to producing a published
standard.

MCNS DOCSIS

The DOCSIS project is an activity of major cable companies and
selected vendors to rapidly develop, on behalf of the North American
cable industry, the necessary set of communications and operations sup-
port interface specifications for cable modems and associated equip-
ment. The activity was triggered by John Malone in December 1995, in
response to competition, vendor postures, and unfortunate lack of
progress in the public standards process (that is, IEEE 802.14). The tar-
get for the specification was to produce a residential, “low-cost,” off-
the-shelf, Internet access service, with wide-scale vendor interoperability
for base functions with sufficient hooks and room for vendor
differentiation.

MCNS specifications are intended to be non-vendor specific, allowing
cross-manufacturer compatibility for high-speed data communications
services over two-way HFC cable television systems. MCNS met its
specification release deadline and published versions of the DOCSIS
Radio Frequency (RF) Interface Specification V1.0. The first draft
specification was published in December 1996. The latest specification
was published in July 199851, The DOCSIS RFI protocol is based on
the original LANCity symmetric 10 Mbps protocol, evolved to an
asymmetric system, with multiple upstream and high-speed down-
stream (for example, 30 Mbps) channel support.

The MCNS system model is very similar to the IEEE 802.14 general
model and includes many interfaces to a cable modem system, as
shown in Figure 4. The goal of the DOCSIS project is to produce
specifications for the CATV RF interfaces, including behavior of the
Cable Modem Termination System (CMTS) and Cable Modem (CM)
with respect to delivery of the residential IP over Ethernet service.
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CATV Broadband Internet Technology: continued

Figure 4:
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The DOCSIS RFI system is asymmetric, with one to several down-

stream channels operating asymmetrically with one to several upstream
channels. Specific features of MCNS DOCSIS RFI Version 1.0 include:

Switched Ethernet service for Internet transport via a variable length
MAC packet protocol

Best-effort service

Downstream data channel rates from 20 Mbps (16 QAM) to 40
Mbps (256 QAM) with a typical configuration of 30 Mbps (64
QAM) in 6 MHz channels

Compatibility for North American downstream digital video stan-
dards. (See article starting on page 27.)

Downstream data channel rates selected from 320 Kbps (QPSK)
through 10.24 Mbps (16 QAM). Channel spectral widths from 200
KHz to 3.2 MHz

Software flexibility: ability to download new software to change/
update CM behavior

Many filters and features for controlling packet flow and
classification

Comprehensive MIB specifications for control of the cable modem
and cable modem termination system

A single large LAN segment

Due to the time-to-market push for DOCSIS RFI V1.0 interoperable
modems, little to no attention was been given for QoS needs however,
vendors will likely include some QoS support in their offerings.
(Upstream packet fragmentation was removed from the December

1996 draft release.)
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CMs and the CMTSs have basically the same protocol stack: down-
stream and upstream PHY, the DOCSIS RFI MAC, Ethernet and an
Ethernet switching layer with substantial filtering, IP/Address Resolu-
tion Protocol (ARP), User Datagram Protocol (UDP), and Simple Net-
work Management Protocol/Dynamic Host Configuration Protocol/
Trivial File Transfer Protocol (SNMP/DHCP/TFTP).

The DOCSIS RFI includes upstream and downstream optional packet
encryption using the Data Encryption Standard (DES) to provide link
privacy. RSA public key exchange is used between the CM and CMTS.

DOCSIS RFI Status

CableLabs is actively driving multiple vendor interoperability with the
goal of having “silicon interoperability” as soon as possible for DOC-
SIS “certified” CMs and CMTSs. CableLabs runs a variety of test and
certification laboratories in their facility. Numerous vendors are partici-
pating. It was the expectation to have many cable modem vendors
certified by the cable industry major trade show, the Western Cable
Show, in December, 1998. However, as interoperability does take time
to work out, the process is taking longer than expected. There will
likely be some certified vendors by December 1998, with many more in
first quarter 1999. It is now expected that the first widespread deploy-
ments of DOCSIS cable modems will start in late first quarter 1999.

The DOCSIS project is currently updating the RFI Version 1.0
specification to include better support for bandwidth management and
QoS support. The changes being studied include support for multiple
Service Identifiers (SIDs), filters to perform the classification of IP pack-
ets to different SIDs for differentiated services (QoS), and the signaling
support for dynamic SID creations and deletion. A scheme for packet
fragmentation will be included which will give substantially better sup-
port for managing jitter for delay sensitive traffic, such as packet voice.
The primary motivation for adding these extensions to DOCSIS RFI
V1.0 is to provide for better support of packet voice and video over
DOCSIS IP services. A major focus of the North American cable indus-
try is to support “near toll quality” voice and video services via
DOCSIS systems. The cable industry effort writing specification for
packet voice and video is called PacketCable!$). It is expected that the
DOCSIS RFI V1.1 and initial PacketCable specifications will appear in
December 1998.

DOCSIS RFI Version 1.0 was adopted by the Society of Cable Televi-
sion Engineers (SCTE) Data Standards Subcommittee in July 1997 as
the North American residential cable modem system standard.

Substantial work is in progress in the IETF IP over Cable Data Net-
works (ipcdn) working group to standardize the DOCSIS MIBs!!®> 201
and to standardize IP over DOCSISI?!1.
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CATV Broadband Internet Technology: continued

An IP over Cable Modem Example

This section presents a brief overview of a hypothetical IP over HFC
system. It is meant to be an informative example to illustrate the appli-
cation of the IP technology and some of the issues that surround
provision of the service over a residential cable TV network. Moving IP
datagrams in and out of the home over the cable plant is the important
issue. The specific technology and protocols used by the cable modem
vendor are important only in their ability to provide required IP service
support.

For this example, consider a system that has the following design goals
and requirements:

® One-to-many service will be supported in the downstream direction;
that is, many cable modems are reachable via the downstream
channel

® Many-to-one service will be supported in the upstream direction;
that is, the upstream channel bandwidth will be shared. There may
be up to several upstream channels

® The protocol used between the Head-End Controller and the head-
ends is not significant as long as it meets the needs of the IP service

® The head-end owns the upstream bandwidth and allocates resources
to cable modems

e IP over Ethernet 10BaseT is the required interface in the home

e IP over Ethernet or IP over ATM is the required interface at the
head-end

This example will rely on the DOCSIS RFI information presented pre-
viously in this article. The CMTS can transmit packets to any cable
modem on the channel in any order or rate appropriate to the schedul-
ing information it has and controls. The CMTS also participates in the
IP multicast group membership (Internet Group Management Protocol
[IGMP]) and IP Resource Reservation Protocol (RVSP) and makes
changes in the cable modem resource assignments and allocations as
needed. The home cable modem is permitted to use only the upstream
channel under direction of the CMTS. Guaranteed and best-effort
bandwidth allocations are dynamically assignable by the CMTS. It is
assumed that the cable modem protocol has a bandwidth request facil-
ity that allows a CM to ask the CMTS for bandwidth. The function of
the bandwidth management process is to sort these requests for service
and give fair access to the requesting cable modems.
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Figure 5:
Bridged Ethernet via
DOCSIS Example

The method for implementation of an Ethernet and 802.3 bridging
function over DOCSIS essentially permits the RF channels to act as a
serial connection between a half-bridge function in each cable modem
with a master in the CMTS. Figure 5 illustrates the protocol stack for
this solution. The system presents an Ethernet-like segment to the cable
operator. It is well-known how to put together such segments to con-
struct larger internetworks.
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Cable modems provide demarcation between the Internet Service Pro-
vider’s network and each home network. To help the Internet Service
Provider offer fair access service to its residential customers, the cable
modem will require sufficient dynamic functionality for multilayer pro-
tocol filtering and various forms of rate management (see Figure 6).
The goal of this filter is to create a defense perimeter at the first point of
entry to the cable network; this perimeter will protect the upstream
channel from being saturated or abused by misbehaving home net-
works. Some examples of this filtering functionality include, but are not
limited to:

e Filtering on Ethertype for permitting only certain protocols to pass
upstream; for example, IP and ARP only

e Filtering on IP source or destination address to permit/deny access
from the home network

e IP and Ethernet broadcast rate limiting; that is, keep any home net-
work broadcast storms confined to the home network

e [P Multicast group address filtering; that is, explicitly permit partici-
pation of the home network in an IP multicast group
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CATV Broadband Internet Technology: continued

Figure 6:
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It should be noted that these filtering functions are under consideration
by numerous cable modem manufacturers, and they are being dis-
cussed in the IETF ipcdn working group.

A brief overview of IP over cable TV networks has been presented.
From an engineering and deployment viewpoint, making the Internet
move over cable modems is deceptively straightforward. Many issues
are beyond the scope of this article: address allocation methods, back-
end network design, configuration services, server placement, home
customer support services, installation, firewalls, and troubleshooting.

Summary

This article has presented an overview of the work in progress of the
IEEE 802.14 Cable TV MAC and PHY Protocol Standards working
group and the MCNS DOCSIS effort. Initial review of these works is
positive; indications are that data over HFC systems are viable. The
IEEE 802.14 effort began as a study group in late 1993 and has yet to
produce a standard. The MCNS DOCSIS process started in early 1996,
moved rapidly, and has produced an accepted international standard
specification for North American cable operators for residential cable
modem service. The IEEE 802.14 standard appears to be destined for
some international use and in systems where ATM over CATV is pre-
ferred by cable operators.

The cable network environment will provide a very usable and scale-
able bandwidth platform for delivering Internet services to and from
the homel??. A hypothetical example was provided that illustrates a
general equipment deployment model. Actual deployment of Internet to
the home will occur in many areas of North America in 1998 with
increasing and substantial deployment in 1999.
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For More Information
Information on the IEEE’s 802.14 working group can be found on the
World Wide Web at: http: //www.walkingdog.com/

Information the Internet Engineering Task Force’s IP over Cable Data
Networks working group can be found at: http://www.ietf.org/

Information on the North American MCNS DOCSIS effort can be
found at: http: //www.cablemodem. com/

Information on the North American PacketCable effort can be found
at: http://www.packetcable.com/

Information on the SCTE Data Standards Subcommittee can be found
at: http://www.cablenet.org/scte/scte_dcs.html
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Digital Television: A New Venue for the Internet

by George Abe, Cisco Systems

nity in that it opens the possibility of a new mode of delivering

IP packets to the home. IP services can be delivered over televi-
sion broadcast distribution networks, whether over the air, cable, or
satellite. This article introduces the basic concepts of digital television
(DTV) and provides a point of departure for further reading.

T he digitization of television is of interest to the Internet commu-

Why Is Digital TV Happening?

The original motivation for the research into advanced TV (we avoid
the term DTV for a moment) was to prop up sagging TV sales. It was
mostly vendor push.

By the late 1970s, Japan and Korea had achieved domination in the
production of TV sets worldwide. They were so successful that the
market had become saturated, particularly in the developed world.
Everyone had one or, more likely, three or four TVs at home. Further,
a TV lasts over 10 years, so the replacement market is low. TV produc-
tion had ceased to be a growth market. Margins were and are poor and
few innovations were on the horizon.

So in the early 1980s Japan had begun research into new high-
definition televisions that would stimulate new demand and enable
them to keep their market leadership. Their system is called Multiple
Subnyquist (MUSE). MUSE was an analog system, but it had better-
quality pictures.

Not to be outdone, the U.S. decided it needed to try to recapture the
TV market, so began its own development, under the aegis of the Fed-
eral Government. A partnership called the Grand Alliance was formed,
and it began working in 1984. Pioneering work was done by the part-
nership members, particularly Zenith, MIT, and General Instruments.
They created a digital specification after more than a decade of research
and development. Along the way, the computer industry made contri-
butions (or some would say interferences) of its own until the FCC
announced a final specification in December 1996. The basic elements
are found at www.atsc.org and referenced later in this article.

Benefits of DTV

The movement toward widespread DTV gained momentum among
government officials, broadcasters, and hardware vendors when some
of the benefits became clear.

First, because of improvements in technology, it is possible to transmit
pictures and sound of significantly higher quality in the same 6 MHz
spectrum that analog TV occupies. The 6 MHz spectrum is wasteful of
bandwidth, and the government would like to recover the excess so it
can be auctioned or used to support other public services (police, fire,
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Digital Television: continued

deep space probes, and so on), which could operate at the relatively
low frequencies of VHF TV.

Second, digitally encoded TV could provide new services, such as Web
access via TV or interactive TV. These have long been dreams of the
consumer electronics (CE) industry, but hope springs eternal.

Third, digital TV offers greater security to the programmer and the net-
work. There is a cottage industry in hacking analog set-top boxes.
Digital techniques, such as the Data Encryption Standard (DES), dou-
ble DES, and triple DES give operators hope that they can secure their
pay-per-view content.

Finally and most interestingly, since digital TV occupies less band-
width per program, broadcasters, satellite operators, and cable
operators have the opportunity to offer more channels. Instead of a
mere 10-13 channels available over the air in a single metropolitan
area, it is possible to have perhaps 60 or more over the air channels.
Cable operators, with their greater bandwidth underground, could
have many more channels. Although technically cable could offer 500
channels, it is hard to imagine where the scripts would come from.

What Is DTV?

By our definition, digital television is the capture, production, distribu-
tion, and broadcast of programming in a digitally encoded format.
Whereas today’s analog TV transmits in amplitude modulation, DTV
would use Quadrature Phase Shift Keying (QPSK), Quadrature Ampli-
tude Modulation (QAM), or Vestigal Side Band (VSB) modulation
techniques. We won’t detail these techniques here except to mention
that they are mutually incompatible.

When DTV standards were discussed in the 1980s, the industry could
not agree on a single display. The deliberations became more pro-
tracted with the entry of the computer industry into the discussions,
long after the broadcasters and consumer electronics people began their
work. Would there be interlaced or progressive scanning? Would there
be the existing aspect ratio or would there be a wide-screen display?
Square pixels or not? How many lines of resolution would be
displayed?

With the broadcasters and consumer electronics vendors arguing for
interlacing, oval pixels, and wide screens and the computer people
arguing for progressive scanning, square pixels, and a more square dis-
play, the disagreements could not be bridged.

Therefore, the FCC had no choice but to declare that the “market
should decide” which display format would prevail. Accordingly, the
FCC announced in December 1996 that 18 different display formats
would be permissible for over-the-air digital TV. A broadcaster could
elect to transmit in any of the approved formats. The approved for-
mats are shown in Tables 1 and 2.
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Table 1: Progressive Video Scanning Formats for Digital TV

Vertical Lines Ho;:)z(:lns tal Aspect Ratio E‘;"s“:;a:s
1080 1920 16:9 24, 30
720 1280 16:9 24, 30, 60
480 704 16:9 24, 30, 60
480 704 4:3 24, 30, 60
480 640 4:3 24, 30, 60
Table 2: Interlaced Video Scanning Formats for Digital TV
Vertical Lines Ho;:)z(:; tal Aspect Ratio g::‘ngzga::
1080 1920 16:9 30
480 704 16:9 30
480 704 4:3 30
480 640 4:3 30

The vernacular to describe the formats typically indicates the number
of vertical lines and the scanning format. For example, “1080i” refers
to 1080 lines, interlaced scanning; “720p” refers to 720 lines in pro-
gressive format.

In practice, only a few of the 18 approved formats are under consider-
ation by the nation’s broadcasters. NBC and CBS have declared they
will support 1080i. ABC is opting for 720p, and Fox has opted for
480p.

Apart from the controversy over display, most of the other elements
were quickly resolved. Modulation scheme, transport multiplexing,
compression, timing, and an overall systems and testing procedure were
agreed to. The apparatus for DTV was in place, almost. The time was
January 1997.

High Definition or Standard Definition

Some view DTV as synonymous with high-definition television. It is
not. DTV encompasses both High-Definition TV (HDTV) and Stan-
dard-Definition TV (SDTV). Hence HDTV is a proper subset of DTV.
The difference between HD and SDTV is not standardized, but our
definition of HD includes the display formats that have 720 or 1080
lines. Formats with fewer lines are standard definition.
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Digital Television: continued

The key point of difference between HD and SD is that with HD and
current compression techniques (MPEG-2), only one program is
accommodated in one 6-MHz channel. With SD, it is possible for the
broadcaster to transmit two or more programs simultaneously, in a sin-

gle 6-MHz chunk of bandwidth.

This has tremendous implications. If broadcasters can transmit multi-
ple channels at once, it would be possible (technically) for Disney to
broadcast ABC, the Disney Channel, ESPN, and A&E over the air in
the same bandwidth they use to show ABC today. (Of course they
won’t do this for commercial and contractual reasons, but the technol-
ogy makes it doable).

For Internet Service Providers, a broadcast could transmit SD program-
ming simultaneously with datacasting, and go into the push-mode data
service business. For example, Disney/ABC could download software
updates for Disney Interactive, or perhaps contract with Microsoft to
deliver Windows updates. Whereas most Internet folk view MPEG
being transported inside IP packets on the Internet, broadcasters intend
to insert IP packets into MPEG-2 transport streams. The consumer’s
digital set-top box would tune to the data “channel,” extract the data
from its MPEG capsule, and divert the data packet to an Ethernet or
ATM port on the set-top.

There are nearly 1,600 broadcasters in the U.S. Each could, in theory,
transmit 19.3 megabits per second. Of course, most of these bits will be
used for television, but certainly 1 or 2 megabits can be accommodated
by each broadcaster for data service.

Given the dearth of programming to fill multiple SD channels, broad-
casters are strongly motivated to consider data services and compete for
a slice of the Internet service market.

Digital TV—End to End

Whereas one easily thinks of DTV as a distribution and display tech-
nology, in fact there are major changes required to capture, edit, and
distribute digital content. Thus there is the need for new cameras, post-
production editors, sound mixers, and the like.

Digital TV can be transmitted over the air, through cable networks, or
via Direct Broadcast Satellite (DBS). Today, only DBS has achieved
large-scale distribution of digital TV, with over 7 million subscribers in
the U.S. and 15 million worldwide.

Content is created either through a digital camera or by converting
existing analog content, such as 35mm film, into digital format. Within
the production environment, editing changes are made, typically using
Nonlinear Editors (NLEs) that connect to a local-area network.
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Original production is normally done in the high definition. The high-
est form of resolution is 1.492 Gbps. (See Table 3.) Equipment to do
this is not widely available, but it will be eventually. Panasonic is ship-
ping a digital camera capable of 1.5-Gbps output, but rumor has it they
cost almost $500,000, if you can even get one. Nonetheless, 41 sta-
tions began HD programming in November, highlighted by an NFL
game on CBS between the Buffalo Bills and the New York Jets on
November 8.

Some compression is applied within the postproduction and editing
environment. The TV industry, through the Society of Motion Picture
and TV Engineers (www . smpte . org), developed a series of digital trans-
mission standards. Chief among these is SMPTE 305M, which defines
a protocol called Serial Data Transport Interface (SDTI), which calls
for a 270- or 360-Mbps service to link various pieces of production
equipment such as NLEs in a postproduction facility. SMPTE 305M is
a networking scheme complete with an addressing specification.

(Interesting point about 305M: It is the first and only protocol known
to this author that specifies use of IPv6 addressing.)

Another important protocol is SMPTE 259M, which is a link-layer
protocol underneath 305M.

A competing protocol to SDTI is the Digital Video Broadcasters Asyn-
chronous Serial Interface (DVB-ASI). Information on DVB-ASI is found

at www.dvb.org.

From the editing environment, content is distributed via satellite or land
lines to local affiliates (for local over-the-air broadcast), cable head-ends
(for cable TV distribution) and satellite hubs (for direct-to-home satel-
lite service). The distribution from national feeds to local facilities is
normally at T3/E3 speeds because of the availability of T3/E3 services
by telephone companies and satellite transponders for affiliate and
direct-to-home distribution.

Cable providers, local broadcasters, and satellite services add their own
content and make certain changes to the national feeds. Among these
changes are assignment of the programming to specific frequencies or
channels, insertion of local advertising, local programming, and emer-
gency broadcasts.

After adding their own content, the local services distribute the final
programming to consumers. Over-the-air broadcasters will transmit
19.3 Mbps per 6 MHz, cable will transmit 27 Mbps per 6 MHz, and
satellite uses variable channelization, kept closely under wraps.
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Digital Television: continued

So there is the progression downward from 1492 Mbps of original
encoding, to 270 Mbps for editing, to 34/45 Mbps for affiliate distribu-
tion, to 27 Mbps or less for distribution to the end user.

Table 3: Bit Rate Requirements for Various Display Formats

Pixels Lines . Frames MiII_ions Bits
Pixels per of Pixels
Format per per F per per Mbps
! rame per "
Line Frame Second Pixel
Second
SVGA 800 600 480,000 72 34.6 8 276.5
NTSC 640 480 307,200 30 9.2 24 221.2
PAL 580 575 333,500 50 16.7 24 400.2
SECAM 580 575 333,500 50 16.7 24 400.2
HDTV 1920 1080 2,073,600 30 62.2 24 1492.8
Film 2000 1700 3,400,000 24 81.6 32 2611.2

Note: Film display formats vary, depending on content and directorial
prerogative.

Over the Air and Cable

All the huffing and puffing by the FCC, the consumer electronics indus-
try, the computer industry, and the broadcasters pertains to over-the-air
transmission. However, about two-thirds of the American viewing pub-
lic views TV through cable. So if most Americans are to receive DTV,
they must receive it through cable.

This raises important technical and regulatory questions. The technical
question is: How are the digital signals produced by the broadcasters
and their affiliates to be sent through wires, and what is the allocation
of functions between the digital set-top and the digital receiver? This
question seems simple but it is not, as we shall see.

The regulatory question pertains to whether the cable operators are to
be compelled to carry DTV from broadcasters. This problem is referred
to as the digital Must Carry Problem, now under consideration by the
FCC. It certainly will be litigated, whatever the outcome of the FCC’s
decision.

Technical Question

Among the key provisions agreed to by the Grand Alliance is the use of
a modulation technique called 8-VSB for over-the-air digital transmis-
sion. The particulars of 8-VSB are not significant here, but we will
mention that this particular decision was arrived at in the mid-1980s,
before the cable industry had much impact on the viewing public or on
the broadcasting industry.
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When the cable industry began to think about digital, in the mid-1990s,
they settled on a modulation scheme called 64 QAM. 64 QAM is able
to produce 27 Mbps in 6 MHz, whereas 8-VSB produces about 19.3
Mbps. The difference occurs because over-the-air broadcasting requires
a more robust encoding scheme to combat the more hostile nature of
over-the-air transmission, as opposed to the safer environment of coax-
ial cables. Thus the cable modulation technique can be more aggressive
than over-the-air techniques.

(We should add that satellites use an even more robust modulation
technique called QPSK, which gets fewer bits per Hertz than VSB or
QAM. But robustness is needed because satellite signals must travel far
greater distances than cable or local broadcast.)

Thus for cable to carry a digital over-the-air broadcast, some conver-
sion of 8-VSB encoding to 64 QAM encoding is necessary. This
necessity does not present a major technical problem, but agreement is
needed on where the conversion is done and at what cost. For exam-
ple, Broadcom and Sony are collaborating on the development of a
chip, to be embedded in a TV, that can decode VSB and QAM. It
sounds simple, but the cable industry is not interested. They want to
carry QAM and QAM only on their networks.

One option is to convert the format of the digital bitstream coming out
of the cable box to the IEEE 1394 FireWire format. Since DTVs are
likely to have FireWire input, this conversion can provide a ubiquitous
connection. However, this scenario raises the problem of copy protec-
tion, a sore point in Hollywood. Since digital copies are pristine, the
content providers (studios and record companies) are firm in their
resolve that unless there is strong copy protection, none of their con-
tent will be available over FireWire.

Another option is to build a set-top box that takes baseband signals
and modulates them to look like 8-VSB broadcast signals on channel 3,
similar to how VCRs work in the analog world now. This scenario is
clearly rather ugly, but understood by consumers.

Finally, it could be up to the cable operators to transmodulate the 8-
VSB into QAM at the cable head-end. Better yet, they can accept broad-
casters’ feeds in baseband, and then QAM-modulate the baseband
signals for their consumers. The cable set-top box would be sending bit
maps to a dumb digital monitor, like a computer monitor, which
doesn’t know or care that it is receiving QAM or VSB programming.

Apart from modulation, there is the issue of display format. NBC and
CBS have declared they will transmit in 1080i. ABC has chosen 720p
and Fox has chosen 480p, with some vague pledge for higher definition
later. After all, it does not seem necessary to show The Simpsons in HD.
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Digital Television: continued

On the other hand, John Malone, Chairman of TCI, went public in
May 1998 with his declaration that TCI would not voluntarily carry
1080i because it (1080i) was wasteful of bandwidth. Implied in his
comment is the fact that cable operators do need to be restricted to 6-
MHz channelization for digital. In fact, the entire DTV spectrum on
cable could be considered a gigantic pool of bandwidth that the cable
operator could allocate to individual channels, much as direct satellite
does. This setup gives the cable operators incentive to downconvert the
broadcasters’ DTV signals. For example, when NBC sends 1080i, the
cable operator may elect to transmit 720p, or less, to its customers.

Should the cable operators be required to carry the HDTV pictures
from the broadcasters in the broadcasters’ chosen format? Would they
be allowed to downconvert the HD into standard definition? What
happens when a broadcaster, say NBC, elects to transmit in SDTV and
thereby has the capability of multiplexing several channels onto a sin-
gle chunk of 6 MHz? What is the duty of the cable operator to carry
Internet datacasting offered by the broadcasters over the cable net-
work, in competition with services such as @Home and Roadrunner?

The complexities of multiplexing go further. Let’s say ABC elects to
broadcast SD. If one of the subprograms in the multiplex is a pay-per-
view channel, should the authentication procedures of the cable opera-
tor be superceded? Should the electronic program guide of the cable
operator be superceded?

Questions like these have technical and regulatory aspects and are
being worked in industry, the FCC, and state regulatory agencies. It is
possible that Congress will get involved as well. When John Malone
made his statement, both sides of the aisle in Congress were not
amused. They want DTV to happen so that spectrum can be freed. If
the cable operators stand in the way, the conversion to digital is
stopped dead in its tracks.

The Open Cable Initiative

The cable industry does not want to be a bottleneck to broadcasters.
On the other hand, it needs to make quick progress into DTV to com-
pete against satellite. Therefore, the industry has embarked on a process
called Open Cable, which seeks to define a digital set-top box that can
be available at retail. Available at retail means a nonproprietary, open
design. Open Cable strives to make the DTV set-top box independent
of processor platform (that is, not an Intel Pentium necessarily) and
operating system independent (that is, not a Microsoft Windows CE
necessarily).
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The Open Cable set-top box will allow for data services through a
specification written by the Digital Audio Visual Council (DAVIC—
www.davic.org) and therefore, is not compatible with the current
Data-over-Cable Service Interface (DOCSIS) specification supported by
the U.S. cable industry. (See article starting on page 13.) However, it is
possible for DOCSIS capabilities to be added on to an Open Cable set-
top box. We mention Open Cable because it will be the key customer
premises device for cable and digital TV and much hinges on its
interoperability with broadcasters transmissions.

Digital TV via Satellite

In addition to over-the-air and cable, DTV can be received by satellite.
As of this writing, it is the only way to receive DTV. The digital satel-
lite industry has nearly 7 million subscribers who received DTV today.
Its role in all the discussions of HD vs. SD and the provision of data
services is relatively low key because it is believed that satellite will con-
tinue to be a niche provider because of its technical and legal problems
in distributing locally originated TV stations.

But satellites bear watching because if they are able to deliver local
channels and obtain 15-20 million homes in the U.S., then the finan-
cial consequences on cable and over the air could be crucial.

The New Digital Studio

The figure shows a schematic of the elements of a DTV broadcast stu-
dio described recently by the U.S. National Institute of Standard and
Technology (NIST). At the heart of the studio is an ATM switch with
new interfaces that connect to DVB or ATSC infrastructures via DVB-
ASI or SDTT interfaces.

Connection for wide-area distribution will likely be over ATM. Con-
verters exist for DVB-ASI to ATM. For example, Cellware
(www.cellware.de) in Germany markets such a converter, but there is
no SDTI-to-ATM interface known to this author at this time.

The digital studio provides a new a marketing opportunity for the LAN
industry. Broadcast digital production demands higher speeds than
most other LAN applications.

Thus vendors of data communications equipment have two opportuni-
ties: to provide equipment to broadcasters who want to enter the
Internet service business and to production houses that use ATM or
other LANSs to support editing and production applications.
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Digital Television: continued

Figure 1:
Prototype of HDTV
Broadcast Studio

Production
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Source: NIST/ATP Joint Venture

Web Sites

www.atsc.org: Advanced TV Standards Commuittee. S13 and S16 are
subgroups working on datacasting; S13 focuses primarily on the down-
stream path, whereas S16 focuses primarily on the reverse commu-
nication from the receiver. Since over-the-air is one way, this work is
limited to the communications between the S13 forward channels and a
telephone or Internet return path.

www.dvb.org: The Digital Video Broadcasting Project (DVB) has taken
the lead in defining DTV specifications as well as defining datacasting
interfaces over DTV infrastructures.

www . smpte . org: Society of Motion Picture and Television Engineers.
www . sbe . org: Society of Broadcast Engineers.
www.scte.org: Society of Cable TV Engineers.

www.mpeg.org: Motion Picture Experts Group. The word on MPEG
compression, controls, and transmission.
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I Remember IANA

by Vint Cerf, MCI WorldCom
October 17, 1998

Photo: Chris izzello, New York Times Pictures

took place! Out of the chaos of new ideas for communication,

the experiments, the tentative designs, and crucible of testing,
there emerged a cornucopia of networks. Beginning with the ARPA-
NET, an endless stream of networks evolved, and ultimately were
interlinked to become the Internet. Someone had to keep track of all the
protocols, the identifiers, networks and addresses and ultimately the
names of all the things in the networked universe. And someone had to
keep track of all the information that erupted with volcanic force from
the intensity of the debates and discussions and endless invention that
has continued unabated for 30 years. That someone was Jonathan B.
Postel, our Internet Assigned Numbers Authority (IANA), friend, engi-
neer, confidant, leader, icon, and now, first of the giants to depart from
our midst.

3 long time ago, in a network, far far away, a great adventure

Jon, our beloved IANA, is gone. Even as I write these words I cannot
quite grasp this stark fact. We had almost lost him once before in 1991.
Surely we knew he was at risk as are we all. But he had been our rock,
the foundation on which our every Web search and e-mail was built,
always there to mediate the random dispute, to remind us when our
documentation did not do justice to its subject, to make difficult deci-
sions with apparent ease, and to consult when careful consideration
was needed. We will survive our loss and we will remember. He has left
a monumental legacy for all Internauts to contemplate. Steadfast ser-
vice for decades, moving when others seemed paralyzed, always finding
the right course in a complex minefield of technical and sometimes
political obstacles.

Jon and I went to the same high school, Van Nuys High, in the San
Fernando Valley north of Los Angeles. But we were in different classes
and I really didn’t know him then. Our real meeting came at UCLA
when we became a part of a group of graduate students working for
Professor Leonard Kleinrock on the ARPANET project. Steve Crocker
was another of the Van Nuys crowd who was part of the team and led
the development of the first host-to-host protocols for the ARPANET.
When Steve invented the idea of the Request for Comments (RFC)
series, Jon became the instant editor. When we needed to keep track of
all the hosts and protocol identifiers, Jon volunteered to be the Num-
bers Czar and later the IANA once the Internet was in place. Jon was a
founding member of the Internet Architecture Board (IAB) and served
continuously from its founding to the present. He was the first individ-
ual member of the Internet Society—I know, because he and Steve
Wolff raced to see who could fill out the application forms and make
payment first and Jon won. He served as a trustee of the Internet
Society.
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He was the custodian of the .Us domain, a founder of the Los Nettos
Internet service, and, by the way, managed the networking research
division of USC Information Sciences Institute.

Jon loved the outdoors. I know he used to enjoy backpacking in the high
Sierras around Yosemite. Bearded and sandaled, Jon was our resident
hippie-patriarch at UCLA. He was a private person but fully capable of
engaging photon torpedoes and going to battle stations in a good engi-
neering argument. And he could be stubborn beyond all expectation. He
could have outwaited the Sphinx in a staring contest, I think.

Jon inspired loyalty and steadfast devotion among his friends and his
colleagues. For me, he personified the words “selfless service.” For
nearly 30 years, Jon has served us all, taken little in return, indeed
sometimes receiving abuse when he should have received our deepest
appreciation. It was particularly gratifying at the last Internet Society
meeting in Geneva to see Jon receive the Silver Medal of the Interna-
tional Telecommunications Union. It is an award generally reserved for
Heads of State, but I can think of no one more deserving of global rec-
ognition for his contributions.

While it seems almost impossible to avoid feeling an enormous sense of
loss, as if a yawning gap in our networked universe had opened up and
swallowed our friend, I must tell you that I am comforted as I contem-
plate what Jon has wrought. He leaves a legacy of edited documents
that tell our collective Internet story, including not only the technical
but also the poetic and whimsical as well. He completed the incorpora-
tion of a successor to his service as IANA and leaves a lasting legacy of
service to the community in that role. His memory is rich and vibrant
and will not fade from our collective consciousness. “What would Jon
have done?” we will think, as we wrestle in the days ahead with the
problems Jon kept so well tamed for so many years.

There will almost surely be many memorials to Jon’s monumental ser-
vice to the Internet Community. As current chairman of the Internet
Society, I pledge to establish an award in Jon’s name to recognize long-
standing service to the community, the Jonathan B. Postel Service
Award, which will be awarded to Jon posthumously as its first recipient.

If Jon were here, I am sure he would urge us not to mourn his passing
but to celebrate his life and his contributions. He would remind us that
there is still much work to be done and that we now have the responsi-
bility and the opportunity to do our part. I doubt that anyone could
possibly duplicate his record, but it stands as a measure of one man’s
astonishing contribution to a community he knew and loved.

VINTON G. CEREF is senior vice president of Internet Architecture and Technology for
MCI WorldCom. Widely known as a “Father of the Internet,” he is the co-designer of
the TCP/IP protocol. Cerf served as founding president of the Internet Society from
19921995 and is currently chairman of the Board. Cerf holds a Bachelor of Science
degree in Mathematics from Stanford University and Master of Science and Ph.D.
degrees in Computer Science from UCLA. E-mail: vcer£@mci.net
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Book Reviews

Internet Messaging

Internet Messaging: From the Desktop to the Enterprise, by Marshall
T. Rose and David Strom ISBN 0-13-978610-4, Prentice-Hall PTR,
1998, http://www.prenhall.com

Very few Internet voices hold a status equivalent to E.F. Hutton’s
advertising campaign: “When they speak, we should listen.” Marshall
Rose and David Strom are two such voices, making any product of
their combined efforts a serious matter, indeed. Rose has typically writ-
ten about basic technology, Strom about the pragmatics of use,
especially trials and tribulations of fitting networked pieces together.
Internet Messaging is in the latter category, with a strong added intro-
duction of e-mail and security technology. Anyone who has
professional contact with e-mail should get a copy of this book. If com-
mercial use of Internet mail were more advanced and stable, we
probably would not need an effort like this. However, e-mail profes-
sionals must constantly deal with problems in using interesting
functions and in troubleshooting interoperability. Internet Messaging
helps with the planning, use and debugging of complex, or otherwise
“interesting,” e-mail services.

Updated Information

The book provides a superb survey of the relevant technology, the pop-
ular user mail software, and the rather interesting range of mail and
messaging operations issues, including styles of use by organizations.
The comparisons of different mail systems leave the reader with a solid
understanding of functional and usage requirements for modern sys-
tems, as well as the choices available at the time of publication. Mary
Houten-Kemp’s Web site at http://www.everythingemail.net is
being used to provide updated information.

E-mail includes a wide range of technical and operations issues, and
Internet Messaging touches all of them. Its introductions cover user
environment, mail transfer, mailing list services, unsolicited bulk e-mail
(“spam”), encryption-based security, remote user access, virtual private
networks, and directory services. Providing a single discussion, which
integrates the use of these disparate technologies, is enough to justify

the book.

Organization

Internet Messaging attempts very regular organization and states that
the goal is to permit use as a problem/solution reference work. It prima-
rily distinguishes between sending and receiving functions and between
desktop and enterprise requirements. This creates a two-by-two matrix,
defining the core four chapters. The other chapters include philosophi-
cal opening and closing discussions, a separate, very informative
chapter on security, and another on general enterprise operations
issues.
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Most of the chapters are organized into Introduction, Problems, Stan-
dards, and Solutions. Unfortunately that regularization is all that is
shown in the Table of Contents, so the reader gets little help finding
specifics by reading the Table. Similarly, the organization of the chap-
ter contents did not seem compelling for use in problem solving. The
additional “How Can I” matrix (on page 10) and its associated discus-
sion text is intended as the primary means for locating relevant
discussions.

Comparisons

User software comparisons are given throughout the book, for
Microsoft Outlook 4.01, Netscape Messenger 4.04, Qualcomm Eudora
Pro 4.0, Lotus cc:Mail 8.1, CompuServe WinCIM 3.02, and America
Online 3.0. Specific mailing lists, security, remote access, and directory
software and services are also reviewed. Oddly, the discussion of
remote access mentions only global, single-provider services—and their
favorite is currently having financial problems—but did not mention
the “association” style of service that integrates many independent pro-
viders, notably GRIC and iPass. (Full disclosure: iPass is a client.)

Most products are undergoing aggressive enhancement so that no
printed text can be entirely up-to-date. Hence the Web site. For the
software and services I know well, the book looked reasonable. Of
course it is not entirely error free, but the errors are small and perfect
detail is not required. I believe there are two major benefits to these
comparisons. One is that the reader is given a very solid sense of the
general capabilities and limitations of modern e-mail software. The sec-
ond is to make a reasonable, first-pass filtering of candidate packages to
be used in an organization. It would #not be appropriate to attempt
selecting among these packages according to subtle differences reported
in the book.

Benefits

As one would expect of these authors, a very large, long-term benefit of
their efforts is in their many excellent criticisms and suggestions. Unfor-
tunately, many of them are in notes located at the end of each chapter.
It’s hard to imagine a less-convenient place to put them, since I found
myself constantly shifting back and forth between the main text and the
notes. It would not have been so irritating if the comments were less
interesting; they should have been true footnotes, with easy access on
each page. The stellar example of direct utility from these comments is
Figure 2.1 on page 38. It shows a systems structure for user software
processing of incoming mail. Every vendor should study this discussion
carefully and implement it immediately. Please!

—Dave Crocker
Brandenburg Consulting
dcrocker@brandenburg. com
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Book Reviews: continued

Web Security

Web Security: A Step-by-Step Reference Guide, by Lincoln D. Stein,
ISBN 0-201-63489-9, Addison-Wesley, December 1997,
http://www.awl.com/cseng/titles/0-201-63489-9

Whenever the topic of the World Wide Web comes up, you can be sure
that some mention of “security” will soon follow. Web users, Web cre-
ators, and even Web technology developers are all keenly aware of the
security concerns. But what do we mean by “security?” The safety to
use a credit card? Keeping a Web site safe from break-ins? Keeping the
kids away from online erotica? And whose security are we concerned
with, the user’s or the Web site operator’s?

This book covers most of what we might expect to find under the
umbrella of security. In addition to dealing with the broad scope of
Web security, the author also tries to cover the topic with sufficient
simplicity for the novice and enough detail for the engineer. The good
news is that this book succeeds in delivering a single volume that cov-
ers all we could possibly expect on the topic, and at levels suited for a
broad audience range.

Organization

The author begins by making the distinction between security for the
browser, the Web site, and the network between them. This division of
the topic forms the basis for the organization of the book. Moving
through each of the three parts, the author proceeds from the simple to
the complex in a logical, additive order. He discusses topics introduced
early in the book from a functional standpoint—how they affect the
user. He may cover the same technology in later chapters, but in greater
depth, detailing server and network configuration and discussing the
underlying technology.

In the first part of the book, the author covers document confidential-
ity, including standard “text” documents as well as electronic
commerce. A major theme in this section is cryptography. The author
presents symmetric and public key encryption technologies from a
functional standpoint. He presents various encryption standards, with a
discussion of their strengths and weaknesses. In another chapter he pro-
vides a good primer on the Secure Electronic Transaction (SET)
protocol handling, as well as other options (Common Gateway Inter-
face [CGI] scripts and Secure Sockets Layer [SSL]) for credit card order
processing.

In Part 2 we are introduced to issues of client-side security. The author
devotes a full chapter to an in-depth explanation of SSL services. He
also looks at issues associated with active content, and presents technol-
ogies such as Java, ActiveX, and other options, along with notes on
their respective security implications. Finally, he covers issues of pri-
vacy—in this case, the personal privacy of the user. Throughout these
chapters, the author emphasizes user-controllable settings such as
browser configuration options.
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Whereas the author focuses on user involvement in the first two parts,
with an appropriate level of technical content, in part 3, targeted to
Web masters and system administrators, he introduces the engineering
side with an in-depth coverage of server-side security. He covers the
two prominent Web-serving operating systems: UNIX and Windows
NT, with good attention to various versions of each. Topics include
basic system security, access control, and activity monitoring. Other
chapters include an excellent discussion of encryption and certificate
technology, safe CGI scripting, remote authoring of Web data, and
firewalls.

Presentation and Style

The author illustrates his points with good examples. He also presents
appropriate sidebar discussions and illustrations, which not only clar-
ify the information, but also provide interest and variety in what could
be a very dry volume. Each chapter ends with a listing of resources,
both print and “online.” Where appropriate, the author includes check-
lists to help the reader apply the material just covered.

As a result of the practical, well-grounded presentation of material, we
are continually able to see practical applicability to our own situation.
For example, the author presents us with information about dangers to
our privacy, and why that might be important to us. This is immedi-
ately followed by clear instruction on changing privacy-affecting
settings in various versions of both Netscape and Internet Explorer.
The author uses this technique throughout the book, and it is as useful
with password management, CGI scripting, or firewall configuration as
it is with privacy.

Recommended
Although experts in encryption and other specific security-related tech-
nologies will find this book too simple for their personal area of
expertise, the strength of the book is not in its coverage of any one
area, but in its well-integrated and cohesive coverage of a broad range
of interrelated topics. The ability for any reader, first-time surfer or
Web guru, to find practical, easily applied information makes this book
a required item on any webmaster’s bookshelf, and a must-read for
anyone who spends any serious time on the Web.

—Richard Perlman

Berkeley Internet Group
perl@berkinet.com
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Book Reviews: continued

Internet Cryptography

Internet Cryptography, by Richard E. Smith, ISBN 0-201-92480-3,
Addison-Wesley, 1998, www.awl.com/cseng/titles/0-201-92480-3

The 1990s might easily be known as the decade of the Internet. The
Internet came into the mainstream during this decade, a global frontier
with frontier problems and rules. Seemingly overnight, everyone from
government agencies to Chinese restaurants had a Web presence.
Young children exchanged e-mail with their grandparents and friends,
a big change from just a few years ago when it was the domain of tech-
nologies and a place where everybody knew your name.

The 1990s could also be known as the decade when cryptography
became mainstream. Perhaps because of the change in the Internet com-
munity, people became more aware of the need to protect the privacy of
internetwork communications. Certainly, the U.S. government’s attempt
to push government control of cryptographic keys in the Clipper contro-
versy helped to move cryptography and its related issues from science
journals to the front pages of our newspapers. Today, while not main-
stream, terms such as Virtual Private Networks (VPNs), Secure Sockets
Layer (SSL), IP Security (IPSec), Pretty Good Privacy (PGP), Secure
Multipurpose Internet Mail Extensions (SSMIME), and related technolo-
gies are known among IT professionals, and cryptography is no longer a
tool used only by spies and military communication officers.

The Author

Richard E. Smith is well-known to members of various security-related
forums on the Internet, as well as to security conference attendees. A
security consultant with Secure Computing Corporation, Smith’s back-
ground is in military-grade security. His experience on the lecture
circuit, explaining issues of firewalls, cryptography, and other computer
and network security topics, has directly contributed to production of a
book on a lofty subject that is reachable by the nonscientist.

Organization

The chapters of this book fall into three groupings: an introduction to
the basics of cryptography, its terms, methods, and mechanisms; net-
work encryption and a discussion of VPNs, focusing on IPSec; and
finally public key cryptography as it is used with message and file
encryption and “Web” transactions.

The discussion in the opening chapter on basics may scare some off;
Smith tends to oscillate between various levels of complexity. Conse-
quently, some members of the intended audience of (quoting from the
Preface) “people who know very little about cryptography but need to
make technical decisions about cryptographic security,” may, for
example, zone out during the discussion of IP protocols. My sugges-
tion would be to press on, and not worry about the random item that
might go over your head. Everything there has a purpose, and the
important information will fall into place by the end of each chapter.
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If this book ended with Chapter 4, it would still be a useful book. The
complex basics of cryptography and the issues that should be of con-
cern to an information security officer are clearly presented and
explained. The only area that is given less than adequate coverage is
that of key recovery. Smith makes no mention of legitimate business
reasons for the recovery of encrypted data if the originator is unavail-
able (the proverbial question, “What if you got hit by a truck?”), nor
does he mention any mechanism other than the escrow of secret keys,
although there are other, safer, methods. Of particular use are Smith’s
explanations of the various cryptographic algorithms and his discus-
sions of safe key lengths and risks.

In the sections on VPNs and IPSec, Smith covers everything from
mobile users and remote access, to point-to-point encryption, and the
issues of key distribution, exchange, and the mechanisms used to auto-
mate encrypted communication. Everyone seems to know that IPSec
will save the world and is the answer to all our security problems (and I
have my tongue firmly planted in my cheek), but few know what IPSec
really does, from a “features and benefits” point of view. Of particular
use and interest are the sections labeled “Deployment Example.” These
are small case studies that show the technology in action and discuss
some of the decisions and processes that came before deployment.

The section covering public key cryptography along with file and mes-
sage encryption is perhaps shorter than it should be, although much of
the groundwork is done earlier in the book. Missing is a “how to” on
setting up a public key infrastructure (PKI) for a corporation to use.
There are “Product Examples” in this section, but not “Deployment
Examples.” Perhaps those will have to wait for a second edition, for
although this is a lack in the book, there are not many real-life exam-
ples from which to choose. Although discussed in theory for years, this
is still “leading edge” in the real world. The chapter on Web servers
should prove informative and useful to any organization thinking of
deploying (or having already deployed) a Web server.

In the chapter entitled “Secure Electronic Mail,” the fact that Smith
covers Privacy Enhanced Mail (PEM) as a technology more than he
covers SMIME is puzzling, but the basics of PEM are useful for dis-
cussion, even if PEM as a technology seems to be dead.

Cryptography Is Necessary

The advertisement on the back of the book (not written by the author,
of course) states “Here, in one comprehensive, soup-to-nuts book, is
the soution for Internet security: modern-day cryptography.” Obvi-
ously the claim that cryptography is the solution for Internet security is
way overinflated; modern-day cryptography is not the solution, but,
cryptography is an important part of a “balanced” security solution.
Smith does an admirable job of making this heretofore...well, cryp-
tic... subject, understandable, interesting, and even enjoyable.

—Frederick M. Avolio, Avolio Consulting, fredRavolio.com
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Call for Papers

The Internet Protocol Journal (IP]) is published quarterly by Cisco
Systems. The journal is not intended to promote any specific products
or services, but rather is intended to serve as an informational and
educational resource for engineering professionals involved in the
design, development, and operation of public and private internets and
intranets. The journal carries tutorial articles (“What is...?”), as well as
implementation/operation articles (“How to...”). It provides readers
with technology and standardization updates for all levels of the
protocol stack and serves as a forum for discussion of all aspects of
internetworking.

Topics include, but are not limited to:

* Access and infrastructure technologies such as: ISDN, Gigabit Ether-
net, SONET, ATM, xDSL, cable fiber optics, satellite, wireless, and
dial systems

e Transport and interconnection functions such as: switching, routing,
tunneling, protocol transition, multicast, and performance

® Network management, administration, and security issues, including:
authentication, privacy, encryption, monitoring, firewalls, trouble-
shooting, and mapping

e Value-added systems and services such as: Virtual Private Networks,
resource location, caching, client/server systems, distributed systems,
network computing, and quality of service

e Application and end-user issues such as: e-mail, Web authoring,
server technologies and systems, electronic commerce, and appli-
cation management

e Legal, policy, and regulatory topics such as: copyright, content
control, content liability, settlement charges, “modem tax,” and
trademark disputes in the context of internetworking

In addition to feature-length articles, IP] contains standardization
updates, overviews of leading and bleeding-edge technologies, book
reviews, announcements, opinion columns, and letters to the Editor.

Cisco will pay a stipend of US$1000 for published, feature-length
articles. Author guidelines are available from Ole Jacobsen, the Editor
and Publisher of IP], reachable via e-mail at ole@cisco.com
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Fragments

ICANN

The Internet Corporation for Assigned Names and Numbers (ICANN)
was incorporated in late October. ICANN is a private, non-profit cor-
poration, managed by an international board, formed to coordinate
and administer policies and technical protocols relating to the domain
name and address system that permits Internet communications to be
routed to the correct person or entity. Its proposed duties include those
now performed under U.S. Government contract by the Internet
Assigned Numbers Authority (IANA), whose Director, Internet pio-
neer Jon Postel, died on October 16th. ICANN has elected its Initial
Board and chosen Michael M. Roberts as its Interim President and
Chief Executive Officer. In addition, the Board chose Esther Dyson as
its Interim Chairman, and appointed an Executive Committee consist-
ing of Dyson, Gregory L. Crew, Hans Kraaijenbrink and Roberts. The
other Initial Board members include Geraldine Capdeboscq (France),
George H. Conrades (United States), Gregory L. Crew (Australia),
Frank Fitzsimmons (United States), Hans Kraaijenbrink (The Nether-
lands), Jun Murai (Japan), Eugenio Triana (Spain), and Linda S.
Wilson (United States). ICANN was originally proposed by Postel on
behalf of a broad coalition of Internet stakeholders in response to the
request by the U. S. Government last June that the Internet community
create a global consensus non-profit corporation to which the U.S.
could transition the responsibility for overseeing and funding those
coordination activities. For more information, see:
http://www.iana.org/index2.html

APRICOT "99

The Asia Pacific Regional Internet Conference on Operational Tech-
nologies (APRICOT) will be held in Singapore, March 1-5, 1999.
APRICOT provides a forum for key Internet builders in the region to
learn from their peers and other leaders in the Internet community from
around the world. The week-long summit consists of seminars, work-
shops, tutorials, conference sessions, birds-of-a-feather sessions, and
other forums—all with the goal of spreading and sharing the knowl-
edge required to operate the Internet within the Asia Pacific region. For
more information, see: http://www.apricot.net

Send us your comments!
We look forward to hearing your comments and suggestions regarding
anything you read in this publication. Send us e-mail at: ipjRcisco.com

This publication is distributed on an “as-is” basis, without warranty of any kind either
express or implied, including but not limited to the implied warranties of merchantability,
fitness for a particular purpose, or noninfringement. This publication could contain
technical inaccuracies or typographical errors. Later issues may modify or update
information provided in this issue. Neither the publisher nor any contributor shall have any
liability to any person for any loss or damage caused directly or indirectly by the
information contained herein.
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FrRoM TuHE EDITOR

Today’s Internet is comprised of numerous interconnected Internet Ser-
vice Providers (ISPs), each serving many constituent networks and end
users. Just as individual regional and national telephone companies in-
terconnect and exchange traffic and form a global telephone network,
the ISPs must arrange for points of interconnection to provide global In-
ternet service. This interconnection mechanism is generally called
“peering,” and it is the subject of a two-part article by Geoff Huston. In
Part I, which is included in this issue, he discusses the technical aspects
of peering. In Part II, which will follow in our next issue, Mr. Huston
continues the examination with a look at the business arrangements
(called “settlements™) that exist between ISPs, and discusses the future of
this rapidly evolving marketplace.

In the early 1990s, concern grew regarding the possible depletion of the
IP version 4 address space because of the rapid growth of the Internet.
Predictions for when we would literally run out of IP addresses were
published. Several proposals for a new version of IP were put forward in
the IETF, eventually resulting in IP version 6 or IPv6. At the same time,
new technologies were developed that effectively slowed address deple-
tion, most notably Classless Inter-Domain Routing (CIDR) and
Network Address Translators (NATs). Today there is still debate as to if
and when IPv6 will be deployed in the global Internet, but experimenta-
tion and development continues on this protocol. We asked Robert Fink
to give us a status report on IPvé.

We’ve already discussed the historical lack of security in Internet tech-
nologies and how security enhancements are being developed for every
layer of the protocol stack. This time, Marshall Rose and David Strom
examine the state of electronic mail security. We clearly have a way to
go before we see “seamless integration” of security systems with today’s
e-mail clients.

Our first Letter to the Editor is included on page 46. As always, we
would love to hear your comments and questions regarding anything
you read in this journal. Please contact us at ipj@cisco.com

—Ole |. Jacobsen, Editor and Publisher

olel@cisco.com



Interconnection, Peering and Settlements—Part I

by Geoff Huston, Telstra

echnology and business models share a common evolution

within the Internet. To enable deployment of the technology

within a service environment, a robust and stable business
model also needs to be created. This tied destiny of technology and busi-
ness factors is perhaps most apparent within the area of the
interconnection of Internet Service Providers (ISPs). Here there is an in-
teraction at a level of technology, in terms of routing signaling and
traffic flows, and also an interaction of business models, in terms of a
negotiation of benefit and cost in undertaking the interconnection. This
article examines this environment in some detail, looking closely at the
interaction between the capabilities of the technical protocols, their
translation into engineering deployment, and the consequent business
imperatives that such environments create.

It is necessary to commence this examination of the public Internet with
the observation that the Internet is not, and never has been, a single net-
work. The Internet is a collection of interconnected component
networks that share a common addressing structure, a common view of
routing and traffic flow, and a common view of a naming system. This
interconnection environment spans a highly diverse set of more than
50,000 component networks, and this number continues, inexorably, to
grow and grow. One of the significant aspects of this environment is the
competitive Internet service industry, where many thousands of enter-
prises, both small and large, compete for market share at a regional,
national, and international level.

Underneath the veneer of a highly competitive Internet service market is
a somewhat different environment, in which every ISP network must in-
teroperate with neighboring Internet networks in order to produce a
delivered service outcome of comprehensive connectivity and end-to-end
service. No ISP can operate in complete isolation from others while still
offering public Internet services, and therefore, every ISP not only must
coexist with other ISPs but also must operate in cooperation with other
ISPs.

This article examines both the technical and business aspects that sur-
round this ISP interaction, commonly referred to as “interconnection,
peering, and settlements.” It examines the business motivation for inter-
connection structures, and then the technical architectures of such
environments. The second part looks at the business relationships that
arise between ISPs in the public Internet space, and then examines nu-
merous broader issues that will shape the near-term future of this
environment.

[This article is based in part on material in The ISP Survival Guide, by Geoff Huston,
ISBN 201-3-45567-9, published by Wiley. Used with permission.]
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Interconnection: Retailing, Reselling, and Wholesaling

To provide some motivation for this issue of ISP interconnection, it is
first appropriate to look at the nature of the environment. The regula-
tory framework that defined the traditional structure of other
communications enterprises such as telephony or postal services was
largely absent in the evolution of the Internet service industry. The result-
ant service industry for the Internet is most accurately characterized as
an outcome of business and technology interaction, rather than a
planned outcome of some regulatory process. This section examines this
interaction between business and technology within the ISP
environment.

A natural outcome of the Internet model is that the effective control of
the retail service environment rests with a network client of an access
service rather than with the access service provider. As such, a client of
an ISP access service has the discretionary ability to resell the access ser-
vice to third-party clients. In this environment, reselling and wholesaling
are very natural developments within the ISP activity sector, with or
without the explicit concurrence of the provider ISP. The provider ISP
may see this reselling as an additional channel to market for its own In-
ternet carriage services, and may adopt a positive stance by actively
encouraging resellers into the market as a means of overall market stim-
ulus, while tapping into the marketing, sales, and support resources of
these reselling entities to continue to drive the volumes of the underlying
Internet carriage service portfolio. The low barriers to entry to the
wholesale market provide a means of increasing the scope of the opera-
tion, because to lift business cash-flow levels, the business enters into
wholesale agreements that effectively resell the carriage components of
the operation without the bundling of other services normally associ-
ated with the retail operation. This process allows the ISP to gain higher
volumes of carriage capacity that in turn allow the ISP to gain access to
lower unit costs of carriage.

Given that a retail operation can readily become a wholesale provider to
third-party resellers at the effective discretion of the original retail client,
is a wholesale transit ISP restricted from undertaking retail operations?
Again, there is no such natural restriction from a technical or business
perspective. An Internet carriage service is a commodity service that does
not allow for a significant level of intrinsic product discrimination. The
relatively low level of value added by a wholesale service operation im-
plies a low unit rate of financial return for that operation. This low unit
rate of financial return, together with an inability to competitively dis-
criminate the wholesale product effectively, induces a wholesale
provider into the retail sector as a means of improving the financial per-
formance of the service operation. The overall result is that many ISPs
operate both as clients and as providers. Few, if any, reasonable techni-
cal-based characterizations draw a clear and unambiguous distinction
between a client and service provider when access services to networks
are considered. A campus network may be a client of one or more ser-
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Figure 1:
ISP Roles and
Relationships

vice providers, while the network is also a service provider to campus
users. Indeed most networks in a similar situation take on the dual role
of client and provider, and the ability to resell an access service can ex-
tend to almost arbitrary depths of the reselling hierarchy. From this
technical perspective, very few natural divisions of the market support a
stable segmentation into exclusively wholesale and exclusively retail
market sectors. The overall structure of roles is indicated in Figure 1.
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The resultant business environment is one characterized by a reason-
able degree of fluidity, in which no clear delineation of relative roles or
markets exists. The ISP market environment is, therefore, one of com-
petitive market forces in which each ISP tends to create a retail market
presence. However, no ISP can operate in isolation. Each client has the
expectation of universal and comprehensive reachability, such that any
client of any other ISP can reach the client, and the client can reach a cli-
ent of any other ISP. The client of an ISP is not undertaking a service
contract that limits connectivity only to other clients of the same ISP.
Because no provider can claim ubiquity of access, every provider relies
on every other provider to complete the user-provided picture of com-
prehensive connectivity. Because of this dependent relationship, an
individual provider’s effort to provide substantially superior service
quality may have little overall impact on the totality of client-delivered
service quality. In a best-effort public Internet, the service quality be-
comes something that can be impacted negatively by poor local
engineering but cannot be uniformly improved beyond the quality pro-
vided by the network’s peers, and their peers in turn. Internet wholesale
carriage services in such an environment are constrained to be a com-
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modity service, in which scant opportunity exists for service-based
differentiation. In the absence of service quality as an effective service
discriminator, the wholesale activity becomes a price-based service with
low levels of added value, or in other words a commodity market.

The implication in terms of ISP positioning is that the retail operation,
rather than the wholesale activity, is the major area in which the ISP can
provide discriminating service quality. Within the retail operation, the
ISP can offer a wide variety of services with a set of associated service
levels, and base a market positioning on factors other than commaodity
carriage pricing.

Accordingly, the environment of interconnection between ISPs does not
break down into a well-ordered model of a set of wholesale carriage
providers and associated retail service providers. The environment cur-
rently is one with a wide diversity of retail-oriented providers, where
each provider may operate both as a retail service operator, and a
wholesale carriage provider to other retailers.

Peer or Client?

One of the significant issues that arises here is: Can an objective determi-
nation be made of whether an ISP is a peer to, or a client of, another
ISP? This is a critical question, because if a completely objective determi-
nation cannot be readily made, the question then becomes one of who is
responsible for making a subjective determination, and on what basis.

This question is an inevitable outcome of the reselling environment,
where the reseller starts to make multiple upstream service contracts,
with a growing number of downstream clients of the reselling service. At
this point, the business profile of the original reseller is little distin-
guished from that of the original provider. The original reseller sees no
unique value being offered by the original upstream provider and may
conclude that it is, in fact, adding value to the original upstream pro-
vider by offering the upstream provider high-volume carriage and close
access to the reseller’s client base. From the perspective of the original re-
seller, the roles have changed, and the reseller now perceives itself as a
peer ISP to the original upstream ISP provider.

This assertion of role reversal is perhaps most significant when the ge-
neric interconnection environment is one of “zero-sum” financial
settlement, in which the successful assertion by a client of a change from
client to peer status results in the dropping of client service revenue with-
out any net change in the cost base of the provider’s operation. The
party making the successful assertion of peer interconnection sees the
opposite, with an immediate drop in the cost of the ISP operation with
no net revenue change.

The traditional public regulatory resolution of such matters has been
through an administrative process of “licensed” communications ser-
vice providers, who become peer entities through a process of
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administrative fiat. In this model, an ISP becomes a licensed service pro-
vider through the payment of license fees to a communications
regulatory body. The license then allows the service enterprise access to
interconnection arrangements with other licensed providers. The deter-
mination of peer or client is now quite simple: A client is an entity that
operates without such a carrier license, and a peer is one that has been
granted such an instrument. However, such regulated environments are
quite artificial in their delineation of the entities that operate within a
market, and this regulatory process often acts as a strong disincentive to
large-scale private investment, thereby placing the burden of underwrit-
ing the funding of service industries into the public sector. The
regulatory environment is changing worldwide to shift the burden of
communications infrastructure investment from the public sector, or
from a uniquely positioned small segment of the private sector, to an en-
vironment that encourages widespread private investment. The Internet
industry is at the leading edge of this trend, and the ISP domain typi-
cally operates within a deregulated valued-added communications
service provider regulatory environment. Individual licenses are re-
placed with generic class licenses or similar deregulated structures in
which formal applications or payments of license fees to operate in this
domain are unnecessary. In such deregulated environments, no authori-
tative external entity makes the decision as to whether the relationship
between two ISPs is that of a provider and client or that of peers.

If no public regulatory body wants to make such a determination, is
there a comparable industry body that can undertake such a role? The
early attempts of the Commercial Internet eXchange (CIX) arrange-
ments in the United States in the early 1990s were based on a
description of the infrastructure of each party, in which acknowledg-
ments of peer capability were based on the operation of a national
transit infrastructure of a minimum specified capability. This specificat-
ion of peering within the CIX was subsequently modified so that CIX
peer status for an ISP was simply based on payment of the CIX Associa-
tion membership fee.

This CIX model was not one that intrinsically admitted bilateral peer re-
lationships. The relationship was a multilateral one, in which each ISP
executed a single agreement with the CIX Association and then effec-
tively had the ability to peer with all other association member
networks. The consequence of this multilateral arrangement is that the
peering settlements can be regarded as an instance of “zero-sum” finan-
cial settlement peering, using a single-threshold pricing structure.

Other industry models use a functional peer specification. For example,
if the ISP attaches to a nominated physical exchange structure, then the
ISP is in a position to open bilateral negotiations with any other ISP also
directly attached to the exchange structure. This model is inherently
more flexible, as the bilateral exchange structure enables each repre-
sented ISP to make its own determination of whether to agree to a peer
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relationship or not with any other colocated ISP. This model also en-
ables each bilateral peer arrangement to be executed individually,
admitting the possibility of a wider diversity of financial settlement
arrangements.

The bottom line is that a true peer relationship is based on the supposi-
tion that either party can terminate the interconnection relationship and
that the other party does not consider such an action a competitively
hostile act. If one party has a high reliance on the interconnection ar-
rangement and the other does not, then the most stable business
outcome is that this reliance is expressed in terms of a service contract
with the other party, and a provider/client relationship is established. If a
balance of mutual requirement exists between both parties, then a sta-
ble basis for a peer interconnection relationship also exists. Such a
statement has no intrinsic metrics that allow the requirements to be
quantified. Peering in such an environment is best expressed as the bal-
ance of perceptions, in which each party perceives an acceptable
approximation of equal benefit in the interconnection relationship in its
own terms.

This conclusion leads to the various tiers of accepted peering that are ev-
ident in the Internet today. Local ISPs see a rationale to viewing local
competing ISPs as peers, and they still admit the need to purchase trunk
transit services from one or more upstream ISPs under terms of a client
contract with the trunk provider ISP. Trunk ISPs see an acceptable ratio-
nale in peering with ISPs with a similar role profile in trunk transit but
perceive an inequality of relationship with local ISPs. The conclusion
drawn here is that the structure of the Internet is one in which there is a
strong business pressure to create a rich mesh of interconnection at vari-
ous levels, and the architecture of interconnection structures is an
important feature of the overall architecture of the public Internet.

Physical Interconnection Architectures: Exchanges and NAPs

One of the physical properties of electromagnetic propagation is that the
power required to transmit an electromagnetic pulse over a distance var-
ies in accordance with this distance. The shorter the distance between
the transmitter and the receiver, the lower the transmission power bud-
get required; closer is cheaper.

This statement holds true not only for electrical power budgets but also
for data protocol efficiency. Minimizing the delay between the sender
and receiver allows the protocol to operate faster and operate more
efficiently as well; closer is faster, and closer is more efficient.

These observations imply that distinct and measurable advantages are
gained by localizing data traffic; that is, by ensuring that the physical
path traversed by the packets passed between the sender and the re-
ceiver is kept as physically short as possible. These advantages are
realizable in terms of service performance, efficiency, and service cost.
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Figure 2:

A Purely Hierarchical
Structure for the
Internet

How then are such considerations of locality factored into the structure
of the Internet?

The Exchange Model

A strictly hierarchical model of Internet structure is one in which a small
number of global ISP transit operators is at the “top;” a second tier is of
national ISP operators; and a third tier consists of local ISPs. At each
tier, the ISPs are clients of the tier above, as shown in Figure 2. If this hi-
erarchical model is strictly adhered to, traffic between two local ISPs is
forced to transit a national ISP, and traffic between two national ISPs
transits a global ISP—even if both national ISPs operate within the same
country. In the worst case, traffic between two local ISPs needs to tran-
sit a national ISP, then a global ISP from one hierarchy, then a second
global ISP, and a second national ISP from an adjacent hierarchy in or-
der to reach the other local ISP. If the two global providers interconnect
at a remote location, the transit path of the traffic between these two lo-

cal ISPs could be very long indeed.
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As noted above, such extended paths are inefficient and costly, and such
costs are ultimately part of the cost component of the price of Internet
access. In an open, competitive market, strong pressure always is ap-
plied to reduce costs. Within a hierarchical ISP environment, strong
pressure is applied for the two national providers, who operate within
the same market domain, to modify this strict hierarchy and directly in-
terconnect their networks. Such a local interconnection allows the two
networks to service their mutual connectivity requirements without pay-
ment of transit costs to their respective global transit ISP providers. At
the local level is a similar incentive for the local ISPs to reduce their cost
base, and a local interconnection with other local ISPs would allow lo-
cal traffic to be exchanged without the payment of transit costs to the
respective transit providers.

THE INTERNET PROTOCOL JOURNAL

8



Figure 3:
Fully Meshed Peering

Although constructing a general interconnection regime based on point-
to-point bilateral connections is possible, this approach does not exhibit
good scaling properties. Between N providers who want to intercon-
nect, the outcome of such a model of single interconnecting circuits is
(N? — N) / 2 circuits and (N> — N) / 2 routing interconnections, as indi-
cated in Figure 3. Given that interconnections exhibit the greatest
leverage within geographical local situations, simplifying this picture
within the structure of a local exchange is possible. In this scenario, each
provider draws a single circuit to the local exchange and then executes
interconnections at this exchange location. Between N providers who
want to interconnect, the same functionality of complete interconnec-
tion can be constructed using only N point-to-point circuits.

7

_— r}«\.
\r}

rf« *},’«’
P’?E é ; ;f?
,?/

The Exchange Router

One model of an exchange is to build the exchange itself as a router, as
indicated in Figure 4. Each provider’s circuit terminates on the ex-
change router, and each provider’s routing system peers with the
routing process on the exchange router. This structure also simplifies
the routing configuration, so that full interconnection of N providers is
effected with N routing peer sessions. This simplification does allow
greater levels of scaling in the interconnection architecture.

However, the exchange router model becomes an active component of
the interconnect peering policy environment. In effect, each provider
must execute a multilateral interconnection peering with all of the other
connected providers. Selectively interconnecting with a subset of the pro-
viders present at such a router-based exchange is not easily achieved. In
addition, this type of exchange must execute its own routing policy.
When two or more providers are advertising a route to the same desti-
nation, the exchange router must execute a policy decision as to which
provider’s route is loaded in the router’s forwarding table, making a pol-
icy choice of transit provider on behalf of all other exchange-connected
providers.
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Peering and Settlements—Part |: continued

Figure 4:
An Exchange Router

Because the exchange is now an active policy element in the interconnec-
tion environment, the exchange is no longer completely neutral to all
participants. This imposition on the providers may be seen as unaccept-
able, in that some of their ability to devise and execute an external
transit policy is usurped by the exchange operator’s policies.
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Typically, providers have a higher expectation of flexibility of policy de-
termination from exchange structures than the base level of functionality
that is provided by an exchange router. Providers want the flexibility to
execute interconnections on a bilateral basis at the exchange, and to
make policy decisions as to which provider to prefer when the same des-
tination is advertised by multiple providers. They require the exchange
to be neutral with respect to such individual routing policy decisions.

The Exchange Switch

The modification to the interprovider exchange structure is to use a lo-
cal Layer 2 switch (or LAN) as the exchange element. In this model, a
participating provider draws a circuit to the exchange and locates a ded-
icated router on the exchange LAN, as shown in Figure 5. Each provider
executes a bilateral peering agreement with another provider by initiat-
ing a router peering session with the other party’s router. When the
same network destination is advertised by multiple peers, the provider
can execute a policy-based preference as to which peer’s route will be
loaded in the local forwarding table. Such a structure preserves the cost
efficiency of using N circuits to effect interconnection at the N provider
exchange, while admitting the important policy flexibility provided by
up to (N? — N) / 2 potential routing peer sessions.

Early interprovider exchanges were based on an Ethernet LAN as the
common interconnection element. This physical structure was simple,
and not all that robust under the pressures of growth as the LAN be-
came congested.
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Figure 5:
An Exchange LAN
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Subsequent refinements to the model have included the use of Ethernet
switches as a higher capacity LAN, and the use of Fiber Distributed
Data Interface (FDDI) rings, switched FDDI hubs, Fast Ethernet hubs,
and switched Fast Ethernet hubs. Exchanges are very-high-traffic con-
centration points, and the desire to manage ever-higher traffic volumes
has led to the adoption of Gigabit Ethernet switches as the current evo-
lutionary technology step within such exchanges.

The model of the exchange colocation accommodates a model of diver-
sity of access media, in which the provider’s colocated router undertakes
the media translation between the access link protocol and the common
exchange protocol.

The local traffic exchange hub does represent a critical point of failure
within the local Internet topology. Accordingly, the exchange should be
engineered in the most resilient fashion possible, using standards associ-
ated with a premium quality data center. This structure may include
multiple power utility connections, uninterruptible power supplies, mul-
tiple trunk fiber connections, and excellent site security measures.

The exchange should operate neutrally with respect to every participat-
ing ISP, with the interests of all the exchange clients in mind. Thus,
exchange facilities, which are operated by an entity that is not also a lo-
cal or trunk ISP, enjoy higher levels of trust from the clients of the
exchange.

There are also some drawbacks to an exchange, and a commonly cited
example is that of imposed transit. If an exchange participant directs a
default route to another exchange router, then in the absence of defen-
sive mechanisms, the target router carries the imposed transit traffic even
when there is no routing peering or business agreement between the two
ISPs. Exchange-located routers do require careful configuration manage-
ment to ensure that route peering and associated transit traffic matches
the currently executed interconnection agreements.
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Figure 6:
A Distributed Exchange

Distributed Exchanges

Distributed exchange models also have been deployed in various loca-
tions. This deployment can be as simple as a metropolitan FDDI
extension, in which the exchange comes to the provider’s location rather
than the reverse, as indicated in Figure 6. Other models that use an
ATM-based switching fabric also have been deployed using LAN Enu-
lation (LANE) to mimic the Layer 2 exchange switch functionality.
Distributed exchange models attempt to address the significant cost of
operating a single colocation environment with a high degree of resil-
ience and security, but do so at a cost of enforcing the use of a uniform
access technology between every distributed exchange participant.
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However, the major challenge of such distributed models is that of
switching speed. Switching requires some element of contention resolu-
tion, in which two ingress data elements that are addressed to a
common egress path require the switch to detect the resource conten-
tion and then resolve it by serializing the egress. Switching, therefore,
requires signaling, in which the switching element must inform the in-
gress element of switch contention. To increase the throughput of the
switch, the latency of this signaling must be reduced. The dictates of in-
creased switching speed have the corollary of requiring the switch to
exist within the confines of a single location, if exchange performance is
a paramount concern.

In addition to speed, the cost shift must be considered. In a distributed
exchange model, the exchange operator operates the set of access cir-
cuits that form the distributed exchange. This process increases costs to
providers, while it prevents the providers from using a specific access
technology that matches their business requirements of cost and sup-
portable traffic volume. Not surprisingly, to date the most prevalent
form of exchange remains the third-party hosted colocation model. This
model admits a high degree of diversity in access technologies, while still
providing the substrate of an interconnection environment that can op-
erate at high speed and therefore manage high traffic volumes.
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Figure 7:
Exchange-Located
Service Platforms

Other Exchange-Located Services

The colocation environment is often broadened to include other func-
tions, in addition to a pure routing and traffic exchange role. For a high-
volume content provider, the exchange location offers minimal transit
distance to a large user population distributed across multiple local ser-
vice providers, as well as allowing the content provider to exercise a
choice in selecting a nonlocal transit provider.

The exchange operator can also add value to the exchange environment
by providing additional functions and services, as well as terminating
providers’ routers and large-volume content services. The exchange loca-
tion within the overall network topology is an ideal location for hosting
multicast services, because the location is optimal in terms of multicast
carriage efficiency. Similarly, USENET trunk feed systems can exploit
the local hub created by the exchange. The overall architecture of a colo-
cation environment that permits value-added services, which can
productively use the unique environment created at an exchange, is indi-
cated in Figure 7.
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Network Access Points
The role of the exchange was broadened with the introduction of the
Network Access Point (NAP) in the architecture proposed by the Na-
tional Science Foundation (NSF) in 1995 when the NSFNET backbone
was being phased out.

The NAP was seen to undertake two roles: the role of an exchange pro-
vider between regional ISPs who want to execute bilateral peering
arrangements and the role of a transit purchase venue, in which re-
gional ISPs could execute purchase agreements with one or more of a set
of trunk carriage ISPs also connected at the NAP. The access point con-
cept was intended to describe access to the trunk transit service.
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Figure 8:
Peering and Transit
Purchase

This mixed role of both local exchange and transit operations leads to
considerable operational complexity, in terms of the transit providers
being able to execute a clear business agreement. What is the band-
width of the purchased service in terms of requirements for trunk
transit, versus the access requirements for exchange traffic? If a local ISP
purchases a transit service at one of the NAPs, does that imply that the
trunk provider is then obligated to present all the ISP’s routes at remote
NAPs as a peer? How can a trunk provider distinguish between traffic
presented to it on behalf of a remote client versus traffic presented to it
by a local service client?

The issue that the quality of the purchased transit service is colored by
the quality of the service provided by the NAP operator should also be
considered. Although the quality of the transit provider’s network may
remain constant, and the quality of the local ISP’s network and ISP’s
NAP access circuit may be acceptable, the quality of the transit service
may be negatively impacted by the quality of the NAP transit itself.

One common solution is to use the NAP colocation facility to execute
transit purchase agreements and then use so-called backdoor connec-
tions for the transit service provision role. This usage restricts the NAP
exchange network to a theoretically simpler local exchange role. Such a
configuration is illustrated in Figure 8.
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Exchange Business Models

For the ISP industry, many attributes are considered highly desirable for

an exchange facility. The common model of an Internet exchange in-

cludes many, if not all, of the following elements:

® Operated by a neutral party who is not an ISP (to ensure fairness and
neutrality in the operation of the exchange)

Constructed in a robust and secure fashion

Located in areas of high density of Internet market space

Able to scale in size

e Operates in a fiscally sound and stable business fashion

A continuing concern exists about the performance of exchanges and
the consequent issue of quality of services that traverse the exchange.
Many of these concerns stem from an exchange business model that
may not be adequately robust under pressures of growth from partici-
pating ISPs.

The exchange business models typically are based on a flat-fee struc-
ture. The most basic model uses a fee structure based on the number of
rack units used by the ISP to colocate equipment at the exchange. When
an exchange participant increases the amount of traffic presented over
an access interface, under a flat-fee structure, this increased level of
traffic is not accompanied by any increase in exchange fees. However,
the greater traffic volumes do imply that the exchange itself is faced with
a greater traffic load. This greater load places pressure on the exchange
operator to deploy further equipment to augment the switching capac-
ity, without any corresponding increase in revenue levels to the operator.

For an exchange operator to base tariffs on the access bandwidths is not
altogether feasible, given that such access facilities are leased by the par-
ticipating ISPs and the access bandwidth may not be known to the
exchange operator. Nor is using a traffic-based funding model possible,
because an exchange operator should refrain from monitoring individ-
ual ISP traffic across the exchange, given the unique position of the
exchange operator. Accordingly, the exchange operator has to devise a
fiscally prudent tariff structure at the outset that enables the exchange
operator to accommodate large-scale traffic growth, while maintaining
the highest possible traffic throughput levels.

Alternatively, there are business models in which the exchange is struc-
tured as a cooperative entity among numerous ISPs. In these models, the
exchange is a nonprofit common asset of the cooperative body. Al-
though widely used, these models are prone to the economic condition
of the Tragedy of the Commons. It is in everyone’s interest to maximize
their exploitation of the exchange, while no single member wants to un-
derwrite the financial responsibility for ensuring that the quality of the
exchange itself is maintained.
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The conclusion that can be drawn is that the exchange is an important
component of Internet infrastructure, and the quality of the exchange is
of paramount importance if it is to be of any relevance to ISPs. Using an
independent exchange operator whose income is derived from the util-
ity of the exchange is one way of ensuring that the exchange is managed
proficiently and that the service quality is maintained for the ISP clients
of the exchange.

A Structure for Connectivity
Enhancing the Internet infrastructure is quantified by the following
objectives:

e Extension of reachability

® Enhancement of policy matching by ISPs

* Localization of connectivity

e Backup arrangements for reliability of operation
e Increasing capacity of connectivity

® Enhanced operational stability

e Creation of a rational structure of the connection environment to
allow scalable structuring of the address and routing space in order to
accommodate orderly growth

We have reached a critical point within the evolution of the Internet.
The natural reaction of the various network service entities in response
to the increasing number of ISPs will be to increase the complexity of the
interconnection structure to preserve various direct connectivity require-
ments. Today, we are in the uncomfortable position of increasingly
complex interprovider connectivity environments, a situation that is
stressing the capability of available technologies and equipment. The in-
ability to reach stable cost-distribution models in a transit arrangement
creates an environment in which each ISP attempts to optimize its posi-
tion by undertaking as many direct 1:1 connections with peer ISPs as it
possibly can. Some of these connections are managed via the exchange
structure. Many more are implemented as direct links between the two
entities. Given the relative crudity of the inter-Autonomous System (AS)
routing policy tools that we use today, this structure must be a source of
considerable concern. The result of a combination of an increasingly
complex mesh of inter-AS connections, together with very poor tools to
manage the resultant routing space, is an increase in the overall instabil-
ity of the Internet environment. In terms of meeting critical immediate
objectives, however, such dire general predictions do not act as an effec-
tive deterrent to these actions.

The result is a situation in which the inter-AS space is the critical compo-
nent of the Internet. This space can be viewed correctly as the
demilitarized zone within the politics of today’s ISP-based Internet. In
the absence of any coherent policy, or even a commonly accepted set of
practices, the lack of administration of this space is a source of para-
mount concern.
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IPv6—What and Where It Is
by Robert L. Fink, Energy Sciences Network

he current Internet Protocol, known as IPv4 (for version 4), has
I served the Internet well for over 20 years, but is reaching the
limits of its design. It is difficult to configure, it is running out of
addressing space, and it provides no features for site renumbering to al-
low for an easy change of Internet Service Provider (ISP), among other
limitations. Various mechanisms have been developed to alleviate these
problems (for example, Dynamic Host Configuration Protocol [DHCP]
and Network Address Translation [NAT]), but each has its own set of
limitations.

The Internet Engineering Task Force (IETF) took on this problem in the
early 1990s by starting an IPng (Internet Protocol next genmeration)
project. After an over two-year-long process of defining goals and fea-
tures, getting the best possible advice from industry and user experts,
and sponsoring a protocol design competition, a new Internet Protocol
was selected. Many proposed protocols were reviewed, analyzed, and
evaluated. An evolved combination of several of them (Simple Internet
Protocol [SIP], the “P” Internet Protocol [PIP], and Simple Internet Pro-
tocol Plus [SIPP]), each using fixed-length addressing, resulted in a final
variation, called IPv6, which was selected over a version of the ISO OSI
Connectionless Network Protocol (CLNP) (known as the TCP and
UDP with Bigger Addresses (TUBA) IPng proposal).

Much work has been done since the selection of IPv6 in 1994. Over 50
implementations of IPv6 are believed to be under way or completed. A
constantly growing international IPv6 testbed, called the 6bone, now
spans 260 sites in 39 countries, with over 25 different IPv6 implementa-
tions in use. Most router companies, including 3Com, Bay, Cisco
Systems, Digital, Nokia, and Telebit support IPv6. IPv6 is also available
for Digital, HP, IBM, Sun, WinTel, and many other end-user host
systems.

IPv6 Addresses—Larger and Different

The larger 128-bit IPv6 address (versus the 32-bit IPv4 address) allows
more flexibility in designing newer addressing architectures, as well as
providing large enough address spaces for predicted future growth of the
Internet and Internet-related technologies. A new addressing format,
called the Aggregatable Global Unicast Address Format, has been devel-
oped to help solve route complexity scaling problems with the current
IPv4 Internet. The current IPv4 provider-based addressing used in the
Internet relies on separate IPv4 addresses being assigned to ISPs in con-
tiguously numbered blocks for routing efficiency; that is, the routers
need to carry fewer routes.
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IPv6: continued

Figure 1:
Aggregatable Global
Unicast Address
Format

However, there is currently much fragmentation in the IPv4 address
space. This situation, aggravated by sites not being able to easily renum-
ber, causes many more separate routes than necessary, in turn leading to
route computation complexity (too many routes, too many dynamic
changes, too much computation in routers).

Public Routing Topology Prefixes

With the new aggregatable style addressing (see Figure 1), the left-most
48 bits of the address are defined as a Public Routing Topology (PRT)
prefix. The first 3-bit field of this prefix specifies that the addressing for-
mat is aggregatable. The next 13-bit portion specifies the Top Level
Aggregator (TLA) ID that constrains the top level of Internet routing to
8,192 major transit providers and a new concept of routing exchanges.
Each TLA (top level transit ISP) is then responsible for all the remaining
public routing topology assignment below it; that is, the Next Level Ag-
gregator (NLA) ID. As shown in Figure 1, the NLA may have a tiered
hierarchy to allow multiple levels (NLA1, NLA2, and so on) of other
ISPs, each of which would then have control of the assignment of the
space below it. The right-most portion of the NLA field, at whatever
level it may be, would identify the end-user “leaf” site. An 8-bit re-
served field has been defined to allow the growth of either the TLA or
the NLA fields.

TLA = Top Level Aggregator RES = Reserved for future use
NLA = Next Level Aggregator to allow either TLA
SLA = Site Level Aggregator or NLA growth
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Figure 2:

Sub-TLA Format for
IPV6 Address
Assignment

The advantage of this style of addressing is that it allows automatic ad-
dress clustering, or aggregation, into a constrained set of routes, which
are represented through the TLA field. If the initial assignment of 13 bits
(8,192 TLAs) is insufficient in the future, either the reserved field or an-
other piece of the IPv6 128-bit address space could be utilized. Note that
only one-eighth of the current IPv6 address space has been assigned to
aggregatable addressing.

Even with this new concept of addressing, sites will still occasionally
want to change their ISP (as in the current [Pv4-based Internet) and thus
will need to readdress to keep the addressing structure constrained. This
is where Site Renumbering, which will be discussed later, comes in.

IPv6 TLA Assignment

To begin the production use of IPv6, ISPs providing IPv6 service need to
be assigned TLAs so they may assign NLAs to transits and sites they are
serving. Until recently, this was not possible. Recent discussions be-
tween the IETF, the IANA (Internet Assigned Numbers Authority), and
the major address registries (APNIC, ARIN, and RIPE-NCC), have re-
sulted in agreements that will provide a way to request and assign TLAs
by early 2nd quarter 1999.

The process agreed upon is based on the above discussions that have
been published as a recommendation in an Informational RFC on TLA
assignments. The basic idea is to provide a slow start mechanism for
TLAs by assigning one TLA ID to be used for defining a Sub-TLA field
of 13 bits out of the reserved and NLA fields (see Figure 2). This will al-
low transits to demonstrate their need for a full TLA based on usage of
the assigned Sub-TLA. These rules, based on much current practice with
IPv4, are necessary to keep aggregatable addressing functional and ef-
fective for hierarchical routing as IPv6 comes into use.

3 13 13 19 16 64
001 0,{,}3" ?'L'R NLA SLA Interface ID

SUB-TLA IDs are assigned out of TLA ID 0x0001 as shown above.

Note that use of the Reserved field to create the Sub-TLA field is specific to TLA ID 0x0001.
It does not effect any other TLA.

Rules for assigning these Sub-TLAs include:

® Must have a plan to offer native IPv6 service within three months
from assignment; must have a verifiable track record providing Inter-
net transit to other organizations

® Must make payment of a registration fee to the IANA and reason-
able fees for services rendered by the address registry

® Must maintain registries of sites and next-level providers and make
them available publicly and to the registries; must provide utilization
statistics of NLA space below the assigned TLA (or Sub-TLA) and
also show evidence of carrying TLA routing and transit traffic
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IPv6: continued

These rules are intended to minimize route explosion and address as-
signment misuse to aid in the stability of the IPv6-based Internet.

Site Topology Prefixes

In addition to identifying the address of the site with the PRT prefix, ag-
gregatable addressing provides for a site to have aggregation as well
using a 16-bit Site Level Aggregator (SLA). The SLA might be as simple
as a subnet number (more than 64,000 of them!), or a tiered hierarchy
such as the NLA provides. However it is structured, the SLA is under
the control of the site, and identifies the subnet that a host interface is at-
tached to (IPv6’s addressing, as IPv4’s, specifies interfaces on systems,
not the entire system).

It is very unlikely that an organization will ever need more than one
PRT prefix, given the size and flexibility of the SLA and the System In-
terface Identifier field (described below).

System Interface ldentifiers

Now that we have identified how to reach the site and the subnet a sys-
tem is attached to, an interface identifier (ID) specifies the local logical
address of the interface on the local subnet (or link as it is often called).
The interface ID is formed and derived from the new IEEE EUI-64 me-
dia-level address that is an expansion of the well-known Ethernet 48-bit
address format that allows for more device identifiers to be assigned by
each manufacturer. The global/local bit is also inverted to make manu-
ally assigned (that is, local) addresses easy to form with only leading
Zeros.

If the IPv6 node is attached to an Ethernet “link,” then the 48-bit ad-
dress is turned into 64 bits by a filler field inserted in the middle (see
Figure 1).

This enlarged Interface ID will allow newer technologies, such as
FireWire, and newer applications, such as traffic lights and PCS/PDA
telephones, to have unique interface identifiers assigned to them from a
global address space.

The use of a media-level address for a network-level Interface ID allows
the very important IPv6 Stateless Address Autoconfiguration Protocol to
work.

Stateless Address Autoconfiguration

Automatic configuration of IPv6 end systems (hosts) is one of the most
important features of IPv6. In the current IPv4 Internet, you must either
manually configure IP address, network mask, and default gateway, or
rely on having a DHCP server. With IPv6, this process can take place
automatically, with no reliance on outside systems, using the IPv6 State-
less Address Autoconfiguration Protocol.
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This can be done because the Media Access Control (MAC) address is
used to form the host’s interface ID. For example, if a host has an Ether-
net interface that it is trying to configure for use with IPv6, the 48-bit
Ethernet MAC address is formed into a 64-bit interface ID, which is the
right-most 64 bits of the IPv6 address (see Figure 1). Then, using the
Neighbor Discovery (ND) protocol, which is unique to IPv6, this
formed interface ID is checked to see that it does not have a duplicate on
this link (that is, subnet). If it does, a randomly generated token can be
used (though a rare occurrence, it is a necessary protection against ille-
gal Ethernet address usage and situations where the same address may
be used on multiple interfaces for legitimate reasons).

At this point, an ND Router Solicitation multicast message is sent out to
discover if there is a local IPv6 capable router, what the local site’s to-
pology ID for the host’s subnet is, and what the site’s public topology
routing prefix is. Neighbor Discovery can also be used to control
whether the site then wishes to continue with further configuration us-
ing Stateful Autoconfiguration with DHCPv6.

IPv6 Autoconfiguration thus provides for standalone operation of two
or more hosts on a local LAN link with no router present, provides for
operation within a site with no outside Internet connectivity present, and
allows for easy changing of the site’s public topology routing prefix, ei-
ther when external connectivity comes on line, or when the external
connectivity is changed, such as when a different ISP is chosen.

Domain Name System—Forward and Reverse

The Domain Name System: (DNS) is an essential component of the In-
ternet. To provide a mapping from a domain name to an IPv6 address,
as well as an IPv4 address, a new DNS record type of “AAAA,” or
“quad A,” is defined. This is a clever word play on the “A” record type
that the original DNS specification defines for 32-bit IPv4 addresses, be-
cause IPv6 addresses are four times larger (128-bits), hence “AAAA™!

Most existing implementations of DNS already support AAAA records
and existing IPv4 queries of DNS can access these records; that is, you
don’t need a DNS operating over IPv6 to retrieve these new AAAA
records. This support also includes reverse lookups, similar to [Pv4s, al-
though a new reverse lookup proposal that will allow automatic
partitioning of the delegation information on arbitrary bit boundaries is
under consideration. This new capability should make for more reliable
reverse registry than exists with IPv4, and easier maintenance when sites
change their PRT prefix.

When a host with both IPv4 and IPv6 operating on it (“dual stack”)
queries the DNS for the address of a remote host, the A and AAAA
records returned are used to indicate what protocol to use in communi-
cating with that remote host. If no AAAA record is returned, IPv4 must
be used. If only a AAAA record is returned, IPv6 must be used. If both
A and AAAA are returned, either IPv4 or IPv6 may be used.
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IPv6: continued

A new modification of the IPv6 DNS extensions is nearing completion
that allows the automatic joining of the routing prefixes and Interface
IDs when a host’s IPv6 address is returned, thus making it easier to re-
number a site. This new IPv6 DNS feature makes changing a site’s PRT
prefix (renumbering) very easy as only one entry, the PRT prefix, needs
to be changed. This setup also facilitates easy support of multiple ad-
dresses for each host. These enhancements are very useful; IPv4 does not
have this feature.

Renumbering Sites When ISPs Change

Because IPv6 addressing is based on the PRT prefix assigned by its ISP,
it is essential that it be easy for a site to renumber itself when its choice
of ISP changes. To aid in this, a new Router Renumbering (RR) proto-
col, in conjunction with Autoconfiguration, Neighbor Discovery and the
new Aggregatable Unicast addressing PRT prefix are used.

RR allows a site’s network administrator to set new PRT prefixes into
the site’s routers, as well as lower the lifetime of existing ISP PRT
prefixes to specify an overlap interval, after which the old ISP’s service is
discontinued.

Hosts learn their new routing prefixes either when they restart, and thus
are automatically configured with Autoconfiguration, or when they are
informed by their local router that a new prefix is to be used during peri-
odic router notification updates using ND.

For example, a new ISP service is readied for service while the old ISP is
notified that it will provide service for just 60 more days. After the new
PRT prefix is announced to the site’s routers by RR, hosts will use the
new prefix (that is, new ISP) for all new connections, while existing con-
nections continue to work until the old prefix is withdrawn (that is, after
60 days in this example).

The easy renumbering of an IPvé6 site will make easy a task that is cur-
rently very painful for an IPv4 site because hosts are often manually
configured in many networks.

The 6bone—An IPv6 Testhed

The 6bone is an international IPv6 testbed network that is overseen and
directed through the IETF [Png Transition Working Group (ngtrans)
that provides:

® Testing of [Pv6 implementations and standards

e Testing of IPv6 transition strategies

® A place to gain early applications and operations experience

® Motivation and a place for implementers, users, and ISPs to try IPv6

® An experimental first step toward transition
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In the early phases of IPv6 deployment, most native IPv6 transport is re-
stricted to site LANs with the ability to experiment with it locally. Some
sites in Great Britain, The Netherlands, and Japan are using native IPv6
over WAN links.

ISPs and various other private IPv4 transit providers may not place IPv6
in their production routers in this early phase of IPv6 deployment, leav-
ing early IPv6 testers with the need to use the existing IPv4 Internet
infrastructure to deliver IPv6 packets among themselves when remotely
located. Thus an IPvé6 transition feature, IPv6 encapsulation (that is, fun-
neling) over IPv4, is used for parts of the 6bone where native IPv6 may
not be available. In this way, the 6bone is also thoroughly testing out its
own transition technology as well as providing IPv6 service.

The 6bone is a diverse community of users, ISPs, and developer organi-
zations, many of whom provide transit on the public spirited basis of
promoting and gaining early experience with IPv6. It is expected that
production variations of the 6bone will also be created to more for-
mally carry production IPv6 traffic.

Components of the 6hone
The 6bone provides this needed IPv6 transport over the public Internet
infrastructure, relying on:

® Dual IPv4/IPv6 stacks in the client host
IPv6 packets encapsulated (tunneled) in IPv4 packets

Dual IPv4/IPv6 stack backbone routers that know IPv6 routes of
6bone participants

DNS that supports IPv6 AAAA records
A 6bone Routing Registry to keep track of sites and their tunnels

A mailing list, various IPv6 tools, and a 6bone Web site at:
www . 6bone .net

Figure 3 shows a conceptual overview of how a basic 6bone is struc-
tured and a picture of the current 6bone backbone structure can be seen
at:

http://www.cs-ipvé6.lancs.ac.uk/ftp-archive/6Bone/Maps/
full-backbone.gif

...with the pseudo TLA site-to-site peering indicated by various colored

links.

To date, the 6bone has spread to 260 organizations in 39 countries (see
Table 1 on page 25).
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IPv6: continued

Figure 3:
6bone Conc eptual
Architecture
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6bone History

Serious work to evolve and refine the IPv6 protocols sufficient to allow
the start of various implementations of IPv6 began in 1994. By early
1996, it was obvious that a testing environment was needed, so in
March 1996, several implementers and users met and agreed to start an
international testbed called the 6bone.

By June 1996, two groups raced to provide the first IPv6 connectivity:
the University of Lisbon (Portugal), the Naval Research Laboratory
(U.S.), and Cisco Systems (U.S.); a Danish universities consortium (UNI-
C), a French universities consortium (G6), and a Japanese universities
consortium (WIDE).

THE INTERNET PROTOCOL JOURNAL
24



Table 1: Countries with Sites Participating in the 6bone

AT-Austria Fl-Finland NL-The Netherlands
AU-Australia FR-France NO-Norway
BE-Belgium GB-United Kingdom PL-Poland
BG-Bulgaria GR-Greece PT-Portugal
BR-Brazil HK-Hong Kong RO-Romania
CA-Canada HU-Hungary RU-Russian Federation
CH-Switzerland IE-Ireland SE-Sweden
CM-Cameroon IT-Italy SG-Singapore
CN-China JP-Japan SlI-Slovenia
CZ-Czech Republic KR-Korea SK-Slovakia
DE-Germany KZ-Kazakhstan TW-Taiwan
DK-Denmark LT-Lithuania US-United States
ES-Spain MX-Mexico ZA-Zaire

6bone Backbone and Addressing

By the end of 1997, the 6bone converted to the new aggregatable ad-
dressing format, a change necessitated by having originally adopted an
early prototype provider-based addressing format discussed during early
IPv6 design efforts.

Along with the change to a new addressing format was the need to clean
up the routing used among the 6bone backbone transit sites. It was orig-
inally thought that IDRPv6 (a new Internet Domain Routing Protocol
based on earlier IPv4 work) would be the prevailing Exterior Gateway
Protocol (EGP) used for IPv6 Internet peering.

By mid 1996, various ISPs made it known that a new EGP for IPv6 was
not a practical alternative, given the explosive growth of the Internet
and the current evolution and widespread use of the Border Gateway
Protocol 4 (BGP4) by ISPs. There was a need to allow for multiprotocol
extensions to BGP4, allowing ISPs to more easily adapt their operations
to IPv6. This situation led to the rapid evolution of BGP4+, an exten-
sion of BGP4 to include IPv6 and IPv4 multiprotocol routing.

By mid 1997, the decision was made to convert the 6bone backbone to
BGP4+ for its EGP. See http: //www.cs-ipv6.lancs.ac.uk/ftp-ar-
chive/6Bone/Maps/full-backbone.gif for a recent picture of the
6bone backbone sites using the new aggregatable addressing format and
the current status of the conversion to BGP4+.
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IPv6: continued

6bone Future Plans

To date, most 6bone efforts have been to prove out basic IPv6 interoper-
ability among the many implementations, and to create a reliable
international testbed infrastructure. This has included making its back-
bone operationally ready with the new aggregatable addressing format
and use of BGP4+ for high-reliability routing and transit.

Now that the 6bone has completed these conversions, serious work can
begin on testing site renumbering, security, applications, and transition
mechanisms.

Other IPv6 Trials and Testing

Other testing venues have also been very important to the evolution of
IPv6: the University of New Hampshire Inter Operability Laboratory
(IOL), various trade show demonstration networks, for example, Net-
World+Interop, and various vendor-sponsored interoperability testing.

By early 1998, the UNH IOL had hosted five IPv6 test sessions, though
specific details about participating vendors are not released.

In a positive sign of industry response to evolving IPv6 specifications, the
late July 1997 UNH testing resulted in the successful interoperability of
all participants using the new aggregatable addressing format, no more
than two months from its first Internet Draft.

Implementations

To date, over 50 different IPv6 host and router implementations are ei-
ther completed or under way. More than 30 implementations have been
tested and used on the 6bone.

Router implementations to date include: 3Com, Bay, Cisco Systems,
Digital, Fujitsu LR550, Hitachi NR60, Inria BSD, Linux, Merit MRT,
Nokia, NRL for BSD, Telebit, WIDE KAME and ZETA for BSD, and
WIDE véd.

Host implementations to date include: Apple MacOS OpenTransport
demo version, Digital OpenVMS, Digital UNIX, FIP Software
Windows935, Fujitsu LR450, 460, and 550, Hitachi NR60, IBM AIX,
Inria BSD, Linux, HP-UX (SICS), Microsoft Research WindowsNT ver-
sions 4 and 5, Sony CSL Apertos IPv4/v6 stack, Sun Solaris, Trumpet
Winsock for IPv6, UNH for BSD, NRL for BSD, WIDE KAME and
ZETA for BSD, and WIDE véd.

Several new Windows implementations that will operate under
Windows95/98/NT are under way.
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Transition from IPv4 to IPv6—A Seamless Approach

IPv6 is unlikely to become the Internet network-layer protocol of choice
unless there is literally no choice to be made by the end user, little effort
by network and system administrators, and it can operate alongside
IPv4 for the indefinite future. Therefore, it must be very easy for the pri-
vate network (your corporate net) and public network (your ISP)
operators to equip, enable, and operate IPv6, while operating IPv4, in
such a way that the user doesn’t notice that IPv6 is there at all.

A system administrator, but not the user, must be conscious of IPv6 in a
minimal sense. It is just another protocol stack that any Internet-based
applications will operate over if the system is configured and distributed
to do so by the system administrator.

At the network operator level, IPv6 is just another routing stack that can
easily be turned on in the site’s and ISP’s routers (many sites certainly
support IPX, AppleTalk, DECnet,...). IPv6 interdomain routing can be
operated just like IPv4s because it uses BGP4+.

With the aid of the new Dynamic DNS Registration Protocol and IPv6’s
Stateless Autoconfiguration, users can boot up their system after it has
been enabled with an IPv6 stack, in addition to its IPv4 stack, and be-
come IPv6-ready without being aware of it at all. The system would
automatically be configured with an IPv6 address, have itself registered
automatically in the DNS with the host’s existing name alongside its
new IPv6 address (in addition to its DNS IPv4 address registration), and
when finding a remote host with IPv6, start talking [Pv6—all this with-
out the user being required to consciously take action.

Early Production IPv6 Networks

In October of 1998, the 6REN initiative, was established by the U.S. En-
ergy Sciences Network (ESnet). The 6REN is a voluntary coordination
initiative of Research and Education Networks (RENs) that provide
production IPv6 transit service to facilitiate high quality, high perfor-
mance, and operationally robust IPv6 networks.

The first participants were ESnet (the U.S. Dept. of Energy’s Energy Sci-
ences Network), Internet2 (the advanced Internetworking development
collaboration comprised of many large U.S. research universities), CA-
NARIE (the Canadian joint government and industry initiative for
advanced networking), vBNS (the MCI network for NSF advanced net-
working) and WIDE (the Japanese research effort to establish a “Widely
Integrated Distributed Environment”).

Other profit and not-for-profit networks worldwide have been invited to
join the 6REN. It is expected that during 1999 a sizable production en-
vironment capable of advanced demonstrations and deployment of
Internet applications over IPv6 networks will be in place.

THE INTERNET PROTOCOL JOURNAL
27



IPv6: continued

The Future for IPv6

It is too early to predict with total certainty that the Internet will adapt
to the use of the IPv6 protocol. However, it should be obvious that IPv6
offers many important features for a next-generation Internet: auto-
matic configuration, greatly expanded addressing, easy site renumber-
ing, built-in security, and more.

One possible scenario for IPv6 is where it becomes the protocol of
choice for newer applications not currently using Internet technology;
for example, controlling traffic lights, reading electric meters, and so on.
In these uses, IPv6 does not require coexistence with IPv4 because some
form of gateway function would provide interconnection to the current
Internet.

Another scenario (which doesn’t exclude the previous one) is that Mi-
crosoft provides IPv6 support for a future version of Windows
Networking on Windows OS, and promotes it within corporate Amer-
ica for its better features in supporting advanced corporate application/
networking needs. In this scenario, the Internet will learn to carry IPv6
somehow, even if it is via automatically created tunnels that operate
over IPv4 (somewhat similar to the 6bone’s tunneling, but with dy-
namic creation of the tunnels as needed). It is expected that after
Microsoft ships IPv6 and large corporations begin using it, ISPs will de-
ploy IPv6 to get their business.

Yet another possibility is that the Internet telephony revolution will
come to the conclusion that only IPv6 can provide cost-effective, scal-
able, end-to-end worldwide telephony implementations. This may be
even more important as new classes of wireless networked devices, for
example, PDAs and PCS phones, are integrated and built in very large
volume.

Also, in parts of Asia and China, where there is little Internet connectiv-
ity at present, and very few IPv4 addresses assigned, IPv6 may become
very popular because it will allow rapid growth without concerns about
address space.

The probability is high that not just one of the above scenarios will hap-
pen, but that all will occur, in addition to others not yet imagined.

Whatever the implementation scenario, the probability that IPv6 will
augment IPv4 as a part of the Internet of the future is very high!
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Secure E-Mail: Problems, Standards, and Prospects
by Marshall T. Rose and David Strom

s we spend more and more time using e-mail, most of us even-

tually find that we need to be able to prove our identity to our

correspondents and secure the contents of our messages so that
others can’t view them readily. Proving your identity is called authentica-
tion. In the physical world, this is accomplished by photo identification,
such as a driver’s license, passport, or corporate identity card. When the
time comes to prove who you are (for example, before a major pur-
chase), you show your card. Your appearance and signature match the
photo and signature on your card, and the purchase is made.

On the Internet, however, the process isn’t as easy. Does e-mail from
sidneyQexample.com really originate from our friend Sidney at the Ex-
ample Corporation? Maybe it’s from someone else, who just happens to
be using Sidney’s machine when he is out to lunch. Or, worse, someone
trying to impersonate Sidney illicitly. And even if the message actually is
from the “real” Sidney, how can we be sure: Is there an electronic ana-
log to a signature?

Most of us are trusting individuals; we tend to believe that people are
who they say they are unless we have particular reasons to doubt their
identity. But on the Internet, we have to look beyond face value. And
proving that someone indeed did send a particular message is a very
difficult problem.

This may be one of the main reasons why corporations employ Lotus
Notes and other Internet-based messaging systems that are not 100-per-
cent pure. They want to ensure that all messages carry the appropriate
authentication with them at all times. In order for new users of Notes to
start using the software, they must first obtain an electronic certificate
that authenticates them to the system. The certificate is created by the
Notes system administrator, who works in conjunction with that partic-
ular Notes server owned by that particular corporation.

Securing the message contents is also a challenge: all e-mail sent over the
Internet, unless otherwise protected, is sent in clear ASCII text. If you
have the tools, the time, and the technical expertise, you can capture this
traffic and read anyone’s correspondence. It isn’t simple, but it is quite
possible.

Besides being sent as clear text, e-mail can also be intercepted and its
contents changed between the time the sender composes the message
and the recipient reads it. Again, this task is neither likely nor simple,
but it can be accomplished if someone is determined enough to do it.
Therefore, senders can neither prove nor deny that they sent a particu-
lar message to you; it could be real or a forgery, and you have no way of
knowing which.
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Cryptography Standards

It would be great if we could say that the future for secure e-mail is
bright, and that there will be standards in place that will help. How-
ever, the state of secure e-mail standards for the Internet is best
described as a “terrible mess”! (Ed.: a less charitable phrase is used in
the book from which this material is adopted.) Think that characteriza-
tion is unprofessional? It is actually quite detached, considering the
amount of culpability enjoyed by the principals of the Internet’s secure
e-mail debacle. We would love to write an article describing the high
crimes and misdemeanors of these scoundrels, but that would only pub-
licize the guilty, not punish them. So, instead we’ll survey the horizon
and try to make sense of what little terrain there is.

In brief, no technologies for secure e-mail in the Internet meet all of the
following criteria:

® Multivendor
e Interoperable

e Approved or endorsed by the Internet’s standardization body

There are two competing technologies, each of which satisfies at most
one of these criteria. However, for any 100-percent-pure Internet solu-
tion to succeed, we feel it must be based on technologies that satisfy all
three.

Basic Concepts
In order to understand secure e-mail, you need to know only three
concepts:

¢ Data encryption (privacy)
® Message integrity (authentication)

¢ Key management
Everything else is a matter of data formats.

Data Encryption

When the contents of a message are to be protected from third-party
disclosure, it is necessary to agree upon an encryption algorithm. Be-
cause cryptographic algorithms are constantly being scrutinized, a
secure e-mail standard must be extensible with respect to the algo-
rithms that it allows.

Historically, symmetric encryption algorithms are used for this purpose.
A symmetric algorithm is one in which the same key is used to both en-
crypt and decrypt the data. Symmetric algorithms are chosen because
they are computationally less burdensome (in other words, faster to exe-
cute) than asymmetric algorithms.
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Secure E-Mail: continued

As such, each time a message is to be encrypted, a new session key is
generated for that purpose. Although one could send the session key via
some secure path, it is easier to include the session key along with the
message, but encrypted so that only the intended recipient can decipher
it. Upon deciphering the session key, the recipient can apply the encryp-
tion algorithm and retrieve the original contents.

For example, Network Associates’ Pretty Good Privacy (PGP), one of
the two technologies we’ll examine, uses an asymmetric algorithm to en-
crypt the session key and a symmetric algorithm to encrypt the user’s
data.

Message Integrity

When the contents of a message are to be verified as authored by a par-
ticular user and unaltered by any other user, it is necessary to agree
upon a signature and hash algorithm. The former is used to verify the
authenticity of the message, and the latter is used to verify the integrity
of the message. Again, any secure e-mail standard must be extensible
with respect to the algorithms that it uses for these purposes.

For signature algorithms, asymmetric algorithms are typically used.
These algorithms utilize a public key and a secret key. A signature algo-
rithm combined with a secret key allows someone to generate a digital
signature for the contents of a message. A signature algorithm com-
bined with a public key allows someone to verify the digital signature
for a message. As you might expect, signature algorithms are one-way
functions: You can’t reconstruct the input to a signature function by
looking at its output.

Hash algorithms are often called message digest algorithms. They sim-
ply compute a checksum on their input; no keys are involved. Hash
algorithms are also one-way functions, and a good hash algorithm is
one in which very similar inputs produce dramatically different outputs.
Hence, if even a single bit is altered or corrupted in transit, the hash
value will be different.

Key Management

All discussion now hinges on how keys are used for asymmetric algo-

rithms. Specifically, how do you trust the identity of the secret key used

to make a digital signature? To start, we have to introduce the notion of

a public key certificate. Although the actual formats vary, at its heart a

certificate contains three things:

e The identity of the “owner” of the certificate

* A public key

e Zero or more guarantees to the validity of the binding between the
identity contained in the key and the owner in the “real world”
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So, the next step is to ask what these identities and guarantees look
like. Unfortunately, we now enter the realm of sociology rather than
technology. The only theoretical limitation on an identity is that you
have to be able to represent it digitally. It could be a name (for exam-
ple, “Jim Bidzos”) or an e-mail address (for example, prz@pgp . com) or
a key in some database (for example, the name of an object in a direc-
tory). More interesting examples could include a series of assertions
(for example, your driver’s license number is this, your passport num-
ber is that, and so on).

Fortunately, the guarantees are a bit simpler to describe—they are digi-
tal signatures from other public keys that vouch for the veracity of the
binding. For example, if you encountered a public key certificate in
which the identity was someone’s passport number, it would be natural
to expect that the certificate contains a digital signature from the govern-
ment entity (or its agent) that issued the passport. However, this begs
another question: Why should you trust the entities that have signed
someone’s public key? It turns out that our two contending technolo-
gies have different answers to that question.

As you might expect, certificates have some additional properties, such
as a date the certificate becomes valid, the date the certificate expires,
and a “fingerprint.” The fingerprint is simply a hash of the identity and
public key so you can tell if it has been altered in transit.

Finally, certificate revocation lists identify certificates that are no longer
valid. For example, if the secret key associated with a certificate is acci-
dentally disclosed, then the corresponding certificate is revoked.

Pretty Good Privacy: The Web of Trust

Pretty Good Privacy (PGP) is encryption for the masses. Despite the fact
that it required a couple of complete rewrites in order to achieve stabil-
ity, it gets the job done.

An effort is under way to provide a “standards-based” version of the
PGP technology, termed OpenPGP. The “pre-standards” version of
PGP uses the RSA algorithm for signatures and the IDEA algorithm for
encryption. The version being developed is more flexible with respect to
the algorithms it supports.

The most remarkable thing about PGP is its trust model. Remember the
earlier question: How do you know whether you should believe the
identity in a public key certificate? To answer this in the context of PGP,
each user assigns two attributes to the PGP certificates that they encoun-
ter: trust and validity. Trust is a measure as to how accurate the
certificate’s owner is with respect to signing other certificates. Validity
indicates whether or not you think the identity in the certificate refers to
the certificate’s owner.

THE INTERNET PROTOCOL JOURNAL

33



Secure E-Mail: continued

So, initially your local collection of certificates starts out with one—your
own PGP certificate. You then sign your friend’s certificate and he or she
signs yours. Because you trust yourself when signing those certificates,
your friend’s certificates are automatically considered valid. Then, based
on your judgment of your friend’s abilities to sign other certificates accu-
rately, you assign a level of trust to his or her PGP certificates. As you
receive messages containing other people’s certificates, if they are signed
by you, or any of your trustworthy friends, they are automatically
deemed valid. This organic, highly decentralized approach toward vali-
dating public key certificates is termed the web of trust.

Key servers are also available that are repositories of PGP certificates. If
you need to send e-mail to someone, but don’t have his or her certificate,
you can query a server to see if a copy is there. Of course, the usual rules
apply with respect to assigning trust and validity—it’s up to you! Key
servers also help when you receive e-mail from someone new. Although
the message will contain a copy of someone’s PGP certificate, you may
not know about any of the signatories. So, you can go to a key server
and fetch the certificates for the signatories; you might decide to trust
them after seeing who signed their certificates.

We’ve simplified the web of trust in that validity isn’t “all or nothing,”
as we implied previously. Rather, PGP offers a flexibility spectrum of
possibilities; for example, requiring two trustworthy signatories before
considering a certificate to be valid. But the one thing that should be
clear is that trust and validity are different. You will probably have
many keys in your local collection of certificates that are considered
valid, but probably only a few of those will be considered authorized to
vouch for others.

Secure MIME: The Hierarchy of Trust

There is an interesting concept in advertising called “ambush market-
ing.” The basic idea is that your advertising campaign leverages off the
brand and promotion of a competitor. Secure Multipurpose Internet
Mail Extensions, or SSMIME, is an example of ambush marketing in the
Internet. Although MIME is an Internet standard, which has been im-
plemented by hundreds of vendors and provisioned in tens of thousands
of networks, SMIME is the product of a closed vendor consortium.

S/MIME has two versions: version 2 and version 3. As of this writing,
products that claim to implement S/MIME implement version 2. They
use the RSA algorithm for signatures and a weak algorithm for encryp-
tion (RC2 with 40-bit keys). An effort is under way to provide a
“standards-based” version of the SMIME technology—rversion 3. The
version being developed is more flexible with respect to the algorithms it
supports. SMIME uses a hierarchical model for establishing trust. For
example, if your employer assigns you an SMIME certificate, he will act
as a certification authority and sign that certificate. As a consequence,
trust is established on the basis of a hierarchical relationship between the
subject of a certificate (the identity) and the issuer (the signatory).
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This model has some strengths: users rely on the certification authorities
implicitly. However, a bootstrapping problem still exists: How do you
know to trust the issuer? The answer is that your local collection of
certificates also has some “top-level” certificate authorities, and it is
these authorities that sign the public key certificates of the issuers. If the
hierarchy of trust can be kept to one or two levels, this is manageable in
practice.

The web and hierarchical models of trust share many attributes in com-
mon. For example, when you receive a message, it contains a copy of
the certificate that was used to make the digital signature. If you aren’t
familiar with the signatories, you can look in a remote repository of
keys. The only difference between the two models here is that the hierar-
chical model needs key servers to make its key infrastructure work.
Because of this, keys are usually stored in a directory service accessed via
the Lightweight Directory Access Protocol (LDAP).

Data Formats
The multipart/encrypted and multipart/signed contents are used
to convey secure e-mail. Fortunately, they are both very simple content

types.

A multipart/signed content has two subordinate body parts. The
first contains the data that is being authenticated and can be any MIME
content type (text/HTML, multipart/mixed, and so on). The second
contains the digital signature used to authenticate the content. The mul-
tipart/signed content has two mandatory parameters. The protocol
parameter defines the technology used to generate the digital signature,
and the micalg (for “MIC algorithm”) parameter defines the hashing al-
gorithm used (for “MIC” read: message integrity check). The value of
the protocol parameter is also the content type used for the second body
part. The only tricky part is that the digital signature is calculated on the
data before a transfer encoding, if any, is applied.

Let’s make this a little more concrete. If we assume that the OpenPGP
effort produces an Internet standard based on the current draft (a rea-
sonable assumption at 50,000 feet), then the structure of a multipart/
signed message created using PGP technology would look like the
following:

e The protocol parameter would be application/pgp-signature

¢ The micalg parameter would be pgp-md5

e The first body part would be labeled as whatever you wanted to sign

® The second body part would labeled as application/pgp-
signature

The second body part, a data structure defined by the OpenPGP docu-
ment, contains the digital signature along with any supporting material
(for example, a copy of the sender’s PGP certificate).
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Note that you don’t encrypt the first body part in a multipart/signed
content. In this way, if only some of your recipients have secure e-mail,
but you still want to sign it for those who do, everyone can still read the
first body part.

A multipart/encrypted content has two subordinate body parts. The
first contains the information needed to decipher the encrypted data (for
example, the encrypted session key along with an indication as to the
certificate needed to decipher the session key). The second contains the
encrypted data, labeled as application/octet-stream. The multi-
part/encrypted content has one mandatory parameter, protocol,
which defines the technology used to encrypt the data. The value of the
protocol parameter is also the content type used for the first body part.

To further define this concept, if we use OpenPGP as the basis for a hy-
pothetical example, then the structure of a multipart/encrypted
would look like the following:

e The protocol parameter would be application/pgp-encrypted

e The first body part would be labeled as application/pgp-
encrypted

® The second body part would labeled as application/octet-
stream. In practice, the input to the encryption algorithm would be
multipart/signed .

Finally, one or more MIME content types might be defined for sending
certificates, certificate revocation lists, and so on. These are all specific to
the particular secure e-mail technology being used.

Encrypting Your Messages

If we look at popular commercial e-mail products, many of them in-
clude support for some kind of encryption. Both Microsoft’s Outlook
Express and Netscape Messenger include support for S/MIME, al-
though we’ll see in a moment that the two have radically different
capabilities. And Qualcomm’s Eudora Pro package comes with an add-
on module for supporting PGP, which you may or may not have in-
stalled when you installed the software. In order to encrypt a message,
you need to go through the following process:

1. Choose which of the two competing technologies (and specific e-mail
software) you wish to use for your encrypted correspondence. Both
methods have advantages and disadvantages.

2. Choose whether you want to just digitally sign your messages or
encrypt their entire contents, or both.

3. Either choose an enterprise certificate authority and set up the appro-
priate server software, or obtain a certificate from a public authority.
Again, both methods have advantages and disadvantages.

4.Enroll with this certificate authority and obtain an encryption
certificate or key for a particular machine and a single e-mail address.
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5. Exchange keys with your correspondents, and manage where these
keys are stored on your machine.

6. Encrypt and decrypt messages.

If this process seems rather involved and complex, it is. The process is
not nearly where it should be to enable encryption to be useful by most
e-mail users, and won’t be for some time. If all of this seems overwhelm-
ing to you, we certainly understand.?! It is to us, too! But let’s go
through these six steps in more detail.

PGP vs. S/MIME

Our discussion in the standards section might have convinced you that
encryption technology is still very much a work in progress, and after
you begin to use the encryption features of your own e-mail software,
you’ll be further convinced. Nevertheless, unless you plan to test lots of
different software products, you should first decide on which product
and which encryption technology you intend to use. You definitely want
to limit yourself to as small a universe as possible, because running more
than one e-mail software product will only make your encryption life
miserable. So which to choose?

PGP is everyman’s product. It was designed for single individuals to use
and still remains the easiest method to set up and get going, although it
is far from simple. The version of PGP that comes with the Eudora Pro
box is the individual version; a separate and more capable version is
available for workgroups or businesses, called PGP for Business Secu-
rity. This business version is the one we recommend, even if you are the
only person in your corporation that will use encryption. You’ll find
that after you start, others will follow, and you might as well start off
with the more capable version.

If you want to use PGP, you will need to run a separate piece of soft-
ware to encrypt and decrypt your messages. If you already use software
such as Messenger or Outlook Express, that is certainly more cumber-
some than using the built-in SSMIME features of those two products.

In 1999, PGP is more capable than SSMIME when it comes to setting up
an enterprise encryption policy and putting it into practice on a daily ba-
sis. For example, with PGP you could establish that all outgoing and
incoming encrypted messages are first copied to a special archive, and
that all outgoing messages are encrypted with a special administrator’s
key that can be used in an emergency to read the message if the sender
forgets his key or leaves the company. SMIME doesn’t have this ability
yet, although this feature is being developed for the future.

PGP is a single-vendor solution: All your software must eventually come
from Network Associates to run the various certificate servers and en-
cryption modules. With S/MIME, you’ll have some degree of choice,
although we found that in practice you probably want to make use of
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the same e-mail product when exchanging encrypted messages if you
want them to be read with a minimum of difficulty. Not all SSMIME
packages can exchange encrypted messages with each other because of
differences in their implementations. When Dan Backman of Network
Computing magazine tested five different products, he found several
that couldn’t read messages sent by others.!3!

Part of the problem with S/MIME is the various choices of “strength” of
cryptographic algorithms that are in use in today’s browsers and e-mail
software. This debate is more about politics than technology, because
the U.S. government places restrictions on various algorithms, as men-
tioned earlier. Two different parameters are of interest: the length of the
key itself used in any certificate and the type of encryption technology
used. Netscape software supports key lengths ranging from 512 to 1024
bits, for example. In addition, several choices are available for encryp-
tion technology; they are labeled RC2 (which can either be 40-bit
encryption, the only one allowed for export by the U.S. government, or
more complex encryption of 64, 128, or even 255 bits), and Data En-
cryption Standard (DES). RSA, Inc., developed RC2. On the other hand,
the U.S. government developed DES. Debate abounds as to which is the
better or more or less proprietary technology.

These details are outside the scope of this article, but you should know
that the larger the key size and encryption algorithm, the more difficult
it is for someone to decode an intercepted message.

Digital Signature Required?

Your next choice is to consider whether to just make use of a digital sig-
nature, to encrypt the entire message, or to make use of both
technologies. All encryption products can do both, but in somewhat dif-
ferent ways.

Digital signatures guarantee that your recipients have received your mes-
sage without any tampering and that they can trust that the message
came from you. The actual message body, and any attachments, arrive
without any encryption, meaning that someone could still capture this
traffic and read your correspondence. You might want to use a digital
signature without encrypting the message, if you care that your message
was received intact and that your correspondents can know that you
sent it.

There are two different types of signed messages: clear and opaque.
With clear-signed messages, you can still read the message text, even if
you don’t have any encryption functions in your e-mail software. The
signature is carried along with the message in a separate MIME portion
of the message from the message body, which remains untouched and
still readable. This feature can be handy, especially if you correspond
with many people and they probably haven’t adopted any particular en-
cryption product, or if they are using older versions of e-mail software
that don’t support encryption. Clear signing is also useful in circum-
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stances where your encryption technology isn’t compatible with your
correspondents’ technology. PGP supports only clear signing in its
products.

One problem with clear signing is e-mail gateways. They often will
break the encryption of the signature, because they will either add or re-
move characters from the message, and that sloppiness could invalidate
the signature block. After all, part of the role of the signature is to en-
sure that the message was delivered intact and unaltered!

Opaque signing means that your recipients will get a blank message if
they aren’t running any encryption software, or if their encryption soft-
ware doesn’t work with yours. Opaque signing wraps the entire message
in a Base64 encoding, which is usually left alone by most e-mail gate-
ways. This encoded message then gets transmitted and then decoded by
the SMIME recipient.

PGP places its signature inside the encrypted envelope when it sends
messages, making it difficult to determine the signature of such a mes-
sage until you first decrypt it. The PGP producers claim that this feature
offers extra protection in case the message is compromised or copied en
route. Newer versions of PGP offer a MIME option that places the sig-
nature outside the encrypted envelope. This is how SMIME products
work, making it easier to determine who sent it.

Choose Your Certificate Authority

Now you have another decision to face, and that is how to set up what
is called the certificate authority (CA) for your enterprise. This software
runs on a UNIX or NT server and manages the keys or certificates of ev-
eryone in your corporation. It serves as a central place of trust and signs
all of your users’ certificates. If you trust your CA, in theory you should
be able to trust the certificates that are signed by the CA, called inber-
ited trust.

The problem is that there isn’t any “central” CA for the entire universe
of e-mail users. Although there are several public CAs that anyone can
use, either for free or for a fee, they don’t necessarily trust each other,
nor should they. What happens if an employee of VeriSign becomes dis-
gruntled and starts issuing bad certificates? There should be checks and
audits to ensure that these types of problems can’t undermine the entire
CA system, just as there are checks and audits to prevent rogue banking
employees from crediting their own accounts.

Setting up a CA is the beginning of setting up a very complex security in-
frastructure for your enterprise. Your CA needs to establish a link of
trust from all your users to the administrator or operator of the CA it-
self, and from your CA to other CAs with which you communicate.

There are two different kinds of CAs: One uses software that you install
on your own server inside your enterprise and you maintain; the other is
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public servers. Having your own server places the burden on creating
and revoking certificates on your security administrator, or whoever is
going to operate the CA server. In many cases, these products can be ad-
ministered from a Web browser after they are installed, and the servers
can handle certificates from a wide variety of SSMIME products, one of
the few shining spots on the interoperability scene at the moment.

PGP for Business comes with its own version of a certificate server. It
runs on a Windows desktop machine and typically is used by the admin-
istrator of the entire security apparatus to handle certificates. It can
handle only PGP certificates.

Some popular software products that function as certificate servers are
listed below.

Vendor URL Product

Enterprise CAs:

Netscape www.netscape.com Certificate Server
Xcert www . xcert.com Sentry CA

Public CAs:
VeriSign www.verisign.com Secure Server ID
Thawte www. thawte.com Public CA

Enroll and Acquire Your Certificate
When you have your certificate authority either in mind or installed, you
next have to set up how you want to acquire your own certificate.

You have two broad methods: by Web or by e-mail. Actually, you don’t
have any choice: If you have picked your e-mail product and CA at this
point in the process, you have to use whatever method comes with that
choice. Netscape Messenger and Microsoft’s Outlook Express, among
others, make use of their related Web browsers to enroll certificates, as
you might suspect. And other products make use of e-mail to send and
enroll certificates. For example, Xcert’s Sentry CA sends you a message
telling you that your certificate has been granted, but in the e-mail it has
URLs for both Communicator and Internet Explorer where you can
download the certificate and place it inside the appropriate software.
Why two different links? Because each product supports a different way
of acquiring certificates, of course. So much for standards.
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Exchange and Manage Certificates

Now comes the hard part—dealing with the certificates of your corre-
spondents, and managing both theirs as well as other certificates around
your corporation.

As we mentioned in our standards section, you need to exchange
certificates with your correspondents before you can begin to exchange
encrypted e-mail. And that means sending your public key to them, and
getting their public keys from them, before you can exchange actual en-
crypted messages. If you are corresponding with someone who doesn’t
have the same CA in common, you’ll first need to establish a trust rela-
tionship and exchange root CA certificates before you can exchange the
individual certificates. This is somewhat painful, but when you get the
hang of it, it isn’t that difficult.

After you begin to exchange more than a few of these certificates, you
might think that this is a job for a directory server, and, thankfully, the
vendors are already there. The CA server can set up entries in an LDAP
directory to keep track of who is issued a certificate, and you can query
this LDAP server to find who has them. That is the good news, and in-
deed the PGP product makes use of its own LDAP server to keep track
of its certificates. However, the LDAP server is only used by PGP; if you
want a general-purpose LDAP server to keep track of your users, you’ll
have to install something else.

As a challenge for open systems and interoperability, we installed the
Xcert Sentry CA and Netscape’s Directory Server on a test network. The
Xcert was used to create and manage our certificates for our test corpo-
ration, and the entries were placed in the Netscape LDAP directory. We
created the certificates using the Netscape browser and stored the infor-
mation in our Messenger e-mail software. After going through the
process described previously, we had a valid certificate and could see it
in the SecuritylMessenger settings. Although the Sentry CA couldn’t au-
tomatically deposit a certificate in the Netscape LDAP server, we
(operating as the security administrator) could do so with a few simple
Web forms and keystrokes. So far, so good.

The challenge was trying to pry these certificates loose using other prod-
ucts, such as Outlook Express. There we ran into trouble, mainly
because the Netscape software creates the certificate in a nonstandard
place in the LDAP directory. According to the standards documents, the
certificate should be placed in a particular spot in the LDAP directory
schema, called wusercertificate. Netscape, for whatever reason, places
them at a location called usersmimecertificate. This meant that non-
Netscape products couldn’t view the certificates in our directory, be-
cause they were looking in the wrong place.
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This brings up a very good point: The connection between a user and
his or her certificate is tenuous at best. Just because you know that
david@strom.com is the e-mail address of David Strom and you have
his certificate, it doesn’t mean that any of your expensive software tools
can make this connection. This situation will create all sorts of head-
aches for your security administrators, and it means that you need to
maintain at least two directories on your own machine—one for users
and one for certificates.

It would be nice if the address books of our e-mail software could han-
dle this automatically, but they don’t.

That’s not the only issue with managing certificates. What if someone
leaves the company? Or changes his or her e-mail address? Or if you
want to use the same certificate, but on several different machines? Most
certificates are tied to a particular machine and a particular e-mail ad-
dress, meaning that any new address will require a new certificate.
Again, we find this situation unacceptable.

Encrypt and Decrypt Messages

Now you can finally go and encrypt your messages. Various options are
available in your e-mail software to do this, and you can choose to sign
a message as well as to encrypt it.

That is the encryption portion. What about the decryption side? If you
have done your homework and exchanged certificates as we discussed
earlier, then when you receive your encrypted message, it should auto-
matically decrypt and display in plain text. You shouldn’t have to do
anything else—unless the encryption system is broken by a gateway or
product incompatibility.

Futures
The obvious question is whether the Internet needs two standards for se-
cure e-mail.

Proponents for both sides can make superficially compelling arguments.
PGP proponents point to a grassroots constituency and a huge installed
base of legacy systems. PGP emphasizes privacy for individuals. SSMIME
proponents, on the other hand, point to some major vendors and an em-
phasis on nonrepudiation.

If history is any judge, the PGP side will win because less infrastructure
is required to make it work. SSMIME has to solve all the problems that
PGP has to solve, plus a few more. However, these things aren’t decided
overnight. So, our prediction is rather straightforward: The two sides
will compete in the Internet marketplace for a couple of years, but ulti-
mately the game is PGP’s to lose. It requires less infrastructure and fewer
broad agreements to achieve ubiquity.
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Endnotes

[0] Our thanks to Dan Backman of Network Computing magazine for his
help in sharing his lab and providing many valuable insights in the
preparation of this article. This article is based, in part, on Internet
Messaging: From the Desktop to the Enterprise, ISBN 0-13-9786100-4
Prentice-Hall, 1998.

[1] See http://strom.com/places/smime.html for details regarding
product interoperability testing for encrypted e-mail packages.

[2] There is an alternative to this process. The United Parcel Service has
produced a file transfer utility called NetDox, available at
www .netdox.com. It requires special software to be installed on each
computer, and it simplifies the certificate and encryption process
somewhat. But this is yet another proprietary solution to the encrypted
e-mail problem—something we think goes in the wrong direction.

[3] The article has more in-depth examination of testing MIME
interoperability and features of Messenger, Outlook Express,
Baltimore’s MailSecure, OpenSoft’s ExpressMail, and two
Worldtalk plug-ins for Eudora and Outlook Express. See “Secure
E-Mail Clients: Not Quite Ready for SMIME Prime Time. Stay
Tuned.”  Network  Computing,  February 1, 1998,
techweb.cmp.com/nc/902/902r2 . html.
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of the Internet’s RFCs, and several books on Internet technologies. He can be
reached at mrose@dbc.mtview.ca.us

DAVID STROM is an independent consultant and frequent speaker at
NetWorld+Interop shows around the world, where he teaches a class on e-commerce
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publications. He is also publisher of the e-mail newsletter Web Informant, an almost-
weekly series of essays on Web marketing, technology, and culture. He can be
reached at david@strom.com
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Book Review
IP Multicasting

IP Multicasting: The Complete Guide to Interactive Corporate Net-
works, by Dave Kosiur, ISBN 0-471-24359-0 Wiley Computer
Publishing, 1998, http://www.wiley.com/compbooks/kosiur

There is nothing remarkable about the statement: As technology
becomes more affordable, applications once limited to power users find
their way to the mainstream desktop. Video streaming, audio stream-
ing, collaborative applications, and videoconferencing are all examples
of applications once found exclusively on high-end workstations but
now making their way to the mainstream desktop. If widespread
deployment of these applications is to occur, we must be prepared to
supply a supporting infrastructure.

The use of IP multicasting is gaining popularity, but many of the funda-
mentals that drive this and other network technologies, such as routing
protocols and transport protocols, are still being debated. This book
supplies a comprehensive view of the state-of-the-art as well as practi-
cal procedures one can follow in order to incorporate mulitcasting into
existing network topologies.

Organization

Chapter 2 presents an introduction to TCP/IP basics and routing. Chap-
ter 3, The Basics of Multicasting, addresses three sender-based multi-
casting protocols (ST-II, XTP, and MTP) and concentrates on IP multi-
cast (a receiver-based multicasting protocol). The book would be much
easier to follow if this chapter had been combined with Chapter 6.

Chapter 4, Multicast Routing Concepts, Chapter 5, Multicast Routing
Protocols, and Chapter 6, Transport Protocols, constitute the heart of

this book.

Beginning with basic concepts of unicast routing and routing algo-
rithms, the author extends the models to deal with the problems of
routing multicast data. Tree maintenance techniques form the bulk of
Chapter 4.

Chapter 5§ covers four multicast routing protocols: Distance Vector
Multicast Routing Protocol (DVMRP); Multicast Open Shortest Path
First (MOSPF); Protocol Independent Multicast (PIM); and Core-
Based Trees (CBT). Placing the emphasis on PIM, Kosiur covers both
PIM-SM (sparse mode) and PIM-DM (dense mode). He does a nice job
of describing each of the protocols and summarizes each by reviewing
its advantages and disadvantages. Finally, the author concludes by
examining ways of achieving interdomain routing and protocol
interoperability.
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In Chapter 6, Kosiur provides an overview of the Real-Time Transport
Protocol (RTP)/Real-Time Transport Control Protocol (RTCP) and the
Real-Time Streaming Protocol (RTSP).

In addition, he discusses a dozen or more multicast protocols, all trying
to answer the question: “How is retransmission of lost packets han-
dled?” He classifies the protocol approaches into receiver-based or
sender-based. In my opinion, this is the most interesting problem of
multicasting. Answer this question wrong, and you find yourself with a
nonscalable network cluttered with acknowledgments (ACKs).

Chapters 4 through 7 all consider delivering Quality of Service and so I
was a little surprised to see Chapter 7 devoted to the subject.

Kosiur provides a good introduction to RSVP (Resource ReserVation
Protocol), but until we see RSVP in wide deployment I would look at
the previous three chapters for practical knowledge on the topic. In
Chapter 7, and then in Chapter 11 he covers a lot of practical issues
concerning Quality of Service, as well as ways to support multicasting
over various networks, such as ATM, Frame Relay, and ISDN/dialup
networks.

Chapter 9 is a compilation of some free and commercial software pack-
ages that use multicasting. Chapter 10 covers Mbone (the Multicast
backbone), a popular experimental multicasting network. It is arguable
that the state of multicasting wouldn’t be where it is today without the
Mbone.

AC+

This book rates a C+. Kosiur certainly has an understanding of the
material, but his descriptions are neither clear nor concise. Reading this
book is difficult, and learning from it even more so, but better organiza-
tion could turn it into a gem.

—Neophytos lacovou

University of Minnesota

Academic & Distributed Computing Services
iacovou@boombox.micro.umn.edu
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Letter to the Editor

I just read the September 1998 issue of The Internet Protocol Journal
and thoroughly enjoyed it. It was well written with excellent technical
detail but more importantly, the contributors wrote in an understand-
able and organized method. This is not always the norm for good
technical resources; so many times it is simply the reprint of a vendor’s
documentation.

“What is a VPN—Part II,” written by Paul Ferguson and Geoff Hus-
ton, was a great article which described the various components and
methodologies of VPNs. The information and explanation of the Vir-
tual Private Dial Networking implementations, voluntary versus
compulsory tunneling, subscriber’s perspectives and real world applica-
tions clarified my understanding and knowledge on this subject. I also
appreciate an article that ends with a conclusion. I have already located
Part I of this article and will be reading it soon. There is one comment; it
would be interesting to know which vendor when an example is used,
regarding specifically the Frame Relay service provider.

The “Reliable Multicast Protocols and Applications” article was useful
and informative, including the scaling issues and the information regard-
ing the new reliable multicast protocols. The details of the Pretty Good
Multicast (PGM) protocol and how it may improve scaling for multi-
cast was very interesting.

The Gigabit Ethernet book review written by Ed Tittel was one of the
most informative and well structured book reviews that I have read, es-
pecially in a smaller publication. Thanks for providing three pages for
book reviews in a forty-seven page publication. This review provided all
the information that would assist with the determination of purchasing
the book or not.

I hope you continue to publish IPJ in hard copy. I do read and gather in-

formation from the Web like everyone else, but I prefer a physical copy

to carry with me if I am traveling or at my home. Thanks again for a
great publication and I can hardly wait for the next issue.

—Joe Brannan

joe.brannan@pepsi.com

Ed.: We appreciate your comments about our publication. Regarding
your question about the Frame Relay example, it is our policy to avoid
as much as possible any discussion of products, but we encourage read-
ers to contact the authors directly for that kind of information.

We certainly plan to continue the print edition of IP]. We are also devel-
oping a companion Web site (at www .cisco.com/ip3) that will contain
additional information such as glossaries, links to other documents, up-
dates, corrections, and so on. Thanks for writing.

—Ole Jacobsen

ole@cisco.com
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Fragments

ICANN Update

Back in the summer of 1997, the Clinton Administration decided that it
was time to privatize the remaining Internet functions that were being
managed within the federal research establishment, mostly dealing with
Internet names and addresses. These functions had been handled very
successfully over many years by the Internet Assigned Numbers Author-
ity (IANA) under the direction Dr. Jon Postel and his staff at the
Information Sciences Institute of the University of Southern California
under contract to DARPA. But it was clear from the rapid expansion of
the Internet, the emergence of important players on the industry side,
and rising controversy over issues such as Network Solutions’ monop-
oly in issuing domain names for .com, that change was necessary.

After two major policy papers and months of argumentative debate, the
government recognized the Internet Corporation for Assigned Names
and Numbers (ICANN) as the new body to assume responsibility for
these largely technical management functions. Working from plans
drawn up by Dr. Postel, his advisors and the Jones Day law firm,
ICANN is endeavoring to satisfy the many constituencies that seek a
voice in future decisions on Internet naming and addressing. Sadly, Jon
died last fall just as his plan was approaching endorsement by the fed-
eral government.

The young organization, incorporated at the end of September, 1998,
began operation in early November, has an initial Board of nine ap-
pointed Directors headed by Chairman Esther Dyson, and an interim
President/CEO Mike Roberts. They are responsible for completing orga-
nizational details, devising a representation structure for electing their
successors, and beginning to deal with a backlog of undone policy work,
such as a determination on if, how and when new top level domains
(TLDs) will be created. The new Board has Directors from six countries
and plans to hold meetings quarterly in locations throughout the world,
beginning with Singapore in March, 1999 and Berlin in May, 1999.

Being neither a Congressionally chartered corporation nor an industry
trade association, but something in between, ICANN is an international
organization that faces a tough political future with many skeptics chal-
lenging the notion that the Internet community can successfully govern
itself in the important naming and addressing area. But with a startup
fund from corporate contributions, Chairman Dyson and President
Roberts, both short timers by design, are determined to get ICANN off
the ground and into operation in coming months. More information is
available at: www. icann.org

This publication is distributed on an “as-is” basis, without warranty of any kind either express or
implied, including but not limited to the implied warranties of merchantability, fitness for a particular
purpose, or noninfringement. This publication could contain technical inaccuracies or typographical
errors. Later issues may modify or update information provided in this issue. Neither the publisher nor
any contributor shall have any liability to any person for any loss or damage caused directly or
indirectly by the information contained herein.
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FrRoM THE EDITOR

In this issue, Geoff Huston concludes his two-part article on Intercon-
nection, Peering, and Settlements. Last time Geoff discussed the
technical aspects for Internet Service Provider (ISP) interconnection. This
time he examines the associated business relationships that arise out of
ISP peering arrangements. He also looks at some future directions for
the ISP interconnection environment, particularly with respect to Qual-
ity-of-Service considerations.

A recurring theme in this journal has been the traditional lack of secu-
rity in Internet technologies and systems. We have examined several
ways in which security has been added at all levels of the protocol stack.
This time we look at firewalls, a popular way to segregate internal cor-
porate intranet traffic from Internet traffic while still maintaining
Internet connectivity. Fred Avolio gives the history of firewalls, their cur-
rent state, and future directions.

Computer viruses have probably existed for as long as we have had
computers. However, the ease with which viruses can be distributed as
Internet e-mail attachments has made the problem more prevalent. Re-
cently, the Melissa virus achieved some notoriety because of its “self-
replication” properties. Barbara Fraser, Lawrence Rogers, and Linda Pe-
sante of the Software Engineering Institute at Carnegie Mellon
University examines some of the issues raised by this kind of virus.

This issue is the first anniversary issue of The Internet Protocol Journal
(IP]). You can find all of our back issues in PDF format at the IP] Web
site: www.cisco.com/ipj. Please let us know if you have suggestions
for articles, books you want to review, or general feedback for this jour-
nal. Our contact address is: ipj@cisco.com.

—Ole ]. Jacobsen, Editor and Publisher

ole@cisco.com



Interconnection, Peering and Settlements—Part II

by Geoff Huston, Telstra

n Part I we examined the business drivers behind the adoption of

the exchange model as the common basis of interconnection, and

also examined the advantages and pitfalls associated with the opera-
tion of such exchanges within the public Internet. (See The Internet
Protocol Journal, Volume 2, No. 1, March 1999.) In continuing our ex-
amination of the technology and business considerations that are
significant within the subject of Internet Service Provider (ISP) intercon-
nection, in this part we focus on the topic from a predominately business
perspective.

Interaction Financials: Peering and Settlements

Any large multiprovider distributed service sector has to address the is-
sue of cost distribution at some stage in its evolution. Cost distribution is
the means by which various providers can participate in the delivery of a
service to a customer who purchases a service from a single provider,
and providers can each be compensated for their costs in an equitable
structure of interprovider financial settlement.

As an example, when an airline ticket is purchased from one air service
provider, various other providers and service enterprises may play a role
in the delivery of the service. The customer does not separately pay the
service fee of each airport baggage handler, caterer, or other form of ser-
vice. The customer’s original fare, paid to the airline, is distributed to
other providers who incurred cost in providing components of the total
service. These costs are incurred through sets of service contracts, and
are the subject of various forms of interprovider financial settlements, all
of which are invisible to the customer.

The Internet is in a very similar situation. Some 50,000 constituent net-
works must interconnect in one fashion or another to provide
comprehensive end-to-end service to each client. In supporting a data
transaction between two clients, the two parties often are not clients of
the same network. Indeed, the two-client service networks often do not
directly interconnect, and one or more additional networks must act in a
transit provider role to service the transaction. Within the Internet envi-
ronment, how do all the service parties to a transaction who incur cost in
supporting the transaction receive compensation for their cost? What is
the cost distribution model of the Internet?

Here, we examine the basis for Internet interprovider cost distribution
models and then look at the business models currently used in the inter-
provider Internet environment. This area commonly is termed financial
settlement, a term the Internet has borrowed from the telephony
industry.
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Figure 1: Routing and
Traffic Flows

The Currency of Interconnection

What exactly is being exchanged between two ISPs who want to inter-
connect? In the sense of the meaning of currency as the circulating
medium, the question is: What precisely is being circulated at the ex-
change and within the realm of interconnection? The technical answer
to the question is: routing entries. When two parties exchange routing
entries, the outcome is that traffic flows in response to the flow of rout-
ing entries. The route advertisement and traffic flows move in opposite
directions, as indicated in Figure 1, and a bilateral routing-mediated
flow occurs only when routes are passed in both directions.

Route Advertisement of 172.16.1.0/24
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172.16.1.0/24

Within the routing environment of an ISP there are many different
classes of routes, with the classification based predominately on the way
in which the route has been acquired by the ISP:

e Client routes are passed into the ISP’s routing domain by virtue of a
service contract with the client. The routes may be statically
configured at the edge of the ISP’s network, learned by a Border
Gateway Protocol (BGP) session with the client, or they may consti-
tute part of an ISP pool of addresses that are dynamically assigned to
the client as part of the dialup session.

e [Internal ISP routes fall into numerous additional categories. Some
routes correspond to client services operated by the ISP, solely for
access to the clients of the ISP, such as Web caches, Post Office Pro-
tocol (POP) mail servers, and game servers. Some routes correspond
to ISP-operated client services that require Internet-wide access, such
as Domain Name System (DNS) forwarders and Simple Mail Trans-
fer Protocol (SMTP) relay hosts. Lastly are internal services with no
visibility outside the ISP network, such as Simple Network Manage-
ment Protocol (SNMP) network management platforms.

o Upstream routes are learned from upstream ISPs as part of a transit
service contract the ISP has executed with the upstream provider.

® Peer routes are learned from exchanges or private interconnections,
corresponding to routers exported from the interconnected ISP.

How then should the ISP export routes so that the inbound traffic flow
matches the outbound flows implied by this route structure? The route
export policy is generally structured along the following lines:
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Peering and Settlements—Part Il: continued

Figure 2: External
Routing Interaction

e Clients: All available routes in the preceding four categories, with the
exception of internal ISP service functions, should be passed to cli-
ents, either in the form of a default route or as explicit route entries
passed via a BGP session.

e Upstream providers: All client routes and all internal ISP routes cor-
responding to Internet-wide services should be passed to upstream
providers. Some clients may want further restrictions placed on their
routes being advertised in such a fashion. The ability for a client to
specify such caveats on the routing structure, and the mechanism
used by the ISP to allow this to happen, should be clearly indicated in
the service contract.

® Peer ISPs: All client routes and all ISP routes corresponding to Inter-
net-wide service should be passed to peer ISPs. Again the clients may
want to place a restriction on such an advertisement of their routes
as a qualification to the ISP’s own route export policy.

This structure is shown in Figure 2.

Upstream ISPs

Clients Peer ISPs

The implicit outcome of this routing policy structure is that the ISP does
not act in a transit role to peer ISPs and permits neither peer-to-peer
transit nor peer-to-upstream transit. Peer ISPs have visibility only to cli-
ents of the ISP. From the service visibility perspective, client-only services
are not visible to peer ISPs or upstream ISPs, and, therefore, value-added
client services are implicitly visible only to clients and only when they ac-
cess the service through a client channel.

Settlement Options

Financial settlements have been a continual topic of discussion within
the domain of Internet interconnection. To look at the Internet settle-
ment environment, let’s first look at the use of interprovider financial
settlements within the international telephony service industry. Then, we
will look at the application of these generic principles to the Internet
environment.
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Within the traditional telephony model, interprovider peering takes
place within one of three general models:

Bilateral Settlements

The first, and highly prevalent, international peering model is that of bi-
lateral settlements. A call-minute is the unit of settlement accounting. A
call is originated by a local client, and the local client’s service provider
charges the client for the duration of the entire end-to-end call. The call
may pass through, or transit, many providers, and then terminate within
the network of the remote client’s local provider. The cost distribution
mechanism of settlements is handled bilaterally. In the most general case
of this settlement model, the originating provider pays the next hop pro-
vider to cover the costs of termination of the call. The next hop provider
then either terminates the call within the local network, or undertakes a
settlement with the next hop provider to terminate the call. The general
telephony trunk model does not admit many multiparty transit arrange-
ments. Most telephony settlements are associated with trunk calls that
involve only two providers: the originating and terminating providers.

Within this technology model, the bilateral settlement becomes easier,
because the model simplifies to the case where the terminating provider
charges the originating provider a per-call-minute cost within an ac-
counting rate that has been bilaterally agreed upon between the two
parties. Because both parties can charge each other using the same ac-
counting currency, the ultimate financial settlement is based on the net
outcome of the two sets of call-minute transactions with the two call-
minute termination accounting rates applied to these calls. (There is no
requirement for the termination rates for the two parties to be set at the
same level.) Each provider invoices the originating end user for the en-
tire call duration, and the financial settlements provide the accounting
balance intended to ensure equity of cost distribution in supporting the
costs of the calls made between the two providers. Where there is equity
of call accounting rates between the two providers, the bilateral inter-
provider financial settlements are used in accordance with originating
call-minute imbalance, in which the provider hosting the greater num-
ber of originating call-minutes pays the other party according to a
bilaterally negotiated rate as the mechanism of cost distribution be-
tween the two providers.

As a side note, the Federal Communications Commission of the United
States (FCC) asserts that U.S. telephone operators paid out some $5.6
billion in settlement rates in 1996, and the FCC is voicing the view that
accounting rates have now shifted into areas of non-cost-based settings,
rather than working as a simple cost distribution mechanism.

This accounting settlement issue is one of the drivers behind the increas-
ing interest in voice-over-IP solutions, because typically no accounting
rate settlement component exists in such solutions, and the call termina-
tion charges are cost-based, without bilateral price setting. In those cases
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Peering and Settlements—Part Il: continued

where accounting rates have come to dominate the provider’s call costs,
voice-over-IP is perceived as an effective lever to bypass the accounting
rate structure and introduce a new price point for call termination in the
market concerned.

Sender Keeps All

The second model, rarely used in telephony interconnection, is that of
Sender Keeps All (SKA), in which each service provider invoices its origi-
nating client’s user for the end-to-end services, but no financial
settlement is made across the bilateral interconnection structure. Within
the bilateral settlement model, SKA can be regarded as a boundary case
of bilateral settlements, where both parties simply deem the outcome of
the call accounting process to be absolutely equal, and consequently no
financial settlement is payable by either party as an outcome of the
interconnection.

Transit Fees

The third model is that of transit fees, in which one party invoices the
other party for services provided. For example, this arrangement is com-
monly used as the basis of the long-distance/local access provider
interconnection arrangements. Again, this case can be viewed as a
boundary case of a general bilateral settlement model, where in this case
the parties agree to apply call accounting in only one direction, rather
than bilaterally.

Telephony Settlement Trends

The international telephony settlement model is by no means stable, and
currently, significant pressure is being placed on the international ac-
counting arrangements to move away from bilaterally negotiated
uniform call accounting rates to rates separately negotiated for calls in
each direction of a bilateral interconnection. Simultaneously, communi-
cations deregulation within many national environments is changing the
transit fee model, as local providers extend their network into the long-
distance area and commence interconnection arrangements with similar
entities. Criticism also has been directed at the bilaterally negotiated set-
tlement rates, because of the observation that in many cases the
accounting rates are not cost-based rates but are based on a desire to
create a revenue stream from accounting settlements.

Internet Considerations

Numerous critical differences exist between the telephony models of in-
terconnection and the Internet environment; these differences have
confounded all attempts to cleanly map telephony interconnection mod-
els into the Internet environment.

Internet Settlement Accounting by the Packet

Internet interconnection accounting is a packet-based accounting issue,
because there is no “call-minute” in the Internet architecture. Therefore,
the most visible difference between the two environments is the replace-
ment of the call with the packet as the currency unit of interconnection.
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Although we can argue that a TCP session has much in common with a
call, this concept of an originating TCP call-minute is not always readily
identified within the packet forwarding fabric, and accordingly it is not
readily apparent that this is a workable settlement unit. Unlike a tele-
phony call, no concept of state initiation exists to pass a call request
through a network and lock down a network transit path in response to
a call response. The network undergoes no state change in response to a
TCP session, and therefore, no means is readily available to the opera-
tor to identify that a call has been initiated, and by which party. Of
course the use of User Datagram Protocol (UDP), and various forms of
tunnelling traffic, also confound any such TCP call-minute accounting
mechanism.

Packets may be dropped

When a packet is passed across an interconnection from one provider to
another, no firm guarantee is given by the second provider that the
packet will definitely be delivered to the destination. The second pro-
vider, or subsequent providers in the transit path, may drop the packet
for quite legitimate reasons, and will remain within the protocol
specification in so doing. Indeed, the TCP protocol uses packet drop as a
rate-control signal. For the efficient operation of the TCP protocol, some
level of packet drop is a useful and anticipated event. However, if a
packet is used as the accounting unit in a general cost distribution envi-
ronment, should the provider who receives and subsequently drops the
packet be able to claim an accounting credit within the interconnection?
The logical response is that such accounting credits should apply only to
successfully delivered packets, but such an accounting structure is highly
challenging to implement accurately within the Internet environment.

Packet paths are not predetermined

Packet transit paths can be within the explicit control of the end user,
not the provider. Users can exercise some significant level of control of
the path a packet takes to transit the Internet if source routing is hon-
ored, so that the relative packet flows between two providers can be
arbitrarily manipulated by any client, if so desired.

Routing and traffic flow are not paired

Packet forwarding is not a verified operation. A provider may choose to
forward a packet to a second provider without reference to the particu-
lar routes the second provider is advertising to the first party. A packet
may also be forwarded to the second provider with a source address
that is not being advertised to the second provider. Given that the ge-
neric Internet architecture strives for robustness under extreme
conditions, attempts to forward a packet to its addressed destination are
undertaken irrespective of how the packet may have arrived at this loca-
tion in the first place, and irrespective of how a packet with reverse
header IP addresses will transit the network.
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Peering and Settlements—Part Il: continued

Comprehensive routing information is not uniformly available

Complete information is not available to the Internet regarding the sta-
tus and reachability of every possible Internet address. Only as a packet
is forwarded closer to the addressed destination does more complete in-
formation regarding the status of the destination address become
apparent to the provider. Accordingly, a packet may have incurred some
cost of delivery before its ultimate undeliverability becomes evident. An
intermediate transit provider can never be completely assured that a
packet is deliverable.

Settlement Models for the Internet

Where a wholesale or retail service agreement is in place, one ISP is, in
effect, a customer of the other ISP. In this relationship, the customer ISP
(downstream ISP) is purchasing transit and connectivity services from
the supplier ISP (upstream ISP). The downstream ISP resells this service
to its clients. The upstream ISP must announce the downstream ISP’s
routes to all other customers and other egress points of the ISP’s net-
works to honor the service contract to the downstream ISP customer.

However, given two ISPs who interconnect, the decision as to which
party should assume the upstream provider role and which party should
assume the downstream customer role is not always immediately obvi-
ous to either party, or even to an outside observer. Greater geographic
coverage may be the discriminator here that allows the customer/pro-
vider determination. However, this factor is not the only possible one
within the scope of the discussion. One ISP may host significant content
and may observe that access to this content adds value to the other
party’s network, which may be used as an offset against a more uni-
form customer relationship. In a similar vein, an ISP with a very large
client population within a limited geographic locality may see this large
client base as an offset against a more uniform customer relationship
with the other provider. In many ways, the outcome of these discus-
sions can be likened to two animals meeting in the jungle at night. Each
animal sees only the eyes of the other, and from this limited input, they
must determine which animal should attempt to eat the other!

An objective and stable determination of which ISP should be the pro-
vider and which should be the client is not always possible. In many
contexts, the question is inappropriate, given that for some traffic classes
the respective roles of provider and client may swap over. The question
often is rephrased along the lines of, “Can two providers interconnect
without the implicit requirement to cast one as the provider and the
other as the client?” Exploration of some concepts of how the question
could possibly be answered is illustrative of the problem space here.

Packet Cost Accounting

One potential accounting model is based on the observation that a
packet incurs cost as it is passes through the network. For a small inter-
val of time, the packet occupies the entire transmission capacity of each
circuit over which it passes.
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Figure 3: Financial
Interprovider
Settlement via Packet
Cost Accounting

Similarly, for a brief interval of time, the packet is exclusively occupying
the switching fabric of the router. The more routers the packet passes
through, and the greater the number and distance of transmission hops
the packet traverses, the greater the incurred cost in carrying the packet.

A potential settlement model could be constructed from this observa-
tion. The strawman model is that whenever a packet is passed across a
network boundary, the packet is effectively sold to the next provider.
The sale price increases as the packet transits through the network, accu-
mulating value in direct proportion to the distance the packet traverses
within the network. Each boundary packet sale price reflects the previ-
ous sale price, plus the value added in transiting the ISP’s infrastructure.
Ultimately, the packet is sold to the destination client. This model is in-
dicated in Figure 3.
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As with all strawman models, this one has numerous critical weak-
nesses, but let’s look at the strengths first. An ISP gains revenue from a
packet only when delivered on egress from the network, rather than in
network ingress. Accordingly, a strong economic incentive exists to ac-
cept packets that will not be dropped in transit within the ISP, given that
the transmission of the packet generates revenue to the ISP only on suc-
cessful delivery of the packet to the next hop ISP or to the destination
client. This factor places strong pressure on the ISP to maintain quality
in the network, because dropped packets imply foregone revenue on lo-
cal transmission. Because the packet was already purchased from the
previous provider in the path, packet loss also implies financial loss.
Strong pressure also is exerted to price the local transit function at a
commodity price level, rather than attempt to undertake opportunistic
pricing. If the chosen transit price is too great, the downstream provider
has the opportunity to extend its network to reach the next upstream
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Peering and Settlements—Part Il: continued

provider in the path, resulting in bypassing the original upstream ISP
and purchasing the packets directly from the next hop upstream source.
Accordingly, this model of per-packet pricing, using a settlement model
of egress packet accounting, and locally applied value increments to a
cumulative per-packet price, based on incremental per-hop transmission
costs, does allow for some level of reasonable stability and cost distribu-
tion in the interprovider settlement environment.

However, weaknesses of this potential model cannot be ignored. First,
some level of packet drop is inevitable, irrespective of traffic load. Gen-
erally, the more remote the sender from the destination, the less able the
sender is to ascertain that the destination address is a valid IP address,
and the destination host is available. To minimize the liability from such
potential packet loss, the ISP should maintain a relatively complete rout-
ing table and accept only packets in which a specific route is maintained
for the network. More critical is the issue that the mechanism is open to
abuse. Packets that are generated by the upstream ISP can be transmit-
ted across the interface, which in turn results in revenue being generated
for the ISP. Of course, per-packet accounting within the core of the net-
work is a significant refinement of existing technology. Within a strict
implementation of this model, packets require the concept of an at-
tached value that ISPs augment on an ingress-to-egress basis, which
could be simplified to a hop-by-hop value increment. Implementations
feasibly can use a level of averaging to simplify this process by using a
tariff for domestic transit and a second for international transit.

TCP Session Accounting

These traffic-based metrics do exhibit some weaknesses because of their
inability to resist abuse and the likelihood of exacting an interprovider
payment even when the traffic is not delivered to an ultimate destina-
tion. Of more concern is that this settlement regime has a strong
implication in the retail pricing domain, where the method of payment
on delivered volume and distance is then one of the more robust ways
that a retail provider can ensure that there is an effective match between
the interprovider payments and the retail revenue. Given that there is no
intrinsic match of distance, and therefore cost, to any particular end-to-
end network transaction, such a retail tariff mechanism would meet
with strong consumer resistance.

Does an alternative settlement structure that can address these weak-
nesses exist? One approach is to perform significantly greater levels of
analysis of the traffic as it transits a boundary between a client and the
provider, or between two providers, and to adopt financial settlement
measures that match the type of traffic being observed. As an example,
the network boundary could detect the initial TCP SYN handshake, and
all subsequent packets within the TCP session could be accounted
against the session initiator, while UDP traffic could be accounted
against the UDP source. Such detailed accounting of traffic passed across
a provider boundary could allow for a potential settlement structure
based on duration (call-minutes), or volume (call-volumes).
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Although such settlement schemes are perhaps limited more by imagina-
tion in the abstract, very real technical considerations must be borne to
bear on this speculation. For a client-facing access router to detect a
TCP flow and correctly identify the TCP session initiator requires the
router to correctly identify the initial SYN handshake, the opening
packet, and then record all in-sequence subsequent packets within this
TCP flow against this accounting element. This identification process
may be completely impossible within the network at an interprovider
boundary. The outcome of the routing configuration may be an asym-
metric traffic path, so that a single interprovider boundary may see only
traffic passing in a single direction.

However, the greatest problem with this, or any other traffic accounting
settlement model, is the diversity of retail pricing structures that exist
within the Internet today. Some ISPs use pricing based on received vol-
ume, some on sent volume, some on a mix of sent and received volume,
and some use pricing based on the access capacity, irrespective of vol-
ume. This discussion leads to the critical question when considering
financial settlements: Given that the end client is paying the local ISP for
comprehensive Internet connectivity, when a client’s packet is passed
from one ISP to another at an interconnection point, where is the reve-
nue for the packet? Is the revenue model one in which the packet sender
pays or one in which the packet receiver pays? The packet egress model
described here assumes a uniform retail model in which the receiver pays
for Internet packets. The TCP session model assumes the session initia-
tor pays for the entire traffic flow. This uniformity of retail pricing is
simply not mirrored within the retail environment of the Internet today.

Although this session-based settlement model does attempt to promote a
quality environment with fair carriage pricing, it cannot address the fun-
damental issue of financial settlements.

Internet Settlement Structures

For a financial settlement structure to be viable and stable, the settle-
ment structure must be a uniform abstraction of a relatively uniform
retail tariff structure. This conclusion is critically important to the entire
Internet financial settlement debate.

The financial structure of interconnection must be an abstraction of the
retail models used by the two ISPs. If the uniform retail model is used,
the party originating the packet pays the first ISP a tariff to deliver the
packet to its destination within the second ISP; then the first ISP is in a
position to fund the second ISP to complete the delivery through an in-
terconnection mechanism. If, on the other hand, the uniform retail
model is used in which the receiver of the packet funds its carriage from
the sender, then the second ISP funds the upstream ISP. If no uniform re-
tail model is used, when a packet is passed from one provider to the
other, no understanding exists about which party receives the revenue
for the carriage of the packet and accordingly, which party settles with
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Peering and Settlements—Part Il: continued

the other party for the cost incurred in transmission of the packet. The
answer to these issues within the Internet environment has been to com-
monly adopt just two models of interaction. These models sit at the
extreme ends of the business spectrum, where one is a customer/pro-
vider relationship, and the other is a peering relationship without any
form of financial settlement, or SKA. These models approximately cor-
respond to the second and third models described previously from
traditional models of interconnection within the communications indus-
try. However, an increasing trend has moved toward models of financial
settlement in a bilaterally negotiated basis within the Internet, using non-
cost-based financial accounting rates within the settlement structure.
Observing the ISP industry repeat the same well-trodden path, complete
with its byways into various unproductive areas and sometimes mis-
takes of the international telephony world, is somewhat interesting to
say the least. Experiential learning is often observed to be a rare com-
modity in this area of Internet activity.

No Settlement and No Interconnection

Examining the option of complete autonomy of operation, without any
form of interaction with other local or regional ISPs, is instructive within
this examination of settlement options.

One scenario for a group of ISPs is that a mutually acceptable peering
relationship cannot be negotiated, and all ISPs operate disconnected net-
work domains with dedicated upstream connections and no
interconnection. The outcome of such a situation is that third-party con-
nectivity would take place, with transit traffic flowing between the local
ISPs being exchanged within the domain of a mutually connected third-
party ISP (or via transit across a set of third-party ISPs). For example,
for an Asian country, this situation would result in traffic between two
local entities, both located within the same country, being passed across
the Pacific, routed across numerous network domains within the United
States, and then passed back across the Pacific. Not only is this scenario
inefficient in terms of resource utilization, but this structure also adds a
significant cost to the operation of the ISPs, a cost that ultimately is
passed to the consumer in higher prices for Internet traffic.

Note that this situation is not entirely novel; the Internet has seen such
arrangements appear in the past; and these situations are still apparent
in today’s Internet. Such arrangements have arisen, in general, as the
outcome of an inability to negotiate a stable local peering structure.

However, such positions of no interconnection have proved to be rela-
tively short-lived because of the high cost of operating international
transit environments, the instability of the significantly lengthened inter-
connection paths, and the unwillingness of foreign third-party ISPs to
act (often unwittingly) as agents for domestic interconnection in the
longer term. As a result of these factors, such off-shore connectivity
structures generally have been augmented with domestic peering
structures.
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The resultant general operating environment of the Internet is that effec-
tive isolation is not in the best interests of the ISP, nor is isolation in the
interests of other ISPs or the consumers of the ISPs’ services. In the inter-
ests of a common desire to undertake rational and cost-effective use of
communications resources, each national (or regional) collection of ISPs
acts to ensure local interconnectivity between such ISPs. A consequent
priority is to reach acceptable ISP peering arrangements.

Sender Keeps All

Sender Keeps All (SKA) peering arrangements are those in which traffic
is exchanged between two or more ISPs without mutual charge (an in-
terconnection arrangement with no financial settlement). Within a
national structure, typically the marginal cost of international traffic
transfer to and from the rest of the Internet is significantly higher than
domestic traffic transfer. In these cases, any SKA peering is likely to re-
late to only domestic traffic, and international transit would be provided
either by a separate agreement or independently by each party.

This SKA peering model is most stable where the parties involved per-
ceive equal benefit from the interconnection. This interconnection model
generally is used in the context of interconnection or with providers with
approximate equal dimension, as in peering regional providers with
other regional providers, national providers with other national provid-
ers, and so on. Oddly enough, the parties themselves do not have to
agree on what that value or dimension may be in absolute terms. Each
party makes an independent assessment of the value of the interconnec-
tion, in terms of the perceived size and value of the ISP and the value of
the other ISP. If both parties reach the conclusion that in their terms a
net balance of value is achieved, then the interconnection is on a stable
basis. If one party believes that it is larger than the other and SKA inter-
connection would result in leverage of its investment by the smaller
party, then an SKA interconnection is unstable.

The essential criterion for a stable SKA peering structure is perceived
equality in the peering relationship. This criterion can be achieved in
many ways, including the use of entry threshold pricing into the peering
environment or the use of peering criteria, such as the specification of
ISP network infrastructure or network level of service and coverage ar-
eas as eligibility for peering.

A typical feature of the SKA peering environment is to define an SKA
peering in terms of traffic peering at the client level only. This definition
forces each peering ISP to be self-sufficient in the provision of transit ser-
vices and ISP infrastructure services that would not be provided across a
peering point. This process may not result in the most efficient or effec-
tive Internet infrastructure, but it does create a level of approximate
parity and reduces the risks of leverage within the interconnection. In
this model, each ISP presents at each interconnection or exchange only
those routes associated with the ISP’s customers and accepts only traffic
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Peering and Settlements—Part Il: continued

Figure 4: SKA Peering
Using Local Cells

from peering ISPs at the interconnection or exchange directed to such
customers. The ISP does not accept transit traffic destined to other re-
mote exchange locations, nor to upstream ISPs, nor traffic directed to
the ISP’s infrastructure services. Equally, the ISP does not accept traffic
that is destined to peering ISPs, from upstream transit providers. The
business model here is that clients of an ISP are contracting the ISP to
present their routes to all other customers of the ISP, to the upstream
providers of the ISP, and to all exchange points where the ISP has a pres-
ence. The particular tariff model chosen by the ISP in servicing the
customers is not material to this interconnection model. Traffic passed
to a peer ISP at the exchange becomes the responsibility of the peer ISP
to pass to its customers at its cost.

Another means of generating equity within an SKA peering is to peer
only within the terms of a defined locality. In this model, an ISP would
present routes to an SKA peer in which the routes correspond to cus-
tomers located at a particular access POP, or a regional cluster of access
POPs. The SKA peer’s ability to leverage advantage from the greater
level of investment (assuming that the other party is the smaller party) is
now no longer a factor, because the smaller ISP sees only those parts of
the larger ISP that sit within a well-defined local or regional zone. This
form of peering is indicated in Figure 4.
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The probable outcome of widespread use of SKA interconnections is a
generalized ISP domain along the lines of Figure 5. Here, the topology is
segregated into two domains consisting of a set of transit ISPs, whose
predominate investment direction is in terms of high-capacity carriage
infrastructure and high-capacity switching systems, and a collection of
local ISPs, whose predominate investment direction is in service infra-
structure supporting a string retail focus. Local ISPs participate at
exchanges and announce local routes at the exchange on an SKA basis
of interconnection with peer ISPs. Such ISPs are strongly motivated to
prefer to use all routes presented at the exchange within such peering
sessions, because the ISP is not charged any transit cost for the traffic un-
der an SKA settlement structure. The exchange does not provide
comprehensive connectivity to the ISP, and this connectivity needs to be
complemented with a separate purchase of transit services. In this role,
the local ISP becomes a client of one or more transit ISPs explicitly for
the purpose of access to transit connectivity services.

Figure 5: ISP Structure of Local and Transit Operations

Local ISPs

Local SKA
Exchange

%— Transit ISP

Purchased Transit Services

In this model, the transit ISP must have established a position of broad-
ranging connectivity, with a well-established and significant market
share of the wholesale transit business. A transit ISP also must be able to
present customer routes at a carefully selected set of major exchange lo-
cations and have some ability to exchange traffic with all other transit
ISPs. This latter requirement has typically been implemented using pri-
vate interconnection structures, and the associated settlements often are
negotiated bilaterally. These settlements possibly may include some ele-
ment of financial settlement.
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Peering and Settlements—Part Il: continued

Negotiated Financial Settlement

The alternative to SKA and provider/client role selection is the adoption
of a financial settlement structure. The settlement structure is based on
both parties effectively selling services to each other across the intercon-
nection point, with the financial settlement undertaking the task of
balancing the relative sales amounts.

The simplest form of undertaking this settlement is to measure the vol-
ume of traffic being passed in each direction across the interconnection
and to use a single accounting rate for all traffic. At the end of each ac-
counting period, the two ISPs would financially settle based on the
agreed accounting rate applied to the net traffic flow.

Which way the money should flow in relationship to traffic flow is not
immediately obvious. One model assumes that the originating provider
should be funding the terminating provider to deliver the traffic, and
therefore, money should flow in the same direction as traffic. The re-
verse model assumes that the overall majority of traffic, is traffic
generated in response to an action of the receiver, such as web page re-
trieval or the downloading of software. Therefore, the total network
cost should be imposed on the discretionary user, so that the terminat-
ing provider should fund the originating provider. This latter model has
some degree of supportive evidence, in that a larger provider often pro-
vides more traffic to a smaller attached provider than it receives from
that provider. Observation of bilateral traffic flow statistics tends to sup-
port this, indicating that traffic-received volumes typically coincide with
the relative interconnection benefit to the two providers.

The accounting rate can be negotiated to be any amount. There is a ca-
veat on this ability to set an arbitrary accounting rate, because where an
accounting rate is not cost-based, business instability issues arise. For
greater stability, the agreed settlement traffic unit accounting rate would
have to match the average marginal cost of transit traffic in both ISP net-
works for the settlement to be attractive to both parties. Refinements to
this approach can be introduced, although they are accompanied by
significant expenditure on traffic monitoring and accounting systems.
The refinements are intended to address the somewhat arbitrary deter-
mination of financial settlement based on the receiver or the sender. One
way is to undertake flow-based accounting, in which the cost account-
ing for the volume of all packets associated with a TCP flow is directed
to the initiator of the TCP session. Here, the cost accounting for all
packets of a UDP flow is directed to the UDP receiver. The session-based
accounting is significantly more complex than simple volume account-
ing, and such operational complexity would be reflected in the cost of
undertaking such a form of accounting. However, asymmetric paths are
a common feature of the inter-AS environment, so that it may not al-
ways be possible to see both sides of a TCP conversation and perform
an accurate determination of the session initiator.
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Another refinement is to use a different rate for each provider, where the
base rate is adjusted by some agreed size factor to ensure that the larger
provider is not unduly financially exposed by the arrangement. The ad-
justment factor can be the number of Points of Presence, the range of the
network, the volume carried on the network, the number of routes ad-
vertised to the peer, or any other metric related to the ISP’s investment
and market share profile. Alternatively, a relative adjustment factor can
simply be a number, without any basis in a network metric, to which
both parties agree.

Of course, such a relative traffic volume balance is not very robust ei-
ther, and the metric is one that is vulnerable to abuse. The capability to
adjust the relative traffic balance comes from the direct relationship be-
tween the routes advertised and the volume of traffic received. To reduce
the amount of traffic received, the ISP reduces the number of routes ad-
vertised to the corresponding peer. Increasing the number of routes, and
at the same time increasing the number of specific routes, increases the
amount of received traffic. When there is a rich mesh of connectivity, the
primary objective of routing policy is no longer that of supporting basic
connectivity, but instead the primary objective is to maximize the finan-
cial return to the operator. If the ISP is paying for an “upstream” ISP
service, the motivation is to minimize the cost of this contract, either by
maximizing the amount of traffic covered under a fixed cost, or mini-
mizing the cost by minimizing the traffic exchanged with the upstream
ISP. Where there is a financially settled interconnection, the ISP will be
motivated to configure its routing policies to maximize its revenue from
such an arrangement. And of course an ISP will always prefer to use cus-
tomer routes wherever possible, as a basic means of maximizing revenue
into the operation.

Of greater concern is the ability to abuse the interconnection arrange-
ments. One party can generate and then direct large volumes of traffic to
the other party. Although overt abuse of the arrangements is often easy
to detect, greed is a wonderful stimulant to ingenuity, and more subtle
forms of abuse of this arrangement are always possible. To address this,
both parties would typically indicate in an interconnection agreement
their undertaking not to indulge in such forms of deliberate abuse.

Notwithstanding such undertakings by the two providers, third parties
can still abuse the interconnection in various ways. Loose source rout-
ing can generate traffic flows that pass across the interconnection in
either direction. The ability to remotely trigger traffic flows through
source address spoofing is possible, even where loose source routing is
disabled. This window of financial vulnerability is far wider than many
ISPs are comfortable with, because it opens the provider to a significant
liability over which it has a limited ability to detect and control. Conse-
quently, financial settlement structures based on traffic flow metrics are
not a commonly deployed mechanism, because they introduce
significant financial risks to the ISP interconnection environment.
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Peering and Settlements—Part Il: continued

The Settlement Debate

The issue of Internet settlements, and associated financial models of set-
tlement, has occupied the attention of a large number of ISPs, traditional
communications carriers, public regulators, and many other interested
bodies for many years now. Despite these concentrated levels of atten-
tion and analysis, the Internet interconnection environment remains one
where there are no soundly based models of financial settlement in wide-
spread use today.

It is useful to look further into this matter, and pose the question: “Why
has the Internet managed to pose such a seemingly intractable challenge
to the ISP industry?” The prime reason is likely to be found within the
commonly adopted retail model of ISP services. The tariff for an ISP re-
tail service does not implicitly cover the provision of an Internet
transmission service from the client to all other Internet-connected hosts.
In other words, the Internet service, as retailed to the client, is not a
comprehensive end-to-end service.

In a simple model of the operation of the Internet, each ISP owns and
operates some local network infrastructure, and may choose to pur-
chase services from one or more upstream service providers. The service
domain offered to the clients of this network specifically encompasses an
Internet subdomain limited to the periphery of the ISP network together
with the periphery of the contracted upstream provider’s service do-
main. This is a recursive domain definition, in that the upstream
provider in turn may have purchased services from an upstream pro-
vider at the next tier, and so on. After the client’s traffic leaves this
service domain, the ISP ceases to directly, or indirectly, fund the car-
riage of the client’s traffic, and the funding burden passes over to a
funding chain linked to the receiver’s retail service.

For example, when traffic is passed from an ISP client to a client of an-
other provider, the ISP funds the traffic as it transits through the ISP and
indirectly funds the cost of carriage through any upstream provider’s
network. When the traffic leaves the provider’s network, to be passed to
either a different client, another ISP, or to a peer provider, the sender’s
ISP ceases to fund the further carriage of the traffic. This scenario is indi-
cated in Figure 6. In other words, these scenarios illustrate the common
theme that the retail base of the Internet is not an end-to-end tariff base.
The sender of the traffic does not fund the first hop ISP for the total
costs of carriage through the Internet to the traffic’s destination, nor
does the ultimate receiver pay the last hop ISP for these costs. The ISP
retail pricing structure reflects an implicit division of cost between the
two parties, and there is no consequent structural requirement for inter-
provider financial balancing between the originating ISP and the termi-
nating ISP.
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Figure 6: Partial-Path
Paired Services
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An initial reaction to this partial service model would be to wonder why
the Internet works at all, given that no single party funds the carriage of
traffic on the complete path from sender to receiver. Surely this would
imply that once the traffic had passed beyond the sending ISP’s service
funded domain the traffic should be discarded as unfunded traffic? The
reason why this is not the case is that the receiver implicitly assumes
funding responsibility for the traffic at this handover point, and the sec-
ond part of the complete carriage path is funded by the receiver. In an
abstract sense, the entire set of connectivity paths within the Internet can
be viewed as a collection of bilaterally funded path pairs, where the
sender funds the initial path component and the receiver funds the sec-
ond terminating path component. This underscores the original
observation that the generally adopted retail model of Internet services is
not one of end-to-end service delivery, but instead one of partial path
service, with no residual retail price component covering any form of
complete path service.

Financial settlement models typically are derived from a different set of
initial premises than those described here. The typical starting point is
that the retail offering is a comprehensive end-to-end service, and that
the originating service provider utilizes the services of other providers to
complete the delivery of all components of the retailed service. The origi-
nating service provider then undertakes some form of financial
settlement with those providers who have undertaken some form of an
operational role in providing these service elements. This cost-distrib-
uted business structure allows both small and large providers to operate
with some degree of financial stability, which in turn allows a competi-
tive open service market to thrive. Through the operation of open
competition, the consumer gains the ultimate price and service benefit of
cost-efficient retail services.
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Peering and Settlements—Part Il: continued

The characteristics of the Internet environment tend to create a different
business environment to that of a balanced cost distribution structure.
Here there is a clear delineation between a customer/provider relation-
ship and a peer relationship, with no stable middle ground of a
financially settled inter-ISP bilateral relationship. An ISP customer is one
that assumes the role of a customer of one or a number of upstream
providers, with an associated flow of funding from the customer to the
upstream provider, whereas an ISP upstream service provider views the
downstream provider as a customer. An ISP peer relationship is where
the two ISPs execute a peering arrangement, where traffic is exchanged
between the two providers without any consequent financial settlement,
and such peering interactions are only stable while both providers per-
ceive some degree of parity in the arrangement; for example, when the
two providers present to the peering point Internet domains of approxi-
mate equality in market coverage and market share. An ISP may have
multiple simultaneous relationships, being a customer in some cases, an
upstream provider in others, and a peer in others. In general, the rela-
tionships are unique within an ISP pairing, and efforts to support a
paired relationship which encompasses elements of both peering and
customer/provider pose significant technical and business challenges.

The most natural business outcome of any business environment is for
each provider to attempt to optimize its business position. For an ISP,
this optimization is not simply a case of a competitive impetus to achieve
cost efficiency in the ISP’s internal service operation, because the realiza-
tion of cost efficiencies within the service provider’s network does not
result in any substantial change in the provider’s financial position with
respect to upstream costs or peering positioning. The ISP’s path toward
business optimization includes a strong component of increasing the size
and scope of the service provider operation, so that the benefits of pro-
viding funded upstream services to customers can be maximized, and
non-financially settled peering can be negotiated with other larger
providers.

The conclusion drawn is that the most natural business outcome of to-
day’s Internet settlement environment is one of aggregation of providers,
a factor quite evident in the Internet provider environment at present.

Quality of Service and Financial Settlements

Within today’s ISP service model, strong pressure to change the technol-
ogy base to accommodate more sophisticated settlement structures is
not evident. The fundamental observation is that any financial settle-
ment structure is robust only where a retail model exists that is relatively
uniform in both its nature and deployment, and encompasses the provi-
sion of services on an end-to-end basis. Where a broad diversity of
partial-service retail mechanisms exists within a multiprovider environ-
ment, the stability of any form of interprovider financial settlement
structure will always be dubious at best.
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If paired partial path service models and SKA peering interconnection
comfortably match the requirements of the ISP industry today, is this en-
tire financial settlement issue one of simple academic interest?

Perhaps the strongest factor driving change here is the shift towards an
end-to-end service model associated with the current technology impe-
tus toward support of distinguished Quality of Service (QoS)
mechanisms. Where a client signals the requirement for some level of
preemption or reservation of resources to support an Internet transac-
tion or flow, the signal must be implemented on an end-to-end basis in
order for the service request to have any meaning or value. The public
Internet business model to support practical use of such QoS technolo-
gies will shift to that of the QoS signal initiator undertaking to bear the
cost of the entire end-to-end traffic flow associated with the QoS signal.
This is a retail model where the application initiator undertakes to fund
the entire cost of data transit associated with the application. This model
is analogous to the end-to-end retail models of the telephony, postal, and
freight industries. In such a model, the participating agents are compen-
sated for the use of their services through a financial distribution of the
original end-to-end revenue, and a logical base for inter-agent financial
settlements is the outcome. It is, therefore, the case that meaningful inter-
provider financial settlements within the Internet industry are highly
dependent on the introduction of end-to-end service retail models. There
financial settlements are, in turn, dependent on a shift from universal de-
ployment of a best effort service regime with partial path funding to the
introduction of layered end-to-end service regimes that feature both end-
to-end service-level undertakings and end-to-end tariffs applied to the
Initiating party.

The number of conditionals in this argument is not insignificant. If QoS
technologies are developed that scale to the size of the public Internet,
that provide sufficiently robust service models to allow the imposition of
service level agreements with service clients, and are standardized such
that the QoS service models are consistent across all vendor platforms,
then this area of inter-provider settlements will need to change as a con-
sequence. The pressure to change will be emerging market opportunities
to introduce interprovider QoS interconnection mechanisms and the as-
sociated requirement to introduce end-to-end retail QoS services. The
consequence is that there will be pressure to support this with inter-pro-
vider financial settlements where the originating provider will apportion
the revenue gathered from the QoS signal initiator with all other provid-
ers that are along the associated end-to-end QoS flow path.

Such an end-to-end QoS settlement model assumes significant propor-
tions that may in themselves impact on the QoS signaling technologies.
It is conceivable that each provider along a potential QoS path may need
to signal not only their capability of supporting the QoS profile of the
potential flow, but also the unit settlement cost that will apply to the
flow. The end user may then use this cost feedback to determine
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Peering and Settlements—Part Il: continued

whether to proceed with the flow given the indication of total transit
costs, or request alternate viable paths in order to choose between alter-
native provider paths so as to optimize both the cost and the resultant
QoS service profile. The technology and business challenges posed by
such an end-to-end QoS deployment model are certainly an impressive
quantum change from today’s best effort Internet.

With this in mind, one potential future is that the public Internet envi-
ronment will adopt a QoS mediated service model that is capable of
supporting a diverse competitive industry through interprovider finan-
cial settlements. The alternative is the current uniform best effort
environment with no logical role for interprovider settlements, with the
associated strong pressures for provider aggregation. The reliance on In-
ternet QoS technologies to achieve not only Internet service outcomes,
but also to achieve desired public policy outcomes in terms of competi-
tive pressures, is evident within this perspective. It is unclear whether the
current state of emerging QoS technologies and QoS interconnection
agreements will be able to mature and be deployed in time to forge a
new chapter in the story of the Internet interconnection environment.
The prognosis for this is, however, not good.

Futures

Without the adoption of a settlement regime that supports some form of
cost distribution among Internet providers, there are serious structural
problems in supporting a diverse and well populated provider industry
sector. These problems are exacerbated by the additional observation
that the Internet transmission and retail markets both admit significant
economies of scale of operation. The combination of these two factors
leads to the economic conclusion that the Internet market is not a sus-
tainable open competitive market. Under such circumstances, there is no
natural market outcome other than aggregation of providers, leading to
the establishment of monopoly positions in the Internet provider space.
This aggregation is already well underway, and direction of the Internet
market will be forged through the tension between this aggregation pres-
sure and various national and international public policy objectives that
relate to the Internet industry.

The problem stated here is not in the installation of transmission infra-
structure, nor is it in the retailing of Internet services. The problem faced
by the Internet industry is in ensuring that each provider of infrastruc-
ture is fairly paid when the infrastructure is used. In essence, the
problem is how to distribute the revenue gained from the retail sale of
Internet access and services to the providers of carriage infrastructure.
While explosive growth has effectively masked these problems for the
past decade, after market saturation occurs and growth tapers off, these
issues of financial settlement between the various Internet industry play-
ers will then shape the future of the entire global ISP industry.
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Firewalls and Internet Security, the Second Hundred (Internet) Years

by Frederic Avolio,
Avolio Consulting

nterest and knowledge about computer and network security is

growing along with the need for it. This interest is, no doubt, due to

the continued expansion of the Internet and the increase in the
number of businesses that are migrating their sales and information
channels to the Internet. The growth in the use of networked computers
in business, especially for e-mail, has also fueled this interest. Many peo-
ple are also presented with the post-mortems of security breaches in
high-profile companies in the nightly news and are given the impression
that some bastion of defense had failed to prevent some intrusion. One
result of these influences is that that many people feel that Internet secu-
rity and Internet firewalls are synonymous. Although we should know
that no single mechanism or method will provide for the entire com-
puter and network security needs of an enterprise, many still put all their
network security eggs in one firewall basket.

Computer networks may be vulnerable to many threats along many ave-
nues of attack, including:

* Social engineering, wherein someone tries to gain access through
social means (pretending to be a legitimate system user or adminis-
trator, tricking people into revealing secrets, etc.)

e War dialing, wherein someone uses computer software and a modem
to search for desktop computers equipped with modems that answer,
providing a potential path into a corporate network

 Denial-of-service attacks, including all types of attacks intended to
overwhelm a computer or a network in such a way that legitimate
users of the computer or network cannot use it

® Protocol-based attacks, which take advantage of known (or
unknown) weaknesses in network services

® Host attacks, which attack vulnerabilities in particular computer
operating systems or in how the system is set up and administered

® Password guessing

* Eavesdropping of all sorts, including stealing e-mail messages, files,
passwords, and other information over a network connection by lis-
tening in on the connection.

Internet firewalls have been around for a hundred years—in Internet
time. Firewalls can help protect against some of these attacks, but cer-
tainly not all. Firewalls can be very effective at what they do. The people
who set up and use them must have the knowledge of how they work,
and also be aware of what they can and cannot protect. In this article,
we examine the Internet firewall, touch on its history, see how firewalls
are used today, and discuss changes that are in place for the next hun-
dred years.
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Internet History

In the beginning, there was no Internet. There were no networks. There
was no e-mail, and people relied on postal mail or the telephone to com-
municate. The very busy sent telegrams. Few people used ugly names to
refer to others whom they had never met. Of course, the Internet has
changed all this. The Internet, which started as the Advanced Research
Projects Agency Network (ARPANET), was a small, almost closed,
community. It was a place, to borrow a line from the theme to Cheers,
“where everybody knows your name, and they’re always glad you
came.”

On November 2, 1988, something happened that changed the Internet
forever. Reporting this incident, Peter Yee at the NASA Ames Research
Center sent a note out to the TCP/IP Internet mailing list that reported,
“We are currently under attack from an Internet VIRUS! It has hit Ber-
keley, UC San Diego, Lawrence Livermore, Stanford, and NASA
Ames.” Of course, this report was the first documentation of what was
to be later called The Morris Worm. The researchers and contributors
that had built the Internet, as well as the organizations that were start-
ing to use it, realized at that moment that the Internet was no longer a
closed community of trusted colleagues. In fact, it hadn’t been for years.
To their credit, the Internet community did not overreact to this situa-
tion. Rather, they started sharing information on their practices to
prevent future disruptions.

(One of the results of this problem was a growth in the number of Inter-
net mailing lists dedicated to security and bug tracking. The firewalls
list—subscribe with e-mail to Majordomo@lists.gnac.net—and the
bugtrags list—LISTSERV@netspace.org—are two examples, as well as
the CERT Coordination Center—http://www.cert.org/.)

Other famous, and general, attacks followed:

e Bill Cheswick’s “evening with Berferd”*!

e (Clifford Stoll’s run-in with German spies!”!

® The massive password capture of the winter of 1994

e The IP spoofing attack that Kevin Mitnick used against Tsutomu
Shimomural®/

® The rash of denial-of-service attacks in January 1996, and the “Web
site break-in of the week.”

All these viruses have made it into the popular press, and all have raised
awareness of the need for good computer and network security. As
these, and other, events were unfolding, the firewall was starting its
rapid evolution. Although the development of firewall technology and
products may be seen as very fast, it sometimes seems that firewalls are
just barely keeping up with the new applications and services that spring
up and immediately become a “requirement” for many Internet users.
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Firewalls and Internet Security: continued

Firewall History

We are used to firewalls in other disciplines, and, in fact, the term did
not originate with the Internet. We have firewalls in housing, separat-
ing, for example, a garage from a house, or one apartment from
another. Firewalls are barriers to fire, meant to slow down its spread un-
til the fire department can put it out. The same is true for firewalls in
automobiles, segregating the passenger and engine compartments.

Cheswick and Bellovin, in the definitive text on Internet firewalls*!, said
an Internet firewall has the following properties: it is a single point be-
tween two or more networks where all traffic must pass (choke point);
traffic can be controlled by and may be authenticated through the de-
vice, and all traffic is logged. In a talk, Bellovin later stated, “Firewalls
are barriers between ‘us’ and ‘them’ for arbitrary values of ‘them.””

The first network firewalls appeared in the late 1980s and were routers
used to separate a network into smaller LANs. In these scenarios—and
using Bellovin’s definition, above—“us” might be—well, “us.” And
“them” might be the English Department. Firewalls like this were put in
place to limit problems from one LAN spilling over and affecting the
whole network. All this was done so that the English Department could
add any applications to its own network, and manage its network in any
way that the department wanted. The department was put behind a
router so that problems due to errors in network management, or noisy
applications, did not spill over to trouble the whole campus network.
The first security firewalls were used in the early 1990s. They were IP
routers with filtering rules. The first security policy was something like
the following: allow anyone “in here” to access “out there.” Also, keep
anyone (or anything I don’t like) “out there” from getting “in here.”
These firewalls were effective, but limited. It was often very difficult to
get the filtering rules right, for example. In some cases, it was difficult to
identify all the parts of an application that needed to be restricted. In
other cases, people would move around and the rules would have to be
changed.

The next security firewalls were more elaborate and more tunable.
There were firewalls built on so-called bastion hosts. Probably the first
commercial firewall of this type, using filters and application gateways
(proxies), was from Digital Equipment Corporation, and was based on
the DEC corporate firewall. Brian Reid and the engineering team at
DEC’s Network Systems Lab in Palo Alto originally invented the DEC
firewall. The first commercial firewall was configured for and delivered
to the first customer, a large East Coast-based chemical company, on
June 13, 1991. During the next few months, Marcus Ranum at Digital
invented security proxies and rewrote much of the rest of the firewall
code. The firewall product was produced and dubbed DEC SEAL (for
Secure External Access Link). The DEC SEAL was made up of an exter-
nal system, called Gatekeeper, the only system the Internet could talk to,
a filtering gateway, called Gate, and an internal Mailbub (see Figure 1).
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Figure 1: DEC SEAL—
First Commercial
Firewall

In this same time frame, Cheswick and Bellovin at Bell Labs were exper-
imenting with circuit relay-based firewalls. Raptor Eagle came out about
six months after DEC SEAL was first delivered, followed by the ANS
InterLock.
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On October 1, 1993, the Trusted Information Systems (TIS) Firewall
Toolkit (FWTK) was released in source code form to the Internet com-
munity. It provided the basis for TIS’ commercial firewall product, later
named Gauntlet. At this writing, the FWTK is still in use by experiment-
ers, as well as government and industry, as a basis for their Internet
security. In 1994, Check Point followed with the Firewall-1 product, in-
troducing “user friendliness” to the world of Internet security. The
firewalls before Firewall-1 required editing of ASCII files with ASCII edi-
tors. Check Point introduced icons, colors, and a mouse-driven, X11-
based configuration and management interface, greatly simplifying fire-
wall installation and administration.

Early firewall requirements were easy to support because they were lim-
ited to the Internet services available at that time. The typical
organization or business connecting to the Internet needed secure access
to remote terminal services (Telnet), file transfer (File Transfer Protocol
[FTP]), electronic mail (Simple Mail Transfer Protocol [SMTP]), and
USENET News (the Network News Transfer Protocol—NNTP). To-
day, we add to this list of “requirements” access to the World Wide
Web, live news broadcasts, weather information, stock quotes, music on
demand, audio and videoconferencing, telephony, database access, file
sharing, and the list goes on.

What new vulnerabilities are there in these new “required” services that
are daily added to some sites? What are the risks? Too often, the an-
swer is “we don’t know.”

Types of Firewalls

There are four types of Internet firewalls, or, to be more accurate, three
types plus a hybrid. The details of these different types are not discussed
here because they are very well covered in the literature.[! 33!
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Firewalls and Internet Security: continued

Packet Filtering

One kind of firewall is a packet filtering firewall. Filtering firewalls
screen packets based on addresses and packet options. They operate at
the IP packet level and make security decisions (really, “to forward, or
not to forward this packet, that is the question”) based on the headers of
the packets.

The filtering firewall has three subtypes:

e Static Filtering, the kind of filtering most routers implement—filter
rules that must be manually changed

® Dynamic Filtering, in which an outside process changes the filtering
rules dynamically, based on router-observed events (for example, one
might allow FTP packets in from the outside, if someone on the
inside requested an FTP session)

e Stateful Inspection, a technology that is similar to dynamic filtering,
with the addition of more granular examination of data contained in
the IP packet

Dynamic and stateful filtering firewalls keep a dynamic state table to
make changes to the filtering rules based on events.

Circuit Gateways

Circuit gateways operate at the network transport layer. Again, connec-
tions are authorized based on addresses. Like filtering gateways, they
(usually) cannot look at data traffic flowing between one network and
another, but they do prevent direct connections between one network
and another.

Application Gateways

Application gateways or proxy-based firewalls operate at the applica-
tion level and can examine information at the application data level.
(We can think of this as the contents of the packets, though strictly
speaking proxies do not operate with packets.) They can make their de-
cisions based on application data, such as commands passed to FTP, or
a URL passed to HTTP. It has been said that application gateways
“break the client/server model.”

Hybrid firewalls, as the name implies, use elements of more than one
type of firewall. Hybrid firewalls are not new. The first commercial fire-
wall, DEC SEAL, was a hybrid, using proxies on a bastion host (a
fortified machine, labeled “Gatekeeper” in Figure 1), and packet filter-
ing on the gateway machine (“Gate”). Hybrid systems are often created
to quickly add new services to an existing firewall. One might add a cir-
cuit gateway or packet filtering to an application gateway firewall,
because it requires new proxy code to be written for each new service
provided. Or one might add strong user authentication to a stateful
packet filter by adding proxies for the service or services.
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Figure 2: Zone of Risk
for an Unprotected
Private Network

Figure 3: Zone of Risk
with a Firewall

No matter what the base technology, a firewall still basically acts as a
controlled gateway between two or more networks through which all
traffic must pass. A firewall enforces a security policy and it keeps an au-
dit trail.

What a Firewall Can Do

A firewall intercepts and controls traffic between networks with differ-
ing levels of trust. It is part of the network perimeter defense of an
organization and should enforce a network security policy. By
Cheswick’s and Bellovin’s definition, it provides an audit trail. A fire-
wall is a good place to support strong user authentication as well as
private or confidential communications between firewalls. As pointed
out by Chapman and Zwicky®, firewalls are an excellent place to focus
security decisions and to enforce a network security policy. They are
able to efficiently log internetwork activity, and limit the exposure of an
organization.

The exposure to attack is called the “zone of risk.” If an organization is
connected to the Internet without a firewall (Figure 2), every host on the
private network can directly access any resource on the Internet. Or to
put it as a security officer might, every host on the Internet can attack
every host on the private network. Reducing the zone of risk is better.
An internetwork firewall allows us to limit the zone of risk. As we see in
Figure 3, the zone of risk becomes the firewall system itself. Now every
host on the Internet can attack the firewall. With this situation, we take
Mark Twain’s advice to “Put all your eggs in one basket—and watch
that basket.”
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Firewalls and Internet Security: continued

What a Firewall Cannot Do

Firewalls are terrible at reading people’s minds or detecting packets of
data with “bad intent.” They often cannot protect against an insider at-
tack (though might log network activity, if an insider uses the Internet
gateway in his crime). Firewalls also cannot protect connections that do
not go through the firewall. In other words, if someone connects to the
Internet through a desktop modem and telephone, all bets are off. Fire-
walls provide little protection from previously unknown attacks, and
typically provide poor protection against computer viruses.

Firewalls Today: Additions

The first add-on to Internet firewalls was strong user authentication. If
your security policy allows access to the private network from an out-
side network, such as the Internet, some kind of user authentication
mechanism is required. User authentication simply means “to establish
the validity of a claimed identity.” A username and password provides
user authentication, but not strong user authentication. On a nonpri-
vate connection, such as an unencrypted connection over the Internet, a
username and password can be copied and replayed. Strong user au-
thentication uses cryptographic means, such as certificates, or uniquely
keyed cryptographic calculators. These certificates prevent “replay at-
tacks”—where, for example, a username and password are captured
and “replayed” to gain access. Because of where it sits—on both the
“trusted” and “untrusted” networks—and because of its function as a
controlled gateway, a firewall is a logical place to put this service.

The next add-on to Internet firewalls was firewall-to-firewall encryp-
tion, first introduced on the ANS InterLock Firewall. Today, such an
encrypted connection is known as a Virtual Private Network, or VPN. It
is “private” through the use of cryptography. It is “virtually” private be-
cause the private communication flows over a public network—the
Internet, for example. Although VPNs were available before firewalls
via encrypting modems and routers, they came into common use run-
ning on firewalls. Today, most people expect a firewall vendor to offer a
VPN option. Firewalls act as the endpoint for VPNs between the enter-
prise and mobile users or telecommuters, keeping communication
confidential from notebook PC, home desktop, or remote office.

In the past two years, it has become popular for firewalls to also act as
content screening devices. Some additions to firewalls in this area in-
clude virus scanning, URL screening, and key word scanners (also
known in U.S. government circles as “guards”). If the security policy of
your organization mandates screening for computer viruses—and it
should—it makes sense to put such screening at a controlled entry point
for computer files, such as the firewall. In fact, standards exist for plug-
ging antivirus software into the data flow of the firewall, to intercept
and analyze data files. Likewise, URL screening—firewall controlled ac-
cess to the World Wide Web—and content screening of files and
messages seem like logical additions to a firewall. After all, the data is
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flowing through the fingers of the firewall system, so why not examine it
and allow the firewall to enforce the security policies of the organiza-
tion? The downside to this scenario is performance. Also virus scanning
must ultimately be performed on each desktop because data may come
in to the desktops from paths other than through the firewall—for in-
stance, the floppy.

Recently, some firewall and router vendors have been making the case
for a relatively new firewall add-on called “flow control” to deliver
Quality of Service (QoS). QoS, for example, can limit the amount of net-
work bandwidth any one user can take up, or limit how much of the
network capacity can be used for specific services (such as FTP or the
Web). Once again, because the firewall is the gateway, it is the logical
place to put a QoS arbitrating mechanism.

Firewalls Tomorrow

In 1997, The Meta Group, and others, predicted that firewalls would be
the center of network and internetwork security!”!. After all, firewalls
were the first big security item, the first successful Internet security prod-
uct, and the most visible security device. They quickly became a “must
have”—this is good—and a “good enough”—this is not good because
firewalls alone are not sufficient. Firewalls became synonymous with se-
curity, as mentioned above. The firewall console becoming the network
security console seemed natural at that time. But this scenario has not
happened, nor will it happen. The reason? The firewall is just another
mechanism used to enforce a security policy. This specific enforcement
device will not be the policy management device.

As organizations broaden the base of measures and countermeasures
used to implement a comprehensive network and computer security pol-
icy, firewalls will need to communicate with and interact with other
devices. Intrusion detection devices—running on or separate from the
firewall—must be able to reconfigure the firewall to meet a new per-
ceived threat (just as dynamic filtering firewalls today “reconfigure”
themselves to meet the needs of a user).

Firewalls will have to be able to communicate with network security
control systems, reporting conditions and events, allowing the control
system to reconfigure sensors and response systems. A firewall could sig-
nal an intrusion detection system to adjust its sensitivity, as the firewall
is about to allow an authenticated connection from outside the security
perimeter. A central monitoring station could watch all this, make
changes, react to alarms and other notifications, and make sure that all
antivirus software and other content screening devices were functioning
and “up to rev.” Some products have started down this path already.
The Intrusion Detection System (IDS) and firewall reconfiguration of
network routers based on perceived threat is a reality today. Also, fire-
wall-resident IDS and help-desk software enable another vendor’s
system to expand from a prevention mechanism into detecting and re-
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Firewalls and Internet Security: continued

sponding. The evolution continues and firewalls are changing rapidly to
address the next 100 (Internet) years.

In June 1994, the author wrotel’l, “Firewalls are a stopgap measure—
needed because many services are developed that operate either with
poor security or no security at all.” This statement is erroneous. Fire-
walls are not a stopgap measure. Firewalls play an important part in a
multilevel, multilayer security strategy. Internet security firewalls will not
go away, because the problem firewalls address—access control and ar-
bitration of connections in light of a network security policy—will not
go away.

As use of the Internet and internetworked computers continues to grow,
the use of Internet firewalls will grow. They will no longer be the only
security mechanism, but will cooperate with others on the network.
Firewalls will morph—as they have—from what we recognize today,
just as walls of brick and mortar were eventually replaced by barbed
wire, motion sensors, and video cameras—and brick and mortar. But
Internet firewalls will continue to be a required part of the methods and
mechanisms used to enforce a corporate security policy.
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Was the Melissa Virus So Different?

by Barbara Y. Fraser, Lawrence R. Rogers, and Linda H. Pesante,
Software Engineering Institute, Carnegie Mellon University

as the recent electronic mail-based Melissa virus so different

from similar events in our noncyberspace lives that it merits

special behavior? We don’t think so. But recent events raise
some interesting questions about where to draw the line in our concern
about the safety of our mailbox contents.

We regularly receive samples in the mail and don’t give them much
thought. They run the gamut from laundry detergents to shampoos to
cereals to pain relievers. How often do we rip open that sample box of
sugar-coated cereal and chomp down a few handfuls as a snack? Do we
question whether the labeling accurately reflects the contents of the
package? And what about the shampoo samples in those convenient lit-
tle bottles, just the right size for tossing into our travel bag for the next
trip. We use the shampoo with no thought that it might really be hair
dye that would turn our hair purple or green. Then there are the sample
medications and herbal remedies. Do we use the sample, assuming that
it is exactly what it seems to be, without verifying it in some way?

For many of us, these examples represent common behavior today.
When we open the samples we find in our mailbox, we don’t question
whether someone intent on harming us has sent a product that appears
to be something we would use and that seems to come from a trusted
source. Rarely, if ever, would we call manufacturers and ask whether
they had really sent the sample.

How different is this from our approach to the contents of our elec-
tronic mailbox? We urge people never to click on an attachment before
verifying its contents—or at least not until they’ve verified that it came
from the stated sender. Surely we must make these recommendations be-
cause of malicious code in electronic mail messages. But we may be
asking people to behave differently in cyberspace than they typically do
in their noncyberspace life.

What are we to do then? Responsible cyberspace behavior says to trust
nothing and verify everything as completely as possible. This scenario
would mean that attachments added to an electronic mail messages
must be analyzed before being used. To be the most effective, analyzers
must be kept up-to-date with the latest information. Even then, rapidly
spreading viruses like Melissa can slip under our “radar” for a while.
Tools that support authentication and integrity are another building
block we should use to gain trust in information that we should other-
wise consider untrustworthy.
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Melissa Virus: continued

In our noncomputer lives, how do we know that the medication sample
that came in the mail actually came from the attributed vendor? How
do we know that the sample was not changed after it left the manufac-
turing point? The best we can to is to call the manufacturer and
exchange some information about the sample: product numbers, pack-
aging color, descriptions of the sample, and so on. Still, we cannot be
completely sure that the product is what the packing says it is. Similarly,
how do we know that the electronic mail attachment actually came
from the stated sender or that it was not changed in transit?

Here cyberspace has the edge over noncyberspace. Technologies are
available that help us to verify the mail sender (authentication) and the
validity of the message (integrity). Alas, none of the available technolo-
gies are multivendor, interoperable, or approved or endorsed by the
Internet’s standardization body. These technologies are an improve-
ment over their noncyberspace counterparts, but they are not yet mature
enough or widespread enough to be as effective as they ultimately will
become. Unfortunately, we need that maturity now.

Returning to our original question: Was the Melissa virus so different?
Our answer is 720, it was not so different from the comparable free sam-
ples we receive in our noncyberspace lives. Unfortunately, those lives are
fraught with the same kind of problems, yet we accept those risks with
little concern for our well-being. The real answer is that both our cyber-
space and noncyberspace lives need to change to reflect the challenges of
our modern world.

About Melissa

The CERT CC began receiving reports of a new virus on Friday, March 26, 1999. The
macro virus is activated when a user opens an infected document in Microsoft Word 97
or Word 2000 with macros enabled. The virus is then quickly spread by sending an in-
fected document to the first 50 addresses in the victim’s Microsoft Outlook address
book. It also infects the Normal.dot template file, a situation which in turn causes
other Word documents created using this template to be infected with the virus. If these
newly infected documents are opened by a second user, the document, including the vi-
rus, will propogate, sending the docuemnt to 50 addresses in the second user’s address
book. The CERT CC handled over 300 reported incidents involving Melissa, affecting
over 100,000 computers. This estimate is very convervative because it counts only those
who contaced the CERT CC. It is believed that millions of host computers were infected.

References

[1] http://www.cert.org/advisories/CA-99-04-Melissa-Macro-
Virus.html

[2] http://www.melissavirus.com/

[3] http://www.nai.com/valert

[4] http://www.datafellows.com/news/pr/eng/19990327 .htm

[5] http://www.mcafee.com/about/press_releases/pr040299.asp
[6] http://www.cert.org/other sources/viruses.html
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Book Review
OPSF

OSPF: Anatomy of an Internet Routing Protocol, John T. Moy,
Addison Wesley Longman, ISBN 0-201-63472-4, 1998.
http://www.awl.com/cseng/titles/0-201-63472-4

Audience

John Moy takes the somewhat difficult topic of Internet routing and pre-
sents an understandable and engaging tour of specific parts of routing
and how this one instance interrelates with other parts of Internet rout-
ing. This book is not for the routing novice, although the first couple of
chapters provide a quick overview and history of routing and one view-
point on the distinctions between two architectural choices in routing
protocol design, Distance Vector and Link State. This book is really tar-
geted for people that have a basic understanding of what routing is and
would like to gain an understanding of this particular tool in the Inter-
net routing “toolbox.”

Organization

The second section goes into great detail on one implementation of the
Link State architecture, Open Shortest Path First Protocol (OSPF).
There is a companion volume which contains OSPF specific details and
includes source code for building an OSPF service on FreeBSD systems.
He covers some background in the design phases of OPSF, delineating
why certain choices were made in the evolution of OSPF as we know it
today and then starts into what I think of as the heart of the book, an
understandable, brief discussion of OSPF design with packet formats. In
this section of the book, the author takes a textbook approach and
closes each chapter with a series of exercises which test understanding of
the principles covered in each chapter. At the end of the section, the

FAQ answers a number of questions which operators that are consider-
ing OSPF will ask.

The book then changes focus and examines the basics of routing in the
context of multicast aware infrastructure. This is an area that is still very
dynamic and several of the presumptions that John makes in this sec-
tion may not be as relevant in today’s networking environment.
However, he does demonstrate the ability of OSPF to support new fea-
tures, in this case the variant called Multicast OSPF or MOSPF. A
discussion of the integration of MOSPF into OSPF networks as well as
MOSPF in Distance Vector Multicast Routing Protocol (DVMRP) net-
works points out how different routing protocols can work together.
DVMRP forms the central core of the Multicast Backbone or Mbore.
Both DVMRP and MOSPF lack policy features that many operators de-
mand and so this section remains more of academic interest in
understanding how multicast can work.
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The fourth section covers configuration and management of OSPF in
real networks. Of specific interest to me is the discussion on how OSPF
can take advantage of authentication features to ensure the integrity of
the routing protocol and the data it sends. Others may find that a dis-
cussion of tools for troubleshooting more interesting. A fair amount of
the discussion in this section deals with the use of Simple Network Man-
agement Protocol (SNMP) as the tool for managing and configuring
OSPF. Its not clear to me that operators of parts of the Internet are com-
fortable with this approach since SNMP has known vulnerabilities. Such
techniques are useful for monitoring OPSF activities and may be used in
private networks with a higher comfort level.

Protocol Review

The book closes with a review of popular routing protocols, both cur-
rent and historic for unicast and multicast environments. John covers
some basic ideas on protocol interactions when systems run more than
one but does not cover the interactions between multicast and unicast
protocols.

—Bill Manning, USC-ISI

manning@isi.edu

Would You Like to Review a Book for IPJ?

We receive numerous books on computer networking from all the ma-
jor publishers. If you’ve got a specific book you are interested in
reviewing, please contact us and we will make sure a copy is mailed to
you. The book is yours to keep if you send us a review. We accept re-
views of new titles, as well as some of the “networking classics.”
Contact us at ipj@cisco.com for more information.
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Call for Papers

The Internet Protocol Journal (IP]) is published quarterly by Cisco
Systems. The journal is not intended to promote any specific products
or services, but rather is intended to serve as an informational and
educational resource for engineering professionals involved in the
design, development, and operation of public and private internets and
intranets. The journal carries tutorial articles (“What is...?”), as well as
implementation/operation articles (“How to...”). It provides readers
with technology and standardization updates for all levels of the
protocol stack and serves as a forum for discussion of all aspects of
internetworking.

Topics include, but are not limited to:

® Access and infrastructure technologies such as: ISDN, Gigabit Ether-
net, SONET, ATM, xDSL, cable fiber optics, satellite, wireless, and
dial systems

® Transport and interconnection functions such as: switching, routing,
tunneling, protocol transition, multicast, and performance

e Network management, administration, and security issues, including:
authentication, privacy, encryption, monitoring, firewalls, trouble-
shooting, and mapping

® Value-added systems and services such as: Virtual Private Networks,
resource location, caching, client/server systems, distributed systems,
network computing, and Quality of Service

® Application and end-user issues such as: e-mail, Web authoring,
server technologies and systems, electronic commerce, and appli-
cation management

e Legal, policy, and regulatory topics such as: copyright, content
control, content liability, settlement charges, “modem tax,” and
trademark disputes in the context of internetworking

In addition to feature-length articles, IP] will contain standardization
updates, overviews of leading and bleeding-edge technologies, book
reviews, announcements, opinion columns, and letters to the Editor.

Cisco will pay a stipend of US$1000 for published, feature-length
articles. Author guidelines are available from Ole Jacobsen, the Editor
and Publisher of IP], reachable via e-mail at ole@cisco.com
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Fragments

This publication is distributed on an “as-is”
basis, without warranty of any kind either
express or implied, including but not limited
to the implied warranties of merchantability,
fitness for a particular purpose, or non-
infringement. This publication could contain
technical inaccuracies or typographical
errors. Later issues may modify or update
information provided in this issue. Neither
the publisher nor any contributor shall have
any liability to any person for any loss or
damage caused directly or indirectly by the
information contained herein.

ICANN Update

As mentioned in previous issues of IP], the Internet Corporation for As-
signed Names and Numbers (ICANN) began operation in early
November 1998. Recently, ICANN announced that five companies have
been selected to participate in the initial testbed phase of the new com-
petitive Shared Registry System. These five participants will be the first to
implement the new system for competition in the market for .com, .net,
and .org domain name registration services. Currently, registration ser-
vices for these domains are provided by Network Solutions, Inc. (NSI),
which has enjoyed an exclusive right to handle registrations under a
1993 Cooperative Agreement with the U.S. Government. The five regis-
trars participating in the testbed are, in alphabetical order: America
Online, CORE (Internet Council of Registrars), France Telecom/Oléane,
Melbourne IT, and register.com.

Under the Cooperative Agreement between NSI and the U.S. Govern-
ment, the competitive registrar testbed program began on April 26 and
will last until June 24, 1999 (Phase I). Following the conclusion of Phase
I, the Shared Registry System for the .com, .net, and . org domains will
be opened on equal terms to all accredited registrars, meaning that any
company that meets ICANN’s standards for accreditation will be able to
enter the market as a registrar and offer customers competitive domain
name registration services in these domains.

Meanwhile, ICANN continues to work on the formation of several sup-
porting organizations, namely the Domain Name Supporting
Organization (DNSO), the Address Supporting Organization (ASO),
and the Protocol Supporting Organization (PSO). More information is
available at: www.icann.org

IETF and Related links

The Internet Engineering Task Force (IETF) is responsible for the devel-
opment of standards for Internet technology. Membership to the IETF is
open and you can participate in person or subscribe to the IETF mailing
list. The IETF meets three times per year. For a list of future meetings
and other IETF information see: http://www.ietf.org

SIGCOMM

If you want to learn about the latest developments on the research side
of networking you should check out SIGCOMM, the Association for
Computing Machinery’s Special Interest Group on Communications.
You can find out more about the group and their annual conference at:

http://www.acm.org/sigcomm/sigcomm99

Send us your comments!
We look forward to hearing your comments and suggestions regarding
anything you read in this publication. Send us e-mail at: ipj@cisco.com
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FrRoM THE EDITOR

More and more of the data traffic on the Internet is due to World Wide
Web activity. Given the often-complex graphics contents of Web pages,
this traffic represents a significant amount of data and leads to an over-
all requirement for more bandwidth across the system. But building
“bigger pipes” is not the only way to achieve better performance. Gener-
ally speaking, Web pages are relatively static objects that reside in one
location and are accessed repeatedly by many users, often from “far
away.” If the contents of the most frequently accessed pages can be
stored by a proxy residing more “local” with respect to the end user,
significant reductions in download delay can be accomplished. Since the
Internet comprises many expensive international circuits, such local mir-
roring of content is also highly desirable from the point of view of the
Internet Service Providers. Storing information in a proxy server is called
caching, and it is the subject of our first article. Geoff Huston explains
the motivation behind—and the different approaches to—caching.

The most popular Local-Area Network (LAN) technology is Ethernet.
Invented in 1973 by Bob Metcalfe as a 3-Mbps technology, Ethernet has
evolved to the now-familiar 10Base-T and 100Base-T standards. Stan-
dardized in 1998, Gigabit Ethernet is the subject of our second article.
Bill Stallings gives an overview of the Gigabit Ethernet standards and
their application in enterprise networks. There is already discussion
about 10-Gigabit Ethernet and even 100-Gigabit Ethernet. We will keep
you posted on these developments.

Some readers have suggested that we publish a few short articles on lim-
ited topics. In this issue we bring you the first in what we hope will
become a series of articles under the general heading “One Byte at a
Time.” The article is by Tom Thomas and he discusses active and pas-
sive modes of the File Transfer Protocol (FTP). If you have suggestions
for future topics in this series, please contact us at ipj@cisco.com

The so-called “Millennium Bug” or “Y2K Problem” has been well re-
ported in all the media. Our Fragments section gives some specific
information relating to Y2K and the Internet.

—Ole |. Jacobsen, Editor and Publisher

ole@cisco.com



Web Caching
by Geoff Huston, Telstra

Figure 1: A Proxy Web
Transaction

eb browsing dominates today’s Internet. More than two-

thirds of the traffic on the Internet today is generated by the

Web. In looking at how to improve the quality of service de-
livered by the Internet, a very productive way to start is examining the
performance of Web transactions. It is here that Web caching can play a
valuable role in improving service quality for a large range of Internet
users.

There are two types of Web caches—a browser cache and a proxy
cache. A browser cache is part of all popular Web browsers. The
browser keeps a local copy of all recently displayed pages, and when the
user returns to one of these pages, the local copy is reused. By contrast, a
proxy cache is a shared network device that can undertake Web transac-
tions on behalf of a client, and, like the browser, the proxy cache stores
the content. Subsequent requests for this content, by this or any other
client of the cache, will trigger the cache to deliver the locally stored
copy of the content, avoiding a repeat of the download from the origi-
nal content source. In this article we look at proxy caches in further
detail, particularly at the aspects of deployment of proxy caches in Inter-
net Service Provider (ISP) networks.

What Is Proxy Web Caching?

When a browser wishes to retrieve a URL, it takes the host name com-
ponent and translates that name to an IP address. A HTTP session is
opened against that address, and the client requests the URL from the
server.

When using a proxy cache, not much is altered in the transaction. The
client opens a HT TP session with the proxy cache, and directs the URL
request to the proxy cache instead (Figure 1).

TCP: CONNECT www.stuff.isp
HTTP: GET page.html|

TCP: CONNECT cache-server.isp
HTTP: GET www.stuff.isp/page.html

7/
7
Client

J

www.stuff.isp

Content
Server

7
7
Client

J

Cache processes request for
www.stuff.isp/page.html

Cache
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If the cache contains the referenced URL it is checked for freshness by
comparing with the “Expires:” date field of the content, if it exists, or by
some locally defined freshness factor. Stale objects are revalidated with
the server, and if the server revalidates the content, the object is re-
marked as fresh. Fresh objects are delivered to the client as a cache hit.

If the cache does not have a local copy of the URL, or the object is stale,
this is a cache miss. In this case the cache acts as an agent for the client,
opens its own session to the server named in the URL, and attempts a
direct transfer to the cache.

The Pros and Cons of End-to-End Web Access

The original design principle of the Internet architecture is that of the
end-to-end modell 31, Within this model the network is a passive instru-
ment that undertakes a best effort to forward packets to the specified
destination. Each packet generated by a host is assumed to be for-
warded to the addressed destination, and any response to the datagram
is assumed to come from that destination address.

The World Wide Web transaction protocol, the Hypertext Transfer Pro-
tocol (HTTP) 31, is constructed upon this model, where a client’s Web
fetch causes a TCP session to be opened with the specified target host.
The ensuing HTTP conversation identifies the requested data on the des-
tination host, and this data is then passed back to the client. This
delivery model is best expressed as a just-in-time delivery model, where
the data is passed to the client on demand.

This delivery model has many significant advantages. The content server
can modify the content, and all subsequent client requests are provided
with the updated information, so that updates are immediately reflected
in the delivered data. The content server is also able to track all content
requests, allowing the content provider to track which particular con-
tent is being requested, the identity of each requestor, and how often
each content item is referenced. The content provider can also differenti-
ate between various clients, and, using some form of security model, the
content provider can authenticate the client and deliver privileged infor-
mation to certain clients. In this model the content provider can also
differentiate between clients, delivering certain information to some cli-
ents, and different information to other clients of the content server.

Many web systems have been constructed based on the capability of this
end-to-end delivery model. Continuously updating Web pages that use
either server push or client pull to regularly update the content on the
client’s display are used to display stock market prices, weather maps, or
network management screens. Client identification can be used to cre-
ate combined public and virtual private information servers, where a
class of identified users can be directed to internal content environ-
ments, while other clients are passed to a default public content
environment. Such systems form the basis of extranet environments, and
can also be used to form part of a virtual private network.
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Web Caching: continued

Where information has a defined locality, this tool is very useful. Secu-
rity and authentication is also used to provide services where the
transaction requires some level of privacy. Electronic trading systems,
credit card transactions, and related financial systems on the Web make
use of such client authentication capabilities. The individual transaction
can be encrypted using socket-level encryption,!’3] or the entire TCP ses-
sion can be encrypted using an IP session-level encryption tool such as IP
Security (IPSec).

For all these benefits available in an end-to-end model of Web content
delivery, there are some balancing drawbacks. A server providing very
popular content is placed under considerable stress, both in the number
of simultaneous client connections active at any time and in the total
volume of data being delivered from the server in the surrounding net-
work. This load is expressed both as a server system load, and as load
on the surrounding network. Improving the performance of such sys-
tems may entail improving the server throughout, increasing the number
of servers through the use of server farms and a traffic manager, and im-
proving the capacity of the local network to deliver the increased
volume. However, all these measures may not address all the problems
in maintaining quality of the content delivery. Modem-based client sys-
tems, and low-bandwidth wireless-based client systems are constrained
by a combination of the restricted bandwidth of this last hop and the as-
sociated imposed end-to-end delay in conversing with the server.
Improving the capacity of the server may not necessarily reduce the
number of simultaneously active client connections. Reducing the delay
between the client and the point of delivery of the content will improve
the performance of content delivery.

In addition, the network itself may not be efficiently utilized. Web traffic
does have considerable levels of duplication, where a set of clients re-
quest copies of the same content, and the network carries duplicates of
the data to each client. For a network provider, where transmission ca-
pacity is a business cost, importing the content just once, and then
passing local copies of this content to each client, is one method of im-
proving the carriage efficiency of the network.

In terms of the ability to improve the service performance of delivery of
content to a global network of clients, and in terms of the ability to im-
prove the carriage efficiency of the network, caching of content makes
some sense to the content provider, to the ISP, and to the end client.

The Pros and Cons of Web Proxy Caching

The same benefits of improved performance and reduced outbound
traffic loads can be realized for World Wide Web traffic through the de-
ployment of Web caches. Web caches are basically no different from any
other form of caching. The client request is passed through a cache
agent, which makes the request to the original source as a proxy for the
client. The response of the server is retained in a local cache, and a copy
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Figure 2: A Web Cache

is passed to the client. If the same request is passed to the cache agent
soon after the original request was serviced, the response can be gener-
ated from the cache without further reference to the original source. The
operation of a Web cache is shown in Figure 2.

TCP: CONNECT cache-server.isp
HTTP: GET www.stuff.isp/page.html

Cache miss causes proxy fetch
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HTTP: GET page.html
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Measurements of ISP traffic profiles indicate that some 70 percent of a
typical ISP’s traffic is Web-based traffic. An analysis of Web requests in-
dicates that the typical level of similarity of requests (for the same object
as one previously requested) can be as high as 50 percent of all Web-

based traffic.

There are two hit-rate measures, a page hit rate and a byte hit rate. A
page hit rate measures the proportion of individual HTTP requests that
can be served from the cache, irrespective of the size of the page. A byte
hit rate measures the ratio of the number of bytes delivered from the
cache in hits against the number of bytes in misses. Experience to date
has indicated that page hit rates of somewhere between 40 to 55 per-
cent are achievable for a well-configured cache. In such circumstances
the associated byte hit rate is between 20 and 35 percent. The major
contributor to the hit rate is in image files.

For many ISPs, particularly those operating outside of North America,
transmission costs dominate the cost profile of the ISP’s operation. If the
cache performed at even 60 percent of a theoretical maximum caching
performance, the ISP could reduce its external traffic volume require-
ments by some 13 percent. When the costs of caching are compared to
the costs of transmission, this difference can be a significant one in the
cost base of the ISP’s operation.

For example, if the average cost of transmission is $150 per gigabyte,
and the ISP has a typical carriage profile of purchasing 1000 gigabytes
per month from an upstream ISP with a 70-percent Web traffic profile,
then a cache operating at a 25-percent byte hit rate can save the ISP a re-
current expenditure of $26,250 per month. If the cache costs $100,000
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Web Caching: continued

as a capital expenditure and $2000 per month in operational costs to
support the service, then a business case analysis would see the cache ac-
tivity return some $18,000 per month to the business, net of annualized
capital and operational expenditures.

The other benefit is to the client, where the reduced network delay be-
tween the client and the local cache results in an increase in speed of
Web page delivery for cached content.

The average size of a Web transaction is some 16 data packets within
the TCP flow. Within a TCP slow-start flow-control process, the first cy-
cle will transmit one packet and wait for an ACK. The reception of the
ACK will trigger transmission of two more packets in the second round-
trip cycle, and then the sender will await two ACKs. Reception of these
two ACKs will trigger a further four packets in the third cycle and eight
in the next cycle, and the remaining single packet in the fifth cycle.
Therefore, allowing for optimal behaviour of the TCP slow-start algo-
rithm, this average Web transaction takes some five round-trip times. If
a user is located some distance away from the Web page, and the round-
trip time to the source is 300 ms, the propagation delay of the page load
will be 1.5 seconds. In comparison, if the round-trip time to the local
Web cache is 2 ms, then the propagation delay of the page load will be
10 ms. These latency figures assume an uncongested network in both
cases. In this case, as long as the Web cache search can complete within
1 second, the cache will appear to be far faster to the user.

A slightly different analysis is possible when comparing the perfor-
mance of a cache configured at the headend of a cable-IP system versus
the performance of direct access. The difference in latency in this case is
due to both the closer positioning of the cache to the user and the
greatly increased effective bandwidth from the cache to the user. A
cache download can operate at speeds of megabits per second, as com-
pared to kilobits or tens of kilobits per second when using dialup
modem or ISDN services. For a 100K image download, the dial user
may experience a 60-second delay, and the same delivery from a local
cache via cable-IP may take less than half a second.

The trade-off with caching is that of balancing the the cost of carriage
capacity, both in terms of monetary cost of the carriage and the perfor-
mance cost of the transaction time of the application, against the cost of
the use of caching. For non-North American ISPs, in which there is typi-
cally a large cache hit rate against North American server locations, the
benefits of widespread use of caching are quite substantial. For cable-IP
operators, the benefits of local cache operation lie in the ability to ex-
ploit the benefits of the very-high-speed final hop from the headend to
the end user. For other ISPs, the benefits of caching may be less dra-
matic, but nevertheless, there are tangible positive outcomes of caching
in terms of performance and cost that can be exploited.
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As with direct-access models, this approach also has drawbacks. We
have already noted the various ways in which the end-to-end model of
Web content delivery has been exploited to provide time-based content,
client-based content, and secure delivery of content. Caches insert them-
selves within the end-to-end semantics of the original transaction model,
and intercept the transaction by presenting a proxy of the original end-
point. The content delivered from the cache is the content based on the
time the cache undertook its request to the server, and the content deliv-
ered from the server is based on the server’s view of the identity of the
cache, rather than the identity of the end client.

With cached content in operation, the cached-content server no longer
has an accurate picture of the number of times an item of content is
viewed, and by whom. The server cannot authenticate the client, nor can
the server deliver any information that is based on the supposed identity
of the client. Equally, the client has potential problems, because the cli-
ent may not be aware that the content has been delivered by the proxy
cache. The content may not properly reflect the client’s identity, and the
information may be based on the security trust model of the server to the
cache, rather than the server to the end client, and again the client may
not be aware of such a change in security domains. If the content is time-
dependent, the content will reflect the time at which the cache retrieved
the content, rather than the time the client made the request.

All of this tends to suggest that caching is not a universally applicable
tool. Part of the challenge in deploying cache servers is to understand the
models of cache deployment and Web content delivery, and ensure that
the cache does not intrude in ways that distort the integrity of content
delivered to the end user.

Web Cache Hits Versus Web Server Hits

One of the biggest tensions is the balance between the cache operator’s
desire to maximize the hit rate of the cache system and the desire of
many Web page publishers to maintain an accurate count on the num-
ber of hits of the page and from where those hits occur. In most cases, it
is the requests that are of interest here, rather than the control of deliv-
ery of the content. The Web publisher is not necessarily interested in
absorbing the hits for Web content. Indeed, many Web publishers see
value in distributing the load of content delivery of fixed-content mate-
rial further out toward the client base, rather than the Web publisher
bearing the cost of the distribution load from the local site.

Static pages, composed of plain text and images, are readily cached. As a
consequence, the original page publisher may not obtain an accurate
count of the number of times the page was displayed by users if the Web
server’s log was analysed. Some Web page designers place information
in the Web page directives; this information directs the Web cache server
not to reuse a cached page. The most common way of doing this is to
set the “Expires:” Web page information header to the current date and
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time, so the next time the page is referenced, a new fetch will be under-
taken. One of the more common hacks to cache servers to attempt to
improve the hit rate is to allow this directive to be ignored.

This server hit-count problem has plagued cache deployment for many
years now. Although there are real requirements in the areas of authenti-
cation and security, time-based content, and client-based content that
mandate certain types of content being flagged as non-cacheable, much
of the data that is marked as non-cacheable has been marked in this way
simply for the server to capture the identity of the client. Such “cache-
busting” practices are unnecessarily wasteful of network resources, and
can overload the content server. There is an Internet Proposed Standard
extension to HTTPI¢l intended to provide a “Meter” header, where a
cache can communicate demographic information relating to client
“hits” back to the original content server. The extension also proposes
usage limiting, where a server can provide content with a limit on the
number of times the information can be used by the proxy cache before
revalidating the content with the server.

Web-Caching Models
There are many models of how to invoke a proxy cache.

Explicit Caching

Some proxy cache systems are deployed as a user-invoked option, in
which the user nominates a cache server to the browser as a proxy agent,
and the browser then directs all Web requests to the proxy cache. At any
stage, the user can instruct the browser to turn off the use of the proxy
cache, and request the browser to undertake the transaction directly with
the client. Modern browsers when configured with a proxy cache may
also use the approach of attempting direct access when a request via a
proxy cache results in a fetch error. In the proxy cache mode of opera-
tion, the destination address of the underlying transport session is then
the address of the cache server, while the HTTP content of the transac-
tion remains unaltered. Such caches can be deployed within a client’s
local network, with the intent of minimizing the amount of traffic passed
to the external provider ISP. Additionally, The ISP can operate such a
voluntary cache for use by its clients. If the ISP operates in this mode, the
benefits to the user in using the cache need to be clearly stated and under-
stood by both the client and the ISP, and the client must be made aware
of the location of the cache in configuring his or her local browser.

Forced Explicit Caching

Some ISPs, notably in the dialup service provider sector, operate in a
highly cost-competitive market. In such a market service performance
and service price are critical business factors, and the provider may
choose to operate its network in a forced-cache mode. Here, all Web
traffific on TCP port 80 (the port used by the HTTP Web transport pro-
tocol) is blocked from direct outbound access, and the ISP’s clients are
forced to configure their browsers to use the provider’s cache for exter-
nal Web access. This technique is commonly termed forced caching.
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Figure 3: Transparent
Caching

Transparent Caching

The use of a cache for all Web traffic also can be undertaken by the ISP,
without the explicit configuration of the identity of the proxy cache into
the user’s browser. Irrespective of precisely how this setup is engineered,
and there are numerous ways of engineering it, this technique is termed
transparent caching. With transparent caching the user, and the user’s
browser, may not be explicitly aware that caching is being undertaken
when processing the user’s requests. Here the network has to intercept
HTTP packets destined to remote Web servers, and present these pack-
ets to the proxy cache. Once the page is located, either as a cache hit or
a cache miss, the cache must then respond to the original requestor by
assuming the identity of the original destination (Figure 3).
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It should be noted that no mechanism to date of explicit or transparent
caching is completely transparent to both the Web client and the Web
server. Where the Web server uses an end-to-end security access model
the transparent cache may fail, because the cache will present its ad-
dress as the source of the request, rather than that of a client. This
scenario may result in a page-denied error to the cache request, whereas
the client could have completed the transaction directly with the server.
In those situations where the use of the cache is mandated, either
through filters and a forcing function, or through transparent network
redirection, there is no user-visible workaround to the error, and the
level of user frustration with the entire cache service rises dramatically.

Under some circumstances it may be possible to work around transpar-
ent cache fetch errors. One approach is for a cache fetch error to trigger
the cache subsystem to establish an HTTP session with the content
server using the source address of the client, and then pass the original
HTTP GET request to the server. The server’s response is then passed to
the client using a TCP bridge. (A TCP bridge is where the connecting de-
vice is required to translate the sequence numbers of the TCP headers
between the two TCP sessions). Having the cache subsystem intercept
the server’s packets addressed to the client does require careful coordina-
tion with the cache router, and TCP bridging is also quite complex in its
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operation, so such solutions tend to be somewhat unstable under load
stress. An alternative approach is for the cache to pass a TCP RST back
to the client, and instruct the cache router to insert a temporary entry in
its redirection filter so that any subsequent TCP port 80 connection
from the client to the server’s address is not redirected to the cache.

If the sole benefit to the client is improved speed of response, then the
ISP must understand that the performance of the Web cache systems
must be continually tuned to be highly responsive to Web requests un-
der all load conditions experienced by the ISP. Performance of cache hits
must be maintained at a level consistently faster than the alternative of
direct client access to the original client site. Performance of cache misses
must be at a level that is not visibly slower than that of direct access to
the original site. If the user’s perception of performance of the cache
drops, the benefit to the user also drops. In the case of user-selected
caching, the users will turn off the cache option in their browser and re-
turn to a mode of direct access.

The business model of a cache is that the capital and operational costs
associated with localizing traffic to the cache result in cost reductions to
the ISP, when compared to the operation of a noncached network.
These cost reductions can be passed on to all users through operation of
the entire service at a lower price point or selectively passed on to those
clients who make use of the cache through some form of cache-use tar-
iff. The generic model of applying the cost reduction to the ISP’s service
tariff is certainly an advantage in a price-competitive marketplace. How-
ever, unless the performance of the cache is consistently very high, and
the transparency of the cache is close to perfect, each individual user
may attempt to use direct-access methods.

The alternate business model is to pass on the marginal cost savings to
those clients who make use of the cache, and at a level that corresponds
to the client’s use of the cache and its effectiveness in operating at a high
cache hit rate. If, for example, the ISP uses a charging model that in-
cludes a tariff component based on the amount of data delivered to the
client during the accounting period, this tariff component could be ad-
justed by the amount of use the client made of the cache system and the
relative operating efficiency of the cache in generating cache hits.

As an example, if traffic is tariffed at $100 per gigabyte as delivered to
the customer, a discounted value can be derived for traffic delivered
from the Web cache. If the average cache byte hit rate is 30 percent, then
after factoring in the costs of capital equipment and operational sup-
port, the traffic from the cache could be tariffed at $80 per gigabyte.
Here, the benefit of using the Web cache is passed directly to those cli-
ents who make use of the cache, who both enjoy lower tariffs in direct
proportion to their use of the cache and derive superior performance
through using the cache. The accounting for this marketing model is cer-
tainly a more involved process, involving additional accounting systems
and processing to undertake an accurate per-client view of cache usage.
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It is becoming increasingly evident that a robust business model associ-
ated with a model of discretionary use of a Web cache is that of access
to a lower unit price of traffic. In this way, the user sees the incentive of
immediate financial benefit in choosing to use the cache system. When
the provider deploys transparent or forced caching, translating the
benefits of caching into an overall reduced tariff structure for all clients
is a more robust business model.

Web-Cache Systems

Cache systems can take a variety of forms. The original Web server
from CERN, the original location of the development of Web software,
allowed a mode of proxy behaviour. This cache server model was devel-
oped significantly in the Harvest Project, a research project at the
University of Colorado. As an evolutionary path, the Harvest cache
server is being further developed within the scope of the development of
the Squid cache server software and the associated Internet Caching
Protocol (ICP).

Currently numerous freely available proxy cache systems are available,
such as Squid, and many systems are available commercially, such as the
Cisco Systems Cache Engine. Some of these systems are software pack-
ages that operate on a conventional operating system platform, while
some use a customized platform kernel, which is optimized for the de-
mands of a cache-delivery environment.

Many of the characteristics of Web caching systems are relevant to the
performance of the caching environment. The first is the size of the
cache server. The relationship between the size of the cache and its hit
rate is not a linear relationship. For typical patterns of Web use gener-
ated from a relatively large user population, a cache of 1 gigabyte or so
will yield reasonable hit rates. Further increase of the cache size will
yield incremental improvements in the cache hit rate, where the incre-
mental rate is best described by a negative exponential relationship.
Thus, caching systems with 10 gigabytes of storage do not produce per-
formance characteristics markedly different from larger 100-gigabyte
caching systems. No objective best size of cache system can be deter-
mined, because local environments differ, but every environment
exhibits the law of diminishing returns, in which the addition of further
cache capacity yields no tangible difference in the cache effectiveness.
Large caches take some time, in the order of days or even weeks, to
build up a sufficiently large repository of cached data to produce an im-
proved cache hit rate. Generally, 10- to 100-gigabyte cache systems
provide extremely effective cache performance, as long as the cache is al-
lowed to stabilize for some weeks following startup. Memory demands
in a cache also need to be carefully configured. The URL index of the
storage system is stored in memory in most cache architectures in order
to perform fast cache lookups, so that the more disk storage configured,
the larger the memory requirements.
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The next parameter is the number of simultaneous cache requests that
the cache server can manage efficiently. Note that this metric is different
from the number of requests per second that the cache server can man-
age. The number of simultaneous sessions that the cache server can
support is related to the amount of resources allocated to the cache re-
quest and the total resource capacity of the box.

The environment of deployment is very relevant to the performance of
the cache environment. The related metric to the number of simulta-
neous requests that can be managed is the average time to process a
request. Combining these two metrics provides the number of requests
per second that the cache system can process. The same unit will have a
different performance metric of requests per second when deployed in
different parts of the Internet. If the cache system is deployed with a sat-
ellite-based feed, then the average time to process a cache miss is
considerably longer because of the higher latency of the satellite path.
This scenario leaves the process of managing the original request open
for a longer period, blocking other requests from using this process slot.
If the same unit is deployed in a location where cache misses take frac-
tions of a second to process, the process slot can be quickly reused. Each
active client connection also consumes memory, and the client connec-
tion will remain open for as long as it takes to complete the Web
transaction, either for a hit or a miss. The greater the mean round-trip
delay for a miss, the greater the number of concurrent active sessions
held in the cache. Similarly, the greater the number of low-speed mo-
dem or wireless-based clients, the greater the number of concurrent
active sessions in the cache. Whether the client operates in transparent
mode or in explicit proxy caching mode is also an important consider-
ation. Browser clients use an explicit proxy cache with a persistent
connection, while if the cache is a transparent cache, the cache will see
clients bring up and drop HTTP connections each time the base URL
changes. This session reestablishment, together with the additional Do-
main Name System (DNS) resolution load imposed on the client, can
add up to half a second to the transparent cache response time as com-
pared to the explicit cache response.

Web Cache Deployment Models

In this section we first examine scaling issues for explicitly referenced
cache configurations, and then look at the changes to the model intro-
duced through transparent caching.

The simplest deployment model of an explicit cache is that of deploy-
ment of a single cache system as a browser-selectable resource. This
system can be deployed within an ISP’s server environment with a TCP
port-80 interface opened for client access. Such a deployment model is
shown in Figure 4.
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Figure 4: A Selectable
Web Cache
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Single Web proxy cache systems can be placed under some significant
load, and an overloaded and poorly performing cache is perhaps worse
than no cache at all. However, scaling this deployment model can prove
challenging. Where an ISP operates multiple access points, or points of
presence (POPs), one scaling solution is to deploy a server at each POP
and use the same IP address for each server. This solution allows the ISP
to provide a consistent configuration to all clients and to augment ca-
pacity at any location seamlessly. If the cache itself is responsible for
advertising the common IP address into the routing system, the caches
can also act in a mutual backup role. Failure of a single server will shut
down the local route advertisement. Traffic directed to this address will
then be carried by the routing system to the next closest proxy cache.
There may be some level of TCP session resets for sessions that were ac-
tive on the failed unit, but in all other respects the switchover is seamless
to the client base, and the recovery of an operational state among a set
of such servers can be left to the routing system. This deployment model
is indicated in Figure 5. Such servers can be configured as a set of local
satellite systems to a larger caching core, using an Internet Cache Proto-
col (ICP) configuration to set up a caching hierarchy.

ICP is a lightweight message format for communicating between Web
caches!”). The message format is a simple two- packet exchange, where a
Web cache passes a URL query to another cache. The response is either
a hit or a miss, indicating the presence of the URL object on the remote
cache. On top of this protocol can be constructed cache hierarchies, to
allow multiple neighboring caches to pool their resources effectively.
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Figure 5: Replicated
Web Caches
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hierarchy!8l. In such a hierarchy every participating cache is organized
with a connection of neighboring peers and an ICP parent. When a
cache request cannot be serviced from the local cache, the cache first
uses a set of local configuration rules to determine if the server is local. If
so, the cache queries the server directly for the content. If the server is re-
mote, the cache issues a set of simultaneous ICP queries to all its cache
peers. If any peer responds with an ICP hit, the cache then requests the
peer to provide the referenced content. If all peers respond negatively to
the ICP query, or a two-second timeout elapses, the cache then requests
the URL from its designated parent. The parent may use a peer referral,
or the parent may refer the query to its parent, or perform a cache re-
trieval on behalf of the original request. The intent of this mode of
operation is to use a lightweight query response protocol to allow a lo-
cal collection of caches to pool their cached data. ICP has also been used
with additional policy constraints, although the protocol itself is not ca-
pable of describing or carrying overly complex retrieval policies. Other
intercache protocols are available, including the Hyper Text Caching
Protocol (HTCP) and the Cache Array Routing Protocol (CARP),
which offer functionality in terms of intercache cooperation similar to
that of ICPP!.

Another scaling measure is to alter the single server to multiple servers,
using a TCP-based, load-sharing mechanism in the switching system to
ensure that the servers are evenly loaded. This setup is shown in Figure
6. Such a simple load-sharing system may even the load on each server,
but it will cause each server to act independently of its sibling servers. It
is essential in such an environment to use ICP to coordinate the servers
so that they will refer to each other before initiating a new fetch from
the content server.
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Figure 6: Load-
Balancing Web Caches
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In such a configuration each cache will contain content also held in
neighboring caches. Although this scenario may allow some form of
server load balancing, particularly when the servers continually commu-
nicate their current load conditions to the load-balancing switch, there is
still some inefficiency in the cache farm operation through the potential
replication of content on each of the component caches. One direction
of scaling the cache servers is to take a collection of cache servers and al-
low each cache server to specialize in the content it holds. However, the
outer TCP destination address does not help the server determine which
URL is being requested. In an explicit cache configuration, the browser
is directing the TCP session to the externally advertised TCP address of
the server farm. The URL information is embedded within the HTTP
payload. Some developments have been made in this area, where, with a
combination of TCP spoofing and TCP session bridging, a server switch
can select the appropriate cache for each HTTP-referenced URL, and
then logically connect the client’s TCP session to a TCP session to the se-
lected cache to deliver the URL to the client.

Transparent caching presents some further deployment challenges. The
functional requirement is to pass all Web requests through a proxy
cache server without the explicit knowledge of the client. Two generic
techniques exist to achieve this goal:

® Inline caches: The first of these approaches is to pass all traffic
through a two-port cache server. All non-HTTP traffic is simply
passed straight through the device without alteration. HTTP traffic is
intercepted and passed to a cache module. The major concern with
this approach is the introduction of a single point of failure with an
active network element. Any failure of the cache may well prevent all
further traffic from entering or leaving the served subnetwork.
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® Redirection caches: A technique that does not place the cache as a
critical point of potential failure is to use policy redirection within the
router, redirecting all port-80 traffic to the attached cache. Normally
such a policy redirect would infer that the cache is located one hop
away from the router, so that such a redirection is normally a local
solution. Redirection to a tunnelled interface does allow some greater
flexibility in this setup, and the one cache farm could, in such an
approach, service a collection of redirecting routers. The failure
mode of this form of operation remains a concern, because the redi-
rection mechanism in the router would not normally be aware of the
operational status of the cache.

Transparent caches need to ensure that the full URL is inserted into the
HTTP level request. When the browser assumes that the request is di-
rected to the content server, the GET request may specify a URL relative
to the server. In such cases, the transparent server will need to perform a
DNS lookup of the destination IP address of the TCP session in order to
reconstruct the complete URL.

Although the DNS lookup does have some performance implications to
transparent caches, the major issue for transparent caches is to devise a
fail-safe mechanism, so that if the cache server fails for any reason, the
caching redirection is disabled. One solution is to use a redirection func-
tion within the router in conjunction with a keepalive-based Web cache
management protocol. This scenario is the basis of the Web Cache Co-
ordination Protocol (WCCP)!10l, WCCP also adds the ability to load
share across multiple cache servers through content distribution. Trans-
parent caching assists in this task because the destination address in the
IP packets can be used as the basis of the cache selector. The keepalive
exchange between the router and the cache server system allows the
router to cease redirecting Web traffic upon failure of the servers.

Alternative solutions rely on the cache itself participating in a local rout-
ing environment. The redirecting router uses policy-based redirection to
forward all port-80 traffic to an address announced by the cache system
at a high routing priority. The same address is also announced by the
default path router at a low routing priority. Failure of the cache system
will result in a withdrawal of the high-priority route, and while the redi-
rection will remain in place on the router, the redirection will be in the
direction of the default route.

Another challenge is to process cache misses at a speed comparable with
normal noncached Web retrieval. A process of pulling the document
into the cache and then serving the document to the original requestor
does not meet that objective. The transparent cache has to feed the doc-
ument to the requestor while simultaneously creating a stored copy for
subsequent cache serving.
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However, the largest challenge to the transparent cache is that it can
serve only documents that are not dependent on the identity of the re-
questor being preserved. Web servers that use an end-to-end model of
access, based on source address identification, or Web servers that at-
tempt to present different documents to the client based on the client’s
source address, do not fit within the transparent caching model. There is
much interest in solutions that allow a transparent cache to effectively
shut down in the case of a Web retrieval error, and allow the original re-
questor the ability to conduct a HTTP conversation directly with the
server in such situations. Although there is interest in a network-only so-
lution, it appears at this stage that some level of assistance from the
browser may be required. One model of operation is that a transparent
cache records the network-level flow identification of a failed Web re-
trieval, and passes a retry signal back to the requesting browser, and
also passes this flow identifier back to the redirector as a temporary filter
entry. When the requestor retries the query, as per the signal from the
cache, the redirecting router will refrain from redirecting the flow to the
cache, and allow an end-to-end session to operate.

Accounting for Web Cache Use

These deployment systems allow for user-optional cache configuration.
If the ISP wants to account for the use of the cache, then the cache server
or the switch that feeds the cache server must play an active role in ac-
counting collection.

If every network address is uniquely advertised to the ISP by a particu-
lar client, then the task of accounting for cache use can be performed
using the logged records of the cache system itself. Because every IP ad-
dress can be uniquely mapped to an ISP client, it is possible to also
associate the volume of bytes delivered by the cache to the identified
client.

Unfortunately, two factors make this supposition of address uniqueness
somewhat weak. First, dialup address assignment implies that the associ-
ation of an IP address to a client is held only within dialup accounting
records in the first instance, and the binding is valid only between the
times referenced in the start and stop records. This scenario can be
configured into an accounting model by simultaneously processing the
dial accounting records when attempting to associate a particular IP ad-
dress at a particular time to a client.

The second factor is slightly more challenging. For an ISP that offers
permanent access transit services, the potential exists that any particular
IP address may not be uniquely routed. Normally, such multiple access
environments are part of a Border Gateway Protocol (BGP)-based inter-
action with multiple clients. Knowing the IP address of the query agent
is not enough. Ascertaining the next-hop Autonomous System (AS)
number as well as the IP address is now necessary to determine the cli-
ent using the cache.
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The implication is that the accounting records now need to be gener-
ated on the router that is also the entry point to the cache. In addition,
the router must participate in the interior BGP (iBGP) core mesh to
maintain current AS path-selection choices. Given the considerable over-
heads that such an engineering design entails, an alternative approach is
to restrict the cache accounting role to account for those cases where the
cache client is readily identified. A common measure is that the lower
tariff is available only to customers who are “singly homed” with the
ISP. Not only is this a strong market incentive for customer loyalty, it
also allows simple engineering solutions for cache accounting, because
the lookup from the IP address in the cache log to a customer account is
then relatively straightforward. Such measures allow a cache-use tariff to
be very competitively positioned in the market.

As well as accounting issues, another component for the consideration
of optional use of Web caches is that of the necessity of restricting the
use of the cache to clients of the ISP. The motive for so doing is to en-
sure that the cache is available only to clients of the service and not to
clients of peer ISPs. It may not be an issue worth the effort of solving,
and the first questions ISPs should ask is, “To what extent does this hap-
pen, and what impact does it have on the operation of the Web cache
systems?” In most cases, the accounting of cache usage may reveal that
this issue is one of negligible proportions, and any effort expended in de-
vising an engineering solution would far outweigh the loss to the ISP
through such use of the service.

If the measurement of such usage is considered sufficient to warrant en-
gineering solutions, then the mechanisms available to the ISP are to
ensure that the Web cache access is filtered at the edges of the ISP net-
work and to ensure that access is possible only by ISP clients, or that the
address of the cache is not exported in the routing system to peer ISPs or
upstream ISPs.

Further Deployment Challenges

It is highly likely that further development will occur with cache servers
in the near future. Large-scale backbone IP networks that use OC-3¢
(155 Mbps) or OC-12¢ (622 Mbps) transport cores may carry tens of
thousands of requests per second. Designing transparent caches that fit
within a transport core at such a scale does present dramatic scaling is-
sues in terms of cache system performance. This factor continues to
elude many of today’s products available on the market. The generic ar-
chitecture today is to use a cache network that attempts to place the
cache systems closer to the access edge of the network, where the Web
request volumes are within the scale of today’s cache systems.
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Transparency of the cache remains an issue, and it is perhaps an area of
further refinement within the specification of the underlying HTTP Web
server protocol, as well as further refinement of the operation of Web
browsers and transparent cache systems. A potential implementation
within Web browsers may allow the user to state the acceptability of us-
ing a cache to complete a request, and allow noncache Web page
retrieval attempts on cache failure, in the same way that the provider
can use page expiration directives to direct a cache not to store the pre-
sented data.
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Gigabit Ethernet
by William Stallings

Figure 1: Example
Gigabit Ethernet
Configuration

Group to investigate means for conveying packets in Ethernet for-
mat at speeds in the gigabit-per-second range. A set of 1000-Mbps
standards have now been issued.

I n late 1995, the IEEE 802.3 committee formed a High-Speed Study

The strategy for Gigabit Ethernet is the same as that for 100-Mbps
Ethernet. While defining a new medium and transmission specification,
Gigabit Ethernet retains the carrier sense multiple access collision detect
(CSMA/CD) protocol and frame format of its 10- and 100-Mbps prede-
cessors. So it is compatible with the slower Ethernets, providing a
smooth migration path. As more organizations move to 100-Mbps
Ethernet, putting huge traffic loads on backbone networks, demand for
Gigabit Ethernet is intensifying.

Figure 1 shows a typical application of Gigabit Ethernet. A 1-Gbps LAN
switch provides backbone connectivity for central servers and high-
speed workgroup switches. Each workgroup LAN switch supports both
1-Gbps links, to connect to the backbone LAN switch and to support
high-performance workgroup servers, and 100-Mbps links, to support
high-performance workstations, servers, and 100-Mbps LAN switches.

Central
Servers

1 Gbps
Switching Hub

—— 100 Mbps Link
—— 1 Gbps Link

100/1000-Mbps Hubs

Protocol Architecture

Figure 2 shows the overall protocol architecture for Gigabit Ethernet.
The Media Access Control (MAC) layer is an enhanced version of the
basic 802.3 MAC algorithm. A separate gigabit medium-independent
interface (GMII) has been defined and is optional for all the medium op-
tions except unshielded twisted-pair (UTP).
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Gigabit Ethernet: continued

Figure 2: Gigabit
Ethernet Layers

The GMII defines independent 8-bit-parallel transmit and receive syn-
chronous data interfaces. It is intended as a chip-to-chip interface that
lets system vendors mix MAC and physical sublayer (PHY) compo-
nents from different manufacturers.

Two signal encoding schemes are defined at the physical layer. The 8B/
10B scheme is used for optical fiber and shielded copper media, and the
pulse amplitude modulation (PAM)-5 is used for UTP.

o Copper PHY
Encoden/Decod Encoder/
ncoder/Decoder Decoder

1300-nm 850-nm Copper UuTP
Transceiver Transceiver Transceiver Transceiver
1000Base-LX 1000Base-SX 1000Base-CX 1000Base-T

Media Access Layer

The 1000-Mbps specification calls for the same CSMA/CD frame for-
mat and MAC protocol as used in the 10- and 100-Mbps versions of
IEEE 802.3. For traditional Ethernet hub operation, in which only one
station can transmit at a time (half-duplex), the basic CSMA/CD scheme
has two enhancements:

e Carrier extension: Carrier extension appends a set of special symbols
to the end of short MAC frames so that the resulting block is at least
4096 bit-times in duration, up from the minimum 512 bit-times
imposed at 10 and 100 Mbps. This extension makes the frame length
of a transmission longer than the propagation time at 1 Gbps.

 Frame bursting: This feature allows for multiple short frames to be
transmitted consecutively, up to a limit, without relinquishing con-
trol for CSMA/CD between frames. Frame bursting avoids the
overhead of carrier extension when a single station has a number of
small frames ready to send. extension when a single station has
numerous small frames ready to send.

With a LAN switch (full-duplex operation), which provides dedicated
rather than shared access to the medium, the carrier extension and
frame bursting features are not needed. They are unnecessary because
data transmission and reception at a station can occur simultaneously
without interference and with no contention for a shared medium. All
the gigabit products on the market use a switching technique, and so do
not implement the carrier extension and frame bursting.
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Figure 3: Gigabit
Ethernet Media Options
(log scale)

With a switching technique, full-duplex operation is employed, and the
CSMA/CD protocol is not needed. The gigabit specification expands on
the pause protocol that is defined for 100-Mbps Ethernet by allowing
asymmetric flow control. Using the autonegotiation protocol, a device
may indicate that it may send pause frames to its link partner but will
not respond to pause frames from its partner.

Physical Layer
The current 1-Gbps specification for IEEE 802.3 includes the following
physical-layer alternatives (Figure 3):

1000Base-LX

1000Base-SX {

1000Base-T Category 5 UTP

1000Base-CX Shielded cable

25m  50m 250m  500m 2500m 5000m

® 1000Base-LX: This long-wavelength option supports duplex links of
up to 550 m of 62.5-um or 50-um multimode fiber or up to 5 km of
10-um single-mode fiber. Wavelengths are in the range of 1270 to
1355 nm.

® 1000Base-SX: This short-wavelength option supports duplex links of
up to 275 m using 62.5-um multimode or up to 550 m using 50-um
multimode fiber. Wavelengths are in the range of 770 to 860 nm.

® 1000Base-CX: This option supports 1-Gbps links among devices
located within a single room or equipment rack, using copper jump-
ers (specialized shielded twisted-pair cable that spans no more than
25 m). Each link is composed of a separate shielded twisted-pair run-
ning in each direction.

® 1000Base-T: This option makes use of four pairs of Category 5
unshielded twisted-pair copper wires to support devices over a range
of up to 100 m.
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Gigabit Ethernet: continued

Figure 4: 8B/10B
Encoding

Digital Signal Encoding Techniques for Gigabit Ethernet

The encoding scheme used for all the Gigabit Ethernet options except
twisted-pair is 8B/10B. This scheme is also used in Fibre Channel. With
8B/10B, each 8 bits of data is converted into 10 bits for transmission.
The 8B/10B scheme was developed and patented by IBM for use in its
200-megabaud ESCON interconnect system.

e The developers of this code list the following advantages:

® It can be implemented with relatively simple and reliable transceivers
at low cost.

e It is well balanced, with minimal deviation from the occurrence of an
equal number of 1 and 0 bits across any sequence.

e It provides good transition density for easier clock recovery.

e It provides useful error-detection capability.

The 8B/10B code is an example of the more general 7B#B code, in
which 2 binary source bits are mapped into 7 binary bits for transmis-
sion. Redundancy is built into the code to provide the desired
transmission features by making 7 > m. Figure 4 illustrates the opera-
tion of this code. The 8B/10B code actually combines two other codes, a
5B/6B code and a 3B/4B code. The use of these two codes is simply an
artifact that simplifies the definition of the mapping and the implementa-
tion; the mapping could have been defined directly as an 8B/10B code.
In any case, a mapping is defined that maps each of the possible 8-bit
source blocks into a 10-bit code block. There is also a function called
disparity control. In essence, this function keeps track of the excess of
Zeros over ones or ones over zeros. An excess in either direction is re-
ferred to as a disparity. If there is a disparity, and if the current code
block would add to that disparity, then the disparity control block com-
plements the 10-bit code block. This complement has the effect of either
eliminating the disparity or at least moving it in the opposite direction of
the current disparity.

Parallel Data Byte Control

Adapter Interface

5B/6B
Functions

3B/4B
Functions

10 Binary Lines to Serializer
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The encoding mechanism also includes a control line input, K, which in-
dicates whether the lines A through H are data or control bits. In the
latter case, a special nondata 10-bit block is generated. A total of 12 of
these nondata blocks are defined as valid in the standard. These blocks
are used for synchronization and other control purposes.

For 1000Base-T, the encoding scheme used is PAM-S, over four twisted-
pair links. Therefore, each link must provide a data rate of 250 Mbps.
PAM-5 provides better bandwidth utilization than simple binary signal-
ing by using five different signaling levels. Each signal element can
represent two bits of information (using four signaling levels). In addi-
tion, a fifth signal level is used in a forward error correction scheme.
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One Byte at a Time:

Is Your FTP Active or Passive?
by Thomas M. Thomas, NetCerts

hat many people don’t know is that the File Transfer Proto-

; N- / col (FTP) has multiple modes of operation that can
dramatically affect its operation and, as a result, the secu-

rity of your network. These modes of operation determine whether the
FTP server or FIP client initiates the TCP connections that are used to

send information from the server to the client. The FTP protocol sup-
ports two modes of operation, as follows:

e The first FTP mode of operation is known as normal, though it is
often referred to as active. This mode of operation is typically the
default.

® The second FTP mode of operation is known as passive.

In active (normal) FTP, the client opens a control connection on port 21
to the server, and whenever the client requests data from the server, the
server opens a TCP session on port 20. In passive FTP, the client opens
the data sessions, using a port number supplied by the server.

Active FTP Operation

The active mode of operation is less secure than the passive mode. This
mode of operation complicates the construction of firewalls, because the
firewall must anticipate the connection from the FTP server back to the
client program. The steps of this mode of operation are discussed below
and are shown in Figure 1.

e The client opens a control channel (port 21) to the server and tells
the server the port number to respond on. This port number is a ran-
domly determined port greater than 1023.

® The server receives this information and sends the client an acknowl-
edgement “OK” (ack). The client and server exchange commands on
this control connection.

® When the user requests a directory listing or initiates the sending or
receiving of a file, the client software sends a “PORT” command that
includes a port number > 1023 that the client wishes the server to use
for the data connection.

® The server then opens a data connection from port 20 to the client's
port number, as provided to it in the “PORT” command.

The client acknowledges and data flows.
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Figure 1: Active-Mode
FTP Connection
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Passive FTP Operation

This mode of operation is assumed to be more secure because all the

connections are being initiated from the client, so there is less chance

that the connection will be compromised. The reason it is called passive
is that the server performs a “passive open.” The steps of this mode of

operation are discussed below and are shown in Figure 2.

e In passive FTP, the client opens a control connection on port 21 to
the server, and then requests passive mode through the use of the
“PASV” command.

e The server agrees to this mode, and then selects a random port num-
ber (>1023). It supplies this port number to the client for data
transfer.

e The client receives this information and opens a data channel to the
server-assigned port.

The server receives the data and sends an “OK” (ack).
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One Byte at a Time: continued

Figure 2: Passive-Mode
FTP Connection
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Letter to the Editor

The article “Was the Melissa Virus so Different?” (The Internet Proto-
col Journal, Volume 2, Number 2, June 1999) by Barbara Y. Fraser et al
makes an interesting comparison between events in our real and virtual
lives, comparing e-mail borne viruses with commercial samples deliv-
ered to our physical mail boxes. While I think the comparison is a useful
exercise, the authors fail to point out one of the fundamental differences
between these two worlds.

An electronic message contains a finite amount of information: a careful
sender can make sure his identity cannot be revealed. In contrast, a
physical “message” (i.e., mail bomb, extortion letter, etc.) contains an
essentially unlimited amount of information: from finger prints and ma-
terial analysis to DNA traces, a potential perpetrator can never be
certain that he can deny his involvement. For cyberspace crimes the
chance to be caught is (and is perceived to be) much smaller. As a re-
sult, many virus authors have but the slimmest motive for their deed.

The fact that the Melissa author was quickly identified because of a hid-
den signature in Microsoft Word is little comfort. For reasons of
privacy, this feature has been disabled: it was a bug, not a feature.

To extend the analogy: suppose a simple device would become avail-
able that can look up a person’s full ID based on a DNA trace (a few
molecules) on any object touched or handled. Move the scanner over the
door handle and you know who’s been visiting. The ramifications
would be extensive. Most likely, the as-yet hypothetical device would be
illegal except for police use.

—Ernst Lopes Cardozo, Aranea Consult BV
e.lopes.cardozo@aranea.nl

Send us your comments!
We look forward to hearing your comments and suggestions regarding
anything you read in this publication. Send us e-mail at: ipj@cisco.com

Changes at the IPJ Web Site

Now you can find every issue of The Internet Protocol Journal in both
PDF and HTML format at www.cisco.com/ipj. We are also pleased to
announce that Nikkei Business Publications in Tokyo has provided an
introduction to IPJ in Japanese, as well as translation of some of the ti-
tles from previous issues at: http://nit.nikkei.co.jp/ipj.html. We
hope to set up similar links with other publications around the world.
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Book Reviews
DHCP

DHCP—A Guide to Dynamic TCP/IP Network Configuration, by
Berry Kercheval, ISBN 0-13-099721-8, Prentice Hall PTR, 1998,
http://www.prenhall.com/ptrbooks/ptr 0130997218 .html

First, I should note that this book arrived at the perfect time for me: I
am involved in adding Dynamic Host Configuration Protocol (DHCP)
support to a software product and needed a quick, thorough under-
standing of DHCP that went into sufficient detail to support some key
design decisions. The book provided me with exactly what I wanted.
However, as to whether or not this is a book you should own or even
want to read, that is a much more difficult question to answer.

Organization

The author begins with a chapter of general background information.
Then, in a logical progression, he goes through an overview of DHCP
and on to explicit details of both the client and server aspects of the pro-
tocol. In other sections he covers server administration, DHCP and IP
Version 6 (IPv6), and the future of DHCP. He then briefly reviews a few
available implementations. In supporting sections he covers the relation-
ship between DHCP and the Domain Name System (DNS), specifically
Dynamic DNS. In one chapter he discusses the relationship between di-
rectory services and DHCP, in particular, the Lightweight Directory
Access Protocol (LDAP). He then concludes with three appendices: one
lists DHCP vendors, another covers the available DHCP options, and a
final appendix provides the DHCP RFCs, RFC 2131 and RFC 2132.

Presentation

Overall, the book is well planned and easy to read. The background in-
formation is clearly written and gives sufficient material to assure that
even novice readers will not get left behind. The author clearly explains
the origins of DHCP in BOOTP and the continuing relationship be-
tween the two protocols. He also provides many examples that help
make the more difficult aspects of DHCP easier to grasp. The chapters
tend to progress in a logical order, making absorption of the fairly tech-
nical subject almost easy.

The presentation, however, is somewhat marred by minor errors and
omissions. None of these mistakes would confuse an expert, but they
will make it harder for the novice to be sure what he or she is to under-
stand. In one example, a client workstation on net 10.0.1.0 is offered,
and selects, an address of 10.0.2.32. This scenario is, however, clearly
unroutable, and the example only confuses the reader. The author also
makes a good effort at defining terms the first time they are used, and
then again in an extensive glossary. However, for some reason he never
defines two key terms: broadcast and multicast. Since both techniques
are core to understanding DHCP, this oversight is difficult to
understand.
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The chapters on DHCP are fairly exhaustive in their examination of the
protocol from overview to minutiae. The roles of clients, servers, and re-
lay agents are well described and documented with sample packets.
Each packet field is thoroughly explained and easy to grasp. However,
the sections of LDAP and Dynamic DNS could have been presented bet-
ter. The reader is left with a glimpse of possible relationships between
the protocols, but without enough information to really pull it all to-
gether. Notably missing is any mention of remote access and the Remote
Authentication Dial-In User Service (RADIUS) protocol. DHCP and
RADIUS perform similar functions in different situations, and there has
been much discussion in the past year or two about use of DHCP to
manage RADIUS IP address assignments.

Summary

This book sets out to accomplish a limited goal: informing the reader
about the basics of DHCP. A couple of detours along the way provide
useful information about related technologies (such as DNS and LDAP).
The author makes no assumptions about the user’s technical capability
and level of knowledge. This is perhaps the book’s major strength and
its biggest weakness. Because of his assumptions about the reader’s tech-
nical ability, a lot of space is devoted to giving background and reference
information assuring that the reader has the necessary foundation to un-
derstand the more complex aspects of DHCP. If the background
information and appendices (all of which are available on the net and
consist mostly of the RFCs anyway) are removed from the book, little is
left: without the appendices there are only 144 pages. Given that the
book costs $45, and that the 144 pages are essentially a guided explana-
tion of the RFCs anyway, the technically competent reader might do just
as well to download the RFCs and slog through them.

However, for the non-technical reader, or someone who just wants it all
in one convenient volume, the author’s approach is well worth the cost
of the book and the (short) time required to read it. Explanations are
clear and concise, terms are well defined, and everything the reader
needs to grasp about the complexities of DHCP is right there, in a logi-
cal order.
—Richard Perlman, Lucent Technologies
perl@lucent.com
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Book Reviews: continued

Information Warfare

Information Warfare and Security, Dorothy E. Denning, ISBN 0-201-
43303-6, Addison-Wesley, 1999, http://www.awl.com/cseng/0-
201-43303-6/

It has been said that “information is power,” and they who control the
information control the power. Whether the information is broadcast on
the evening news, printed in a newspaper, etched on stone tablets, or
published on a USENET newsgroup or Internet Web page, we rely on
information in our daily lives, and trust that most of the information we
receive and process is accurate.

“Information warfare.” What images does it conjure up for you? Propa-
ganda wars via pamphlets dropped from airplanes, or “cyber-terrorists”
versus the FBI on the Internet—or something else entirely? Dr. Denning
covers all bases in this, her latest book. The “warfare” of the title is
specifically the battle between the good guys and “information
terrorists.”

This book is a textbook for a course by the same name at Georgetown
University. No one, however, should be scared off by this knowledge.
This book is incredibly approachable, intended for a broad audience. It
is an introduction to information warfare, but really concentrates on
computer- and network-based information. Anyone involved or inter-
ested in computer and network security would benefit from this book.
Many sections are self-contained, so a reader can jump back and forth
among the sections. All the sections are interesting and informative, and
should be to both the highly technical reader as well as those for whom
technology is peripheral to their jobs, but who require or desire deeper
and broader knowledge of information warfare.

About the Author

Dorothy E. Denning is Professor of Computer Science at Georgetown
University. She is a well-known expert in the areas of computer security
and cryptography, and has been called as an expert witness to testify be-
fore the U.S. Congress. She is the author of over 100 papers on
computer and Internet security, and has written three other books in ad-
dition to this one: Cryptography and Data Security (a coeditor with
Peter Denning), Rights and Responsibilities of Participants in Net-
worked Communities, with Herbert S. Lin, and Internet Besieged:
Countering Cyberspace Scofflaws. She is also a frequent contributor to
security-related publications.
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Organization

Information Warfare and Security has three parts. Part 1 starts with a
very exciting (and still timely) discussion of the role information war-
fare played in the Gulf War in the early 1990s. The tone and flavor of
this opening chapter continues throughout the book. Randomly put
your finger in the book and you will be able to start an enjoyable and in-
teresting read (though I recommend reading beginning to end). Part 1
introduces basic concepts upon which the work is built. Chapters 2 and
3 present a taxonomy of information warfare, relating it to information
security and assurance, and suggesting four arenas of activity: play,
crime, individual rights, and national security. The author discusses
goals, motivations, culture, and concerns. Included is the no-doubt apoc-
ryphal, but always fun, quote attributed to Secretary of State for War
Henry Stimson, upon the 1929 “discovery” of the Black Chamber code-
breaking operation: “Gentlemen, do not read one another’s mail.”

Part 2 focuses on offense. This section covers topics that, for the most
part, will be new to many readers. The chapters cover open source mate-
rial and privacy (and piracy of information), “social engineering,” and
its kin. The threat from insiders—legitimate and those who have broken
in, gets a thorough treatment. Eavesdropping also is examined, from cel-
lular and pager intercepts, to the mysterious-to-most-people area of
traffic analysis, to surveillance, packet-sniffing, and other electronic
eavesdropping attacks.

Chapter 8 looks in detail at well-known computer hacking techniques
and the tools that implement the attacks. Chapter 9 discusses identity
theft, including forged e-mail and stolen accounts, IP-spoofing (stealing
the identity of a computer), and Trojan Horse attacks. Finally, Part 2
ends with a chapter dedicated to computer viruses, both real and
hoaxes.

Topics discussed in Part 3, “Defensive Information Warfare,” will be fa-
miliar to most readers who understand computer and network security.
Chapter 11 not only describes cryptographic techniques for protecting
information, but also covers steganography, or “the practice of hiding a
message in such a manner that its very existence is concealed”—and an-
onymity. Chapter 12, “How to Tell a Fake,” deals with methods for
determining identity or trustworthiness of entities or information. Chap-
ter 13 talks about access control mechanisms, including firewalls, and
intrusion detection. Covering vulnerability monitoring and analysis, risk
analysis, risk management, and incident response, Chapter 14 possibly
should have started Part 3. Devices, mechanisms, and methods should
be deployed after an understanding of what is contained in this chapter.
Part 3, and the book, end with a chapter dedicated to discussing the role
of government in defensive information warfare. Also included are de-
scriptions of recent (1990s) actions, laws, and initiatives of the U.S.
Government in this area.
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Book Reviews: continued

Cryptonomicon

Throughout, the book is seasoned with stories—infowar stories, if you
will—and background information, allowing the novice not only to un-
derstand, but also to enjoy learning what is contained within.

A Book for the Lecture Hall or Armchair

It is not surprising that Information Warfare and Security so thor-
oughly covers the space of information warfare theory, measures, and
countermeasures, not because it weighs in at over 500 pages, but be-
cause it was written as a text for a course that had to cover all of this
material. What may be surprising to readers unfamiliar with Dr. Den-
ning is that such complete coverage could be done in such an easy-to-
read way. I have no doubt that this book is and will continue to be use-
ful and effective in the classroom. In addition, the reader studying for
accreditation in a field requiring this knowledge, or the professional
wanting to “brush up,” “fill in,” or just “kick back,” will find much
here to commend itself.

—Frederick M. Avolio, Avolio Consulting

fred@avolio.com

Cryptonomicon, Neal Stephenson, ISBN 0-380-97346-4, Avon Books,
1999. http://www.cryptonomicon.com/main.html

It isn’t often that you find reviews of works of fiction in these pages, but
Cryptonomicon deserves special treatment. Neal Stephenson’s latest
work is a 918-page science fiction World War II thriller that I couldn’t
put down. You have to love a novel that has plot points that depend on
the technical details of prime number theory, Pretty Good Privacy
(PGP), public key infrastructure (PKI), Secure Shell (SSH), Global Posi-
tioning System (GPS), secure e-mail, and other Internet applications.
Truly this is an epic novel of techno-epic proportions.

The story takes places during both World War II and modern times.
The contemporary action revolves around an offshore data haven cre-
ated by a Silicon Valley startup with the usual coterie of managers,
venture capitalists, lawyers with class-action suits, marketeers, and nerds
that you’ll easily recognize. These entrepreneurs think nothing of flying
across the Pacific to attend a meeting and then flying home to get in
some quality family time.

The war setting revolves around a small group of code crackers who
travel around the globe planting misinformation behind German and
Japanese lines. The two groups are literally related: the modern genera-
tion is the progeny of the wartime crackers. Both groups are going after
hidden caches of gold, among other things, buried near the Philippines.
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Technology

There is much technology here for any self-respecting computer geek to
digest. Think of Tom Clancy playing with the latest laptops and the In-
ternet rather than with the latest guns. There is even an appendix
describing the technical details of one of the crypto algorithms using
synchronized decks of playing cards (a key plot point in the book).
Stephenson blends in descriptions of undersea cable laying and salvage
operations with the cracking of the Enigmalll codes and hunting down
German submarines. At one point, the code-cracking wartime division
has to change its numerical designation because it can be factored into
two prime numbers—too obvious.

One of my favorite scenes happens early in the book, when the modern-
day principals of the crypto firm are meeting some of their backers and
potential clients for the first time. The firm’s engineer (using the built-in
pinhole camera of the laptop) programs his UNIX laptop to surrepti-
tiously capture a photo of whoever is using the keyboard during a demo
of the firm’s crypto technology, but hides his program in a way that any
UNIX hacker would appreciate. He then e-mails the collected digital
photos to a friend to try to confirm their identity.

Balance

Unlike Clancy, this book has characters with some depth to them and
doesn’t overdo the technology. The relationship of the war and modern-
day periods is nicely tied together in the end, and the familiarity of the
modern-day business relationships is sometimes almost too painful to
read.

—David Strom, publisher of Web Informant

david@strom.com

References
[1] See http://www.nsa.gov:8080/museum/enigma.html

Would You Like to Review a Book for IPJ?

We receive numerous books on computer networking from all the ma-
jor publishers. If you’ve got a specific book you are interested in
reviewing, please contact us and we will make sure a copy is mailed to
you. The book is yours to keep if you send us a review. We accept re-
views of new titles, as well as some of the “networking classics.”
Contact us at ipj@ecisco.com for more information.
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Call for Papers

The Internet Protocol Journal (IP]) is published quarterly by Cisco
Systems. The journal is not intended to promote any specific products
or services, but rather is intended to serve as an informational and
educational resource for engineering professionals involved in the
design, development, and operation of public and private internets and
intranets. The journal carries tutorial articles (“What is...?”), as well as
implementation/operation articles (“How to...”). It provides readers
with technology and standardization updates for all levels of the
protocol stack and serves as a forum for discussion of all aspects of
internetworking.

Topics include, but are not limited to:

® Access and infrastructure technologies such as: ISDN, Gigabit Ether-
net, SONET, ATM, xDSL, cable fiber optics, satellite, wireless, and
dial systems

e Transport and interconnection functions such as: switching, routing,
tunneling, protocol transition, multicast, and performance

e Network management, administration, and security issues, includ-
ing: authentication, privacy, encryption, monitoring, firewalls,
trouble-shooting, and mapping

e Value-added systems and services such as: Virtual Private Networks,
resource location, caching, client/server systems, distributed systems,
network computing, and Quality of Service

e Application and end-user issues such as: e-mail, Web authoring,
server technologies and systems, electronic commerce, and appli-cat-
ion management

e Legal, policy, and regulatory topics such as: copyright, content
control, content liability, settlement charges, “modem tax,” and
trademark disputes in the context of internetworking

In addition to feature-length articles, IP] will contain standardization
updates, overviews of leading and bleeding-edge technologies, book
reviews, announcements, opinion columns, and letters to the Editor.

Cisco will pay a stipend of US$1000 for published, feature-length
articles. Author guidelines are available from Ole Jacobsen, the Editor
and Publisher of IP], reachable via e-mail at ole@ecisco.com
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Fragments

More ICANN News

The Internet Corporation for Assigned Names and Numbers (ICANN)
recently announced that seven additional applicant companies have met
its registrar accreditation criteria.

As accredited registrars, these seven companies will compete in the mar-
ket for domain name registration services in the .com, .net, and .org
domains. In addition, they will be able to participate the ongoing test-
bed program for the Shared Registry System, which allows multiple
ICANN:-accredited registrars to provide domain name registration ser-
vices in these domains. Under an agreement announced August 6 by the
U.S. Department of Commerce and Network Solutions, Inc. (NSI—the
developer of the Shared Registry System), new registrars that have
signed an accreditation agreement with ICANN will be eligible to join
the initial five testbed registrars as participants in the testbed operation.
The testbed phase is currently scheduled to conclude on September 10,
1999.

The seven new companies join the 57 companies that have already been
accredited by ICANN starting in April, 1999. Until the initial introduc-
tion of competition in June, registration services in the .com, .net, and
.org domains were provided solely by NSI under a 1992 Cooperative
Agreement with the U.S. Government.

The additional seven companies named are: CommuniTech.Net, Inc.
(United States), GANDI (France), iDirections, Inc. (United States), In-
terNeXt (France), ProBoard Technologies (United States), PSI-USA
(United States), and Signature Domains, Inc. (United States). Further
information about these companies will be made available on the
ICANN Web site:

http://www.icann.org/registrars/accreditation.html

Under an October 6, 1998 amendment to the Cooperative Agreement
between NSI and the U.S. Government, the process of opening the Inter-
net Domain Name System’s three largest domains to competition was
launched with a testbed phase that began on April 26. Five companies
were initially accredited to use the NSI Shared Registry System in a test
operation designed to ensure that the introduction of competition oc-
curs in a smooth, coordinated manner.

By qualifying to be accredited as registrars, the seven new registrars join
the five original testbed registrars, as well as the 52 other companies that
have already qualified for ICANN accreditation. The Shared Registry
System testbed program has been expanded to extend to all accredited
registrars that sign the standard testbed registrar agreements with NSI
and meet technical certification requirements.
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Fragments: continued

ICANN is a non-profit, international corporation formed in September
1998 to oversee a select set of Internet technical management functions
currently managed by the U.S. Government, or by its contractors and
volunteers. Specifically, ICANN is assuming responsibility for coordinat-
ing the management of the Domain Name System (DNS), the allocation
of IP address space, the assignment of protocol parameters, and the
management of the root server system. For more information, see
http://www.icann.org. Here you will also find information about
ICANN’s upcoming public meetings.

INET 2000

INET 2000: The Internet Global Summit, is a special INET. Hosted by
the Internet Society, the Summit will be held 18-21 July 2000, in Yoko-
hama, Japan. The place, the date, and the fact that it is the 10th
anniversary of this important event all mark it as an exceptional year.

To be considered as a speaker, panelist, tutorial instructor, or poster
presenter, please see http://www.isoc.org/inet2000/callforab-
stracts.shtml for submission instructions and to read about this
year’s theme, “Global Distributed Knowledge for Everyone.”

INET is the premier international event for Internet and internetwork-
ing professionals. Nowhere can such a broad cross-section of important
movers of the Internet be found in one single location.

We look forward to receiving your abstract and seeing you in Japan!

—Jean-Claude Guedon and Jun Murai
Co-Chairs, INET 2000 Program Committee

Y2K and The Internet

As the countdown to the Year 2000 continues, a number of efforts are
underway to ensure that the Internet continues to operate normally on
January 1, 2000. Here we include some pointers to recent activities.

On July 30, 1999, the President’s Council on Year 2000 Conversion,
convened a roundtable meeting to examine the readiness of the Internet
for the Year 2000 date change, and to coordinate efforts to maintain In-
ternet performance and reliability during the transition to the new
millennium. The roundtable brought together roughly 100 prominent
organizations and individuals from different parts of the Internet com-
munity to discuss the Internet’s Y2K readiness. Meeting participants
included small and large ISPs, equipment vendors, root name server and
domain registries, exchange points, network time servers, industry asso-
ciations, and government officials. For more information see:

http://www.y2k.gov/ and http://www.mids.org/y2k/
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For small- and medium-sized businesses in the U.S. and in key trading
partner countries, the U.S. Department of Commerce (DoC) is provid-
ing a strategic management tool to help battle the millennium bug. The
Y2K Self-Help Tool/CD-ROM contains a software program that en-
ables users to complete an inventory of assets that may be susceptible to
Y2K problems, gauge the criticality of business processes, develop con-
tingency plans and conduct remediation activities.

This CD-ROM contains a 10-minute discussion video, the software pro-
gram for managing your Y2K process, a self-assessment checklist,
contingency planning template, user guide and hotlinks to many helpful
Y2K sites. It has been produced in several languages including English,
Spanish, Mandarin Chinese, Japanese, French, Portuguese, Arabic and
Russian. The software was developed by the DoC’s National Institute of
Standards and Technology Manufacturing Extension Partnership (MEP)
in cooperation with the U.S. Department of Agriculture and the U.S.
Small Business Administration.

To receive just the software, visit: www.nist.gov/y2k/software.htm
and download Conversion 2000: Y2K Jumpstart Kit. To receive the
complete CD-ROM with video and hotlinks, you can call 1-800-Y2K-
7557 and ask for the Self-Help Tool in any of the languages listed
above. If you are an association or organization interested in multiple
copies of the CD-ROM for your members and staff, click on order
form, print the form, complete the requested information, and fax it to
202-482-0077. Please note that there is a minimal charge for orders over
100 copies for duplication and shipping.

The Internet Engineering Task Force (IETF) has examined all of the
protocol standards and related documents to identify any potential in-
herent Y2K problems in the Internet Protocol Suite. The resulting
report, RFC 2626, “The Internet and the Millennium Problem (Year
2000)” can be found at http: //www.ietf.org/rfc/rfc2626.txt

See also:

http://www.apia.org

http://www.nety2k.org/
http://www.cert.org/y2k/indmessage.html
http://www.icann.org/committees/dns-root/y2k-
statement.htm

This publication is distributed on an “as-is” basis, without warranty of any kind either express or
implied, including but not limited to the implied warranties of merchantability, fitness for a particular
purpose, or non-infringement. This publication could contain technical inaccuracies or typographical
errors. Later issues may modify or update information provided in this issue. Neither the publisher nor
any contributor shall have any liability to any person for any loss or damage caused directly or
indirectly by the information contained herein.
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FrRoM THE EDITOR

In June 1992 when I was editor and publisher of ConneXions—The In-
teroperability Report, we published an article entitled “First IETF
Internet Audiocast.” Steve Casner and Steve Deering wrote: “The
March Internet Engineering Task Force (IETF) meeting in San Diego
was an exciting one for those interested in teleconferencing. In addition
to several sessions on teleconferencing topics, we managed to pull off a
‘wild idea’ suggested by Allison Mankin from MITRE: live audio from
the IETF site was ‘audiocast’ using IP multicast packet audio over the In-
ternet to participants at 20 sites on three continents spanning 16
timezones.”

Multicast has come a long way since 1992. Today, every IETF meeting
features several live streams of not only audio but also video and slide
presentations. Multicast continues to be developed in the IETF, as pro-
tocols and tools are being revised and refined. In two articles, Jon
Crowcroft and Mark Handley describe the technologies behind multi-
cast. The first article, included in this issue, looks at the current state of
multicast. The second article, to appear in a future issue of IP], will look
at the problems that need to be solved before multicast can become a
truly scalable service for the Internet.

Research into new, high-speed networking technologies and applica-
tions is taking place in many parts of the world. One example of such a
research effort can be found in the Internet2 Project. Larry Dunn de-
scribes some of the technology and application development being
conducted by Internet2 members.

Interest in [P Version 6 (IPv6) is growing as organizations contemplate a
world where millions of devices such as cellphones, PDAs, cable TV set-
top boxes and so on are “Internet Ready.” The formation of the IPv6
Forum (www.ipv6forum.com) is some indication of this interest. We
will look at a particular IPv4-to-IPv6 transition strategy in our next is-
sue. In the meantime, Peter Salus takes a historical look at Internet
addressing in our series “One Byte at a Time.”

And so we reach the end of 1999 and the end of Volume 2 of The Inter-
net Protocol Journal. We wish you a pleasant holiday season and an
uneventful transition to Y2K.

—Ole |. Jacobsen, Editor and Publisher

ole@cisco.com



Internet Multicast Today
by Mark Handley, ACIRI and Jon Crowcroft, University College London

hen you need to send data to many receivers simulta-

neously, you have two options: repeated transmission and

broadcast. Repeated transmission may be acceptable if the
cost is low enough and delivery can be spread out over time, as with
junk mail or electronic mailing lists. Otherwise, a broadcast solution is
required. With real-time multimedia, repeated delivery is feasible, but
only at great expense to the sender, who must invest in large amounts of
bandwidth. Similarly, traditional broadcast channels have been very ex-
pensive if they cover significant numbers of recipients or large geographic
areas. However, the Internet offers an alternative solution: IP multicast
effectively turns the Internet into a broadcast channel, but one that any-
one can send to without having to spend huge amounts of money on
transmitters and government licenses. It provides efficient, timely, and
global many-to-many distribution of data, and as such may become the
broadcast medium of choice in the future.

The Internet is a datagram network, meaning that anyone can send a
packet to a destination without having to preestablish a path. Of course,
the boxes along the way must have either precomputed a set of paths, or
they must be relatively fast at calculating one as needed, and typically,
the former approach is used. However, the sending host need not be
aware of or participate in the complex route calculation; nor does it
need to take part in a complex signaling or call setup protocol. It simply
addresses the packet to the right place, and sends it. This procedure may
be a more complex procedure if the sending or receiving systems need
more than the default performance that a path or network might offer,
but it is the default model.

Adding multicast to the Internet does not alter the basic model. A send-
ing host can still simply send, but now there is a new form of address,
the multicast or host group address. Unlike unicast addresses, hosts can
dynamically subscribe to multicast addresses and by so doing cause mul-
ticast traffic to be delivered to them. Thus the IP multicast service model
can be summarized:

e Senders send to a multicast address
e Receivers express an interest in a multicast address

* Routers conspire to deliver traffic from the senders to the receivers

Sending multicast traffic is no different from sending unicast traffic ex-
cept that the destination address is slightly special. However, to receive
multicast traffic, an interested host must tell its local router that it is in-
terested in a particular multicast group address; the host accomplishes
this task by using the Internet Group Management Protocol (IGMP).
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Point-to-multipoint communication is nothing new. We are all used to
the idea of broadcast TV and radio, where a shared medium (the radio
frequency [RF] spectrum) is partitioned among users (transmitter or TV/
radio station owners). It is a matter of regulation that there is typically
only one unique sender of particular content on any given frequency, al-
though other parts of the RF spectrum are given over to free use for
multiparty communication (police radio, citizen band radio, and so on).

The Internet multicast 70dell] is very similar. The idea is to convert the
mesh wide-area network that is the Internet (whether the public Inter-
net, a private enterprise net, or intranet makes no difference to the
model), into a shared resource for senders to send to multiple partici-
pants, or groups.

To make this group communication work for large-scale systems—in
the sense of a large number of recipients for a particular group, or in the
sense of a large number of senders to a large number of recipients, or in
the sense of a large number of different groups—it is necessary, both for
senders and for the routing functions to support delivery, to have a sys-
tem that can be largely independent of the particular recipients at any
one time. In other words, just as a TV or radio station does not know
who is listening when, an Internet multicast sender does not know who
might receive packets it sends. If this scenario sends out alarm bells
about security, it shouldn’t. A unicast sender has no assurance about
who receives its packets either. Assurances about disclosure (privacy)
and authenticity of sender/recipient are largely separate matters from
simple packet delivery models. Security is a topic of much research and
the focus for the recently formed Internet Research Task Force (IRTF)
research group, Secure Multicast Group (SMuG).

The Internet multicast model is an extension of the datagram model; it
uses the fact that the datagram is a self-contained communications unit
that not only conveys data from source to destination, but also conveys
the source and destination address information. In other words, in some
senses, datagrams signal their own path, both with a source and a desti-
nation address in every packet.

By adding a range of addresses dedicated for sending to groups, and
providing independence between the address allocation and the rights to
send to a group, the analogy between RF spectrum and the Internet mul-
ticast space is maintained. Some mechanism, as yet unspecified, is used
to dynamically choose which address to send to. Suffice it to say that for
now, the idea is that somehow, elsewhere, the address used for a multi-
cast session or group communication activity is chosen so that it does
not clash with other uses or users, and is advertised to potential senders
and receivers.

Unlike the RF spectrum, an IP packet to be multicast carries a unique
source identifier, in that such packets are sent with the normal unicast IP
address of the interface of the sending host.
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Internet Multicast Today: continued

It is also worth noting that an address that is being used to signify a
group of entities must surely be a logical address (or in some senses a
name) rather than a topological or topographical identifier. We shall see
that this means there must be some service that maps such a logical
identifier to a specific set of locations in the same way that a local uni-
cast address must be mapped (or bound) to a specific location. In the
multicast case, this mapping is distributed. Note also that multicast In-
ternet addresses are in some sense “host group” addresses, in that they
indicate a set of hosts to deliver to. In the Internet model, there is a fur-
ther level of multiplexing, that of transport-level ports, and there is room
for some overlap of functionality, since a host may receive packets sent
to multiple multicast addresses on the same port, or multiple ports on
the same multicast address.

This model raises numerous questions about address and group man-
agement, such as how these addresses are allocated. The area requiring
most change, though, is in the domain of the routing. Somehow the
routers must be able to build a distribution tree from the senders to all
the receivers for each multicast group. The senders don’t know who the
receivers are (they just send their data), and the receivers don’t know
who the senders are (they just ask for traffic destined for the group ad-
dress), so the routers have to do something without help from the hosts.
We will examine this scenario in detail in the section “Multicast
Routing.”

Roadmap

The functions that provide the Standard Internet Multicast Service can
be separated into host and network components. The interface between
these components is provided by IP multicast addressing and IGMP
group membership functions, as well as standard IP packet transmis-
sion and reception. The network functions are principally concerned
with multicast routing, while host functions also include higher-layer
tasks such as the addition of reliability facilities in a transport-layer pro-
tocol. That’s the order in which we cover each of these functions in the
rest of this article. At the end of the article we list the current status of
Internet Engineering Task Force (IETF) specification for the various
components.

Host Functions

As we stated above, host functionality is extended through the use of the
IGMP protocol. Hosts and routers, which we will look at later, must be
able to deal with new forms of addresses. When IP Version 4 address-
ing was first designed, it was divided into classes as shown in Figure 1.
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Figure 1: Internet
Address Classes
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1.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0

to 126.255.255.255
to 191.255.255.255
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to 239.255.255.255

01234 8 16 24 31
ClassA| 0 netid hostid
ClassB| 1|0 netid hostid
ClassC|1[1(0 netid hostid
ClassD|1(1[1(0 multicast address

Originally Class A was intended for large networks, B for midsize net-
works, and C for small networks. Class D was later allocated for
multicast addresses. Since then, classless addressing has been introduced
to solve Internet scaling problems, and the rules for Classes A, B, and C
no longer hold, but Class D is still reserved for multicast, so all IPv4
multicast addresses start with the high-order 4-bit “nibble”: 1110

In other words, from the 232 possible addresses, 228 are multicast, mean-
ing that there can be up to about 270 million different groups, each with
as many senders as can get unicast addresses! This number is many or-
ders of magnitude more than the RF spectrum allows for typical analog
frequency allocations.

For a host to support multicast, the host service interface to IP must be
extended in three ways:

* A host must be able to join a group, meaning that it must be able to
reprogram its network level, and possibly, consequentially, the lower
levels, to be able to receive packets addressed to multicast group
addresses.

® An application that has joined a multicast group and then sends to
that group must be able to select whether it wants the host to loop-
back the packets it sent so that it receives its own packets.

® A host should be able to limit the scope with which multicast mes-
sages are sent. The Internet Protocol contains a Time-To-Live (TTL)
field, used originally to limit the lifetime of packets on the network,
both for safety of upper layers, and for prevention of traffic overload
during temporary routing loops. It is used in multicast to limit how
“far” a packet can go from the source. We will see below how scop-
ing can interact with routing.

When an application tells the host networking software to join a group,
the host software checks to see if the host is a member of the group. If
not, it makes a note of the fact, and sends out an IGMP membership re-
port message. It also maps the IP address to a lower-level address and
reprograms its network interface to accept packets sent to that address.
There is a refinement here: a host can join “on an interface;” that is,
hosts that have more than one network card can decide which one (or
more than one) they wish to receive multicast packets via. The implica-
tion of the multicast model is that it is “pervasive,” so it is usually
necessary to join on only one interface.
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Internet Multicast Today: continued

Taking a particular example to illustrate the IP-level to link-level map-
ping process, if a host joins an IP multicast group using an Ethernet
interface, there is a mapping from the low 24 bits of the multicast ad-
dress into the low 24 (out of 48) bits of the Ethernet address. Since this
mapping is a many-to-one mapping, there may be multiple IP multicast
groups occupying the same Ethernet address on a given wire, though it
may be made unlikely by the address allocation scheme. An Ethernet
LAN is a shared-medium network, thus local addressing of packets to
an Ethernet group means that the packets are received by Ethernet hard-
ware and delivered to the host software of only those hosts with
members of the relevant IP group. Therefore, host software is generally
saved the burden of filtering out irrelevant packets. Where there is an
Ethernet address clash, software can filter the packets efficiently.

Operation of the IGMP protocol can be summarized as follows:

® When a host first joins a group, it programs its Ethernet interface to
accept the relevant traffic, and it sends an IGMP Join message on its
local network. This message informs any local routers that there is a
receiver for this group now on this subnet.

e The local routers remember this information, and arrange for traffic
destined for this address to be delivered to the subnet.

e After a while, the routers wonder if there is still any member on the
subnet, and send an IGMP query message to the multicast group. If
the host is still a member, it replies with a new message unless it
hears someone else do so first. Multicast traffic continues to be
delivered.

e Eventually the application finishes, and the host no longer wants the
traffic. It reprograms its Ethernet interface to reject the traffic, but the
packets are still sent until the router times the group out and sends a
query to which no one responds. The router then stops delivering the
traffic.

Thus joining a multicast group is quick, but leaving can be slow with
IGMP Version 1. IGMP Version 2 reduces the leave latency by introduc-
ing a “Leave” message and a set of rules to prevent one receiver from
disconnecting others when it leaves. IGMP Version 3 (not yet deployed)
introduces the idea of source-specific joining and leaving, whereby a
host can subscribe (or reject) traffic from individual senders rather than
the group as a whole, at the expense of more complexity and extra state
in routers.

Multicast Routing

Given the multicast service model described above, and the restrictions
that senders and receivers don’t know each others’ location or anything
about the topology, how do routers conspire to deliver traffic from the
senders to the receivers?
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We shall assume that if a sender and a receiver did know about each
other, they could each send unicast packets to the other. In other words,
there is a network with bidirectional paths and an underlying unicast
routing mechanism already running. Given this network, there is a spec-
trum of possible solutions. At one extreme, we can flood data from the
sender to all possible receivers and have the routers for networks where
there are no receivers prune off their branches of the distribution tree. At
the other extreme, we can communicate information in a multicast rout-
ing protocol conveying the location of all the receivers to the routers on
the paths to all possible senders. Neither method is particularly desir-
able on a global scale, so the most interesting solutions tend to be hybrid
solutions that lie between these extremes.

In the real world, there are many different multicast routing protocols,
each with its own advantages and disadvantages. We shall explain each
of the common ones briefly, because a working knowledge of their pros
and cons helps us understand the practical limits to the uses of multicast.

Flood and Prune Protocols

Flood and Prune Protocols are more correctly known as reverse-path
multicast algorithms. When a sender first starts sending, traffic is
flooded out through the network. A router may receive the traffic along
multiple paths on different interfaces, in which case it rejects any packet
that arrives on any interface other than the one it would use to send a
unicast packet back to the source. It then sends a copy of each packet
out of each interface other than the one back to the source. In this way,
each link in the whole network is traversed at most once in each direc-
tion, and the data is received by all routers in the network.

So far, this process describes reverse-path broadcast. Many parts of the
network will be receiving traffic, even though there are no receivers
there. These routers know they have no receivers (otherwise IGMP
would have told them) and they can then send prune messages back to-
ward the source to stop unnecessary traffic from flowing. Thus the
delivery tree is pruned back to the minimal tree that reaches all the re-
ceivers. The final distribution tree is what would be formed by the union
of shortest paths from each receiver to the sender, so this type of distri-
bution tree is known as a shortest-path tree (strictly speaking, it’s a
reverse shortest path tree—typically the routers don’t have enough infor-
mation to build a true forward shortest-path tree).

Two commonly used multicast routing protocols fall in the class: the
Distance Vector Multicast Routing Protocol (DVMRP)!4l and Protocol
Independent Multicast Dense-Mode (PIM-DM)BL. The primary differ-
ence between these protocols is that DVMRP computes its own routing
table to determine the best path back to the source, whereas PIM Dense-
Mode uses the routing table of the underlying unicast routing system,
hence the term “Protocol Independent.”
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Internet Multicast Today: continued

It should be fairly obvious that sending traffic everywhere and getting
people to tell you what they don’t want is not a particularly scalable
mechanism. Sites get traffic they don’t want (albeit very briefly), and
routers not on the delivery tree need to store prune state. For example, if
a group has one member in the UK and two in France, routers in Aus-
tralia still get some of the packets, and they need to hold prune state to
prevent more packets from arriving! However, for groups where most
places actually do have receivers (receivers are “densely” distributed),
this sort of protocol works well. So although these protocols are poor
choices for a global scheme, they might be appropriate within some
organizations.

MOSPF

Multicast Open Shortest Path first (MOSPF!12]) isn’t really a category,
but a specific instance of a protocol. MOSPF is the multicast extension
to Open Shortest Path First (OSPF!!!1), which is a unicast link-state rout-
ing protocol.

Link-state routing protocols work by having each router send a routing
message periodically listing its neighbors and how far away they are.
These routing messages are flooded throughout the entire network, so
every router can build up a map of the network. This map is then used
to build forwarding tables (using a Dijkstra algorithm) so that the router
can decide quickly which is the correct next hop for a particular packet.

Extending this concept to multicast is achieved simply by having each
router also list in a routing message the groups for which it has local re-
ceivers. Thus given the map and the locations of the receivers, a router
can also build a multicast forwarding table for each group.

MOSPF also suffers from poor scaling. With flood-and-prune proto-
cols, data traffic is an implicit message about where there are senders, so
routers need to store unwanted state where there are no receivers. With
MOSPF, there are explicit messages about where all the receivers are, so
routers need to store unwanted state where there are no senders. How-
ever, both types of protocol build very efficient distribution trees.

Center-Based Trees

Rather than flooding the data everywhere, or flooding the membership
information everywhere, algorithms in the center-based trees category
map the multicast group address to a particular unicast address of a
router, and they build explicit distribution trees centered around this
particular router. Three main problems need to be solved to get this ap-
proach to work:

e How is the mapping from group address to center address
performed?

e How is the center location chosen so that the distribution trees are
efficient?

e How is the tree actually constructed given the center address?
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Figure 2: Formation of a
CBT Bidirectional
Shared Tree

Different protocols have come up with different solutions to these prob-
lems. Three center-based tree protocols are worth exploring because
they illustrate different approaches: Core-Based Trees (CBT), PIM
Sparse-Mode (PIM-SM), and the Border Gateway Multicast Protocol
(BGMP). However, we will leave discussion of BGMP until our second
article because it is not currently deployed.

Core-Based Trees
Core-Based Trees (CBT!!) was the earliest center-based tree protocol,
and it is the simplest.

When a receiver joins a multicast group, its local CBT router looks up
the multicast address and obtains the address of the Core router for the
group. It then sends a Join message for the group toward the Core. At
each router on the way to the Core, forwarding state is instantiated for
the group, and an acknowledgment is sent back to the previous router.
In this way, a multicast tree is built, as shown in Figure 2.
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If a sender (that is, a group member) sends data to the group, the pack-
ets reach its local router, which forwards them to any of its neighbors
that are on the multicast tree. Each router that receives a packet for-
wards it out of all its interfaces that are on the tree except the one the
packet came from. The style of tree CBT builds is called a “bidirectional
shared tree,” because the routing state is “bidirectional”—packets can
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Internet Multicast Today: continued

flow both up the tree toward the Core and down the tree away from the
Core, depending on the location of the source, and packets are “shared”
by all sources to the group. This scenario is in contrast to “unidirec-
tional shared trees” built by PIM-SM as we shall see later.

IP multicast does not require senders to a group to be members of the
group, so it is possible that a sender’s local router is not on the tree. In
this case, the packet is forwarded to the next hop toward the Core.
Eventually the packet will either reach a router that is on the tree, or it
will reach the Core, and it is then distributed along the multicast tree.

CBT also allows multiple Core routers to be specified, adding a little re-
dundancy in case the Core becomes unreachable. CBT never properly
solved the problem of how to map a group address to the address of a
Core. In addition, good Core placement is a difficult problem. Without
good Core placement, CBT trees can be quite inefficient, and so CBT is
unlikely to be used as a global multicast routing protocol.

However, within a limited domain, CBT is very efficient in terms of the
amount of state that routers need to keep. Only routers on the distribu-
tion tree for a group keep forwarding state for that group, and no router
needs to keep information about any source; thus CBT scales much bet-
ter than flood-and-prune protocols, especially for sparse groups where
only a small proportion of subnetworks have members.

PIM Sparse-Mode

The work on CBT encouraged others to try to improve on its limita-
tions while keeping the good properties of shared trees, and PIM Sparse-
Mode!”! was one result. The equivalent of a CBT Core is called a Ren-
dezvous Point (RP) in PIM, but it largely serves the same purpose.

When a sender starts sending, whether it is a member or not, its local
router receives the packets and maps the group address to the address of
the RP. It then encapsulates each packet in another IP packet (imagine
putting one letter inside another, differently addressed, envelope) and
sends it unicast directly to the RP.

When a receiver joins the group, its local router initiates a Join message
that travels hop-by-hop to the RP instantiating forwarding state for the
group. However, this state is unidirectional state—it can be used only by
packets flowing from the RP toward the receiver, and not for packets
flowing back up the tree toward the RP. Data from senders is de-encap-
sulated at the RP and flows down the shared tree to all the receivers.

PIM-SM is an improvement on CBT in that discovery of senders and
and tree building from senders to receivers are separate functions.
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Figure 3: Formation of a
PIM Sparse-Mode Tree

Thus PIM-SM unidirectional trees are not particularly good distribution
trees, but they do start data flowing to the receivers. Once this data is
flowing, the local router of a receiver can then initiate a transfer from
the shared tree to a shortest-path tree by sending a source-specific Join
message toward the source, as shown in Figure 3. When data starts to
arrive along the shortest-path tree, a prune message can be sent back up
the shared tree toward the source to avoid getting the traffic twice.
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Unlike other shortest-path tree protocols such as DVMRP and PIM-
DM, where prune state exists everywhere there are no receivers, with
PIM-SM, source-specific state exists only on the shortest-path tree. Also,
low-bandwidth sources such as those sending Real-Time Control Proto-
col (RTCP) receiver reports do not trigger the transfer to a shortest-path
tree, a scenario that further helps scaling by eliminating unnecessary
source-specific state.

Because PIM-SM can optimize its distribution trees after formation, it is
less critically dependent on the RP location than CBT is on the Core lo-
cation. Hence the primary requirement for choosing an RP is load
balancing. To perform multicast-group-to-RP mapping, PIM-SM predis-
tributes a list of candidates to be RPs to all routers. When a router needs
to perform this mapping, it uses a special hash function to hash the
group address into the list of candidate RPs to decide the actual RP to
join.
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Internet Multicast Today: continued

Except in rare failure circumstances, all the routers within the domain
will perform the same hash, and come up with the same choice of RP.
The RP may or may not be in an optimal location, but this situation is
offset by the ability to switch to a shortest-path tree.

The dependence on this hash function and the requirement to achieve
convergence on a list of candidate RPs does, however, limit the scaling
of PIM-SM. As a result, it is also best deployed within a domain, al-
though the size of such a domain may be quite large.

Interdomain Multicast Routing
All the multicast routing schemes described so far suffer from scaling
problems of one form or another:

e DVMRP and PIM-DM initially send data everywhere, and require
routers to hold prune state to prevent this flooding from persisting.

e MOSPF requires all routers to know where all receivers are.

e PIM-SM needs predistribution of information about the set of RPs.
Because traffic needs to flow to the RP, an RP cannot handle too
many groups simultaneously, so many RPs are needed globally.

Thus each of these schemes is likely to be best deployed within a do-
main. How then does interdomain multicast routing take place?

Long-term solutions to this problem will be discussed in the second of
these articles. In the meantime, the interim solution currently being de-
ployed consists of multiprotocol extensions to the unicast Border
Gateway Protocol (BGP) interdomain routing protocol, and a protocol
called MSDP to glue PIM-SM domains together.

Multiprotocol BGP

For either technical or policy reasons, not all routers or peerings be-
tween Internet Service Providers (ISPs) are multicast capable. This
situation complicates the use of PIM-SM for operation between do-
mains because PIM assumes that the route obtained by unicast routing
is good for multicast routing (strictly speaking, PIM assumes the reverse
unicast path is good for forward-path multicast routing). If, in fact, the
reverse unicast path is 7ot good for forward-path multicast, then Join
messages will often reach routers that do not support multicast, result-
ing in a lack of multicast connectivity. How then do we solve this
problem?

BGP is the unicast interdomain routing protocol that is very widely used
to connect unicast routing domains together. The multiprotocol exten-
sions to BGP allow multiple routing tables to be maintained for different
protocols. Thus with the Multiprotocol Extensions for BGP-4 (MBGP)R2],
you can build one routing table for unicast-capable routes and one for
multicast-capable routes using the same protocol. PIM can then use the
multicast-capable routes to forward Join messages and can, therefore, de-
tour around parts of the network that don’t support multicast.
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Multicast Source Discovery Protocol

In addition to the problem of designing a scalable mechanism for map-
ping multicast groups to RPs, attempts to use PIM-SM as an
interdomain protocol are hindered by ISPs’ desire not to be dependent
on other ISPs’ facilities. For example, consider a multicast group consist-
ing of senders and receivers in two domains, A and B, run by two
different ISPs. If the RP is in domain A, and there is some problem in
domain A, then senders and receivers in domain B might still be unable
to communicate with each other using multicast, even though they are
in the same domain, because initial PIM register messages must go via
the RP. ISPs do not want to be dependent on other ISPs for connectivity
within their own domain, so it appears that using PIM-SM as an inter-
domain protocol would be unacceptable, even if there were no
scalability problems.

The Multicast Source Discovery Protocol (MSDP)B! is an attempt to
work around this problem. It does not provide a long-term scalable so-
lution, but does provide a solution that solves the ISP interdependence
problem.

With MSDP, ISPs run PIM-SM within their own domain, and they have
their own set of RPs for all groups within that domain. Additionally, the
RPs within the domain are interconnected with each other and with RPs
in neighboring domains using MSDP control connections to form a
loose mesh.

The process is shown in Figure 4. Within domain 1, R1 and R2 send
Join messages from group G to RP-1. Similarly, R3 and R4 send Join
messages to RP-2. When S starts sending, its packets are encapsulated to
RP-2 by its local router in the normal PIM-SM manner. RP-2 decapsu-
lates the packets and forwards them down the group-shared tree within
domain 2 to reach R3 and R4. In addition, it sends a Source Active mes-
sage over the MSDP mesh to all other RPs. RPs like RP-1 that have
active joiners for this group then send a source-specific Join back across
the interdomain boundary toward S. Traffic is then delivered interdo-
main following the source-specific state laid down by the Join messages,
and it is eventually delivered to R1 and R2.

MSDP uses the normal PIM-SM source-specific join mechanism interdo-
main following the MBGP multicast routes back to the source, but it
sets up only a group-shared tree within each domain, avoiding the need
to depend on remote RPs in different domains for the delivery of traffic
between local members in a domain.
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Figure 4: MSDP in
Operation
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As an interdomain routing protocol, however, MSDP has many short-
comings. In particular, every RP in every domain must be told about
every source that starts sending, and a significant subset of the RPs must
cache all this information so that receivers that join late can cause
source-specific Joins to be sent by their local RP. Thus MSDP does not
scale well if there are a large number of senders worldwide.

In addition, to ensure that the first few packets sent by a source do not
get lost, they must be encapsulated and sent alongside the Source Active
message to all the RPs that might possibly have receivers. If they are not
encapsulated, then sources that send only a few packets every few min-
utes might never get any data through to receivers because the source-
specific state has timed out after each time they send.

In summary, MSDP is not a scalable long-term solution to interdomain
multicast routing. However, it does solve a real short-term problem
faced by ISPs, and so it is currently seeing significant deployment.

Multicast Address Allocation

A local protocol for requesting multicast addresses from multicast ad-
dress allocation servers has recently been standardized. This protocol is
called Multicast Address Dynamic Client Allocation Protocol, or MAD-
CAPMI It is a relatively simple request-response protocol loosely
modeled after the Dynamic Host Configuration Protocol (DHCP)!®l,

MADCAP is intended to be used with interdomain protocols that per-
form dynamic allocation of parts of the multicast address space between
domains, but because these protocols are not yet deployed, they will be
discussed in the second of these articles.

As an interim solution for interdomain address allocation, a simple static
mechanism has been defined. This mechanism involves embedding the
Autonomous System (AS) number of the domain as the middle 16 bits
of a multicast address. Thus the domain with AS number 16007 would
get multicast addresses in the range 233.64.7.0 to 233.64.7.255 (64 and
7 being the upper and lower bytes, respectively, of 16007). Known as
glop addressing, this mechanism is experimental. It may be superseded
by a dynamic mechanism in the longer term.

Multicast Scoping

When applications operate in the global Multicast backbone (MBone), it
is clear that not all groups should have global scope. Not only is this
constraint especially important for performance reasons with flood and
prune multicast routing protocols, but it also is true with other routing
protocols for application security reasons and because multicast ad-
dresses are a scarce resource. Being able to constrain the scope of a
session allows the same multicast address to be in use at more than one
place as long as the scopes of the sessions do not overlap. This is analo-
gous to the same radio frequency being used by two radio stations
operating far apart from one another—each will only be heard locally.
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Multicast scoping can currently be performed in two ways, known as
TTL Scoping and Administrative Scoping. Currently TTL scoping is
most widely used, with only a very few sites making use of administra-
tive scoping.

TTL Scoping

When an IP packet is sent, an IP header field called Time To Live (TTL)
is set to a value between zero and 255. Every time a router forwards the
packet, it decrements the TTL field in the packet header, and if the value
reaches zero, the packet is dropped. The IP specification also states that
the TTL should be decremented if a packet is queued for more than a
certain amount of time, but this decrement is rarely implemented these
days. With unicast, the TTL is normally set to a fixed value by the send-
ing host (64 and 255 are commonly used) and is intended to prevent
packets from looping forever.

With IP multicast, the TTL field can be used to constrain how far a mul-
ticast packet can travel across the MBone by carefully choosing the
value put into packets as they are sent. However, because the relation-
ship between hop count and suitable scope regions is poor at best, the
basic TTL mechanism is supplemented by configured thresholds on mul-
ticast tunnels and multicast-capable links. Where such a threshold is
configured, the router will decrement the TTL, as with unicast packets,
but then will drop the packet if the TTL is less than the configured
threshold. When these thresholds are chosen consistently at all of the
borders to a region, they allow a host within that region to send traffic
with a TTL less than the threshold, and to know that the traffic will not
escape that region.

An example is the multicast tunnels and links to and from Europe,
which are all configured with a TTL threshold of 64. Any site within
Europe that wishes to send traffic that does not escape Europe can send
with a TTL of less than 64 and be sure that its traffic does not escape.

However, there are also likely to be thresholds configured within a par-
ticular scope zone—for example, most European countries use a
threshold of 48 on international links within Europe, and because TTL
is still decremented each time the packet is forwarded, it is good prac-
tice to send European traffic with a TTL of 63, a scenario that allows
the packet to travel 15 hops before it would fail to cross a European in-
ternational link.

Administrative Scoping

In some circumstances it is difficult to consistently choose TTL thresh-
olds to perform the desired scoping. In particular, it is impossible to
configure overlapping scope regions as shown in Figure 5, and TTL
scoping has numerous other problems, so more recently, administrative
scoping has been added to the multicast forwarding code in mrouted
and in most router implementations.
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Figure 5: Overlapping
Scope Zones possible
with Administrative
Scoping

Administrative scoping allows the configuration of a boundary by speci-
fying a range of multicast addresses that will not be forwarded across
that boundary in either direction.
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Scoping Deployment

Administrative scoping is much more flexible than TTL scoping, but it
has many disadvantages. In particular, it is not possible to tell from the
address of a packet where it will go unless all the scope zones that the
sender is within are known. Also, because administrative boundaries are
bidirectional, one scope zone nested within or overlapping another must
have totally separate address ranges. This makes address allocation
difficult from an administrative point of view, because the ranges ought
to be allocated on a top-down basis (largest zone first) in a network
where there is no appropriate top-level allocation authority. Finally, it is
easy to misconfigure a boundary by omitting or incorrectly configuring
one of the routers. With TTL scoping it is likely that in many cases a
more distant threshold will perform a similar task, lessening the conse-
quences, but with administrative scoping, there is less likelihood that this
scenario will occur.

For these reasons, administrative scoping has been viewed by many net-
work administrators as a speciality solution to difficult configuration
problems, rather than as a replacement for TTL scoping, and the
Mbone still very much relies on TTL scoping. However, this situation is
set to change as a protocol for automatically discovering scope zones
(and scope zone misconfigurations) starts to be deployed. This protocol
is called the Multicast Zone Announcement Protocol (MZAP)P), and it
will shortly become an IETF Proposed Standard. Eventually the use of
configured TTL scopes to restrict traffic will cease to be used as a pri-
mary scoping mechanism.

Summary

In this article we have looked at the various routing systems that are
used to devise delivery trees over which multimedia data can be sent for
the purposes of group communication, and at address allocation and
scoping mechanisms for this traffic.

After ten years of experimentation, IP multicast is not currently a ubig-
uitous service on the public Internet, but significant deployment has
taken place on private intranets. The existing multicast routing and ad-
dress allocation mechanisms work well at the scale of domains.
However, as we have seen, there are still significant technical problems
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concerning scaling to be overcome before multicast can be a ubiquitous
interdomain service. In addition to the routing problems, we also still
lack deployed congestion control mechanisms for multicast traffic,
which are essential if multicast applications are to be safely deployed.

Despite these issues, IP multicast still shows great promise for many ap-
plications. Solutions have been devised to many of the remaining
problems, although they have not yet been deployed. In the second of
these articles, we will look at the proposed solutions for scalable interdo-
main routing and address allocation. We will also touch on multicast
congestion control and the solutions that are currently emerging from
the research community.

Document Status

A list of IETF specifications for the protocols discussed in this article is
given below. We include the status for each document as of this writing
(November 1999). For more information, check the IETF Web pages at

www.ietf.org

Document Status

IGMP v1 IETF Standard (RFC 1112)

IGMP v2 IETF Proposed Standard (RFC 2236)
IGMP v3 IETF work in progress

DVMRP IETF Experimental Standard (RFC 1075)

PIM-Dense Mode

IETF work in progress

Multicast OSPF

IETF Proposed Standard (RFC 1584)

Core BasedTrees

IETF Experimental Standard (RFC 2201)

PIM Sparse-Mode

IETF Experimental Standard (RFC 2362)

Multiprotocol BGP

IETF Proposed Standard (RFC 2283)

MSDP IETF work in progress

MADCAP IETF Proposed Standard (RFC 2730)

Glop Addressing IETF work in progress
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The Internet2 Project
by Larry Dunn, Cisco Systems

ommunication, connectivity, education, entertainment, e-com-

merce—across a broad spectrum of activities, the commodity

Internet has made a strong impact on the way we live, work,
and play. Nevertheless, many classes of applications do not yet run well,
and some don’t run at all, over the commodity net. As new applications
are developed in disciplines from medicine to engineering to the arts and
sciences, their success increasingly depends on an ability to use net-
works effectively. In research and education collaborations all over the
world, efforts are under way to make use of new network technologies
and develop network services that will facilitate these advanced applica-
tions. One such effort in the United States is called the Internet2
Project!l.

The Internet2 Project was started in 1996 by 34 U.S. research universi-
ties. It has since grown to over 140 universities, and includes several
corporate members and international partners. This article examines
network technology used in Internet2, and looks at some of the engi-
neering challenges involved in facilitating applications being developed
by Internet2 members.

Background

In 19935, the U.S. National Science Foundation (NSF) funded a program
to create the wvery-high-performance Backbone Network Service
(vBNS)2I. The NSF provided funding to MCI, who interconnected five
U.S. supercomputer centers and 3 Network Access Points (NAPs),
where it was envisioned that supercomputer clients and other vBNS us-
ers would connect.

By 1996, congestion stemming from academic traffic to the commodity
Internet had seriously congested the NAPs; it was accordingly recog-
nized that clients of the supercomputer centers might be better served if
the Research Universities, where Principal Investigators often resided,
were themselves directly connected to the vBNS. So in 1996, the NSF ac-
cepted proposals as part of the High-Performance Connections (HPC)
programl3l. Schools applying for an HPC grant might receive $350,000
over a 2-year period, provided their proposals met various criteria, in-
cluding meritorious research that would benefit from the high-
performance connection, a solid network plan, intention to investigate
capabilities enabled by such a connection, commitment to share results
with the community, matching funds from the University, and so on.

In October 1996, representatives from 34 universities met, and con-
cluded that, while not all the schools had projects involving
“meritorious research” that would meet the NSF criteria, they all did
have a critical interest in deploying the kind of applications that such
high-performance connections could enable.
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Thus, to facilitate development and deployment of applications that
would further the research and education mission of member universi-
ties, the Internet2 Project was formed.

From the beginning, the stated intention was to enable applications that
could not run, or could not run well, on the “Commodity Internet.”
Networks would be utilized or constructed only so as to facilitate this
applications-enabling goal, and results/methods would be applied to the
broader community as rapidly as possible.

Applications Focus

The list of applications being used or developed by Internet2 members is
extensive. Several fall in the category of “meritorious research” as men-
tioned in the NSF HPC criteria. Examples include: remote instrument
control (for instance, telescopes, microscopes), high-performance distrib-
uted computation, and large-scale database navigation. Other appli-
cations that further the education mission of member universities in-
clude tools to facilitate multisite collaboration, and asynchronous
learning. Many examples in areas from science, engineering, art, lan-
guage, music, and more can be found at the Internet2 applications Web
sitel*l. In addition to individual applications, a couple of broad initiatives
have a relationship with Internet2, including The Internet2 Digital Video
Initiative, housed at the International Center for Advanced Internet Re-
search (ICAIR)Y), and the Internet2 Distributed Storage Infrastructure
Initiative (12-DSI)tel.

The above applications share several challenging requirements, many of
which translate to resource commitments that must be met by the net-
work in an end-to-end fashion, including bandwidth and jitter.
Additionally, the applications can become scalable only if more-mature
middleware and control-plane infrastructure is developed. Necessary
components include features such as Authentication, Authorization, and
Accounting (AAA), scheduling, and coordination of resources managed
by multiple administrative domains.

One compelling example of the network challenges present in a virtual
collaborative environment is exemplified by a CAVE (Cave Automated
VR Environment). See [7] for more details, but in brief, a single CAVE
is a (10 x 10 x 10)-foot cube, with one wall removed. Users enter
through the open wall, and using lightweight stereo-three-dimensional
(3D) glasses, and a radio frequency (RF) mouse, can interact with an im-
mersive environment created by rear-screen and direct projection on
multiple walls and the floor. As an example, the interconnection of mul-
tiple CAVEs allows design teams in remote locations to jointly
experience the operating “feel” of a new vehicle, and to dynamically ad-
just, design, or control parameters to see how the modified vehicle
behaves.
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The Internet2 Project: continued

The developers of CAVE software at Argonne National Labs have
noted that the data flows in a CAVE consist of at least: control, text, au-
dio, video, tracking, database, simulation, haptic, and rendering flows.
Additionally, they have estimated the latency, jitter, and bandwidth re-
quirements for these flows. Some of the flows represent a challenge in a
single resource dimension, others have strict requirements in multiple re-
source dimensions.

Backbone Networks
At this time, Internet2 members may connect to either of two backbone
networks, or both.

The vBNS is operated by MCI/Worldcom. It consists primarily of an IP-
over-ATM network. Most schools connect at DS3 or OC-3¢ via ATM
to a vBNS ATM switch. Interior vBNS links are OC-12c ATM. The
schools peer with a Layer 3 router; a router is attached to each of the
vBNS ATM switches. The vBNS routers are logically connected to each
other via a full mesh of Unspecified Bit Rate (UBR) Virtual Circuits
(VCs). The ATM switches are connected to each other via a second
layer of ATM switches, which are part of MCI’s commercial Hyper-
stream offering. While schools pass the vast majority of their traffic via
peering at Layer 3 with the nearest vBNS border router, other services
are available, including the option to establish Variable Bit Rate (VBR)
VCs as needed, and the possibility to place some of the ATM-attached
hosts of the school directly in a vBNS Classical IP Logical IP Subnet
(LIS). This setup allows such hosts to send bytes directly to other ATM-
attached hosts, bypassing the routers of both the school and the vBNS.
The vBNS also carries native IP multicast traffic among members. In ad-
dition, the vBNS has a native IPv6 offering, which is achieved by
deploying routers that run IPv6, and provisioning VCs to schools also
running IPv6. The vBNS has also begun to offer an IP-over-Synchro-
nous Optical Network (SONET) service, the first instance of which is an
OC-48 Packet-over-SONET (POS) link from Northern to Southern
California. Because the nominal partnership arrangement with the NSF
expires in the year 2000, the vBNS has established a new network offer-
ing [called Next Generation Network (NGN)], to which schools and
other entities may connect if the vBNS/NSF partnership is not renewed.

Measurement Tools in vBNS

One of the outcomes of the vBNS program has been the development of
a variety of high-performance measurement tools. One such tool, called
OC-3mon (and now, OC-xMon), was developed to allow passive cap-
ture (using optical splitters) of ATM cell and IP header information, to
facilitate high-speed flow characterization. More detail is available at the
vBNS Web sitel2l. Recently, further development of OC-xMon has been
undertaken by the Cooperative Association for Internet Data Analysis
(CAIDA)8I. CAIDA has perhaps the best collection of high-perfor-
mance public-domain measurement and analysis tools in the world, and
its Web site is definitely worth browsing.
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The second backbone network to which Internet2 members can con-
nect is called Abilene®l. Abilene was constructed by the University
Corporation for Advanced Internet Development (UCAID) in collabo-
ration with three industrial partners and Indiana University (IU). Partner
contributions include fiber capacity from Qwest, SONET gear from
Nortel, and routers from Cisco. The Abilene Network Operations Cen-
ter (NOC) is staffed and operated by Indiana University. The network
uses OC-48c POS interior links that initially connect ten routers in a
partial mesh (a few interior links started as OC-12c¢, but are being up-
graded). Abilene participants can connect at OC-3¢ or OC-12¢, using
either POS or ATM. See [10] for details on the router hardware archi-
tecture. For an insightful look at a research project that shows how this
architecture can scale, see the second link inl' and also see Stanford
Professor Nick McKeown’s Tiny Tera homepage atl!1l.

Measurement Tools in Abilene

It’s worth spending a bit of time at the Abilene NOC Web sitel'2l. One
of the interesting tools developed there is the “Abilene Weather
Map”13l. Abilene NOC has indicated that it will make source code for
this tool available to Internet2 schools.

Gigapop Technology Survey

Internet2 schools can connect to either vBNS or Abilene directly. How-
ever, it is also common for several schools to converge their links at a
“gigapop.” This gigapop then connects to Abilene and/or vBNS, and
possibly to commodity Internet Service Providers (ISPs) (to carry the
“Commodity Internet” traffic of the school). Additionally, non-
Internet2 schools, libraries, K-12, and state government networks also
often converge at gigapops. Non-Internet2 schools typically don’t for-
ward traffic over Abilene or vBNS. But the common meeting point
allows local exchange of local traffic, often affords larger aggregate com-
modity Internet connectivity for the gigapop participants, and allows
direct access to other services that might be offered at the gigapop (Web
caching, and so on).

The connectivity architecture used at gigapops varies widely. Detailed
documentation for several gigapops can be found at!'4l. Some Gigapops
are “Layer 2,” meaning that each participant is responsible for exchang-
ing routes and traffic among themselves directly. More often, gigapops
are “Layer 3,” meaning that the gigapop provides a router with which
gigapop participants peer. The gigapop router then typically exchanges
traffic with vBNS and/or Abilene, and possible commodity ISPs.

Some gigapops are implemented at a single site (for instance, Metropoli-
tan Research and Education Network [MREN], Southern Crossroads
[SoX]), while others are “distributed gigapops,” meaning gigapop
equipment exists at multiple locations (for instance, the California Re-
search and Educational Network [CalREN-2|, and The Great Plains
Network [GPN]). Following are a couple of specific gigapop examples.
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The Internet2 Project: continued

MREN

The MREN! is built on a Layer 2 gigapop near Chicago that joins
schools and research facilities from Illinois and several states in the Mid-
west. MREN members typically connect with OC-3¢ ATM links. Since
MREN is a Layer 2 gigapop, the border router of each member peers di-
rectly with the border routers of other members. Additionally, each
member’s border router might peer with the Chicago-area vBNS or
Abilene border router. vBNS and Abilene routers (as well as several
other national research and international networks) peer here. Physi-
cally, the facility is built upon the Network Access Point (NAP) facility
provided by Ameritech Advanced Data Services (AADS)!'¢l. Routers typ-
ically peer with each other via ATM UBR Permanent Virtual Paths
(PVPs), although other arrangements are possible.

CENIC/CalREN-2

The Corporation for Education Network Initiatives in California (CE-
NIC)!'7I has constructed CalREN-2. The CalREN-2 distributed gigapop
is interesting in several respects. First, as the name implies, it represents a
distributed gigapop. In this case, three separate SONET ring facilities
provide connectivity for Northern, Central (Los Angeles area), and
Southern California schools. These three regions are linked to each
other, and also to external networks.

Second, in each ring, there are two sets of OC-12¢ connections to each
adjacent school. CalREN-2 has currently utilized these connections to
construct both a ring of ATM connectivity, and a separate, parallel ring
of POS connectivity. As a result, CalREN-2 is uniquely positioned to ex-
periment simultaneously with both ATM and POS connectivity,
performance, and QoS characteristics.

Third, to take the Northern schools as an example, the ring structure al-
lows for a variety of Layer 3 topologies to be explored. For example, in
a ring with these size and bandwidth characteristics, what are the trade-
offs on application-level performance of inducing more hops while keep-
ing the per-hop bandwidth high, versus dividing the bandwidth into
smaller slices but creating a partial mesh that reduces the average Layer
3 hop count?

Engineering Challenges

This section looks at some of the engineering challenges present in
Internet2. They revolve around enabling applications with new network
services, implementing appropriate policy, and doing all of this at high
speed. Specifically, we’ll look at Explicit Routing, Multicast, and Qual-
ity of Service.

Explicit Routing—The Fish Problem

The condition that several schools often converge at a gigapop, com-
bined with the constraint that sometimes the funders of high-
performance connectivity require that only the funded schools are al-
lowed to use the high-performance connection, gives rise to a need for
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Figure 1: The “Fish
Problem”

“explicit routing” at the gigapop. The gigapop can forward packets
through either a high-performance connection, or through the commod-
ity Internet. Usually, for a single destination, traditional routing would
have the gigapop use the “best” path to forward all packets to a particu-
lar destination. But when multiple policies must be implemented at the
gigapop, the gigapop router must be able to “override” normal routing
and forward packets on a path that’s not the “best.” A concrete exam-
ple is shown in Figure 1.
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Consider packets from schools A and B, both headed for destination D.
Assume both schools are connected to gigapop G, and that G has two
paths to D; one along G-Hi_perf-D, and the other along G-
Commodity_1-Commodity_2-D. Further assume that A is allowed to
use either path (and would perfer G-Hi_perf-D), but that B is prohib-
ited from using G-Hi_perf-D. This scenario describes the “Explicit
Routing Problem,” and since it is often drawn in a shape resembling a
fish, is also known as the “Fish Problem.” The essence is that a routing
decision at G must be made on some other criteria than just the destina-
tion IP address.

A couple of solutions to the fish problem have been used in the past, but
they tend to have problems with either speed or scalability. For exam-
ple, “policy routing,” which usually includes a method to look at both
source and destination address, has historically shown low performance.
Inserting ATM switches and using virtual circuits has been used in some
cases, but this solution has scaling problems and requires extra equip-
ment. Today, many Internet2 gigapops use a separate router per policy.
In the case of needing two policies in the example above, this means two
routers. This solution is expensive, but does have high performance.

One promising idea is to implement enough of the “policy routing” pro-
cess in hardware to allow high-speed source+destination+other_bits
lookups. While straightforward in concept, some point out that even
with line-rate source-address routing capability, the method is flawed
because it requires significant manual configuration, and is prone to cre-
ating black holes for traffic upon link failure. Proponents suggest that
these shortcomings can be overcome.
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Another promising mechanism is becoming available as a result of work
done to facilitate Multiprotocol Label Switching (MPLS) in routers and
switches. The idea here is that one of the underlying pieces of technol-
ogy required for MPLS is “multi-FIB” (multiple Forwarding
Information Bases). Instead of the traditional “single-FIB,” which al-
ways uses “the best” route to a destination, multi-FIB allows multiple
forwarding tables to exist in a single router. This setup will allow a gi-
gapop to implement multiple policies in one router, rather than the “one
box per policy” that several gigapops have used previously. Note that in
the case of a gigapop with a single router on which all members con-
verge, multiple policies can be achieved with multi-FIB without actually
using MPLS Label-Switched Paths (LSPs). For more complex gigapops,
where members themselves may converge high-performance-eligible and
ineligible traffic before forwarding on a single link to the gigapop, one
might consider using simple LSPs to present the gigapop with traffic that
is predifferentiated.

Multicast

Many of the applications in Internet2 schools use multicast. In addition
to flows for videoconferencing or distance learning that use MPEG-1 (or
slower) rates, a wide variety of applications require high-performance,
scalable multicast. Examples include high-resolution immersive environ-
ments, collaborative real-time medical image diagnosis, and high-fidelity
conferencing or distance learning (for instant, digital video camera rates
of 30 mbps). When the Internet2 project began, many schools were on
the Multicast Backbone (Mbone), and used Distance Vector Multicast
Routing Protocol (DVMRP) tunnels to participate in multicast. Over the
past year, one of the strong areas of collaboration between the Internet2
schools and the vendor community has been to develop and implement
a migration strategy that allows Internet2 backbones, gigapops, and
schools to move toward high-performance, scalable, native multicast
support.

At the Internet2 conference in San Francisco in September 1998, the
vBNS backbone was exposed to unprecedented levels of multicast stress.
In a somewhat painful, but worthwhile, learning experience, it was con-
cluded that Protocol Independent Multicast-Dense Mode (PIM-DM) did
not scale well in highly meshed, high bitrate backbones. As a result, the
vBNS has shifted to PIM-Sparse Mode (PIM-SM), and Abilene is being
constructed with PIM-SM.

The current set of multicast components being applied in Internet2 (and
leading ISPs) include: PIM-SM, Multicast Border Gateway Protocol
(MBGP), and the Multicast Source Discovery Protocol (MSDP). MBGP
allows distribution of routing information such that unicast and multi-
cast routing can use noncongruent topologies.
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MSDP allows independent domains to exchange information about
multicast sources without creating interdomain Rendezvous Point (RP)
dependencies. As they become standardized, it is expected that the Bor-
der Gateway Multicast Protocol (BGMP) and Multicast Address Set
Claim (MASC) will be added to this infrastructure set.

Quality of Service

An area of broad interest in the Internet2 community centers on Qual-
ity of Service (QoS). The heart of QoS involves establishing strategies
through which applications can be assured access to appropriate net-
work resources when required. Typical examples of resources include
end-to-end bandwidth, latency, or jitter. Of course, collateral issues and
dimensions abound, including end-to-end vs. segment-only QoS; sig-
naled vs. static provisioning; amount of state required by various
approaches; level of granularity, precision, and strength of QoS “guar-
antee;” AAA issues; and reliability and recovery dynamics.

In an effort to start small, but make concrete progress, the Internet2
QoS working group!!8! has launched an experiment called the Qbonel**!.
Participants include backbone networks, gigapops, and individual
schools and research labs worldwide. The Qbone will focus on deploy-
ing and using components developed by the Internet Engineering Task
Force’s (IETF) Differentiated Services working group (Diffserv)20l,

The initial Qbone plan is to deploy an approximation to the Expedited
Forwarding (EF)2! forwarding behavior. The Qbone will start by stati-
cally allocating a small amount of EF bandwidth across boundaries
between Autonomous Systems (ASs) to allow small EF flows among ar-
bitrary combinations of schools/labs. Large flows, in these early stages,
will have to be handled manually (much as they are today). In later
stages the plan is to use Bandwidth Brokers (BBs) currently under devel-
opment!?2! to aid in the automation of adjusting resource commitments
between ASs (using interdomain BBs), and to aid in accepting applica-
tion resource requests (using intradomain BBs, combined with policy
servers and AAA mechanisms). The precise mechanics for BB interac-
tion, trade-offs among signaling frequency, amount of state, scalability,
and so on are certainly topics of research, but that’s part of what makes
Qbone participation fun!

Summary

There is no single application or technology that makes Internet2 unique
or exciting. Rather, the effort required to enable new applications that
have strong bandwidth, latency, jitter, and coordination requirements
has resulted in an infusion of energy from a variety of disciplines.
Internet2 requires stretching existing technologies (ATM, POS, multi-
cast, measurement), nurturing developing technologies (Quality of
Service, explicit routing, Dense Wave-Division Multiplexing [DWDM],
mobility), and participating in the invention of new technologies (all-op-
tical infrastructures, extending AAA, and other resource allocation and
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scheduling middleware). Internet2 requires attention to maturing com-
ponents in backbone, gigapop, and campus environments in order to
deliver on the promise of speedy transference of lessons learned to the
commodity Internet. The effort so far has resulted in demonstration of
truly stunning, impactful, and useful applications. It is the convergence
of effort and rapid rate of change that makes Internet2 a challenging
and rewarding endeavor.

Other Initiatives

Although this article has focused on aspects of Internet2 in the United
States, there are many advanced Internet activities around the world. A
partial list includes:

http://www.dante.net/ten-155.html (Europe)
http://www.ukerna.ac.uk (UK)

http://www.dfn.de (Germany)

http://www.renater.fr (France)

http://www.surfnet.nl (The Netherlands)

http://apan.or.kr (Asia/Pacific)

http://www.singaren.net.sg (Singapore)
http://www.canet3.net (Canada)

http://www.cudi.edu.mx (Mexico)

http://www.reuna.cl (Chile)

http://www.ngi.gov (U.S. Federal)

http://www.startap.net (International peering)

A more complete list of advanced Internet initiatives is maintained at:
http://www.cisco.com/aii
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One Byte at a Time:

Internet Addressing
by Peter H. Salus

set of Requests for Comments (RFCs). Because there are now
well over 2,700 RFCs, however, only a few people track his-
tory, evolution, and outright paradigm shift.

T he source of all knowledge where the Internet is concerned is the

Each node on the Internet—router or end system (often called “host” or
“server”)—has a unique identifier attached to it; this identifier is its ad-
dress. Any packet sent between nodes must use the destination address
to tell the intervening routers where it should go.

In RFC 1 (April 1969), Steve Crocker laid out a scheme that allotted five
bits to address space: enough for 32 addresses. By September 1969,
when Interface Message Processor (IMP) No. 1 was installed in Klein-
rock’s lab at UCLA, this number had grown to six bits (63 addresses).
By 1972, it had become apparent that this number would be in-
sufficient, and the address space was enlarged to eight bits (255
addresses). In fact, the Advanced Research Projects Agency Network
(ARPANET) hit only 63 hosts in January 1976. This number was, how-
ever, already a lot in terms of the HOSTS.TXT tables that were
distributed to every site. By August 1983, there were 213 hosts, and the
eight-bit address barrier was being pushed.

Cerf’s original version of TCP (RFC 675; December 1974) and Postel’s
of IP (RFC 760; January 1980) increased this “address space” to 32 bits,
but the structure of the ARPANET was “flat,” that is, the hierarchical
distributed name-to-address database we are familiar with only came
about with Mills’ conceptualization of the Domain Name System (DNS)
(RFC 799; September 1981), and its implementation by Paul Mockapet-
ris (RFCs 882 and 883; November 1983).

Address Classes

The Internet Protocol uses a 32-bit addressing scheme and originally
four classes of networks: A, B, C, D. (See Figure 1 on page 5). There are
only 128 Class A networks, but each can have 16,777,216 unique host
identifiers. Next, there are 16,384 Class B networks, with 65,535 unique
identifiers; 2,097,192 Class C networks, with 255 hosts; and over 268
million Class D multicast groups. (A fifth class, Class E, is reserved and
not available for general use).

Address Depletion

Using the 32-bit IP addressing scheme allowed for about 4 billion hosts
on 16.7 million networks. Although this number of various kinds of ad-
dresses seemed like a lot, the expansion of the use of the Internet over
the past decade has been explosive, and the original address classes did
not allow for a flexible address assignment based on an organization’s
particular need.
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In August 1990 during the Vancouver Internet Engineering Task Force
(IETF) meeting, Frank Solensky, Phill Gross, and Sue Hares projected
that the current rate of assignment would exhaust the Class B space by
March 1994.

CIDR

Classless Inter-Domain Routing or CIDR (RFCs 1518 and 1519; Sep-
tember 1993) was introduced to improve both routing scalability and
address space utilization in the Internet. By eliminating the notion of
“network classes,” CIDR allows for a better match between address re-
quirements and address allocation. This results in expansion of the scope
of hierarchical routing, which in turn improves scaling properties of the
Internet routing system. CIDR has proven to be the palliative that has
enabled the Internet to continue functioning while growth continues.

Even with this palliative, it was predicted in 1994 that, using the current
allocation statistics, the Internet will exhaust the IPv4 address space be-
tween 2005 and 2011. With five more years of experience, which has
also brought greater uncertainty as to gross numbers, we can push these
dates out a bit, but exhaustion will come eventually.

Another factor that has slowed down the address depletion rate is the
use of Network Address Translation (NAT). NAT devices allows an or-
ganization to have one external (“public”) address and many private
(net 10 is often used) addresses internally. Since the internal addresses
are not “seen” from the outside, they do not need to be globally unique.
This approach has downsides (some protocols weren’t designed with
NATSs in mind), but from the address depletion point of view, it is a win.
RFC 1597 describes “Address Allocation for Private Internets.”

If you are interested in current Internet addressing, an excellent book is
available: TCP/IP Addressing, by Buck Graham, AP Professional, 1997.
Graham does an excellent job on addressing, routing, and the various
bizarries involved in optimal routing, efficient use of address space, and
making network management less onerous. This book is, however, not
intended to be for elementary instruction; Graham primarily speaks to
the professional market.

IPng aka IPv6

In the summer of 1994, the IETF set up an Internet Protocol next gener-
ation (IPng) task force, cochaired by Scott Bradner and Allison Mankin.
(IPng later became known as IPv6 for “IP version 6”). Recommenda-
tions from that task force were released in October 1994 for discussion
at the December 1994 IETF meeting. The basic goal was to have some-
thing in place before 2000, so that the time limit would not be pushed.
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One Byte at a Time: continued

Unfortunately, as Bradner and Mankin stated in their recommendation:
“Some people pointed out that this type of projection makes an assump-
tion of no paradigm shifts in IP usage. If someone were to develop a new
‘killer application,’ (for example, cable-TV set top boxes), the resultant
rise in the demand for IP addresses could make this an over-estimate of
the time available.”

IPv6 provides for 128-bit addressing. This number is gigantic: larger
than the estimated total number of molecules in the universe.

Books

Two noteworthy books are available on IPv6 itself: Christian Huitema’s
IPv6: The New Internet Protocol (ISBN 0-13-241936-X, Prentice Hall,
1996) and Scott Bradner and Allison Mankin’s anthology IPng (ISBN 0-
201-63395-7, Addison-Wesley, 1996), which provides an explanation
of the task force’s process and explicates the services that are provided
for (as, for example, ATM support). These books are both dated, but
they are the best available now. Keeping up with what’s going on is
easy, thanks to the IETF’s Web site http://www.ietf.org.

An excellent business and technical case for IPv6 is found in the Internet
Architecture Board draft by Steve King and several colleagues (draft-
iab-case-for-ipv6-05.txt). Other works in progress deal with the
adjustments to Open Shortest Path First (OSPF), multicasting, mobility,
and so on.

Transition

The period from 1981 through 1983—the time of conversion to DNS—
was painful to all concerned. Over the past 15 years we have learned a
lot, but the switch from IPv4 to IPv6 may be yet more painful. The
drafts tell the tale of those who are striving to make things easier.

There has been much discussion about various kinds of transition mech-
anisms, and some of these may be less painful (more automated) than
we might at first think. Remember, this pain is not because of the innate
difficulty, but veering a ship that carries fewer than 250 passengers is far
easier than veering a ship that carries 60 million. Some members of the
community think that the pain may not justify the gain. The author is
not one of them. It has been nearly 20 years since TCP/IP was made
official, yet there are still UUCP networks.

In the author’s opinion, IPv6 will be here in a few years, if not sooner.

Reference
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Volume 2, No. 1, March 1999.
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Book Review

An Engineering Approach to
Computer Networking

An Engineering Approach to Computer Networking: ATM Networks,
the Internet and the Telephone Network, Srinivasan Keshav, ISBN 0-
201-63442-2, Addison-Wesley, 1997, http://www.awl.com/cseng/
titles/0-201-63442-2/

The rapid convergence of telephone and data networks brings with it a
collision of two diverse approaches to fundamental network design. This
“New World,” as it is often called, requires us to understand both the
analog-to-digital evolution of the voice network, with its redundant
search for faultless reliability, and the persistent tolerance of the data
network. Mirroring the industry trend, this book explores the three ma-
jor networking technologies: ATM, the Internet, and telephone
networks, with the idea that the design of any modern network requires
consideration of the influence of at least two of the three technologies.

This book is a textbook. Keshav himself declares in the preface that
“textbooks, almost by definition, tend to be boring,” and the reader will
recall this subtle warning shortly into Chapter 2. This is definitely a
book for those who have at least an intermediate knowledge of data net-
working and a need to understand the component parts of network
implementations. Keshav takes a true engineering approach, in that he
attempts to teach the building blocks of the major networking technolo-
gies—and this approach is what makes the book one of my all-time
favorites. By examining the component parts and why they are re-
quired, Keshav leaves you prepared to engineer a network that meets
any number of diverse criteria.

Organization

The book is organized into three sections. Section 1 gives an introduc-
tion to the future of data and voice networks and then introduces three
of the major networking technologies. This section also gives an over-
view of the historic construction of networks, along with some
fundamental definitions of some of the engineering principles by which
networks function. As early as Chapter 1, Keshav explores the engineer-
ing philosophy behind common network technologies, illustrating the
theories that underlie their design. My favorite example is his suggestion
that the telephone network was engineered to be intelligent because its
endpoints, the telephones, are simply dumb. While this sounds obvious,
it provides a fundamental perspective on the design of the system that
proves invaluable to understanding the origin of the various “compo-
nents” of the network.
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Book Review: continued

Section 2 begins with a short but requisite review of protocol layering
and, after a brief discussion of common design constraints, begins to dis-
sect the major components required of almost any network
implementation. Chapter 8 is a fairly comprehensive review of switch-
ing and, as the book’s title suggests, the chapter is full of comparative
anatomy. Read this chapter for its valuable insight into why various
switching mechanisms have emerged and for its comparison of how var-
ious switching functions are handled on three major networking
technologies. Chapter 9 deals with scheduling network resources, with
an excellent comparison of the variety of scheduling mechanisms and
their effect on connections and packets. It covers policy considerations
that are also required of scheduling disciplines, giving the reader a set of
strategies for network design. Chapter 11 covers routing of packets as
well as routing in the telephone network. In my opinion, this discussion
alone makes this book a required part of any networking professional’s
library. Admittedly, there are books that better explain routing in both
of these environments, but because of the proximity of the topics, this
presentation helps the reader to understand the mechanics of both sys-
tems in a way that provides insight into the inherent issues posed by
both technologies.

Section 3 pulls together the various component functions discussed in
Section 2 and explains some of their implementation in the form of pro-
tocols. Section 3 is a short section, probably not intended as a thorough
survey of networking protocols. Keshav documents an excellent set of
references for Section 3, however, and leaves it up to the reader to pur-
sue those that are relevant to his or her professional development.

Required Reading

An Engineering Approach to Computer Networking is definitely an A+
book, and should be required reading for anyone interested in the inner
workings of data and voice networks. Although the author expects the
reader to absorb quite a bit in every chapter, the time spent is well in-
vested. The book is a refreshing alternative in that it provides an answer
to the question of “why” the network works rather than being another
treatise on “how” the network works.

—Jim LeValley, Cisco Press

levalley@cisco.com

Would You Like to Review a Book for IPJ?

We receive numerous books on computer networking from all the ma-
jor publishers. If you’ve got a specific book you are interested in
reviewing, please contact us and we will make sure a copy is mailed to
you. The book is yours to keep if you send us a review. We accept re-
views of new titles, as well as some of the “networking classics.”
Contact us at ipj@cisco.com for more information.
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Call for Papers

The Internet Protocol Journal (IP]) is published quarterly by Cisco
Systems. The journal is not intended to promote any specific products
or services, but rather is intended to serve as an informational and
educational resource for engineering professionals involved in the
design, development, and operation of public and private internets and
intranets. The journal carries tutorial articles (“What is...?”), as well as
implementation/operation articles (“How to...”). It provides readers
with technology and standardization updates for all levels of the
protocol stack and serves as a forum for discussion of all aspects of
internetworking.

Topics include, but are not limited to:

® Access and infrastructure technologies such as: ISDN, Gigabit Ether-
net, SONET, ATM, xDSL, cable fiber optics, satellite, wireless, and
dial systems

e Transport and interconnection functions such as: switching, routing,
tunneling, protocol transition, multicast, and performance

e Network management, administration, and security issues, includ-
ing: authentication, privacy, encryption, monitoring, firewalls,
trouble-shooting, and mapping

e Value-added systems and services such as: Virtual Private Networks,
resource location, caching, client/server systems, distributed systems,
network computing, and Quality of Service

e Application and end-user issues such as: e-mail, Web authoring,
server technologies and systems, electronic commerce, and applica-
tion management

e Legal, policy, and regulatory topics such as: copyright, content
control, content liability, settlement charges, “modem tax,” and
trademark disputes in the context of internetworking

In addition to feature-length articles, IP] will contain standardization
updates, overviews of leading and bleeding-edge technologies, book
reviews, announcements, opinion columns, and letters to the Editor.

Cisco will pay a stipend of US$1000 for published, feature-length
articles. Author guidelines are available from Ole Jacobsen, the Editor
and Publisher of IP], reachable via e-mail at ole@ecisco.com

THE INTERNET PROTOCOL JOURNAL
35



Fragments

Internet Policy Institute Launched

On November 9th, 1999 a group of distinguished Internet visionaries
and scholars announced the creation of the Internet Policy Institute, the
nation’s first independent, nonpartisan think tank devoted exclusively to
providing research and hard data on the Internet and society. The group
also announced its first research project and an initiative aimed at edu-
cating the presidential contenders.

The creation of the new think tank was announced by Jim Barksdale,
former CEO of Netscape, Vint Cerf, Senior Vice President of Internet
Architecture of MCI WorldCom, Esther Dyson, author and Chairman
of EDventure Holdings, Inc., Mario Morino, Chairman of The Morino
Institute, and Kimberly Jenkins, President of the Internet Policy Institute.

The new, nonprofit think tank will employ well-known experts and
scholars to research subjects ranging from the role of the Internet in pri-
vacy to the Internet’s impact on taxation and health care.

“The Internet is surrounded by noise, hype, rumors, marketing, IPOs
and the hopes of starry-eyed start-ups, but there is very little hard data
on which policymakers can base critical decisions that will determine the
future of the new medium and how it affects society,” said Barksdale,
co-chairman of the Internet Policy Institute’s Board of Directors. Wayne
Clough, President of Georgia Tech, is his co-chairman.

“The speed at which society has adopted the Internet is unprece-
dented,” said Cerf, who was Chairman and founding president of the
Internet Society, as well as one of the designers of the TCP/IP protocol.
“If, as we expect, half the world will be online within the next four
years, we must make sure that the policy decisions we make now are
based on solid, well-researched data.”

The Institute announced its first research project, to be undertaken in
collaboration with The Brookings Institution, on “The Economic Pay-
off from the Internet Revolution.” The research will be led by Alice
Rivlin, former vice chair of the Federal Reserve System’s Board of Direc-
tors and former Office of Management and Budget director, now with
the Brookings Institution, and Robert E. Litan, Vice President and Direc-
tor of Economic Studies at The Brookings Institution and former
associate director of the Office of Management and Budget. The re-
search will produce the first comprehensive, systematic economic study
by an independent research group of the subject.

The nature and extent of the impact is of special importance to macro-
economic policy—specifically monetary policy—to the extent that the
Net is having or will have a material and sustained impact on the
growth rate of productivity. The impact the Net has on specific indus-
tries, and the way it affects barriers to entry, has important implications
for antitrust and regulatory policy.
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Exactly one year before the next presidential election, the Internet Pol-
icy Institute also announced its first publications project, “Briefing the
President: What the Next President of the United States Needs to Know
About the Internet and Its Transformative Impact on Society.” The In-
stitute also released the introduction to the project by Barksdale, while
Cerf outlined the contents of the next paper, “What is the Internet (and
What Makes It Work)” that will be released December 1. Over the
course of the coming months, the Institute will release 13 papers to be
presented in briefings to all the leading presidential contenders and later
compiled into a book.

“We didn’t know five years ago the direction that the Internet would
take,” Barksdale said. “I’ll bet that five years from now, we’ll be sur-
prised by its new directions. We need to assure that an honest, objective
approach is taken on Internet issues, to prevent decision making that
hinders the potential of this amazing medium,” he said. For more infor-
mation see: http://www.internetpolicy.org

APRICOT 2000

The Asia Pacific Regional Internet Conference on Operational Technol-
ogies (APRICOT) will be held in at the Intercontinental Hotel in Seoul,
Korea from February 28th to March 2nd, 2000. APRICOT provides a
forum for key Internet builders in the region to learn from their peers
and other leaders in the Internet community from around the world.
The week-long summit consists of seminars, workshops, tutorials, con-
ference sessions, and birds-of-a-feather sessions—all with the goal of
spreading and sharing the knowledge required to operate the Internet
within the Asia Pacific region. For more information see:
http://www.apricot.net

More on Web Caching

If you enjoyed the article on Web Caching in our September 1999 issue,
you might find the following paper of interest: “A Survey of Web Cach-
ing Schemes for the Internet,” by Jia Wang. You can find this article in
the October 1999 issue of ACM SIGCOMM’s Computer Communica-
tions Review (Volume 29, Number 5). The paper is also available on
line in either PostScript or PDF format:
http://www.acm.org/sigcomm/ccr/archive/1999/0ct99/
ccr9910-jia-wang.html
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Fragments: continued

ICANN Update

On September 28, 1999, the United States Department of Commerce,
Network Solutions, Inc. (NSI), and The Internet Corporation for As-
signed Names and Numbers (ICANN) announced a series of
agreements they had tentatively reached to resolve outstanding differ-
ences among the three parties. On November 4, 1999, based on public
comment in writing and at a public forum held at the 1999 ICANN an-
nual meeting, the ICANN Board approved revised versions of these
agreements. The agreements were signed by the three parties on Novem-
ber 10, 1999. The full text of the agreements can be found on the
ICANN Web site at www. icann.org. Here we include some highlights:

e NSI will operate the registry for the .com, .net, and .org top-level
domains according to requirements stated in the agreement and
developed in the future through the ICANN consensus-based pro-
cess. All accredited registrars will have equal access to this registry.

* A revised registrar accreditation agreement between ICANN and reg-
istrars was adopted. To continue to register names with the .com,
.net, and .org registry operated by NSI after November 30, 1999,
registrars must have entered a new Registrar License and Agreement
with NSI and the revised ICANN accreditation agreement.

e A revised NSI-Registrar License and Agreement was created under
which competitive ICANN-accredited registrars are permitted to
place and renew registrations in the registry.

® An amendment was made to Cooperative Agreement #NCR 92-
18742 originally entered between NSI and the National Science
Foundation (NSF) in 1992. On October 7, 1998, NSI and the United
States Department of Commerce (which by then had assumed the
NSF’s role as lead agency of the U.S. Government) entered an
Amendment 11 to that Cooperative Agreement under which NSI
agreed to implement a shared registration system in which competi-
tive registrars would enter registrations into the .com, .net, and
.org registry on an equitable basis. Amendment 19 solidifies those
arrangements and provides that in operating the registry NSI will
abide by consensus policies adopted in the ICANN process.

At the annual meeting in early November, nine new directors joined the
ICANN Board of Directors. They are Robert Blokzij, Ken Fockler and
Pindar Wong named by the The Address Supporting Organization
(ASO); Amadeu Abril i Abril, Jonathan Cohen and Alejandro Pisanty
named by the Domain Name Supporting Organization (DNSO); Jean-
Frangois Abramatic, Vinton G. Cerf and Philip Davidson named by the
Protocol Supporting Organization (PSO).

The newly expanded ICANN Board will take on a major challenge in
2000 in its consideration of contending proposals for the future of Top
Level Domains. After years of vociferous argument, the DNS commu-
nity is no closer than it ever has been to a consensus on whether new
name registries should be created, and if so, with what structure and reg-
istration rules.
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Interplanetary Internet Special Interest Group Formed

The Internet Society (ISOC) recently announced the formation of the In-
terplanetary Internet Special Interest Group (IPNSIG). The IPNSIG
exists to allow public participation in the evolution of the Interplanetary
Internet. The technical research into how the Earth’s Internet may be ex-
tended into interplanetary space has been underway for several years as
part of an international communications standardization body known
as the Consultative Committee on Space Data Systems (CCSDS). (See
http://www.ccsds.org/)

The CCSDS organization is primarily concerned with communications
standardization for scientific satellites, with a primary focus on the needs
of near-term missions. In order to extend this horizon out several de-
cades, and to begin to involve the terrestrial internet research and
engineering communities, a special Interplanetary Internet Study was
proposed and subsequently funded in the United States.

The Interplanetary Internet Study is funded by the Defense Advanced
Research Projects Agency’s Next Generation Internet Initiative, and
presently consists of a core team of researchers from the NASA Jet Pro-
pulsion Laboratory, MITRE Corporation, SPARTA, Global Science &
Technology and consulting researchers from The University of Southern
California Information Sciences Institute, University of California Los
Angeles and the California Institute of Technology. The primary goal of
the study is to investigate how terrestrial internet protocols and tech-
niques may be extended and/or used as-is in the exploration of deep
space. The study team has also founded the IPNSIG and has formed the
core of an Interplanetary Internet Research Group under the sponsor-
ship of the Internet Research Task Force (IRTF).

The NASA IPN Study Team will act as liaison between the satellite and
space communities and the ISOC/IRTF communities. The NASA IPN
Study Team will assist with requirements and understanding of the deep
space environment and missions, while the primary research on new or
modified protocols will be conducted by the IRTF. In addition, the
NASA Study Team will also act as liaison with the CCSDS.

The NASA Study Team will also enable simulated and actual opportuni-
ties to test protocols and the use of internet techniques in the space
environment. For more information, visit: ipn.jpl.nasa.gov/

This publication is distributed on an “as-is” basis, without warranty of any kind either express or
implied, including but not limited to the implied warranties of merchantability, fitness for a particular
purpose, or non-infringement. This publication could contain technical inaccuracies or typographical
errors. Later issues may modify or update information provided in this issue. Neither the publisher nor
any contributor shall have any liability to any person for any loss or damage caused directly or
indirectly by the information contained herein.
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FrRoM THE EDITOR

Work on a new version of the Internet Protocol, known as IPv6, has
been under way for several years in the IETF. There is still some debate
about when and how IPv6 will be deployed. Proponents of IPv6 argue
that the demand for new IP addresses will continue to rise to a point
where we will simply run out of available IPv4 addresses and that we
should, therefore, start deploying IPv6 today. Opponents argue that such
a protocol transition will be too costly and painful for most organiza-
tions. They also argue that careful address management and the use of
Network Address Translation (NAT) will allow continued use of the
IPv4 address space for a very long time. Regardless of the timeframe, a
major factor in the deployment of IPv6 is an appropriate transition strat-
egy that allows existing IPv4 systems to communicate with new IPv6
systems. A transition mechanism, known as “6to4,” is described in our
first article by Brian Carpenter, Keith Moore, and Bob Fink.

In previous editions of this journal, we have looked at various security
technologies for use in the Internet. Security mechanisms have been
added at every layer of the protocol stack, and IP itself is no exception.
IP Security, commonly known as “IPSec,” is being deployed in many
public and private networks. In our second article, William Stallings de-
scribes the main features of IPSec and looks at how IPSec can be used to
build Virtual Private Networks.

Our final article is a critical look at Quality of Service (QoS) in the Inter-
net. The need to provide different priorities to different kinds of traffic in
a network is well understood and the technical community has been
hard at work developing numerous systems to address this need. Geoff
Huston looks at the prospects of deploying QoS solutions that will oper-
ate across the Internet as a whole.

The Y2K transition has been described as a “nonevent” by many. How-
ever, the lessons learned and the collaborative coordination efforts that
were put in place for this transition can hopefully be used in the future.
A colleague of mine had to call a plumber to his house on New Year’s
Eve. When he tried to pay for the repair with a credit card which had
“00” as the expiration year, the plumber insisted that this meant the
card was invalid. So while most systems were “Y2K compliant,” this
particular plumber was clearly not. Do you have a Y2K story to share?
Drop us a line at ipj@cisco.com

—Ole ]. Jacobsen, Editor and Publisher

ole@cisco.com



Connecting IPv6 Routing Domains Over the IPv4 Internet

by Brian E. Carpenter, IBM & iCAIR
Keith Moore, University of Tennessee
Bob Fink, Energy Sciences Network

then as IPv6, has been under development by the Internet Engi-

neering Task Force (IETF) for several years to replace the
current Internet Protocol known as IPv4. The reasons behind the need
for IPv6 are not covered here, but interested readers are encouraged to
read “The Case for IPv6”12! for this background.

g next-generation Internet Protocol!!; known first as IPng and

Of major importance during the development of IPv6 has been how to
do the transition away from IPv4, and towards IPv6. The work on tran-
sition strategies, tools, and mechanisms has been part of the basic IPv6
design effort from the beginning. The current transition efforts, taking
place at the IETF IPng Transition Working Group (ngtrans)3l, will con-
tinue until it is clear that the transition will be successful.

These transition design efforts resulted in a basic Transition Mecha-
nisms specification for IPv6 hosts and routers!* that specifies the use
of a Dual IP layer providing complete support for both IPv4 and IPv6
in hosts and routers, and IPv6-over-IPv4 tunneling, encapsulating IPv6
packets within IPv4 headers to carry them over IPv4 routing infra-
structures.

These concepts are heavily relied on for transition from the traditional
[Pv4-based Internet as we know it today, to an IPv6-based Internet. It is
expected that IPv4 and IPv6 will coexist for many years during this
transition.

Of great concern to transition strategy planners is how to provide con-
nectivity between IPv6-enabled end-user sites (also known as routing
domains) when they do not yet have a reasonable (or any) choice of In-
ternet Service Provider (ISP) that provides native IPv6 transport services.
One way to provide IPv6 connectivity between end-user sites (when na-
tive IPv6 service does not exist) is to use IPv6-over-IPv4 encapsulation
(tunneling) between them, similar to the technique currently used in the
6bonel’! IPv6 testbed network. This requires complexity for both end-
user sites, and the networks providing the tunneling service (for in-
stance, the 6bone backbone ISPs), in creating, managing, and operating
manually configured tunnels.

The “6to4” transition mechanism, “Connection of IPv6 Domains via
IPv4 Clouds without Explicit Tunnels”¢l; provides a solution to the
complexity problem of using manually configured tunnels by specifying
a unique routing prefix for each end-user site that carries an IPv4 tunnel
endpoint address.
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Figure 1: Configured
Tunnel Overview

It should also be noted that each end-user site with as little as a single
IPv4 address has a unique, routable, IPv6 site routing prefix thanks to
the 6to4 transition mechanism.

Connecting IPv6 Routing Domains

When end-user site networks enable IPv6 in their local host and router
systems, but have no native IPv6 Internet service, connectivity to other
IPv6 routing domains across a worldwide Internet must be accom-
plished another way, or the value of a connected Internet is lost. Prior to
the 6to4 transition mechanism, a site’s network staff would have to rely
on the manual configuration of IPv6-over-IPv4 tunnels to accomplish
this connectivity.

This connectivity could be accomplished by arranging tunnels directly
with each IPvé6 site to which connectivity is needed, but more typically is
done by arranging a tunnel into a larger IPv6 routing infrastructure that
could guarantee connectivity to all IPv6 end-user site networks. (See Fig-
ure 1.) The 6bone IPv6 testbed was the first IPv6 routing infrastructure
to provide worldwide IPv6 connectivity (starting in 1996), while more
recently (late 1999) networks providing production IPv6 Internet ser-
vice have also interconnected to provide this connectivity. In fact, the
6bone and production IPv6 routing infrastructures are well intercon-
nected to guarantee worldwide IPv6 connectivity.

IPv6 Routing
Infrastructure
Manually (Could Be 6hone or Manually
Configured Other IPv6 Multiple Configured
End-User  IPv6 over IPv4 ISP Infrastructure)  |Py6 over IPv4 End-User
IPv4/IPv6 Site Tunnel (‘/\ Tunnel IPv4/IPv6 Site
I IPv4/IPv6 IPv4/IPv6 I
7 Routers Routers
%5 Native IPv6 Over IPv4 Flow Native b5
IPv4/IPvg  IPV6 Flow IPv6 Flow  1py4/Ipve
Host Host

Both example End-User site’s IPv6 addresses are carried in the global DNS,
and are based on routable Aggregatable Global Unicast Address Public
Topology prefixes (for instance, from the 6bone Testhed 3FFE::/16 TLA,

or the production allocation 2001::/16 TLA).

However, even given a solid, reliable, worldwide IPv6 routing infra-
structure (similar to the IPv4-based Internet today), if an end-user site
does not have a reasonable (or any) local choice for native IPv6 Internet
service, a tunnel must be used.
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Routing IPv6 over IPv4: continued

Figure 2: 6to4 Tunnel
Overview

The 6to4 mechanism addresses many of the practical difficulties with
manually configured tunneling:

e The end-user site network staff must choose an IPv6 Internet service
to tunnel to. This entails a process of at least three parts:

— Finding candidate networks when the site’s choice of IPv4 service
does not provide IPv6 service (either tunneling or native),

— Determining which ones are the best IPv4 path to use so that an
[Pv6-over-IPv4 tunnel doesn’t inadvertently follow a very unreli-
able or low-performance path,

— Making arrangements with the desired IPv6 service provider for
tunneling service, a scenario that may at times be difficult if the
selected provider is not willing to provide the service, or if for
other administrative/cost reasons it is difficult to establish a busi-
ness relationship.

Clearly it is easiest to use the site’s own service provider, but in the early
days of IPv6 transition this will often not be an option.

® An IPv6-over-IPv4 tunnel must be built to the selected provider, and

a peering relationship must be established with the selected provider.

This requires establishing a technical relationship with the provider

and working through the various low-level details of how to

configure tunnels between two routers, including answering the fol-

lowing questions:

— Are the site and provider routers compatible early on in this
process?

— What peering protocol will be used (presumably an IPv6-capable
version of the Border Gateway Protocol Version 4 [BGP4]), and
are the versions compatible and well debugged?

— Have all the technical tunnel configuration issues between the site
and provider been addressed?

Again, it is clearly easiest to perform all these steps if they are taken with
the site’s own IPv4 service provider.

IPv4 Routing
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Normal (The Internet as We Normal
End-User Site IPv Think of It Today) Site IPv4 End-User
IPv4/IPv6 Site  Connection f\/\"\ Connection IPv4/IPv6 Site

—
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Both example End-User site’s IPv6 addresses are carried in the global DNS,
and are based on the special 6to4 2002::/16 TLA from the Aggregatable
Global Unicast Address format, which carries the site’s 6to4 edge router's
IPv4 address within the Public Topology /48 prefix.
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Figure 3: 6to4 Prefix
Format

6to4 Eliminates Complex Tunnel Management

The 6to4 transition mechanism provides a solution to the complexity
problem of building manually configured tunnels to an ISP by advertis-
ing a site’s IPv4 tunnel endpoint (to be used for a dynamic tunnel) in a
special external routing prefix for that site. Thus one site trying to reach
another will discover the 6to4 tunnel endpoint from a Domain Name
System (DNS) name to address lookup and use a dynamically built tun-
nel from site to site for the communication. (See Figure 2.) The tunnels
are transient in that there is no state maintained for them, lasting only as
long as a specific transaction uses the path. A 6to4 tunnel also bypasses
the need to establish a tunnel to a wide-area IPv6 routing infrastructure,
such as the 6bone.

The specification of a 48-bit external routing prefix in the IPv6 Aggre-
gatable Global Unicast Address Format (AGGR)! (see Figure 3) that
provides just enough space to hold the 32 bits required for the 32-bit
IPv4 tunnel endpoint address (called VAADDR in Figure 3) makes this
setup possible.

Thus, this prefix has exactly the same format as normal prefixes as-
signed according to the AGGR. Within the subscriber site it can be used
exactly like any other valid IPv6 prefix, for instance, for automated ad-
dress assignment and discovery according to the normal IPv6
mechanisms for this.

3 13 32 16 64 bits
FP TLAID V4ADDR SLAID Interface ID
001 | 0x0002

FP = Format Prefix
TLA ID =Top Level Aggregation Identifier
V4ADDR = IPv4 Address of 6to4 Tunnel Endpoint
SLA ID = Site Level Aggregation Identifier
Interface ID = Link Level Host Identifier

The Simplest Use of 6to4

The simplest scenario for 6to4 is when several sites start to use IPv6
alongside IPv4, and have no native IPv6 ISP service available. Thus each
site identifies a router to run dual stack (that is, IPv4 and IPv6 together)
and 6to4 tunneling, ensuring that this router has a globally routable
IPv4 address (that is, not in private IPv4 address space).

It is assumed that this new 6to4 router is reachable by IPv6-capable
hosts within the site. Although the various ways in which these hosts
may be reached are not discussed in detail here, they include using IPvé6-
enabled site IPv4 routers, operating special IPv6-only routers in parallel
with site IPv4 routers, using the “6over4” mechanism!8l, and employing
other tunneling methods.
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Routing IPv6 over IPv4: continued

A new 6to4 site advertises the 6to4 prefix to its site via the Neighbor
Discovery (ND) protocol®), which will cause IPv6 hosts at this site to
have their DNS name/address entries to include the 6to4 prefix for the
site in them.

In operation, when one IPv6-enabled host at a 6to4 site tries to access an
IPv6-enabled host by domain name at another 6to4 site, the DNS will
return both an IPv4 and an IPv6 IP address for that host, indicating that
it is reachable by both IPv4 and IPv6. The requesting host selects the
IPv6 address, which will have a 6to4 prefix, and sends a packet off to its
nearest router, eventually reaching its site boundary router, which we as-
sume has 6to4 service as well.

Sending and Receiving Rules for 6to4 Routers

When the requesting site’s 6to4 router sees that it must send a packet to
another site (that is, there is a nonlocal destination), and that the next
hop destination prefix contains the special 6to4 Top Level Aggregation
(TLA) value of 2002::/16, the IPv6 packet is encapsulated in an IPv4
packet using an IPv4 protocol type of 41, as defined in the Transition
Mechanisms RFC#.. The source IPv4 address will be the one in the re-
questing site’s 6to4 prefix (which is the IPv4 address of the outgoing
interface to the Internet on the 6to4 router, and contained in the source
6to4 prefix of the IPv6 packet), and the destination IPv4 address will be
the one in the next hop destination 6to4 prefix of the IPv6 packet.

When the destination site’s 6to4 router receives the IPv4 packet, and rec-
ognizes that it has an IPv4 protocol type of 41, IPv4 security checks are
made and the IPv4 header is removed, leaving the original IPv6 packet
for local forwarding.

The sending rule above is the only modification to IPvé6 forwarding, be-
cause the receiving rule was already specified for the basic IPv6
Transition Mechanism mentioned earlier!*l. Along with advertisement of
the 6to4 prefix by appropriate entries in the DNS, any number of sites
can interoperate without manual tunnel configuration.

It is not necessary to operate an exterior routing protocol (for instance,
BGP4+) for 6to4 simple scenarios because the IPv4 exterior routing pro-
tocol is handling this function. Also, no new entries in IPv4 routing
tables result from the use of 6to4.

The Return Path and Source Address Selection

Packets must flow in both directions to be useful; thus it is essential that
IPv6 packets sent use a packet with a 6to4 prefix as a source address
when talking to a site with a 6to4 prefix; in other words, the destina-
tion must have a 6to4 prefix. In the simple example given above, this is
not an issue because both sites have only IPv4 connectivity, so they have
6to4 prefixes for their site to communicate with. DNS lookups for host
systems at these sites will return only one IPv6 address, which will be the
one with a 6to4 prefix. Source address selection is thus not an issue.
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As we will soon see, source address selection is an issue for more com-
plex 6to4 usage scenarios; therefore, some source address selection
algorithm is necessary in IPv6 hosts. The exact form and method of the
algorithm to use is under active study at the IETF IPv6 (ipng) working
groupl!% and an algorithm is likely to be chosen in early 2000. Mean-
while, for the purposes of understanding 6to4, it is sufficient to realize
that when a 6to4 connected sending site is sending to a destination site
using that site’s 6to4 prefix, the sending host must guarantee that the
source IPv6 address uses the sending site’s 6to4 prefix.

More Complex 6to4 Usage Scenarios

Several more interesting 6to4 usage scenarios exist when a site has both
6to4 connectivity and native IPv6 connectivity. The simplest of these is
when such a site is trying to reach another site that has only 6to4 con-
nectivity, in which case the source address selection algorithm men-
tioned above is essential to ensure that the site’s 6to4 IPv6 address is
chosen. No destination selection is required because there is only one
choice, that is, 6to4.

Similarly, when a site that has only 6to4 connectivity tries to reach a site
with both 6to4 and native IPv6 connectivity, some host rule for choos-
ing among multiple destination addresses must result in the 6to4 address
being chosen, because only a local 6to4 IPv6 source address is available.
Of course source selection is not an issue in this case because there is
only the 6to4 IPv6 address to use.

Another variation of these scenarios is when a site with 6to4 and native
IPv6 connectivity is trying to reach another site that has only native IPv6
connectivity, making a source address selection algorithm essential to
make sure the site’s native IPv6 address is chosen. No destination selec-
tion is required, because there is only one choice, that is, the native IPv6
address.

Similarly, when a site that has only native IPv6 connectivity tries to
reach a site with 6to4 and native IPv6 connectivity, a host rule is essen-
tial for choosing among multiple addresses to ensure that a native IPv6
address is chosen, because only a local native IPv6 source address is
available. Again, source selection is not an issue in this case because only
the native IPv6 address can be used.

An interesting choice develops in the situation when both sites have 6to4
and native IPv6 connectivity as both 6to4-to-6to4 and native IPvé6-to-
native-IPv6 connections are a possibility. Current thinking as of the
writing of this article is to prefer the native IPv6 connection.

The 6to4 Relay

The most interesting, and most complex, 6to4 scenario is that of sites
with only 6to4 connectivity communicating with sites with only native
IPv6 connectivity. This is accomplished by the use of a 6to4 relay that
supports both 6to4 and native IPv6 connectivity (Figure 4). The 6to4 re-
lay is nothing more than an IPv4/IPv6 dual-stack router.
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Routing IPv6 over IPv4: continued

Figure 4: The 6to4
Relay
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The 6to4 relay advertises a route to 2002::/16 for itself into the native
IPv6 infrastructure it is attached to. The native IPv6 network operators
must filter out and discard any 6to4 (2002....) prefix advertisements
longer than /16. In addition, the 6to4 relay may advertise into its 6to4
connection whatever native IPv6 routes its policies allow, which the
6to4 router at the 6to4-only site picks up with either a BGP4+ peering
session, or with a default route, to the 6to4 relay.

Thus the 6to4-only site will try to send a packet to the native [Pv6-only
site by forwarding an encapsulated (tunneled) IPv6 packet to the 6to4
relay, which removes the IPv4 header (decapsulates) and forwards the
packet on to the IPv6-only site.

Potentially, multiple 6to4 relays are needed, one for each separate IPv6
routing realm (collection of IPv6 routing ISPs). In practice, it is expected
that all native IPv6 ISP services will be interconnected even if the use of
inter-IPv6-ISP manually configured tunnels are required to do so. This is
currently the case as of early 2000, because all 6bone 3FFE:/16 TLA
networks and all production 2001::/16 subTLA networks are intercon-
nected with each other.

It is expected that native IPv6 service providers will choose to operate
6to4 relays as a simple extension of their service. There are no special
rules or exceptions to 6to4 as described here for this to happen because
the 6to4 relay is simply operated as part of an end-user site that belongs
to the IPv6 ISP.
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Other Issues

Several other 6to4 issues are presented below for completeness.

The IPv6 Maximum Transmission Unit (MTU) size could prove too
large for some intermediate IPv4 link when a 6to4 tunnel is in use,
thus IPv4 fragmentation will occur. Though undesirable, fragmenta-
tion is not disastrous, so the IPv4 “Do Not Fragment” bit should not
be set in the IPv4 packet carrying the 6to4 tunnel.

How sites move IPv6 packets internal to a site is not important to the
6to4 process. For illustrative purposes in this article, it is generally
assumed that native IPv6 transmission exists within a site. This may
not be strictly true because “6over4,” manual tunnels, and other
methods of moving IPv6 packets could be in use. Nonetheless, it is
not important to the 6to4 processes described here.

Security issues with the 6to4 mechanism are not discussed here. The
reader is referred to the current 6to4 draft for an explanation of
these issuesl6l.

6to4 sites with IPv6 connectivity must not inject their 6to4 prefix
into the IPv6 routing infrastructure via the native IPv6 connection.

It is not possible to assume the general availability of wide-area IPv4
multicast, so the 6to4 mechanism must assume only unicast capabil-
ity in its underlying IPv4 carrier network. However, it is expected
that IPv6 multicast packets may be sent to, or sourced from, a 6to4
router in the IPv4 encapsulated form, as described above. When IPv6
multicast is supported, an IPv6 multicast routing protocol must be
used.

The use of IPv6 Anycast is compatible with 6to4 prefixes.

6to4 for hosts only, as opposed to sites, is possible and will likely be
developed in the future. However, details of this feature are not dis-
cussed in this article.

The 6to4 mechanism is unaffected by the presence of a firewall at the
border router.

When using IPv4 Network Address Translation (NAT), 6to4 mecha-
nisms remain valid, and the NAT device includes a fully functional
IPv6 router with the 6to4 mechanism included. Combining 6to4 and
NAT in this way offers the advantages of NAT for IPv4 use, and the
additional address space of IPvé.

There is no significant impact to either IPv4 or IPv6 routing table size
caused by the proper implementation of 6to4.

Summarizing 6to4

The 6to4 mechanism allows isolated IPv6 routing domains to communi-
cate with other IPv6 routing domains, even in the total absence of native
IPv6 service providers. It is a powerful IPv6 transition tool that will al-
low both traditional IPv4-based Internet end-user sites and new IPvé6-
only Internet sites to utilize IPv6 and operate successfully over the exist-
ing IPv4-based Internet routing infrastructure.
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Routing IPv6 over IPv4: continued
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IP Security
by William Stallings

n 1994, the Internet Architecture Board (IAB) issued a report enti-

tled “Security in the Internet Architecture” (RFC 1636). The re-

port stated the general consensus that the Internet needs more and
better security, and it identified key areas for security mechanisms.
Among these were the need to secure the network infrastructure from
unauthorized monitoring and control of network traffic and the need
to secure end-user-to-end-user traffic using authentication and encryp-
tion mechanisms.

These concerns are fully justified. As confirmation, the 1998 annual re-
port from the Computer Emergency Response Team (CERT) lists over
1,300 reported security incidents affecting nearly 20,000 sites. The most
serious types of attacks included IP spoofing, in which intruders create
packets with false IP addresses and exploit applications that use authen-
tication based on IP address; and various forms of eavesdropping and
packet sniffing, in which attackers read transmitted information, includ-
ing logon information and database contents.

In response to these issues, the IAB included authentication and encryp-
tion as necessary security features in the next-generation IP, which has
been issued as IPv6. Fortunately, these security capabilities were de-
signed to be usable both with the current IP (IPv4) and IPv6, meaning
that vendors can begin offering these features now, and many vendors
do now have some IP Security Protocol (IPSec) capability in their
products.

Applications of IPSec

The Internet community has developed application-specific security
mechanisms in numerous application areas, including electronic mail
(Privacy Enbanced Mail, Pretty Good Privacy [PGP]), network manage-
ment (Simple Network Management Protocol Version 3 [SNMPv3]),
Web access (Secure HTTP, Secure Sockets Layer [SSL]), and others.
However, users have some security concerns that cut across protocol
layers. For example, an enterprise can run a secure, private TCP/IP net-
work by disallowing links to untrusted sites, encrypting packets that
leave the premises, and authenticating packets that enter the premises.
By implementing security at the IP level, an organization can ensure se-
cure networking not only for applications that have security mech-
anisms but also for the many security-ignorant applications.
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IP Security: continued

IPSec provides the capability to secure communications across a LAN,
across private and public WANSs, and across the Internet. Examples of
its use include:

e Secure branch office connectivity over the Internet: A company can
build a secure virtual private network over the Internet or over a
public WAN. This enables a business to rely heavily on the Internet
and reduce its need for private networks, saving costs and network
management overhead.

e Secure remote access over the Internet: An end user whose system is
equipped with IP security protocols can make a local call to an Inter-
net Service Provider (ISP) and gain secure access to a company
network. This reduces the cost of toll charges for traveling employ-
ees and telecommuters.

e Establishment of extranet and intranet connectivity with partners:
IPSec can be used to secure communication with other organiza-
tions, ensuring authentication and confidentiality and providing a
key exchange mechanism.

® Enhancement of electronic commerce security: Most efforts to date
to secure electronic commerce on the Internet have relied upon secur-
ing Web traffic with SSL since that is commonly found in Web
browsers and is easy to set up and run. There are new proposals that
may utilize IPSec for electronic commerce.

The principal feature of IPSec that enables it to support these varied ap-
plications is that it can encrypt or authenticate all traffic at the IP level.
Thus, all distributed applications, including remote logon, client/server,
e-mail, file transfer, Web access, and so on, can be secured. Figure 1
shows a typical scenario of IPSec usage. An organization maintains
LANSs at dispersed locations. Traffic on each LAN does not need any
special protection, but the devices on the LAN can be protected from the
untrusted network with firewalls. Since we live in a distributed and mo-
bile world, the people who need to access the services on each of the
LANs may be at sites across the Internet. These people can use IPSec
protocols to protect their access. These protocols can operate in net-
working devices, such as a router or firewall that connects each LAN to
the outside world, or they may operate directly on the workstation or
server. In the diagram, the user workstation can establish an IPSec tun-
nel with the network devices to protect all the subsequent sessions. After
this tunnel is established, the workstation can have many different ses-
sions with the devices behind these IPSec gateways. The packets going
across the Internet will be protected by IPSec but will be delivered onto
each LAN as a normal IP packet.
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Figure 1: An IP Security
Scenario
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Benefits of IPSec
The benefits of IPSec include:

e When IPSec is implemented in a firewall or router, it provides strong
security that can be applied to all traffic crossing the perimeter.
Traffic within a company or workgroup does not incur the overhead
of security-related processing.

e IPSec is below the transport layer (TCP, UDP), so is transparent to
applications. There is no need to change software on a user or server
system when IPSec is implemented in the firewall or router. Even if
IPSec is implemented in end systems, upper layer software, including
applications, is not affected.

® IPSec can be transparent to end users. There is no need to train users
on security mechanisms, issue keying material on a per-user basis, or
revoke keying material when users leave the organization.

e [PSec can provide security for individual users if needed. This feature
is useful for offsite workers and also for setting up a secure virtual
subnetwork within an organization for sensitive applications.

Is IPSec the Right Choice?

There are already numerous products that implement IPSec, but it is not
necessarily the security solution of choice for a network administrator.
Christian Huitema, who at the time of the development of the initial IP-
Sec documents was the head of the IAB, reports that the debates over
how to provide Internet-based security were among the most heated that
he ever observed. One issue concerns whether security is being provided
at the right protocol layer. To provide security at the IP level, it is neces-
sary for IPSec to be a part of the network code deployed on all
participating platforms, including Windows NT, UNIX, and Macintosh
systems. Unless a desired feature is available on all the deployed plat-
forms, a given application may not be able to use that feature.
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IP Security: continued

On the other hand, if the application, such as a Web browser/server
combination, incorporates the function, the developer can guarantee
that the features are available on all platforms for which the application
is available. A related point is that many Internet applications are now
being released with embedded security features. For example, Netscape
and Internet Explorer support SSL, which protects Web traffic. Also,
many vendors are planning to support Secure Electronic Transaction
(SET), which protects credit-card transactions over the Internet. How-
ever, for a virtual private network, a network-level facility is needed, and
this is what IPSec provides.

The Scope of IPSec

IPSec provides three main facilities: an authentication-only function, re-
ferred to as Authentication Header (AH), a combined authentication/
encryption function called Encapsulating Security Payload (ESP), and a
key exchange function. For virtual private networks, both authentica-
tion and encryption are generally desired, because it is important both to
(1) assure that unauthorized users do not penetrate the virtual private
network and (2) assure that eavesdroppers on the Internet cannot read
messages sent over the virtual private network. Because both features
are generally desirable, most implementations are likely to use ESP
rather than AH. The key exchange function allows for manual ex-
change of keys as well as an automated scheme.

The IPSec specification is quite complex and covers numerous docu-
ments. The most important of these, issued in November 1998, are
RFCs 2401, 2402, 2406, and 2408.

Security Associations

A key concept that appears in both the authentication and confidential-
ity mechanisms for IP is the Security Association (SA). An association is
a one-way relationship between a sender and a receiver that affords se-
curity services to the traffic carried on it. If a peer relationship is needed,
for two-way secure exchange, then two security associations are re-
quired. Security services are afforded to an SA for the use of AH or ESP,
but not both. A security association is uniquely identified by three
parameters:

e Security Parameters Index (SPI): The SPI assigns a bit string to this
SA that has local significance only. The SPI is carried in AH and ESP
headers to enable the receiving system to select the SA under which a
received packet will be processed.

® [P destination address: Currently, only unicast addresses are allowed;
this is the address of the destination endpoint of the SA, which may
be an end-user system or a network system such as a firewall or
router.

® Security protocol identifier: This indicates whether the association is
an AH or ESP security association.
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Hence, in any IP packet, the security association is uniquely identified by
the destination address in the IPv4 or IPv6 header and the SPI in the en-
closed extension header (AH or ESP).

An IPSec implementation includes a security association database that
defines the parameters associated with each SA. A security association is
defined by the following parameters:

o Sequence number counter: A 32-bit value used to generate the
sequence number field in AH or ESP headers

® Sequence counter overflow: A flag indicating whether overflow of the
sequence number counter should generate an auditable event and
prevent further transmission of packets on this SA

o Anti-replay window: Used to determine whether an inbound AH or
ESP packet is a replay, by defining a sliding window within which
the sequence number must fall

* AH information: Authentication algorithm, keys, key lifetimes, and
related parameters being used with AH

e ESP information: Encryption and authentication algorithm, keys, ini-
tialization values, key lifetimes, and related parameters being used
with ESP

® Lifetime of this security association: A time interval or byte count
after which an SA must be replaced with a new SA (and new SPI) or
terminated, plus an indication of which of these actions should occur

® [PSec protocol mode: Tunnel, transport, or wildcard (required for all
implementations); these modes are discussed later

® Path MTU: Any observed path maximum transmission unit (maxi-
mum size of a packet that can be transmitted without fragmentation)
and aging variables (required for all implementations)

The key management mechanism that is used to distribute keys is cou-
pled to the authentication and privacy mechanisms only by way of the
security parameters index. Hence, authentication and privacy have been
specified independent of any specific key management mechanism.

SA Selectors

IPSec provides the user with considerable flexibility in the way in which
IPSec services are applied to IP traffic. IPSec provides a high degree of
granularity in discriminating between traffic that is afforded IPSec pro-
tection and traffic that is allowed to bypass IPSec, in the former case
relating IP traffic to specific SAs.

The means by which IP traffic is related to specific SAs (or no SA in the
case of traffic allowed to bypass IPSec) is the nominal Security Policy
Database (SPD). In its simplest form, an SPD contains entries, each of
which defines a subset of IP traffic and points to an SA for that traffic. In
more complex environments, there may be multiple entries that poten-
tially relate to a single SA or multiple SAs associated with a single SPD
entry.
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IP Security: continued

Each SPD entry is defined by a set of IP and upper-layer protocol field
values, called selectors. In effect, these selectors are used to filter outgo-
ing traffic in order to map it into a particular SA. Outbound processing
obeys the following general sequence for each IP packet:

® Compare the values of the appropriate fields in the packet (the selec-
tor fields) against the SPD to find a matching SPD entry, which will
point to zero or more SAs.

® Determine the SA (if any) for this packet and its associated SPI.
® Do the required IPSec processing (that is, AH or ESP processing).

The following selectors determine an SPD entry:

* Destination IP address: This may be a single IP address, an enumer-
ated list or range of addresses, or a wildcard (mask) address. The
latter two are required to support more than one destination system
sharing the same SA (for instance, behind a firewall).

® Source IP address: This may be a single IP address, an enumerated
list or range of addresses, or a wildcard (mask) address. The latter
two are required to support more than one source system sharing the
same SA (for instance, behind a firewall).

e UserID: UserID is used to identify a policy tied to a valid user or sys-
tem name.

® Data sensitivity level: The data sensitivity level is used for systems
providing information flow security (for instance, “Secret” or

“Unclassified”).

® Transport Layer protocol: This value is obtained from the IPv4 pro-
tocol or IPv6 Next Header field. This may be an individual protocol
number, a list of protocol numbers, or a range of protocol numbers.

e [PSec protocol (AH or ESP or AH/ESP): If present, this is obtained
from the IPv4 Protocol or IPv6 Next Header field.

e Source and destination ports: These may be individual TCP or User
Datagram Protocol (UDP) port values, an enumerated list of ports,
or a wildcard port.

® [Pv6 class: This class is obtained from the IPv6 header. It may be a
specific IPv6 Class value or a wildcard value.

® [Pv6 flow label: This label is obtained from the IPv6 header. It may
be a specific IPv6 flow label value or a wildcard value.

® [Pv4 Type of Service (TOS): The TOS is obtained from the IPv4
header. It may be a specific IPv4 TOS value or a wildcard value.

Authentication Header

The authentication header provides support for data integrity and au-
thentication of IP packets. The data integrity feature ensures that
undetected modification to the content of a packet in transit is not possi-
ble. The authentication feature enables an end system or network device
to authenticate the user or application and filter traffic accordingly; it
also prevents the address spoofing attacks observed in today’s Internet.
The AH also guards against the replay attack described later.
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Figure 2: IPSec
Authentication Header
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Authentication is based on the use of a Message Authentication Code
(MAC); hence the two parties must share a secret key. The authentica-
tion header consists of the following fields (Figure 2):

® Next Header (8 bits): This field identifies the type of header immedi-
ately following this header.

® Payload Length (8 bits): This field gives the length of the authentica-
tion header in 32-bit words, minus 2. For example, the default length
of the authentication data field is 96 bits, or three 32-bit words. With
a three-word fixed header, there are a total of six words in the
header, and the Payload Length field has a value of 4.

® Reserved (16 bits): This field is reserved for future use.

e Security Parameters Index (32 bits): This field identifies a security
association.

e Sequence Number (32 bits): This field contains a monotonically
increasing counter value.

 Authentication Data (variable): This variable-length field (must be an
integral number of 32-bit words) contains the Integrity Check Value
(ICV), or MAC, for this packet.

Anti-Replay Service

A replay attack is one in which an attacker obtains a copy of an authen-
ticated packet and later transmits it to the intended destination. The
receipt of duplicate, authenticated IP packets may disrupt service in
some way or may have some other undesired consequence. The Se-
quence Number field is designed to thwart such attacks.

When a new SA is established, the sender initializes a sequence num-
ber counter to 0. Each time that a packet is sent on this SA, the sender
increments the counter and places the value in the Sequence Number
field. Thus, the first value to be used is 1. If anti-replay is enabled (the
default), the sender must not allow the sequence number to cycle past
232 — 1 back to zero. Otherwise, there would be multiple valid packets
with the same sequence number. If the limit of 232 — 1 is reached, the
sender should terminate this SA, and negotiate a new SA with a new
key.
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IP Security: continued

Because IP is a connectionless, unreliable service, the protocol does not
guarantee that packets will be delivered in order and does not guarantee
that all packets will be delivered. Therefore, the IPSec authentication
document dictates that the receiver should implement a window of size
W, with a default of W = 64. The right edge of the window represents
the highest sequence number, N, so far received for a valid packet. For
any packet with a sequence number in the range from N - W + 1 to N
that has been correctly received (that is, properly authenticated), the cor-
responding slot in the window is marked. Inbound processing proceeds
as follows when a packet is received:

e If the received packet falls within the window and is new, the MAC
is checked. If the packet is authenticated, the corresponding slot in
the window is marked.

e If the received packet is to the right of the window and is new, the
MAC is checked. If the packet is authenticated, the window is
advanced so that this sequence number is the right edge of the win-
dow, and the corresponding slot in the window is marked.

e If the received packet is to the left of the window, or if authentica-
tion fails, the packet is discarded; this is an auditable event.

Message Authentication Code

The message authentication algorithm is used to calculate a message au-
thentication code, using an algorithm known as HMAC. HMAC takes
as input a portion of the message and a secret key and produces a MAC
as output. This MAC value is stored in the Authentication Data field of
the AH header. The calculation takes place over the entire enclosed TCP
segment plus the authentication header. When this IP packet is received
at the destination, the same calculation is performed using the same key.
If the calculated MAC equals the value of the received MAC, then the
packet is assumed to be authentic. The authentication data field is calcu-
lated over:

e IP header fields that either do not change in transit (immutable) or
that are predictable in value upon arrival at the endpoint for the AH
SA. Fields that may change in transit and whose value on arrival are
unpredictable are set to zero for purposes of calculation at both
source and destination.

e The AH header other than the Authentication Data field. The
Authentication Data field is set to zero for purposes of calculation at
both source and destination.

® The entire upper-level protocol data, which is assumed to be immu-
table in transit (for instance, a TCP segment or an inner IP packet in
tunnel mode).

For IPv4, examples of immutable fields are Internet Header Length and
Source Address. An example of a mutable but predictable field is the
Destination Address (with loose or strict source routing). Examples of
mutable fields that are zeroed prior to ICV calculation are the Time to
Live (TTL) and Header Checksum fields.
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Figure 3: IPSec ESP
Format

Note that both source and destination address fields are protected, so
that address spoofing is prevented. For IPv6, examples in the base
header are Version (immutable), Destination Address (mutable but pre-
dictable), and Flow Label (mutable and zeroed for calculation).

Encapsulating Security Payload

The encapsulating security payload provides confidentiality services, in-
cluding confidentiality of message contents and limited traffic flow
confidentiality. As an optional feature, ESP can also provide the same
authentication services as AH.
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Figure 3 shows the format of an ESP packet. It contains the following
fields:

e Security Parameters Index (32 bits): Identifies a security association

® Sequence Number (32 bits): A monotonically increasing counter
value

® Payload Data (variable): A transport-level segment (transport mode)
or IP packet (tunnel mode) that is protected by encryption

® Padding (0-255 bytes): Extra bytes that may be required if the
encryption algorithm requires the plaintext to be a multiple of some
number of octets

® Pad Length (8 bits): Indicates the number of pad bytes immediately
preceding this field

® Next Header (8 bits): Identifies the type of data contained in the pay-
load data field by identifying the first header in that payload (for
example, an extension header in IPv6, or an upper-layer protocol
such as TCP)

® Authentication Data (variable): A variable-length field (must be an
integral number of 32-bit words) that contains the integrity check
value computed over the ESP packet minus the Authentication Data

field
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IP Security: continued

Encryption and Authentication Algorithms

The Payload Data, Padding, Pad Length, and Next Header fields are en-
crypted by the ESP service. If the algorithm used to encrypt the payload
requires cryptographic synchronization data, such as an Initialization
Vector (IV), then this data may be carried explicitly at the beginning of
the Payload Data field. If included, an IV is usually not encrypted, al-
though it is often referred to as being part of the ciphertext. The current
specification dictates that a compliant implementation must support the
Data Encryption Standard (DES). A number of other algorithms have
been assigned identifiers and could, therefore, be used for encryption;
these include:

Three-key triple DES

e RCS

International Data Encryption Algorithm (IDEA)
Three-key triple IDEA

CAST

Blowfish

It is now well known that DES is inadequate for secure encryption, so it
is likely that many future implementations will use triple DES and even-
tually the Advanced Encryption Standard (AES). As with AH, ESP
supports the use of a MAC, using HMAC.

Padding

® The Padding field serves several purposes: If an encryption algorithm
requires the plaintext to be a multiple of some number of bytes (for
instance, the multiple of a single block for a block cipher), the Pad-
ding field is used to expand the plaintext (consisting of the Payload
Data, Padding, Pad Length, and Next Header fields) to the required
length.

e The ESP format requires that the Pad Length and Next Header fields
be right aligned within a 32-bit word. Equivalently, the ciphertext
must be an integer multiple of 32 bits. The Padding field is used to
assure this alignment.

* Additional padding may be added to provide partial traffic flow
confidentiality by concealing the actual length of the payload.

Figure 4 indicates the scope of ESP encryption and authentication in
both transport and tunnel modes.

Transport and Tunnel Modes
Both AH and ESP support two modes of use: transport and tunnel
mode.
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Figure 4: Scope of ESP
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Transport mode provides protection primarily for upper-layer proto-
cols. That is, transport mode protection extends to the payload of an IP
packet. Examples include a TCP or UDP segment, or an Internet Con-
trol Message Protocol (ICMP) packet, all of which operate directly
above IP in a host protocol stack. For this mode using IPv4, the ESP
header is inserted into the IP packet immediately prior to the transport-
layer header (for instance, TCP, UDP, ICMP) and an ESP trailer (Pad-
ding, Pad Length, and Next Header fields) is placed after the IP packet.
This setup is shown in Figure 4b. If authentication is selected, the ESP
Authentication Data field is added after the ESP trailer. The entire trans-
port-level segment plus the ESP trailer are encrypted. Authentication
covers all of the ciphertext plus the ESP header.

Typically, transport mode is used for end-to-end communication be-
tween two hosts (for instance, communications between a workstation
and a server, or two servers). When a host runs AH or ESP over IPv4,
the payload is the data that normally follows the IP header. For IPvé6,
the payload is the data that normally follows both the IP header and any
IPv6 extensions headers that are present, with the possible exception of
the destination options header, which may be included in the protection.

ESP in transport mode encrypts and optionally authenticates the IP pay-
load but not the IP header. AH in transport mode authenticates the IP
payload and selected portions of the IP header. All IPv4 packets have a
Next Header field. This field contains a number for the payload proto-
col, such as 6 for TCP and 17 for UDP. For transport mode, the IP Next
Header field is decimal 51 for AH, or 50 for ESP. This tells the receiving
machine to interpret the remainder of the packet after the IP header as
either AH or ESP. Both the AH and ESP headers also have a Next
Header field.
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IP Security: continued

As an example, let’s examine a Telnet session within an ESP packet in
transport mode. The IP header would contain 51 in the Next Header
field. In the ESP header, the Next Header field would be 6 for TCP.
Within the TCP header, Telnet would be identified as port 23.

Transport mode operation may be summarized for ESP as follows:

* At the source, the block of data consisting of the ESP trailer plus the
entire transport-layer segment is encrypted and the plaintext of this
block is replaced with its ciphertext to form the IP packet for trans-
mission. Authentication is added if this option is selected.

e The packet is then routed to the destination. Each intermediate
router needs to examine and process the IP header plus any plaintext
IP extension headers but will not need to examine the ciphertext.

® The destination node examines and processes the IP header plus any
plaintext IP extension headers. Then, on the basis of the SPI in the
ESP header, the destination node decrypts the remainder of the
packet to recover the plaintext transport-layer segment. This process
is similar for AH, however the payload (upper layer protocol) is not
encrypted.

Transport mode operation provides confidentiality for any application
that uses it, thus avoiding the need to implement confidentiality in every
individual application. This mode of operation is also reasonably
efficient, adding little to the total length of the IP packet. One drawback
to this mode is that it is possible to do traffic analysis on the transmitted
packets.

Tunnel Mode

Tunnel mode encapsulates an entire IP packet within an IP packet to en-
sure that no part of the original packet is changed as it is moved through
a network. The entire original, or inner, packet travels through a “tun-
nel” from one point of an IP network to another; no routers along the
way need to examine the inner IP header. For ESP, this is shown in Fig-
ure 4c. Because the IP header contains the destination address and
possibly source routing directives and hop-by-hop option information, it
is not possible simply to transmit the encrypted IP packet prefixed by the
ESP header. Intermediate routers would be unable to process such a
packet. Therefore, it is necessary to encapsulate the entire block (ESP
header plus ciphertext plus Authentication Data, if present) with a new
IP header that will contain sufficient information for routing but not for
traffic analysis. Tunnel mode is used when one or both ends of an SA is
a security gateway, such as a firewall or router that implements IPSec.
With tunnel mode, a number of hosts on networks behind firewalls may
engage in secure communications without implementing IPSec. The un-
protected packets generated by such hosts are tunneled through external
networks by tunnel mode SAs set up by the IPSec process in the firewall
or secure router at the boundary of the local network.
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Whereas the transport mode is suitable for protecting connections be-
tween hosts that support the ESP feature, the tunnel mode is useful in a
configuration that includes a firewall or other sort of security gateway
that protects a trusted network from external networks. In this latter
case, encryption occurs only between an external host and the security
gateway or between two security gateways. This setup relieves hosts on
the internal network of the processing burden of encryption and sim-
plifies the key distribution task by reducing the number of needed keys.
Further, it thwarts traffic analysis based on ultimate destination.

Let’s use the diagram in Figure 1 as an example of how tunnel mode IP-
Sec operates. The following steps occur for transfer of a transport-layer
segment from the user system to one of the servers on one of the pro-
tected LANS.

® The user system prepares an inner IP packet with a destination
address of the target host on the internal LAN. For a Telnet session,
this packet would be a TCP packet with the original SYN flag set
with a destination port set to 23. This entire IP packet is prefixed by
an ESP header; then the packet and ESP trailer are encrypted and
Authentication Data may be added. The Next Header field of the
ESP header would be decimal 4 for IP-in-IP, indicating that the entire
original IP packet is contained as the “payload.” The resulting block
is encapsulated with a new IP header (base header plus optional
extensions such as routing and hop-by-hop options for IPv6) whose
destination address is the firewall; this forms the outer IP packet. The
Next Header field for this IP packet is 50 for ESP.

e The outer packet is routed to the destination firewall. Each interme-
diate router needs to examine and process the outer IP header plus
any outer IP extension headers but does not need to examine the
ciphertext.

® The destination firewall examines and processes the outer IP header
plus any outer IP extension headers. Then, on the basis of the SPI in
the ESP header, the gateway decrypts the remainder of the packet to
recover the plaintext inner IP packet. This packet is then transmitted
in the internal network.

* The inner packet is routed through zero or more routers in the inter-
nal network to the destination host. The receiver would have no
indication that the packet had been encapsulated and protected by
the “tunnel” between the user system and the gateway. It would see
the packet as a request to start a Telnet session and would respond
back with a TCP SYN/ACK, which would go back to the gateway.
The gateway would encapsulate that packet into an IPSec packet and
transport it back to the user system through this “tunnel.” That
return packet would be processed to find the original packet, which
would contain the SYN/ACK for the Telnet session.
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IP Security: continued

Figure 5: Transport-
Mode versus Tunnel-
Mode Encryption

Common Uses of IPSec in Real Networks

Figure 5 shows two ways in which the IPSec ESP service can be used. In
the upper part of the figure, encryption (and optionally authentication)
is provided directly between two hosts. Figure 5b shows how tunnel
mode operation can be used to set up a Virtual Private Network (VPN).
In this example, an organization has four private networks intercon-
nected across the Internet. Hosts on the internal networks use the
Internet for transport of data but do not interact with other Internet-
based hosts. By terminating the tunnels at the security gateway to each
internal network, the configuration allows the hosts to avoid implement-
ing the security capability. The former technique is supported by a
transport mode SA, while the latter technique uses a tunnel mode SA.
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Key Management

The key management portion of IPSec involves the determination and
distribution of secret keys. The IPSec Architecture document mandates
support for two types of key management:

® Manual: A system administrator manually configures each system
with its own keys and with the keys of other communicating sys-
tems. This is practical for small, relatively static environments.

® Automated: An automated system enables the on-demand creation
of keys for SAs and facilitates the use of keys in a large distributed
system with an evolving configuration. An automated system is the
most flexible but requires more effort to configure and requires more
software, so smaller installations are likely to opt for manual key
management.
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The default automated key management protocol for IPSec is referred to
as Internet Key Exchange (IKE). IKE provides a standardized method
for dynamically authenticating IPSec peers, negotiating security services,
and generating shared keys. IKE has evolved from many different proto-
cols and can be thought of as having two distinct capabilities. One of
these capabilities is based on the Internet Security Association and Key
Management Protocol (ISAKMP). ISAKMP provides a framework for
Internet key management and provides the specific protocol support, in-
cluding formats, for negotiation of security attributes. ISAKMP by itself
does not dictate a specific key exchange algorithm; rather, ISAKMP con-
sists of a set of message types that enable the use of a variety of key
exchange algorithms. The actual key exchange mechanism in IKE is de-
rived from Oakley and several other key exchange protocols that had
been proposed for IPSec. Key exchange is based on the use of the Diffie-
Hellman algorithm, but provides added security. In particular, Diffie-
Hellman alone does not authenticate the two users that are exchanging
keys, making the protocol vulnerable to impersonation. IKE includes
mechanisms to authenticate the users.

Public Key Certificates
An important element of IPSec key management is the use of public key
certificates. In essence, a public key certificate is provided by a trusted
Certificate Authority (CA) to authenticate a user’s public key. The essen-
tial elements include:

* Client software creates a pair of keys, one public and one private.
The client prepares an unsigned certificate that includes a user ID and
the user’s public key. The client then sends the unsigned certificate to
a CA in a secure manner.

e A CA creates a signature by calculating the hash code of the
unsigned certificate and encrypting the hash code with the CA’s pri-
vate key; the encrypted hash code is the signature. The CA attaches
the signature to the unsigned certificate and returns the now signed
certificate to the client.

® The client may send its signed certificate to any other user. That user
may verify that the certificate is valid by calculating the hash code of
the certificate (not including the signature), decrypting the signature
using the CA’s public key, and comparing the hash code 