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Ever Growing Security Toolbelt

Tools

MultiCloud

• CSP Constructs
• NGFW
• CDR
• CSPM
• CEIM
• SDN

Identity/Entity

• MFA
• XDR
• IAM
• ISPM
• IGA
• PAM

Applications

• CWPP
• CNAPP
• DSPM
• KSPM
• SEIM
• SOAR

….Product OVERLOAD

Optimally?  Worklife Balance? Prove & Verify? Gift or Curse ?



Intro



Foundational Security for All Layers

Security as a core infrastructure pillar Integrated at every stage

Trust embedded from inception
Not added later

Built for resilience

Universal secure connectivity
Across cloud, edge, on-prem

Consistent enforcement

Holistic protection Users, devices, networks, apps, data

Consistent controls & policies Simplifies management



Zero Trust Defense



The failure of traditional solutions

Blind to Identity Risk

Lack full visibility

Limited posture insight

Siloed response to threats

Outdated Defenses

Expanding attack surface

Rise of MFA bypass

AI makes scale simple

Security Adds Friction

MFA fatigue

Confusing policy

Clunky configuration
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End-to-End Phishing 

Resistance

Unified Identity Intelligence

World-Class User Experience

Defend against the most advanced threats. Continuously verify trust – across your entire 
environment. 

Meet Duo Identity & Access Management

Security-First IAM

Identity is secure by default.

Redefining – and Restoring – Trust in Identity

Key Features

Directory

Multi-Factor Authentication

Single Sign-On

Device Trust

Identity Routing

AI Assistant for Identity

Key Features

Proximity Verification

Complete Passwordless

Session Theft Protection

Identity Verification

Key Features

Comprehensive Identity Visibility

User Trust Scoring

Security Stack Enrichment

Frustrates attackers and delights users. 



Run standalone as 
your primary IdP, 
directory and SSO.

Integrate with your 
existing IAM as an 
identity broker.

Deploy as alternate 
directory for your 
third parties.
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Cisco Identity Intelligence

Identity providers

HRIS

Device Managers

Applications

Threat Feeds

Data sources Take action

ITSM

Instant Messaging Platforms

Mitigation Remediation

Posture Management

Detection and Response

MFA-less, dormant,
over-privileged accounts

Tactics, Techniques
& Procedure detection, 

admins monitoring

Event 
streaming

Static data

Users, Groups, 
Apps, Devices, 

Factors

Comprehensive Oversight

Centralized control and visibility
across all identity platforms

Unified view of users, devices and
context



UID

Factors

Email Role

Logs

Location

Relationships

On-prem

Permissions

OS

Sessions

Sessions

Groups

HRIS

Platforms

Location
Location

SaaS

SaaS

On-prem

Workloads

C O N N E C T E D

C O N N E C T E D  T O

C O N N E C T E D  T O

A C C E S S E D  T H R O U G H

A C C E S S E D  T H R O U G H

S U B S E T

Sessions

Identities

Passkeys

IoT

Infra-
structure

Browsers

MDM

Unmanaged

User
Devices

C O N T R O L L E D

Apps

Machines Services

Users

Data

IDENTITY GRAPH

Cisco Identity Intelligence



Protecting Identity with Cisco Identity Intelligence

User Authenticates
User Accesses 

Applications

Evaluate:

• Is this user active?

• Should they have an account?

• How can you improve the 
identity posture score?

Authenticate:

• Is there strong MFA?

• Are there excessive privileges?

• Is this a known device or location?

Evaluate:

• What is this user’s trust score? 

• Has the trust score changed?

X

User Trust Score

TRUSTED NEUTRAL UNTRUSTED



FREE Identity Security Assessment
Powered by Cisco Identity Intelligence

• IAM posture evaluation

• Identity population insight

• Identity threats

• Compliance & security framework monitoring

• License usage



Modernize your defense with Cisco Secure Access

Web

Public
SaaS apps

Private apps

Users 
Everywhere

Managed and 
unmanaged devices

IoT devices

Converged cloud-native security grounded in zero trust

From anything To anywhereSecure Access
Protect users and

things as they securely 
connect

B
E
TT

ER
FOR USERS | EASIER

FO

R
IT

SAFER FOR EVERYONE
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Architecture Overview

On Premise,
Users, Devices 

& Things

Breakout (unmonitored internet and trusted SaaS)

Clientless 
Access

resource 
connector or 
Backhaul VPN

DC/Colo/
Branch

Cisco Secure Access

Secure Access PoPs

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

Managed 
Endpoint

Unmanaged
L3/4/7 
Firewall 
w/ IPS

MFA
Support

Device 
Posture

and Health

NAT

Services Router

Optional

Auth

DNS SWG DLP CASB

Client based 
Access

Ipsec

Internet Traffic

Private Traffic

Secure Tunnel



Limited Staff 
vs 
24/7 threats

Network
blind spots

Alert Fatigue
Tool Crawl

Manual 
investigation delays

Security is a problem of plenty

Your Challenges



Complete Picture

+

=

For complete visibility, you need the network

Pre-exploitation Exploitation Post-Exploitation

Initial
Probe

Initial
Compromise

Lateral
Movement

Active
Scanning

Malware
Download

Data
Exfiltration

Endpoint Events

Network Events

Defender needs to build out a timeline when investigating the attack



Complexity, simplified with an AI–first XDR  

Cisco XDR Platform

500 threat researchers + AI-powered algorithms

500
threat researchers

AI
powered algorithms

AppsCloudNetwork Endpoint Email Identity

Third-party 
telemetry

Cisco Telemetry

SIEM/SOAR

Others

Third-party tools

Intelligence

Your infrastructure

Third-party 
interface

AI-powered 
detection

Threat hunting, 
investigation, forensics

Response

Power of analytics
Clear prioritization with behavioral 
analytics and identity first platform   

Power of AI
Automated playbooks and response guidance 

accelerated with Generative AI assistant 

Power of data 
Multi-vector detection with unmatched data 

across humans, machines, and services 

AI

User 
Interface

CISO

SOC Director

SecOps Analyst 

Incident Responder

Managed 
services



Example Telemetry sources for Cisco XDR
Flexible integration for existing infrastructure

Flow
Logs

Flow Logs

Investigation

Threat IntelInvestigation

Events

Device Insights

Flow Logs

Flow Logs

Syslog

APIs

Cisco 
XDR

Cisco 
Firewall

Integrations

Microsoft Defender

For Endpoint

Amazon 

Guard Duty

Intelligence
On-premises network

Data centerNetwork Users

ISE

Mirror/SPAN

NetFlow/IPFIX

Firewall/Syslog

Cisco Telemetry 
Broker (CTB)

On-Prem Sensor
(ONA)

Remote Workers

User Insights

Campus/Branch

Meraki and Catalyst

Endpoint Data (Cisco 
XDR NVM, XDR EVM*, 

XDR Orbital)

Public Cloud



Security for an AI Distributed 
World
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Cisco AI Defense
AI Security Journey

Discovery
Uncover shadow 

AI workloads, apps, 
models, and data

Detection
Test for AI risk,

vulnerabilities, and
adversarial attacks

Protection
Place guardrails and 

access policies to secure 
data and defend against runtime 

threats.

Using AI Apps Developing AI Apps
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Discover GenAI apps
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It doesn't just see patterns. It understands intent.

AI Access: SSE that truly understands AI

Intelligent Protection

• Pattern-less PII/PHI/PCI detection

• Prevention of sophisticated attacks 
(OWASP/Mitre Atlas) like prompt injection

• Intent-based toxicity detection

Zero-Friction Security

• Built into Secure Access 

• Single unified policy framework

• No additional infrastructure
1

Unified Security Framework

100%
Top 16 AI Apps Coverage

790+
AI Applications Protected
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The AI Defense Solution

Cisco AI Threat Research Labs

Cisco AI DefenseCisco 
Security Cloud 

Enforcement Points

Firewall

Hypershield

Multicloud Defense

Secure Access

End User

Employee

Model
Providers

Custom
AI Apps

Connected
Data Sources

AI 
APPLICATION 

SECURITY

AI Cloud Visibility

AI Model & Application Validation

AI Runtime Protection

Third-party
Apps

Copilot
SHADOW

AI
AI Access
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Develop, Deploy & Run Secure AI Applications

End User

AI Cloud Visibility

Custom
AI Apps

AI Model/Application 
Validation

AI Runtime

1. Discover and inventory AI models/ 
applications across the enterprise.

2. Understand ownership & provenance 

3. Test, probe, and validate models. 
4. Evaluate risks discovered
5. Test periodically on model/app 

changes.

6. Deploy mitigations and protections
7. Monitor and audit performance

• What AI assets are in my cloud?
(including VPCs)

• What are the risks associated with 
these AI models and apps?

• How to protect AI applications at 
runtime?
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Core Hybrid 
Firewall

Manage NGFW in 
multiple form factors 
at key chokepoints 

P
la

c
e
m

e
n
t

Threat Protection

Firewalling needs to evolve to meet today’s 
challenges

Make it easy for organizations to

 

in the modern data center, cloud, 
campus, and factory

Our North Star

Reduce attack surface

Prevent compromise

Stop lateral movement 

Every server

Every app

Every VM

Every container

Every IoT device

Every user

Encrypted traffic at scale

Prevent exploit — 
known & unknown threats

Identity intelligence

AI app runtime guardrails

Microsegmentation

Protect vulnerable IoT

Cisco Hybrid 
Mesh Firewall
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Threat Detection & Exploit ProtectionNetwork Segmentation

DPU

S E C U R I T Y  C L O U D  C O N T R O L

Secure  
Firewall

Secure 
Workload

Smart 
Switches

3rd Party 
Firewall

ACI Secure 
Router

Isovalent 

Hypershield

Macro & Micro Segmentation AI Security

AI 
Defense

Multi Cloud 
Defense

Write policy once, enforce across the mesh 

Cisco Hybrid Mesh Firewall

C U S T O M E R  S E C U R I T Y  O U T C O M E S
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Hybrid Mesh Firewall: Network, Workload, Cloud

Logic

VM 1

DB

VM 2

HypershieldHypershield

Private Cloud

VM 3

Hypershield

Secure Workload

Front

Front

Cisco Security Cloud Control abstracts end-to-end policy intent from enforcement point specific configuration.

Secure
Workload

Secure
Workload

Hypershield

Multicloud Defense 
Gateway

Customers

Secure Access

Campus
Branch

Firewall Threat 
Defense

Firewall Threat Defense

Internet

SD-WAN

SD-WAN

• Firewall Threat Defense admits Zero Trust user and 
SD-WAN sessions, applies network threat controls 
(IPS, URL Filtering, Malware) at campus, branch, and 
data center edge.

• Multicloud Defense applies full security service stack 
(IPS, WAF, DLP) at Virtual Public Cloud (VPC) edge.

• Hypershield expands on Secure Workload with inline 
threat inspection at workload and microservice level 
via eBPF and DPU insertion.

35



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Cisco Hypershield

Telemetry

Platform
AI-native security | Kernel-level enforcement (built on Isovalent) | Self-qualifying updates

Future services
Distributed 

Exploit Protection
Autonomous 
Segmentation

Cloud management (Cisco Security Cloud Control)

Public Cloud        Private Cloud

Workload and network enforcement points

Virtual machines Kubernetes Bare metal

L4 Zone 
Segmentation 
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Tesseract Security Agent

eBPF eBPFeBPF

System Calls

Namespaces

VFS

P R O C E S S  I D

B E H A V I O R S

TCP/IP

Storage

Network

Tesseract Security Agent

eBPF

Host

Deep Visibility and Enforcement
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Complete understanding of 

changing app behavior from network 

to workload to pre-prod

Web app

database frontend

analyticsapache
server 02

Kubernetes
Service 05

Policies updated to stricter 

rules in response to 

suspicious events

database frontend analytics Kubernetes
Service 05

apache
server 02

Web app

database

Unusual behavior | Vulnerable 
database talking to front end

Block and capture

Approve Create Ticket

Medium Risk

Recommended

Flexible segmentation 

rules that help avoid 

app fragility

Workload 
behavior

Network 
flow

File changes

Permit web app frontend can access analytics

Permit web app analytics can access database

Default observe and permit web app policy group…

Recommendations

Permit web app frontend can access database

Note: Images are not an exact product UI representation

Segmentation at Speed



Simplify 
operations

Centralize visibility and management 
of devices and policies

Improve 
productivity

Minimize dependance on tribal 
knowledge and manual work

Enhance  
security

Leverage AI to strengthen 
protection and prevent downtime

Cisco Security Cloud Control

Empower your security teams by expanding firewall capabilities to the cloud



Generally available as of Spring 2025

Unified security management

Security Cloud Control

Common experience | Central provisioning and RBAC | Cisco AI Assistant​

Secure
Firewall

ASA

Secure 
Firewall 
Threat 

Defense

Multicloud 
Defense

Hypershield
Secure 
Access

Secure 
Workload

AI Defense



Network fused with Security 



The Challenge: Complexity & Risk in Modern IT
The Evolving Landscape: Complexity, Threats, and the Need 
for Smarter Security

Exploding IT 
Complexity

Multi-cloud, hybrid work, 
IoT,  112 Hours Average for 
Mean Time To Resolution 
(MTTR)

Sophisticated Cyber 
Threats

Relentless, Always Evolving

Manual Operations 
Struggling

Alert Fatigue ( 70% of IT 
pros), Human Error ( 85% of 
Outages)

Siloed Tools & 
Inconsistent Policies

Gaps and Inefficiencies in 
the Network. Need for 
Proactive, real-time, 
Integrated Defense



Introducing AI 
Canvas
• Single canvas for cross 

domain troubleshooting

• Generative UI with reasoning  
built-in

• Keeps NetOps, SecOps, IT 
and execs on the same page

AI Assistant Shared Workspace Users



AI Canvas is the AgenticOps Platform

Security & connection events

Firewall

Authentication & compliance

Duo

Private & SAAS Resource 

Access

Secure Access

                           

     

Topology, client details, 

location, etc.

Cisco Meraki

User trust level, identity checks 

& reasons

Identity Intelligence

Related Threat Incidents

XDR

WAN, Internet, App Insights

Cisco and third-party insightsTopology, client details, location, etc.

Catalyst Center

Authentication Insights

ISE

Voice and video experience

WAN Details

SD-WAN

Data center network management.

Nexus Dashboard

Data center network management.

Hyperfabric

Unified management, automation, 

security.

Intersight

Campus and Branch Data Center Security and Observability

AI Assistant

AI Canvas



AI Canvas Demo
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Why is Common Policy Needed?

No out-of-box integration between 
platforms to share context about 
users, devices, and applications

Cumbersome to implement 
consistent policies for users and 
devices access to applications

Policy Enforcement Points 
with Inconsistent Policies

A consistent, unified policy experience across multi-domain environment

Campus

Branch

Remote

Cisco Secure 
Access

SD-WAN
On-Prem ACI

Cloud IaaS

On-prem 
non-ACI

SD-LAN

Inconsistent policies for user access to applications
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Context-aware policies for on-prem applications and cloud workloads for multiple enforcement points

What Common Policy Enables

Campus

Branch

Remote

Cisco Secure 
Access

SD-WAN
On-Prem ACI

Cloud IaaS

On-prem 
non-ACI

Build context in its local domain and 
store it as standard security group 
tags (SGT)

Share context everywhere, across 
networking and security domains

Enforce consistent SGT based 
policies, enable simple and unified 
policy experience

SD-LAN

Policy Enforcement Points 
with Consistent Policies

Context Exchange Hub
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Live Protect – CVE Mitigation for Nexus NXOS Switches
No Downtime or Immediate PSIRT Software Upgrades

Data Center is critical infrastructure: 
• PSIRTs require large switch fleet upgrades (100s-

1000s)
• Require testing, planning, multiple maintenance 

windows
• High cumulative downtime (high MTTR)

Live Protect workflow:
• Support on Nexus CloudScale and Silicon1 switches
• Download compensating controls from cisco.com
• Tetragon agent applies eBPF policy CVE shields 

• Monitor mode 
• Enforce mode

• Privilege escalation CVEs (NXOS 10.6(2))
• Network control DDoS CVEs (future)

Benefits: 
• Nexus is 1st to market
• Arista, Juniper, Aruba, etc … don’t have it
• CVE mitigation with no downtime
• Upgrades during regular maintenance window

Nexus Dashboard

Cisco.com

NXOS or iNXOS

Cisco generated eBPF based shield

APIC/NX API

OS kernel

UserspaceCVE 
mitigation 
shield

Attacks

Control-plane
Routing-plane
API
CLI
File IO



Close



Trust by Design

Trust must be embedded in every layer—users, apps, infrastructure, and AI

✓Stop advanced threats 

✓Securing the Perimeter (identity, user, applications)

✓Automation and Unified enforcement 

✓Unified, adaptive, and intelligent security platform

Cisco Difference

• Unmatched breadth, intelligence, and integration

• Future-ready platform for Zero Trust and AI

Partner with Us to secure your future!
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