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Cisco Segmentation Specialists – US Commercial
Helping customers simplify and scale segmentation across identity, network, and workload.

• 11 years @ Cisco, 19 years in Enterprise 
Security & Networking Sales

• Deep experience across US 
Commercial, Global Enterprise, & 
Service Provider

• Specializes in Zero Trust, Segmentation, 
and Unified Security Architecture 

• Background in Security & DC solutions

• Based in Boulder, CO

• 22+ years of experience designing & 
deploying Cisco Security & Networking 
solutions

• 12 years @ Cisco

• Cisco Live Distinguished Speaker & 
recognized CCIE (#24940)

• Deep Background in Service Provider & 
Security architectures

• Based in Miami, FL

Chase Abrams – 

Principal Advisor, Segmentation

Jacob Schnieder– 

Segmentation Solutions Architect

#24940
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Cisco Live 2025 Pre-Event Customer Survey

Security Automation AI
Wireless & 

Mobility

Campus 
Networking 

Infrastructure

Data Center 
Infrastructure

Top Business Priorities

1.   Improving Cybersecurity

2.   Automation

3.   Cost Reduction & Efficiency

4.   Customer Experience

81%
are somewhat–not 
at all familiar with 
Cisco's strategy 
around AI-ready 

data centers.

68%
are somewhat–not 
at all familiar with 
Cisco's strategy 
around future-

proofed workplaces.

60%
are somewhat–not 
at all familiar with 
Cisco's strategy 
around digital 

resilience.

5.   Digital Transformation

Cisco Value Proposition Familiarity

IT Strategy & Roadmap Focus Areas​
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What is Segmentation?

“ Segmentation is the practice of dividing a larger system into smaller, isolated parts to improve 
control, security, and performance.”  - CIRCUIT (a.k.a BridgeIT).

No Segmentation Macro Segmentation Micro Segmentation Nano Segmentation??
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Segmentation Domains

Campus

On-prem User

Data Center
Cloud / SaaS

Remote 
User

OT / IIOT
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Segmentation is a solution, but it is complex. 

People, process and technology

Scale, speed and granularity

Customers need flexibility and choice to address unique scenarios

Cisco is dedicated to solving customers’ needs

Why it matters to our customers

• App modernization and multicloud adoption 

• Ransomware threat – contain lateral movement

• Meet compliance requirement

• Automation at scale

• Visibility

1998

VRF, PVLAN

2008

Cisco 
TrustSec 
(SGT)

2014 

Cisco ACI 
and VXLAN 
– EVPN

2016

Cisco 
Secure 
Workload 
(Tetration)

2022

Cisco 
Multicloud 
Defense 
(Valtix)

2024

 
Cisco 
HyperShield

2023

Cisco 
Secure 
Access

Cisco 
innovations
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Cisco intent-based access in the Campus 

Cisco’s campus intent-based access that 
lets you:

Share
Context with partners for 
enhanced operations

See
Users, endpoints
and applications

Secure
By controlling network
access and segmentation

Access policy

for endpoints for network

Who When

What Where

How Health

Threats Cvss

Role-based Access Control | Guest Access | BYOD | Secure Access

Wired Wireless VPN

Partner Eco System

SIEM, MDM,
NBA, IPS, IPAM, etc.

PxGRID 
and APIs

VPN
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ISE is the access control and policy enforcement market 
leader

#1 in Forrester Wave 
ZT ranking

ISE Market Maturity

75,000+
Deployments

ISE as a Control Point

48% 
Market Share
-Gartner

10+yrs 
of market leadership 

ISE is the Bridge
ISE sits between Networking and 
Security

Zero Trust
ISE is a critical control point.

Secure Networking 
ISE is the enabler of Segmentation for 
Catalyst and Meraki
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Why Customers Buy ISE

Device 
Administration

TACACS+ Allows for secure, identity-based access to the 
network devices

https://cs.co/ise-tacacs

Secure Access Secure wired, wireless, or VPN access using industry 
standard protocols RADIUS and 802.1X

https://cs.co/ise-wired

Guest Access Choose from Hotspot, Self-Registered Guest, and Sponsored 
Guest access options

https://cs.co/ise-guest

Asset Visibility Use the probes in ISE and Cisco devices to classify endpoints 
and authorize them

https://cs.co/ise-profiling

Compliance & 
Posture

Use agentless posture, Cisco Secure Client, MDM, or EMM to 
check endpoints’ posture

https://cs.co/ise-posture

Context Exchange Integrate applications and vendors with ISE for endpoint 
identity, context, and automated Enforcement

https://cs.co/ise-pxgrid

Segmentation Group-based Policy with Security Group Tags (SGT) and 
Security Group ACLs (SGACL) instead of VLAN/ACLs

https://cs.co/segmentation-
resources

Cisco Catalyst 
Center

ISE integrates with Catalyst Center to automate the network 
fabric and policies using SDA

https://cs.co/ise-ccc

EMM/MDM Endpoint Management is required for provisioning endpoints 
with certificates and controls for secure network access

https://cs.co/ise-mdm

Threat Containment Use Threat Analysis tools to grade an endpoint’s threat score 
and automatically quarantine it if 

https://cs.co/ise-tcnac

>#

G U E S T

ISE



Campus Segmentation
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Authentication and Authorization

Employee

Who are you?

AUTHENTICATION

alice

*****
Contractor

AUTHORIZATION

What can you do?

PROTECTED 
SERVERS

SHARED 
SERVICES

PUBLIC 
NETWORK

N
E
T
W

O
R

K
 A

C
C

E
S

S

IoT
MAB
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ISE Segmentation Options
Beyond RADIUS Access-Accept  / Access-Reject

VLANs

Dynamic VLAN Assignments

Employees
VLAN 3

Per port /  Per Domain / Per MAC

Guest
VLAN 4

Printers
VLAN 5

Security Group Tags

16-bit SGT assignment and 
SGT based Access Control

Cisco Group-Based Policy

ACLs: DL, Named, DNS

Downloadable ACL (Wired) or 
Named ACL (Wired + Wireless)

Employee
permit ip any any

Contractor
deny ip host <critical>

permit ip any any
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Group Based Policy Simplifies Segmentation

Use existing topology and automate 
security policy to reduce OpEx

Voice
VLAN

Voice

Traditional Segmentation

Access Layer

Aggregation
Layer

VACL

Security Policy based on Topology
High cost and complex maintenance

Employee Tag

Supplier Tag

Non-Compliant Tag

TrustSec

Static ACL

Routing

Redundancy

DHCP Scope

Subnet Addresses

VLAN

Micro/Macro Segmentation

Central Policy Provisioning

No Topology Change

No VLAN Change

Quarantine
VLAN

Non-Compliant

Voice
VLAN

Guest
VLAN

Data
VLAN

BYOD
VLAN

Enterprise
Backbone

Voice Employee Supplier BYOD

Data
VLAN

BYODEmployee SupplierNon-Compliant

Policy

Access Layer

DC Servers

Enterprise
Backbone

ISE

ISE
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Can You See the Business Intent Here?
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Business Intent is Clear with TrustSec

Source

D
e
s
tin

a
tio

n

deny icmp
deny tcp dst eq 22
deny udp dst eq 53
deny udp dst eq 67
deny udp dst eq 68
deny udp dst eq 69
deny tcp dst eq 135
deny tcp dst eq 137
deny tcp dst eq 138
deny tcp dst eq 139
deny tcp dst eq 445
deny tcp dst eq 689
deny udp dst eq 1025
deny udp dst eq 1026
deny tcp dst eq 3389
permit ip
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Classification, SGT Lookup and Enforcement

Doctors SGT (34)

MAC: 00:50:56:A0:56:22

10.6.5.111

Scanners SGT (36)

MAC: 00:50:56:A0:FD:F2

10.6.5.110

Authentication & Authorization

Scanners

Deny All

Permit All

Deny AllDoctors

Guests

Scanners

Doctors

Permit All

Deny All

Deny All

S
o
u
rc

e

Destination

Egress Policy

Policy download

• Classification: Dynamic/ISE
• Src SGT found,  Dst SGT found
• Enforcement: At Egress ISE
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Dst MAC Src MAC 802.1Q PAYLOADETYPE

CMD
EtherType

Version Length
Other 

Options
SGT 

option Type

CMD

SGT

TrustSec Security Group Tags (SGTs)
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TrustSec Security Group Tags (SGTs)

Classification Propagation Enforcement
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Static ClassificationDynamic Classification

Classification Mechanisms
Classification Propagation Enforcement

ISE

G U E S T

WLC Firewall

Hypervisor SW

Distribution Core DC Core DC Access

Enterprise 
Backbone

Campus 
Access

VLAN to SGT

L3 Interface (SVI) to SGT L2 Port to SGT

VM (Port Profile) to SGTSubnet to SGT

IP to SGT
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TrustSec Propagation
DATA PLANE PROPAGATION (INLINE TAGGING)

Ethernet MACSec LISP/VxLAN

IPSec DMVPN GETVPN

SGT carried inline in the data traffic. Methods include, SGT over:

10.1.1.1 10.20.20.1

SW1 R1 SW2

5/Employees 7/WebServers

IP 5 IP 5

CONTROL PLANE PROPAGATION (SXP)

10.1.1.1 = SGT-5

SXP pxGrid

IP-to-SGT data shared over control protocol. No SGT in 
the data plane. Methods include, IP-to-SGT exchange 
over:

10.1.1.1 10.20.20.1

SW1 Not Inline Capable SW2

5/Employees 7/WebServers

IPIP
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ISE

Static
Classification

EnforcementDynamic
Classification

Propagation

Cisco SGT Propagation & Enforcement

Routers Firewall

Production
Servers

Wireless

Remote
Access

Switch
Switch Development

Servers
Employee

8 SGT

7 SGT

Development

Production

Development Production

Permit All Deny All

Permit AllDeny All

S
o
u
rc

e

Destination
Egress Policy:

Network

5 SGT

pxGrid

Propagation

Employee Permit AllDeny All

5 SGT

5 SGT

192.0.2.1

5 SGT

192.0.2.1



Dynamic Classification
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The Challenge: Unknowns …
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The Challenge: Unknowns to Known …
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The Challenge: Unknowns to Known to Classified
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Zero-ish Factors Single Factor Multi-Factor: + + +

Network Access Authentication is a Spectrum

802.1X +
PasswordWPA/2/3

802.1X
+ Cert

mPSK

iPSK

802.1X
Machine
+ User

C
o

n
v

e
n

ie
n

t 
(e

x
p

e
ri
e
n
c
e
+
s
u
p

p
o
rt

)

Security (entity authentication based on factors of knowledge, possession, or being)

Open

MAB

802.1X
+ MFA

easy

Security
Key
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Subject RADIUS Client RADIUS Server

RADIUS : 802.1X

RADIUS802.1X

EAP: Extensible Authentication Protocol

EAPoL-Start

Auth @ UDP:1812

Acct @ UDP:1813
Accounting Session-Start

Access-Request

Access-Accept/Reject

Accounting Session-Stop

- User Disconnect
- Session-Timeout
- RADIUS CoA

10.x.x.x

Credentials:
 - Certificate
 - Password
 - Token

RFC2865 : RADIUS
RFC2866 : Accounting

RFC3579 : EAP Support
RFC5176 : CoA Support

VLAN
ACL
SGT 
Group Policy
⋯

ISE



© 2025 Cisco and/or its affiliates. All rights reserved.

801.X Requires a Supplicant - MFA Requires a Finger
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Subject RADIUS Client RADIUS Server

RADIUS : MAC Authentication Bypass (MAB)

RADIUS

Auth @ UDP:1812

Acct @ UDP:1813
Accounting Session-Start

Access-Request

Access-Accept

Accounting Session-Stop

- User Disconnect
- Session-Timeout
- RADIUS CoA

10.x.x.x

VLAN
ACL
SGT 
Group Policy
⋯

EAP: Extensible Authentication Protocol

EAPoL-Start

G U E S T

MAB

802.1X

ISE
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1.Probes: DHCP | DNS | HTTP | RADIUS | NMAP | SNMP (incl. to endpoint) | AD
2.Device Sensor: CDP| LLDP | DHCP | HTTP | H323 | SIP | MDNS 
3.Device management: MDM, Cisco Secure Client 
4.Endpoint Custom Attributes: Admin created

Attribute 
Sources

AI-proposed

ISE

Cisco-provided IntegrationsAdmin-created

Profile
Generation

Turning Attributes Into Profiles, Profiles Into Protection

MFC
Profiles Mfg Model OS

Version
Endpoint

Type

Segmentation

Profile 
Tag

Certainty 
Factor 
Profiles

Authorization
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Multi-Factor Classification on ISE

Feed Service
(Online/Offline)

MFC-Manufacturer

Cisco Arlo

Apple Lenovo

IP-
Phone

Camera

Laptop Laptop

MFC-EndpointType

IP Phone 
7980

Pro Wireless 
Cam

MacBook 
Pro

Thinkpad 540

MFC-Model

IOS Linux

macOS 
12.0.1

Windows 
Enterprise

MFC-OS

MFC-Manufacturer:
MFC-EndpointType:
MFC-Model:
MFC-OS:

Cisco
IP-Phone
IP Phone 
7980
IOS ISE
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Cisco AI Machine Learning Profiling

= This step is done in the ML 
Cloud

Clustering
ML groups different 
endpoints into clusters 
based on attribute 
data

A
tt

ri
b

u
te

 B

Attribute 
A

Cluster 2

Cluster 1

Endpoint Labeling

System recommends labels or customer 
can teach ML what to label the endpoints 

in a cluster

These are Bosch 
Coffee Machines

Rule Creation
Creates a rule that 
uniquely groups 
together endpoint 
clusters

Unknown 
endpoints

Active Learning
ML learns new labels 
and validates existing 
labels

New Labels

Bosch 
Coffee 
Machine

=

Arlo Pro 
Wireless 
Cam

=

Apple 
Watch

=

Cisco IP 
Phone 
7980

=

Label Validation

ISE
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ISE 3.5 Profiler Features ISE 3.5

Mfg

Model

OS

Type

New Classification 
Engine and Rules 
based on MFCs

Use Multi-Factor 
Classification 
MFCs to Label 
Endpoints

Mfg | Model | OS | Type

SNMP Endpoint 
Scanning for 
Profiling to MFCs

Mfg | Model | OS | Type

SNMP

SNMP Probe 
Status Summary 
of Insights

SNMP SNMP

SNMP

Map Authoritative 
Source Attributes  
to MFCs

Posture

MDM

pxGD
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Multi-Factor Classification (MFC) Profiles

Custom profiling using Certainty factor 
required creating conditions in a 
separate flow, returning to profiling, 
then determining the minimum certainty 
factor

Problem

Use “if/and/or” logic with standard 
operators (contains, equals, etc.) and 
then manage profiles in a redesigned 
screen

New profiling experience enables 
greater flexibility, more dictionaries 
and attributes, and therefore more 
granular profiling and authorization

Solution

ISE 3.5
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New Context Visibility UI

Information most needed by admins was 
either hard to find or not available in UI

Problem

Streamlined UI with updated charts, 
analytics, customizations, and endpoint data

Solution

ISE 3.5
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Improved Profiling Policy Management

Need to know how many endpoints match a 
profiling policy, which policies are enabled or 
disabled, and which attributes define a policy

Problem

New profiling policy management enables 
insights into endpoints per policy, better policy 
creation workflow, and endpoint filtering

Solution

ISE 3.5



Posture and Compliance
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Seeing beyond who and what your are with Posture

EMM/MDM Integrations

ISE Posture with 
Cisco Secure Client/ 
Agentless

Threat Centric NAC – 
Integration with Vulnerability 
Scan/Threat Collection
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ISE Posture with Cisco Secure Client

System Checks

Hardware Inventory

USB Checks

File Checks

Registry Checks

Service Checks

Disk Encryption

Application Checks

Application Inventory

Anti-Malware Checks

Firewall Installation Checks

Custom scripts 

External Conditions (AD, Location)

Compound condition support

Custom Scripts and 
external Conditions

Software/ 
Application Checks

Remediation/
Reassessment

Script Remediation

Patch Management – MS 
SCCM

Windows Update

WSUS remediation (legacy)

Application, Antimalware, 
File, Firewall, USB Block, Link

Passive Reassessment

Script Remediation

Windows updates
Patch Management

Checks

Remediations
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Agentless Posture

802.1X / MAB

Posture Status

CompliantUnknown

Employee

PowerShell

>_
Shell (.sh)

ISE 3.0+

ISE
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Posture Deployment Options

Capability Cisco Secure Client AC Stealth Temporal Agentless

Anti-Malware Checks

Firewall Installation Checks

Application Inventory

Hardware Inventory

Process Checks

Dictionary Conditions

Application Checks

File Checks

Service Checks

Disk Encryption

Patch Management

Registry Checks N/A N/A N/A N/A N/A

USB Checks

WSUS remediation (legacy) N/A N/A N/A

Remediation
Auto, 

Manual
Partial Partial Part Auto Partial Text Text

Reassessment

  Supported

 Not Supported
 Limitations

Visibility (Less Effort)

Security (More Protection)

Experience (Less Time)

ISE 3.3
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Posture & Compliance

Authorization Policy

IF JailBroken is No 
AND PinLock is Yes 
THEN Compliant

MDM Attributes
ActivityType
AdminAction
AdminActionUUID
AnyConnectVersion
DaysSinceLastCheckin
DetailedInfo
DeviceID
DeviceName
DeviceType
DiskEncryption
EndPointMatchedProfile
FailureReason
IdentityGroup
IMEI
IpAddress
JailBroken
LastCheckInTimeStamp
MacAddress
Manufacturer
MDMCompliantStatus
MDMFailureReason
MDMServerName
MEID
Model
OperatingSystem
PhoneNumber
PinLock
PolicyMatched
RegisterStatus
SerialNumber
ServerType
SessionId
UDID
UserName
UserNotified

Agentless

Cisco
Secure
Client 

EMM/MDM

cisco.com/go/csta 

ISE



Integrations
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Power of pxGrid Integration 
Enabling a platform approach into the Cloud

ISE Context IN

Enrich ISE context. Make ISE 

a better Policy Enforcement 

Platform 

Cisco ISE Partner

CONTEXT

ISE Context OUT

ISE makes Customer IT 

Platforms User/Identity, Device 

and Network Aware

Cisco ISE Partner

CONTEXT

Rapid Threat Containment

Enforce dynamic policies into the 

network based on Partner’s 

request

MITIGATE

Cisco ISE Partner

CONTEXT
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The power of integration with operational simplicity

Hari Holla

More Cross-Team
Use Cases Simplified 
with Visibility and 
Automation

More Integrated
Products Across 
Partner Ecosystem 
and Beyond

Cisco Security

Applications

Endpoint

Network

Cloud

Your infrastructure

Intelligence3rd Party/ITSM

pxGrid
[Cloud]

SIEM/SOARIdentity
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Vulnerability Assessment (Threat-Centric NAC)

On-prem Scanner

1
Scan Jim’s Endpoint2

Scans3 Scan report 4

CVSS=10

5

CVSS: Common Vulnerability Scoring System

Authorization Policy

If CVSS is Greater than 5 Quarantine= true, then

Jim

Harry

Alice

6

Cisco ISE

ISE



Let’s bring this home!!
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Authentication and Authorization

Employee

Who are you?

AUTHENTICATION

alice

*****
Contractor

AUTHORIZATION

What can you do?

PROTECTED 
SERVERS

SHARED 
SERVICES

PUBLIC 
NETWORK

N
E
T
W

O
R

K
 A

C
C

E
S

S

IoT
MAB



Get ready for part 2 – 
Segmentation Beyond the Campus
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