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What Manufacturers are telling us

Results from our Voice of the Customer Survey with 1000+ participants

89%

Describe cybersecurity
compliance as critical
for their operational
network’

1. Cisco, Cisco 2024 State of Industrial Networking Report, 2024
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48%

Say Al will have the
greatest impact on
industrial networking
over the next 5 years'
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PHYSICAL Al

AGENTIC Al /

PERCEPTION Al
GENERATIVE Al

Source: Nvidia

Physical Al evolution will transform
manufacturing and industrial verticals



Al Use Cases in Manufacturing
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Machine vision

Making machines smarter
Improving production quality &
safety

Al models to see beyond visible

Industrial control virtualization

PLCs and RTUs in virtual machines

Decoupling machine software and
hardware to save opex and capex

Industrial data collection

Digital twins & Predictive models
Preventative maintenance
Quality & Sustainability goals

Tele-remote operations

Operating remote machines in harsh

environments (mines, ports, oil &
gas)
Increasing safety & productivity

Al robotics and cobots

Using Al to control robots
Moving CPU/GPU workload to
datacenter for elasticity and scale

Autonomous vehicles

Enhancing productivity in mines,
warehouses, manufacturing, etc.
Operations scalability & agility
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The Infrastructure is Key to Unlocking Al Potential

Brains
in the data center

Nervous system
Is the network

Physical components
in the field

© 2025 Cisco and/or its affiliates. All rights reserved.
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VIRTUAL ROBOT VIRTUAL VIRTUAL
CONTROLLER PLC/RTU COMPUTE

ROBOTS, VEHICLES
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FIELD ASSETS

SENSORS
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Cisco powers how people and technology work together
across the physical and digital worlds

e N\ ™
Al-ready data centers Future-proofed workplaces
Transform data centers to power Al workloads anywhere Modernize everywhere people work and serve customers
Public and private clouds, on-premises, edge Campuses, branches, factories, homes, cars, hospitals,
stadiums, hotels, and beyond
. J \ J
4 )

Digital resilience

Keep your organization secure, reliable, and performing with game -changing
security, assurance, and observability across the entire digital footprint

< Accelerated by Cisco Al >
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Helping industries digitize by bringing IT to the OT world

......
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Industrial Strength @ Enterprise Grade
Purpose built for harsh/outdoor OT environments

Leverage existing knowledge and investments

Built for harsh and outdoor environments
Industry use-cases and certifications
Industrial protocol support and integrations

Industry-leading end-to-end Cisco security architecture

Less complexity at scale: one network architecture
Consistent commercial model - software, licensing

Common OS - I0S XE, Common Automation - Catalyst Center, SD-WAN Manager, Meraki dashboard
Architectural & workforce extensibility

© 2025 Cisco and/or its affiliates. All rights reserved.
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Future proof networking for new industrial use cases

NEW! NEW! NEW!
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IE3500 Rugged Series
Switch and Expansion JS5tultln Infery Il 155" 00A) = ey (s IE3100-4PPoE IE9300- Mix Port
Series Switch Series Switch
Module
[ 19 new industrial switches enabling new industrial automation use cases j
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IE3500 Series Switches
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IE-3500-8T3S IE-3505-8T3S
8x 1GE ports 8x 1GE ports & 3x 1GE SFP ports
3x 1GE SFP ports HSR/PRP/DLR
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IE-3500-8P3S IE-3505-8P3S
8x PoE/PoE+ 8x PoE/PoE+ 3x 1GE SFP ports
3x 1GE SFP ports HSR/PRP/DLR

360W PoE Budget 480W PoE budget
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IE-3500-8T3X

8x 1GE ports
3x 10G SFP ports
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IE-3500-8U3X
8x POE/PoE+/4PPoE (90W)

3x 10G SFP ports

480W PoE budget
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IEM-3500-6T2S IEM-3500-8T IEM-3500-8P IEM-3500-8S

6x 1GE ports 8x 1GE ports 8x PoE/PoE+ 8x 1GE SFP
2x 1GE SFP ports
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IEM-3500-14T2S IEM-3500-16T IEM-3500-16P IEM-3500-4MU

14x 1GE ports 16x 1GE ports 16x PoE/PoE+ 4x 2.5G
2x 1GE SFP ports PoE/PoE+/

4PPoE (90W)
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IE3500H Heavy Duty Series Switches
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IE-3500H-8T IE-3500H-16T
IE-3500H-14P2T IE-3500H-12FT4T 8 1GE port 16x 1GE ports
2x 1GE ports 12x FE D Code ports M12 X-Code M12 X-Code
14x 1GE PoE ports 4x 1GE X Code ports

240W PoE Budget

IE-3500H-12P2MU2X IE-3500H-20FT4T IE-3500H-24T IE-3505H-16T

2x 10G SFP 20x FE D Code ports 24x 1GE ports 16x 1GE X-Code ports
2x 2.5G PoE/PoE+/4PPoE (60W) 4x 1GE X Code ports M12 X-Code HSR/PRP/DLR

12x GE PoE/PoE+
240W PoE Budget

afaln
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IE-3100-4T2S

4x 1GE ports
2x 1GE SFP ports

IE-3100-18T2S

18x 1GE ports
2x 1GE Combo ports

p— IE3100 Base
\_

IE3100 Series Switches
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IE-3100-8T2C

8x 1GE ports
2x 1GE Combo ports

IE-3100-8T4S

8x 1GE ports
4x 1GE SFP ports
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IE-3105-8T2C

8x 1GE ports
2x 1GE Combo ports

IE-3105-18T2C

18x 1GE ports
2x 1GE Combo ports

IE3100 PoE )—

IE-3100-4P2S

4x PoE/PoE+
2x 1GE SFP ports
120W PoE Budget

IE-3100-8P2C
8x PoE/PoE+
2x 1GE Combo ports
240W PoE Budget

IE-3100-3P1U2S

3x PoE/PoE+, 1x 4PPoE (90W)
2x 1GE SFP po

IE-3100-6P2U2C
6x POE/POE+, 2x 4PPoE (90W)
2x 1GE Combo ports
240W PoE Budget
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IE-3100H-6FT2T

6x FE ports (M12 D-Code)
2x 1GE ports (M12 X-Code)
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IE-3100H-8T
8x 1GE ports (M 12 X-Code)
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New IE9300 Series with Mixed Ports

I ZMORs ¢ o
O':..._
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e/\o Comprehensive connectivity

\ O | 8x 1GE SFP plus 4x 10G SFP uplinks
AL ADO | 16x 1GE with PoE/PoE+

High performance networking Cyber resilient
Enterprise-grade Cisco silicon for fiber Cyber visibility, zero-trust enforcement,
ring aggregation and high throughput

and observability built-in

[ The most versatile rugged rackmount switch for industrial settings where copper and fiber are needed J
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IE 9310- 26520

24x 1GE SFP ports (downlinks)
2x 1GE combo ports
4x 1GE SFP ports (uplinks)

IE-9320-26S2C

26x 1GE SFP ports
2x 1GE combo ports
Stackable

IE9300 Series Switches

© 2025 Cisco and/or its affiliates. All rights reserved.
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IE-9320-24T4X IE-9320-24P4S IE-9320-24P4X
24x 1GE ports 24x 1GE with PoE/PoE+ 24x 1GE with PoE/PoE+
4x 10G SFP ports Up to 480W PoE budget 4x 10G SFP ports
Stackable 4x 1GE SFP ports Up to 720W PoE budget
Stackable Stackable
R e — 2 & e hAS &Aes & s - e e e _\, O
SOty Of O BT Bf S e
IE-9320- 228204X IE-9320-16P8U4X IE-9310-16P8S4X
22x 1GE SFP, 4x 10G SFP 8x mGig with 90W 4-pair PoE 16x 1GE with PoE/PoE+ ports
2x 1GE combo ports 16x 1GE with PoE/PoE+ ports 8x 1GE SFP ports
Timing input Up to 720W PoE budget Up to 480W PoE budget
Conformal coating 4x 10G SFP ports 4x 10G SFP ports
Stackable Stackable
e
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Unified Wi-Fi and URWB

é—'\m]]— Unleash new use cases

-/[LLL Simultaneous Wi-Fi and URWB operation in the same AP,
N‘? eliminating the need for different wireless infrastructures.

/ \ Get ultra reliable, low-latency mobility
\\ ,l Wireless technology you’re familiar with, supporting fast mobility,
@ without the cost and complexity of licensed spectrum.
Built Al-ready wireless infrastructure
o=
é A Pls Seamlessly connect critical industrial machines across
U|tra_Re|iab|e Wireless Backhaul ! = indoor, outdoor, and industrial settings to drive success.
» Zero packet loss, seamless handoffs
« Near-zero latency (<10 ms)
+ Uninterrupted connectivity
. J
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Indoor, Outdoor and Industrial Wireless

Wi-Fi 7

CW9176l,

CW9176D 1 LB 7iet

Wi-Fi 6E 4

T rth

CW9166l, IW9167E

CW9136l CW9166D 1 \ IW9165E IW9165D \W9167E-HZ IW9167I )

Wi-Fi 6

C9130 C9124
INGNG (AXE, AXI, AXD)

e
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Defense in Depth

— Policies,
e
& Awareness

I

__ Network

Application

afraln
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NIST Cybersecurity Framework

CCCCC



Purdue Model

==  Roser
Router

Level 4 Email, Intranet, etc

Terminal

Services

Histonian
Mirror

Production Optimizing

Level 3 Control Control
Supervisory

Level 2 Control

Level 1 J Batch Discrete

Control Control

Gowio] (| e
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Patch
Mgmt

Process
History

Supervisory
Control

Sequence
Control

Drives

Enterprise Network

[
Server

Application

Server

Domain
Controller

Site Business Planning and Logistics Network

Site Manufacturing

Operations and Control

Continuous
Control

Supervisory
Control

Control

Enterprise

Industrial
Security Zone(s)

Cell/Area
Zone
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IEC-62443-1-1

Concepts and models

IEC-62443-2-1

Security program
requirements for IACS
asset owners

IEC/TR62443-3-1

Security technologies
for IACS

IEC 62443-4-1

Secure product
development lifecycle
requirements

IEC 62433

IEC-TR62443-1-2

Master glossary of
terms and abbreviations

IEC-62443-2-2

IACS protection levels

IEC/62443-3-2

Security risk assessment
and system design

IEC 624434-2

Technical security
requirements for IACS
components

System security
conformance metrics

IEC-TR62443-2-3

Patch management in
the IACS environment

IEC 62443-3-3

System security
requirements and
security levels

IEC-TR62443-14

IACS security lifecycle
and use-cases

IEC-62443-24

Requirements for IACS
service providers

IEC/TR62443-2-5

Implementation guidance
for IACS asset owners

afraln
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Cisco Validated Design for Manufacturing

Cisco
cisco  pae Q Technical blueprints and architectures, tested and proven, enabling
standardization across the network

[\
wa

SEA W XDR Sgunk Talos Secure
Services IEM Access

Deploy secure network infrastructure
OT asset visibility, communication patterns, and security o T
risks

Deploy security segmentation policy based on I[EC-
62443

IT-defined & OT utilized secure remote access

Threat Detection & Response by integrating into SOC
operations vy
Secure operations by applying consistent policies and =Y
SW versions with Catalyst Center

QOQQAQEK

Etheni'et/IP CC-Link [E “=5PC UA
Wodbus

Proven to work with:  autereinen SIEMENS  Schneider o e
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Cisco Cyber Vision & Secure Equipment Access

/\

> )

Cyber SEA

Secure Equipment Access

OT Access with ZTNA



el Cyber Vision

Communications

Cisco Cyber Vision EEs

Home
You are in

Home > Packaging Line 1
Alerts

J \

T
o — (I
Assets = | Q ‘ L {\ 192.168.200.208

V&
192.168.200.200

H
icibili A e —————————————  192.168.200.200 (5)‘
VISI b I I Ity 7 Communications ‘ Protocols \ 1\~ )

192.168.200.200
A ) :

. Vulnerabilities | OT Traffic
o OT asset inventory T

Communication patterns Configuration 5 @

{ (N
Modbus  CIP  DeviceNet =\, \_)

192.168.200.260 == -
PROFINET  EtherCAT — 192.168.200.200 Jm‘

Emens |
|

/\ Security Postu re ‘ %“ ‘ 192.168.206.200
[ e

- Device VUIne rabilities (Displayoplions lo ;
Ris k SCO ri n g Asset identifier

192.168.200.200 192 168. 269 201
@ IP address
(O Asset name /
1 G Show volume
Zone Segmentation Ko i

192.168.200.208 Siexe

192.168.200.2

ooon .
REIsE Automate segmentation below

the IDMZ to protect operations

192. 168 208 200

ol
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Grouping Assets to Reflect Production Processes

Auto-grouping automatically creates security
zones to drive network segmentation

OT asset inventory highlights flat,
unsegmented networks

ol
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IEC 62443 Identify Zones and Conduits

Group endpoints into Zones Visualize Conduits between Zones

f - Engineering

o

Manuf - Scada & H
D

Manuf 10

NN RN RN

Pilz Safét}

pilz ‘ pilz

pilz | pilz

Cyber Vision maps traffic flows between Users can leverage these application The traffic flows can be aggregated into
endpoints and provides application-level relations to group endpoints to match conduits which can be used to inform
details within the flows the industrial processes they represent segmentation policies

ol
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Vulnerability Detection

|dentify known asset

vulnerabilities so you can patch
them before they are exploited

Risk Scoring

Asset risk scoring based on
Impact and likelihood to help
you improve compliance

Security Posture

Vulnerability Detection

Jan 1,2020 12:00: M - Nov 19, 2(

192.168.1 subnet ® 73 Vulnerabilities

Active baseline: No active baseline
Active Discovery: Disabled

This preset is filtered with keywords «192.168.1» £

Criteria

R NETWC
PONENT T2

Components without tags
Device - Level 0-1
Device -Level 2 Vulnerability severity legend:
Device - Level 3-4
Network analysis
Software

System Vulnerability title

Multiple Denial of Service Vulnerabilitie

Configuration Protoco
Multiple ns Products CVE-2017-
Denial-of-Service Vulnerability in Profi

a CENTUM 'BK

Schneider Electric Modicon M
a CENTUM 'Bk
Vulnerabilities

neider Electric M

mths 19 days 11 hrs 27 mins)

2015-5627 » Yokogawa Multiple Products
Buffer Overflow Vulnerabilities - CVE-2015-5627
2 affected components
F-2020-5609 » Path Traversal Vulnerability in

Yokogawa CENTUM
2 affected components

2 « Denial-of-Service Vulnerability
in Profinet Devices

/E-2017-12741 « Multiple Siemens Products
CVE-2017-12741 Denial of Service Vulnerability

il
cisco

SCS0102

abilities ¥

A very
192.168.1.4 (+ 1 other) —
32:15 PM
00:00:64:8:86:08 (+ 1 other)

This pre
defined
accuraty
Active b

Activel

Criteri Overview

Security A Activity

1# Yokogawa CENTUM
"BKCLogSvr.exe' Heap Based Buffer Overflow.

CVE-2014-3888 » Yokogawa CENTUM
BKFSim_vhfd.exe Buffer Overflow - Packet Storm 9

VE-2019-13940 » Uncontrolled Resource

Consumption Vulnerability in Siemens SIMATIC 57 Total vulnerable
components for
CVE-2017-2480 » Multiple Denial of Service 192.168.1 subnet

Vulnerabilities on Siemens devices using,

Risk Scores

% Automation

s computed on May 24, :00:06 PM by Cisco Cyber Vision as follows:

= CC key element. Compromission
Device type B 5¢50102 type: Controller Y

could lead to large impact

Group impact

The best achievable score s

It can be reached by patchi

vulnerabilities and removing

raffic

Activities No matching activity

Path Traversal Vulnerability in
Yokogawa CENTUM

o CVSS score: 9.8
B 5¢50102 most impacting vulnerability is

Vulnerabilities ~ Path Traversal Vulnerability in Yokogawa Successful exploitation of these

CENTUM vulne ies could allow a remote

cated attacker to se




Detecting Abnormal Behaviors

Detect deviations from baselines
-New and modified assets
-New activities between assets
-Variable changes

-Program modifications

Multiple baselines for multiple states

-Reduces false positives

Response options
-Acknowledge to modify the baseline

-Report to provide context in investigations

Send events to firewall, SIEM, etc., to respond

© 2025 Cisco and/or its affiliates. All rights reserved.

SIEMENS

SIEMENS SIEMENS
Read Var  Write Var

249,56

Paint Line 2

o g

Rock: Al Rockwell i R 'k“‘
Automation Automatian Emnnﬁmm: mutomaTion

1780-L16EA/E LOGINS316ER (Port] > 16T INPUT & 16PT QUTPUT Port1-Link01) 7 Fiackwell 157.168.243.5

v
Rockwell Rockwell
Automation

Automation

FAockwel 19216824040 Rackwall
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Cisco Cyber Vision Portfolio

Hardware Appliance
Cyber UCS based servers with Hardware RAID

IDS

Sensor
Vision
CV-CNTR-M6N

24 core CPU
128 GB RAM

Center - 397B drives

Sensor
¥ IDS

''''''

IC3000 Industrial Compute

Sensor
“H IDS
| [ [ [ 1] r

Docker Sensor
x86 or ARM64 Compute

Hardware Sensor
(SPAN based to support brownfield )

© 2025 Cisco and/or its affiliates. All rights reserved.

Software Appliance
Virtual Machines

" aws

VMWare ESXi OVA Hyper-V VHD
Minimum requirements Minimum requirements
Intel Xeon, 10 cores Intel Xeon, 10 cores
32GB RAM and 1TB SSD 32GB RAM and 1TB SSD
1 or 2 network interfaces 1 or 2 network interfaces

= Sensor Sensor

<oy Y
oy 4y

Y 4y
5 L i)
— Core/As
Access Switch Access Switch 1523010 C9300/C§200
:E:gigg IE-3400HD
E—3500 IE-3500HD
Sensor

Sensor

IR1800 IR8300 e A IDS

Network Sensors
(Deep Packet Inspection built into network-elements eliminating the need for SPAN)

we v |l ~—— Sensor

IDS

e
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Cisco Cyber Vision in Manufacturing

Enterprise IT network @»
Purdue Level 4-5 i FMC oo veion

Global Center

@ y—
- Cisco Secure Firewall
I-DMZ " Y

Operations
and Control

Purdue Level 3

Process
q

Purdue Level 0-2 —_
pAY Distribution stack

€=
g SPAN
- =
o0 «— > ) IC3000
aMi Switch

PLC/RTU/IED

0000 6000

© 2025 Cisco and/or its affiliates. All rights reserved.

PLC/RTU/IED

b4
Cyber

Vision

Isolate IT and OT by installing an industrial
DMZ with Cisco Secure FW

Create macro-segmentation zones in
the Catalyst 9300 switches and deploy
Cyber Vision sensors with Snort IDS.

Cyber Vision sensors deployed within
segments across IE3500 switches

Cyber Vision hardware-sensors deployed
via one-hop SPAN to gain visibility on
non-Cisco switches

Build zones and conduits in Cyber Vision
and share with ISE for micro segmentation

Cyber Vision shares details on OT devices
and events with SOC to build informed
security policies and investigate threats
across domains

ol
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Cisco Secure Equipment Access

Zero Trust Network
Access

Never Trust Always Verify

dashboard for policy
definition & enforcement

OT Asset Resource Isolation

Clientless & Agent-based Access

Cisco industrial switch
with embedded

Remote User Posture Check ZTNA gateway

Least Privilege Access

Session Scheduling, Recording,
Monitoring & Kill

One-click zero trust remote access to any OT asset
connected to Cisco industrial network

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Secure Equipment Access

Easily Deploy, Manage, and Scale

&\
mil

Remote Expert

A cloud service built into your
industrial network ZTNA Trust Broker

Dashboard for centralized
policy definition & enforcement

Cisco
Secure Equipment
Access portal

« Centralized policy definition for all
assets and all sites

« Centralized enforcement increasing ZTNA Gateway
SeCUI’Ity a nd Strea m||n|ng user Remote access gateway built into
experience routers or switches connecting assets

« Network-embedded gateways
eliminating the need for dedicated R
hardware appliances

One-click zero trust remote access to any OT asset
connected to Cisco industrial network

ol
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Cisco’s Unified IT/OT Cybersecurity Platform

Secure Cyber Vision Secure

Equipment Access Firewall

The most Identli;xgsi:évices
comprehensive security
solution for industrial
customers to protect
their entire digital
footprint across every Secure
. Endpoint ,
aspect of their ‘
organization

ke A platform for OT, IT, and

security tecams to partner

and successfully defend the
Industrial environment

\ Umbrella

Secure Network /l

\ q
Analytics P v Secure Email

SIEM / SOAR / XDR

ol
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Key Takeaways

: Future proof your network with Cisco Al ready industrial switching :
Z Securing industrial operations starts with OT visibility j
i Leverage Cisco Validated Design for Manufacturing j
i Cyber Vision can help drive IT/OT collaboration :
i Take control over remote access to OT assets j
( Unify IT/OT visibility in the SOC to Identify, Detect, Protect, Respond and Recover \

e
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Thank you for your time.

ol I (| l I
CISCO
Contact: BLMOUA@CISCO.COM
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