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Agenda 

• Meet Your AI Team at Cisco

• AI Foundations

• Chat with My Data  

• Secure AI Factor 

• Secure AI & AI Defense 

• AI Canvas
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Meet Your AI Team at Cisco

AI Solutions Engineers AI Account Executives
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Meet Your AI Team at Cisco

AI Solutions Engineers AI Account Executives

Help Customer Realize the AI / Data Science Aspirations

• Ideation

• Design

• Deployment 

• Security

• Governance 

• Day 2 Operational
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What is AI?

And what is Generative AI? 
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Explosion of New Service and Architectures

Where to they live? 

• Models as a Service and Features

• Cloud Model Hosting 

• Premise Model Hosting 

Types of Models

• Open-Source Models 

• Close Source Models

Training Fine Tuning Inferencing

Cloud

Model 
Services

Premise 

Agentic Designs 

• Agent to Agent communications frameworks 
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Agentic AI for Network Operations
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Agentic AI for Network Operations
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AI-ready data centers
Transform data centers to power AI workloads anywhere

Public and private clouds, on-premises, edge

Future-proofed workplaces
Modernize everywhere people work and serve customers

Campuses, branches, factories, homes, cars, hospitals, 
stadiums, hotels, and beyond

Accelerated by Cisco AI

Digital resilience
Keep your organization secure, reliable, and performing with game-changing 

security, assurance, and observability across the entire digital footprint

Our Story

Securely connect everything to make anything possible

One Cisco
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Powers all           
workloads 

Unifies 
management 

Scales for              
growth

Keeps 
resilient

Secures the 
entire stack 

Cisco Secure AI-Ready 
Data Center
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Partner Storage

Cisco Compute

Cisco Networking & Optics

Kubernetes Platform

NVIDIA AI Software
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AI Practitioners

SecOps and Site 
Reliability Engineering

IT 
Infrastructure 
& Operations

Cisco Secure AI 
Factory with NVIDIA Data Preparation 

& Analytics 
Model Training 

& Customization 
Model Deployment 

& Inferencing 

AI/GenAI Pipeline 

A reference design with 
validated architectures to 
accelerate AI adoption for 
enterprises with integrated 
AI infrastructure and 
software solutions

Delivering Trusted AI Outcomes
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Storage

Cisco AI POD Infrastructure

Compute

NetApp Pure

C-Series X-Series

Enterprise DC / Frontend Fabric
Nexus Dashboard

CISCO INTERSIGHT

Network

13

NutanixVAST

Partner Storage
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Address AI workloads with visibility, consistency, and control

UCS Blade (w/GPU Expansion) and Rack Enterprise AI Edge

Compute AI portfolio

UCS Dense GPU Servers

Optimize the model
Fine-tuning and RAG

Use the model
Inferencing

Build the model
Training

Validated solutions for AI with compute, network, storage, and software

Dense compute for demanding AI Full stack AI with compute and networking
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Cisco AI PODs
A scalable architecture, built to support any AI workload simply & efficiently

C I S C O ®  
S E C U R I T Y

AI Defense Hypershield

Firewal l /Nexus® SmartSwitch

O B S E R V A B I L I T Y

Open telemetry extensions

W O R K L O A D  M A N A G E M E N T  &  O P S

E X T E N D  T O  
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AI PODs for your entire AI lifecycle

A scalable architecture, built to support any AI workload

Inference Training
Everything 
in-between

AI Models

Partner Storage

Cisco Compute

Cisco Network

Kubernetes

Applications

1+ GPUs 100s of GPUs
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Partner Storage

Cisco Compute

Cisco Networking & Optics

Kubernetes Platform

NVIDIA AI Software

C
is

c
o
 S

e
c
u
rity

S
p

lu
n
k
 O

b
s
e
rv

a
b

ility

AI Practitioners

SecOps and Site 
Reliability Engineering

IT 
Infrastructure 
& Operations

Data Preparation 
& Analytics 

Model Training 
& Customization 

Model Deployment 
& Inferencing 

AI/GenAI Pipeline 
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Better 
Together

Nexus 
Dashboard

ACI Hyper Fabric NXOS

Hyper Shield AI • Autonomous Segmentation
• Distributed Exploit Protection

Cisco Networking with Hyper Sheild AI 
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Cisco Hypershield

Enforcement
Network, VMs, K8s and Bare 

Metal

Segmentation
Control Lateral movement

Distributed 
Protection

Automate exploit protection

Distributed 
Exploit Protection

• Deep understanding 

of app behavior

• Comprehensive inputs

 for policy creation

• Constantly adapting to 

changing apps

• Mitigate known and 

unknown vulnerabilities

• Surgical mitigating controls

• Protection within minutes, while 

app keeps running

Autonomous
Segmentation

Principals Actions Resources ConditionsEffect



© 2025 Cisco and/or its affiliates. All rights reserved.

Partner Storage

Cisco Compute

Cisco Networking & Optics

Kubernetes Platform

NVIDIA AI Software
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AI Practitioners

SecOps and Site 
Reliability Engineering

IT 
Infrastructure 
& Operations

Data Preparation 
& Analytics 

Model Training 
& Customization 

Model Deployment 
& Inferencing 

AI/GenAI Pipeline 
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Secure AI & AI Defense 

AI Defense Secure AI
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The AI Defense Solution

BRKSEC-1554

End User

Model
Providers

Connected
Data Sources

Custom
AI Apps

Cisco AI Defense

AI Cloud Visibility

AI Model & Application Validation

AI Runtime Protection

Employee

Third-party
Apps

Copilot
SHADOW

AI
AI Access

AI 
APPLICATION 

SECURITY

Cisco AI Threat Research Labs

Cisco 
Security Cloud 

Enforcement Points

Firewall

Hypershield

Multicloud Defense

Secure Access

22
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Cisco Secure AI with Secure Access

• Security for AI | Accessing AI Apps

Discovery
Find use of shadow AI 
apps across organization 

Detection

Assess risk of third-party 
apps and get context 
around devices, location, 
network, and more

Protection

Control access and protect 
prompts and answers from 
exposing sensitive data and 
propagating threats, using 
best-in-class ML models
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S E C U R I T Y

D A T A  C O N T R O L

M O D E L  A N D  C U S T O M I Z A T I O N

U S E  C A S E S

Cisco AI Defense on AI POD - Summary

On-Prem

Cisco AI Defense

Saas / Cloud

Security Cloud Control

Management

Validation & Runtime 
Services

AI App & Models Security

AI Runtime Application 
Protection

AI Application and Model 
Validation

Beta

Available after GSX

Controlled Availability

Expected in 90 days

F A S T  I T E R A T I O N S F U L L  C O N T R O L

Cisco AI PODs

Software
Compute

Networking
Storage

S M A L L M E D I U M L A R G E

Sovereign
ready 

Continuous 
visibility and 
governance

End-to-end
security

Full Application 
Security
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Partner Storage

Cisco Compute

Cisco Networking & Optics

Kubernetes Platform

NVIDIA AI Software
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AI Practitioners

SecOps and Site 
Reliability Engineering

IT 
Infrastructure 
& Operations

Data Preparation 
& Analytics 

Model Training 
& Customization 

Model Deployment 
& Inferencing 

AI/GenAI Pipeline 
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Splunk Observability Cloud
Improve Ops Efficiency, Reliability and Insights  

• OpenTelemetry-native

Own and control your data, avoid 
vendor lock-in and instrument only 
once on a common standard as you 
build new applications.

• AI powered analytics and guidance

AI/ML driven features like Service 
Maps and Trace Analytics provide 
directed guidance that helps you 
resolve issues faster.

• No data sampling

Eliminate blind spots by collecting and 
analyzing 100% of your data with 
Splunk’s NoSample  tracing.
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AgenticOps

AIOps
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Cisco AI Assistant
Bringing together “Skills” across Cisco to 10x customer experience
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AI Canvas: Cisco’s AgenticOps Platform
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AI Canvas: Cisco AgenticOps Platorm
Improve Ops Efficiency, Reliability and Insights  

Security & connection events

Firewall

Authentication & compliance

Duo

Private & SAAS Resource 

Access

Secure Access

                           

     

Topology, client details, 

location, etc.

Cisco Meraki

User trust level, identity checks 

& reasons

Identity Intelligence

Related Threat Incidents

XDR

WAN, Internet, App Insights

Cisco and third-party insightsTopology, client details, location, etc.

Catalyst Center

Authentication Insights

ISE

Voice and video experience

WAN Details

SD-WAN

Data center network management.

Nexus Dashboard

Data center network management.

Hyperfabric

Unified management, automation, 

security.

Intersight

Campus and Branch Data Center Security and Observability

AI Assistant

AI Canvas
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Agents Empower LLMs to Solve Real-World Problems
AI Agents reason on problems and use tools to solve them

Reason and 
Troubleshoot

Works with 
Agents & Tools

Talk to Your 
Network

Automate Your 
Network

CapabilitiesAI Agent Experience

Output
AI Agent 1Task

AI Agent 2

AI Agent 3

Tool A

Tool B

Tool C

Tool D

Agents LLMs, and Tools

LLM
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Questions and Answers
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Thank you to our sponsors!



Thank you

If you have question, please reach out to 
your Account Manager.
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