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NAME:    Rob Wiley

TITLE:   Global Enterprise Solutions Engineer @ Cisco

TENURE:  2006 – 2012  AS NCE (Best Buy, Target, Cargill, Accenture)

         2012 – 2020,2025 – Present  Solutions Engineer

RELEVANCE:  Returned in August 2025 after 5 years as a SASE DC @ PAN 

ACTIVE_PROCESSES:

  > Jiu-Jitsu & Gym Rat

  > Empty nester with zero boomerangs!

  > Typical Cisco Nerd

robwiley@coyote:~$

https://www.linkedin.com/in/robfwiley


Agenda

• Evolution of ZTNA

•UZTNA Architecture with Cisco Secure Access

• Flexible Zero Friction Access

• The Identity Layer: Cisco Identity Intelligence

•DEM: Actionable Experience Insights

• Integrations to the Wired World
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A quick question…
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Why we should care about ZTNA 
Strategies

•60%
• Talos IR incidents involved 

Identity

•44%
• Identity attacks specifically 

targeted Active Directory
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Traditional ZTNA: The OG Use Case, Work from home

Managed devices, 
private apps

Private apps
P

Different policies 
for home versus office

Blind trust between 
authentication and access

Blind Trust

STEP 1

Authenticate
STEP 2

Access

Managed

Policy A: 
Strict access control

Policy B: 
Direct access

Remote

In office

Traditional apps
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Unmanaged
devices

3rd Party

Things

Managed
devices

Co Working Campus Branch Airplane Oil rig Stadium Field …

Traditional ZTNA

Private apps

Internet apps

Traditional apps

SaaS apps

Traditional ZTNA: Work from Anywhere to 
Any Location

Place
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Zero downtime:
Experience and Policy Assurance

Internet Apps

Private Apps

SaaS Apps

Traditional Apps

Zero friction: 
We do the plumbing. 

Zero impostors:
Identity Trust

Every device, person, thing, 
everywhere

Consistent Security:
Security Service Edge

Cisco Universal ZTNA
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Cisco Secure Access
Cisco SSE – Single Vendor SASE

* Included in the unified experience / separate license (optional)

CSPM

Firewall as a 
Service (FWaaS) 
and IPS

Secure Web 
Gateway 
(SWG)

Cloud Access Security 
Broker (CASB) and 
DLP

Zero Trust 
Network 
Access (ZTA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 

Isolation*

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

Digital 
Experience 

Monitoring*

Add-on solutions

SD-WAN XDR DUO IAM

12
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Safe Use of AI Apps & Agentic AI

Classification: Safety Guardrail

Toxicity

How to make a bomb

Classification: Safety Guardrail

Privacy

Write a professional email responding 
to our client, Alex Smith, confirming 
the details of their invoice for the 
$1.2M deal with ACME Company.

Developing AI apps

Model

AI app

AI agent
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Employees

Protecting Usage of Third-Party AI Apps

Cisco Secure Access

Input Guardrails
Prompt Injection

PII, PHI, PCI
Off-Topic

---

Output Guardrails
Code Detection

Hate Speech
Specialized Advice

---

Enterprise Network Traffic

✓    X

✓    X

1,200+ Third-Party AI Apps

Access 

Control

AI Guardrails

Multimode 

DLP

Cloud Malware 

Detection

Zero-Trust 

Proxy



AI Access Demo
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Shadow AI Security with Cisco Secure Access Demo
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Shadow AI Security with Cisco Secure Access Demo
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Architecture overview – Secure Access

BRKSEC-2285 18

Internet Traffic

Private Traffic

Secure Tunnel

Public Applications

Private Applications

Clientless 
Access

• App Connector
OR
• Backhaul VPN

DC/Colo/
Branch

Cisco Secure Access

POPs in Public Cloud

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

Unified Dashboard

• Single dashboard, built on 
Magnetic Design System

• Single access policy

• Identity and posture-based 
controls

• Single SLA – 99.999%

Unified Security

• Flexible ingress/egress connectivity

• Consistent inspection for all traffic

• Granular context-based control

How Apps
Users & 
Devices

Public Applications

Private Applications

SD-WAN
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Cisco Secure Access
Proven cloud-native security converged into one service

19

Umbrella DNS

>12 years

Umbrella 

CASB
>5 years

ZTNA

>4 years

Umbrella 

DLP
>5 years

DUO 

Posture
>4 years

Umbrella 

SWG
>5 years

VPN 

Termination
>10 years

Cisco Secure Access

Experience Insights/DEM 

(ThousandEyes)
>3 years

RBI

>5 years

Umbrella Advanced 

Malware Protection
>7 years

Cloud 

Firewall
>5 years

Secure 

Client
>3 years

• Single Client

• Single Console

• Single Policy

• Single License

Protecting 70,000+ customers More than 220M endpoints
Single EXPERIENCE
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Security Cloud Control

+
Continuous Trusted 

Identity for 
Everything

+
Secure

SD-WAN
Secure

Services Edge

Single vendor SASE

Digital Experience (ThousandEyes)
Threat Detection & Response / Actionable Insights (Talos, XDR, Splunk)

Takes ZTNA to users and devices

Cisco Universal ZTNA
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Cisco SASE

Flexibility to choose 
optimal connectivity

Unified security policy managed by 
Security Cloud Control 

Consistent cloud 
enforcement

now unified on Secure Access

Secure Access

Catalyst SD-WAN Meraki SD-WAN Firewall SD-WAN

Simplified



Flexible Zero Friction Access
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One client, multiple functions

VPN

Digital Experience 
Monitoring

Network/
Endpoint Visibility

SSE
(ZTNA, SIA, DNS)

Device
Posture

Endpoint Security

23
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Zero Trust access module
New in Cisco Secure Client for Cisco Secure Access

• Transparent user experience

• Proxied resource access with coarse-grained or fine-grained 
access control

• Service managed client certificates with TPM/hardware 
enclave key storage

• Support for both TCP and UDP applications

• Cisco and third-party VPN client interop

• Delivered over Next Gen protocol (QUIC Tunnel & MASQUE 
Proxy)
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Seamless transition to ZTNA
VPN-as-a-Service simplifies ZTNA roll-out

26

CUSTOM CUSTOM

V P N

Z T N A
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Zero Trust secure access from mobile devices
Apple iOS and Android

27

Cloud Data center Branch office

Private apps

Cisco Secure Access

Zero-trust, high performance connectivity

Private apps Private apps

Masque proxy

Technology innovation and flexibility: Either TCP/TLS or new QUIC/UDP protocols

Cisco and major mobile providers 
collaborated to develop the industry's 
first zero-trust architecture for mobile 
devices

• Apple iOS 17+
• Generic Android 14+
• Android on Samsung Knox 3.10+
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Chrome Enterprise Browser

BYOD via enterprise managed Google Chrome
Advanced protocol support for Apple, Samsung

Native OS Integration

Native Device Support
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OS Native ZTA on iOS 17VPN

ZTA connects + loads a site faster than VPN can even connect
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Trusted Internet access demo Private 
Preview
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Secure Access with Enterprise Browser
Zero Trust Access to Private Apps and Internet Apps

32

Unmanaged and Managed Endpoints

• Seamless access to private apps

• Secure access to SaaS apps

• Content Inspection

• Access Control

• File type control 

• Advanced Malware protection

• RBI

Private Applications

• Device Trust

• Posture management

• DLP

• Copy-paste controls, Block Screenshots

• Block file upload/download

• Print control

• Isolation of Web processes, Site isolation

• Management via Secure Access Console

Cisco Secure AccessEnterprise Browser

Secure Service 

Edge (SSE)

                         

      

Internet 
Traffic

Private Traffic

Internet (SaaS) 

Applications
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Hybrid Private Access for Flexible Enforcement
Single set of ZTNA policies used in cloud and on-premise

Resource 1
Optimized

Resource 1
Optimized

Resource 2
Private Only

Resource 2
Private Only

ZT
Proxy

Cisco Firewall

Resources

Roaming Users

ZT
Proxy

Secure Access

Customer Premises

FTD

Policy

Backhaul Gateway

* Capabilities are in private preview.

** Roadmap: policy enforcement on 8k routers

**
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The Identity Layer: Cisco Identity Intelligence
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Attackers expect you to have MFA

Brute-force or
password spray MFA bypass

Stolen session
cookies

Physical access
to device

Fallback to less
secure MFA method

OS login Mid-SessionApp loginEnrollment

Deepfake social
engineering at help desk

Helpdesk

38
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D u o  I A M

Security-First 
Identity

World-class user experience

End to end 
phishing resistance

Unified Identity
intelligence

39
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Run standalone as 
your primary IdP, 
directory and SSO.

Integrate with your 
existing IAM as an 
identity broker.

Deploy as alternate 
directory for your third 
parties.

40
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FIDO2, Hardware 
Tokens 

41
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Proximity 
Verification

Bluetooth Low 
Energy (BLE)

42
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SailPoint
Dragos

Crowdstrike

Salesforce

Cyberark

Amazon

Auth0

Okta

Cisco ISE

Google
Microsoft

PingIdentity

43
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USERS MACHINES SERVICES HRIS DATA APPS PLATFORMS

SailPoint Dragos Crowdstrike
Salesforce

Cyberark

Amazon

Auth0

OktaCisco ISE

GoogleMicrosoft

PingIdentity

Cisco Identity Intelligence
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Identity/CII in Secure Access Demo
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Things are people too.
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Public SaaS Apps

IOT Apps

Web

Enforce zero trust using identity context
Leverage security group tags for granular access policy

Bedside
Monitor

IOT devices 
network 
segment

Corporate 
users network 

segment

Branch

Cisco ISE tags

Private Apps

----- = Future

SSE POP Network

49



DEM: Actionable Experience Insights
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Experience Insights
User experience monitoring for applications and users

51

POWERED BY

Optimize user productivity by 
automatically, providing details on the 
user’s experience, enabling faster issue 
detection and resolution

Monitoring examples:
• Endpoint performance – CPU, memory, Wi-Fi

• Network performance – latency, jitter, loss

• Top 20 SaaS applications performance

• App agnostic synthetic monitoring – Collab, private, public

• User specific ZTA security events

• AI Insights with Troubleshooting Assistant

Monitor health and 
performance as 
users access 
applications and 
resources
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Global Workforce Visibility
Gain a complete view of user experience, for both remote and hybrid workers

52

• Monitor all endpoints 
within a single SSE 
dashboard

• Lightweight 
ThousandEyes Endpoint 
Agent included with CSC 
at no extra cost

• Continuous monitoring 
for efficient 
troubleshooting

Simplified Experience



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco AI Assistant for Secure Access
AI for Security

53

•Built with Generative AI natural 
language to:

• Simplify and speed policy administration by 
up to 70%

• Reduce human error

• Improve operational efficiency

•Retains the context of up to five 
recent prompts 

Better Efficacy. Better Experience. Better Economics.
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Troubleshooting Assistant
Automate troubleshooting Secure Access

54

• Private App Access Issue

• Multi Agent Orchestration

• Faster Time to Resolution

Prompts:

“Why can’t Lee 

Meadows access Jira”



Integrations to the Wired World
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Catalyst SD-WAN
VPNid support for consistent segmentation

Users

IOT_OT

Maintain VPNID inside tunnel
X

Corporate users 
network segment

IOT devices network 
segment

Catalyst 

SD-WAN Manager

SD-WAN Secure Access

Users

IOT_OT

Share VPNid

• VPNiD Based policy 
across both SDWAN & 
Secure Access

• Maintain segmentation in 
branch & in the cloud

Consistent Policy
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Identity Services Engine (ISE)

57

Leverage SGTs for granular access control

Users

IOT_OT

Catalyst 

SD-WAN Manager

SD-WAN Secure Access

SGTs & 

mappings

Consistent Policy

ISE

Share SGTs

X

10 – Contractors

20 – IT Admins

30 – Zone 1

40 - Robots

SGT Based Policy across 
network & Cloud

Maintain micro segmentation 
through Secure Access

Uniquely identify devices 
and traffic based on context 
from ISE

Apply policy to SGT Based 
identity
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Demo

58

Maintain VPNID & SGT 

inside tunnel
IOT_OT

Secure Access

Share VPNid & SGT

Common Identity

Internet

SaaS & AI apps

Modern 
private apps

Traditional 

private apps

Catalyst SD-WAN Manager

ISE

CyberVision
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Cisco Eases Your Journey to a Future-Proof Workplace

SSE* 

Consolidate security 

services and add advanced 
threat protection 
everywhere

Universal ZTNA

Enable every user and device 

to securely connect with least 
privilege access to any app—
anywhere. 

Traditional Networking

Network level access – cannot 

control 
at app level

SD-WAN*

Protect data and 

traffic while optimizing 
user experience, 
performance  & resources

Seamless transition from 
VPN to ZTNA

Support for legacy and 
modern apps

Hybrid private access

Local enforcement for branch 
users (no hairpinning)

Identity Edge

Smart authentication for users and devices

*whe n combined this  is  known as  SASE architecture

Predictive Path 
Recommendations

Optimize routing for all 
clouds, all users, and all apps
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Resource Links

• Cisco Secure Access Youtube Channel
 https://www.youtube.com/playlist?list=PLHUFHAfReXtxvPs9UJHk9NqI6TWosoQWU

• Cisco SE Jason Maynard’s CSA Youtube Playlist
 https://www.youtube.com/playlist?list=PLyf18hdY22EROu0KP1v9n9VffD9CuiauD

• Umbrella & Secure Access Public Space
 webexteams://im?space=cbd8f630-aeb5-11ec-a33e-6dda58872fda

• Cisco Secure Access Community on Cisco.com
https://community.cisco.com/t5/secure-access/ct-p/secure-access

• Latest Cisco Secure Access Announcments
https://community.cisco.com/t5/secure-access-announcements/tkb-p/secure-access-announcements

https://community.cisco.com/t5/secure-access/ct-p/secure-access
https://community.cisco.com/t5/secure-access/ct-p/secure-access
https://community.cisco.com/t5/secure-access/ct-p/secure-access
https://community.cisco.com/t5/secure-access/ct-p/secure-access
https://community.cisco.com/t5/secure-access/ct-p/secure-access
https://community.cisco.com/t5/secure-access/ct-p/secure-access
https://community.cisco.com/t5/secure-access/ct-p/secure-access


Thank you

Cisco Tech Day
Denver
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Available

Legend

Coming Soon

Subject to Demand

Coming Soon

Spain

SAO PAOLO

CAPE TOWN

UAE
BAHRAIN

MUMBAI HYDR.

SPAIN

STOCKHOLM

HONG KONG

TOKYO

OSAKA
SEOUL

SYDNEY

MELBOURNE

JAKARTA

IRELAND

LONDON

FRANCE
MILAN

FRANKFURT

ZURICH

SINGAPORE

TEL AVIV

CAN-CEN
CAN-WEST

PAC N.WEST

NOR CAL
US-EASTOHIO

MALAYSIA

THAILAND

Secure Access Regions – AWS coverage

BRKSEC-2285 63
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Secure Access Regions – DCv2 (Physical Edge DC)

In Development & Coming Soon

Amsterdam
Frankfurt
Chicago
Dallas

Tokyo
Osaka
Mumbai
Chennai
Aukland

MIAMI

SAN JOSE

LOS ANGELES

KSA

DC

MUMBAI

TOKYO

OSAKA

FRANKFURT
AMSTERDAM

CHENNAI

DALLAS

CHICAGO

Available

Legend

In Development

AUKLAND

BRKSEC-2285 64
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Managed
devices

People

Things

Unmanaged
devices

Remote

Remote Campus Branch Airplane Oil rig Stadium Field …

Traditional ZTNA

Private apps

Internet apps

Traditional apps

SaaS apps

Same optimized experience 

Powered by 
Identity Intelligence

Enabled by the network

Universal ZTNA from Cisco
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What are QUIC and MASQUE?

QUIC (not an acronym)

• UDP-based, stream-multiplexing, encrypted 
transport protocol

• First used in Google Chrome in 2012

• Used for HTTP/3, Apple iCloud Private Relay, 
SMB over QUIC, DNS over QUIC, etc.

• Optimized for the next generation of internet 
traffic with low latency and high capacity, 
compared to TLS over TCP

• Supports micro-tunnels

MASQUE (Multiplexed Application Substrate 
over QUIC Encryption)

• IETF working group focused on next generation 
proxying technologies on top of the QUIC 
protocol

• Provides the mechanisms for multiple proxied 
stream and datagram-based flows inside HTTP/2 
and HTTP/3

• Used by iCloud Private Relay since 2021

• HTTP/2 and HTTP/3 extensions allow for the 

signaling and encapsulation of UDP and IP 
traffic

When combined, MASQUE + QUIC provides an efficient and secure transport 
mechanism for TCP, UDP and IP traffic for both web and non-web protocols
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Zero Trust Access module – socket intercept

68

Why use socket intercept? 

Control of DNS and application traffic before VPN 
clients (interoperability with Cisco and non-Cisco 

VPNs)
No route table manipulation

Ability to capture traffic by IP, IP subnet, FQDN,  and 
FQDN wildcard

Interoperability with Cisco and non-Cisco VPNs VPN Clients

Zero Trust
Access 
Module

Application

Socket Intercept/Filter

Packet Intercept/Filter

Routing Table

Virtual Interface

Physical Interface

Packet Intercept/Filter
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Authentication Access

Identity Intelligence

B L I N D  T R U S T

Continuously assess you are who 
you say you are

Works with existing IDPs
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User Trust Level

TRUSTED NEUTRAL UNTRUSTED

Cisco Duo 
IAM

Cisco 
Secure 
Access

Cisco XDR

* Capabilities are in private preview.
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SaaS Apps

Cloud Apps

On-prem 
Apps

Legacy 
Apps

Entra

Okta

Ping

AD

Identity broker for 
existing IAM

Employees

Contractors

Vendors

Partners

Identity
Broker
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SaaS Apps

Cloud Apps

On-prem 
Apps

Legacy 
Apps

Entra

Okta

Ping

AD

Identity broker for 
existing IAM

Employees

Contractors

Vendors

Partners
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Public SaaS Apps

Legacy Apps

Web

Security-First Identity
Duo as identity broker

Private Apps

Cisco Secure 
Access

Duo as IdP or 
Identity Broker

Contractors

Employees

Partners
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FIDO2, Hardware 
Tokens 

End-to-end phishing resistance
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Proximity 
Verification

Bluetooth Low 
Energy (BLE)

End-to-end phishing resistance



Increasing network and security 
convergence



Context Sharing over SD-WAN Demo
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Universal Context Awareness from Network to Cloud

Consistent Policy

ISE

Contractors
172.16.100.10

AAA

192.168.100.10

192.168.200.0/24

172.16.100.10

192.168.100.10

192.168.200.0/24Zone 1

Any IPSEC 

device

SGTs & Mappings

Secure Access

Coming 
Soon

SGT Based Policy across 
network & Cloud

Maintain micro segmentation 
through Secure Access

Uniquely identify devices 
and traffic based on context 
from ISE

Apply policy to SGT Based 
identity



Universal Context Sharing Demo
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