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The Journey To Now




Nexus Management Tools Evolution

Nexus
Dashboard Data
Broker
(Rename)

Nexus Data
Nexus Data

Broker

Broker (Rename)

i \ (4.2)
Cisco Prime Data Center : Nexus :
1
2Ciz e i Network : . bD.asPéboird” 1 NDFC Controller
Network Manager  Fabric Controller 12.21 A
Manager (DCNM) ! (NDFC) :
(DCNM) <=7.x 10.x : 12.x :
i i
1 1
Nexus Fabric ! :
Manager - 0
(N9K only) : :
i i
: i
1
i i NDI Telemetry
i Nexus : 6.4 features
Network i Dashboard 1 :
Insights - Insights i
Resources : (NDI) :
(NIR) . 6.0 i
: :
I
i i Orchestration
: i features
i i ()
1
: :
1
: E Nexus
1
GGG Nexus : : Dazhbc')ard : Nexus
Services . Nexus 0 ervices
. Dashboard | H Unified Install Dashboard
Engine I Dashboard i
1.0 20 ' 21 (Platform) | e ey
: (Platform) 1 : ! 3.x 4.x
(Platform) " 7
N9K
FCS
Application Nexus Nexus
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Current Capabilities




Nexus Dashboard 4.1 Feature Summary

Platform and Integrations

e Unified Platform UX
* One Manage Cluster Federation
e Gen5 Appliance (Small)
* Scale Improvements
* |IPFM Cohosting
* Licensing enhancements
* OpenShift VMM integration
* OpenStack ML2 / Neutron integration
* New API support
* New Platform Support:
* N9336C-SE1
* N9364E-SG2-0
* N9364E-SG2-Q
* N92348GC-FX3
* N9804
* N9808
*  NI9K-X9736C-FX3 Line card
* N9324C-SE1U
* N9348Y2C6D-SE1U*

© 2025 Cisco and/or its affiliates. All rights reserved.

Nexus Dashboard 4.1.1

Automation and Orchestration

* VXLAN GPO enhancements

* Smart Switch support in Networking Mode

* Al/ML/RoCE Network Features

* ESG support for ACI Multi-Site fabrics

* Change Control feature

* Autonomous Remote Leaf Group

* NDO to One Manage migration (NXOS only)

* External connectivity workflows

* VXLAN Xconnect (QinVNI) support

* Downstream VNI support for VXLAN Multi-site

Scale and Performance

* New UCS M8 based ND G5 appliance (1 to 3-node support)

* Single node deployment options

*  One Manage federation scale: 3500 Switches, 10 Clusters

- Shipping

Analytics, Troubleshooting and Visibility

* Traffic Analytics Enhancements:
* Compatibility Mode
* Traffic Analytics with L4-7
* UDP protocol categorization
* North/South prefix filtering
* Endpoint & L3 Neighbor tracking
* Custom Dashboards
* Global Federated Search
* Assurance / Compliance
/ Explorer Support
* GPO Monitoring
* NX-OS ESG PCAM analysis
* Anomaly Maintenance Mode
* Anomaly correlation enhancements

afraln
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Unified Platform Experience
Single menu, all functions, one place

oggle. No individual services
‘il Nexus Dashboard _ .

S ulutlt Nexus Dashboard Q Q @ | Ame

» Admin Console
© Manage
Analyze I Custom Dashboard: o
" s g RS £ Welcome, tme Recent Activity Refresh
LD N (main logs) added
vNDENodes
Overview Topology Dashboards

Search and Explore
Orchestrator

scale-ms10
Bookmarks -~

Home (Topology, Journey Dashboards

L ] scale-ms12
Fabric Controller &

®
. X Anomaly level @ Critical Advisory level € Critical Infrastructure Recent
TOggle between services Manage 4 total critical anomalies, out of which 0 3 total critical advisories, out of which 0 activity all
occurred in the last week occurred in the last week 4

vND6Nodes at a glance

login successful by

Q L
’ Fabrics & tme
Analyze W Critical 4 Critical 3 0 minutes ago

1 login successful by
admin

1 hours ago

Major 21 Major 6
g e .
of aci Inter-fabric =
Minor 0 Minor 0
logout successful -
W Warning 58 Warning 24 12 user logout due to
inactivity
by multicluster
3 hours

Switches

2
191 Tenant 'stretchedT
Anomalies Advisories Fabrics Active . was created
AN 1] D: @s oA . . Endpoints by multicluster
£t ° et Do ® Inter-Fabric links monitoring = ,y‘" re ago
Endpoints External Traffic (from ACI Multisite & NXOS Fabric Groups)

Anomaly Level Critical Advisory Level Major g 53 & 213868

4 total critical anomalies, out of which 0 accurred in the last 3 total major advisories, out of which 0 occurred in the last
week. week

Fabrics Map and Table view options

Fabrics

2 of your fabrics have anomalies, with 2 fabrics
showing critical-level anomalies.

Version 3.2




“One Manage” Experience oriepne

( All cluster view will aggregate fabrics from multiple Nexus Dashboard clusters )

Some features may require you to switch to the local cluster (e.g. Analysis Hub)

el Nexus Dashboard Q Q@ ® | Qtme

logout successful - user initiated logout by admin
0 minu g0

Clusters

A
Nexus Dashboard Cluster 06 login successful by admin

> " Al Clustore stive ~ @ 4 minu g0
1/3/6 virtual nodes All Clusters idpoints :

logout successful - user logout due to inactivity
ACI-S

by admin
@ @ ACIPreProd

Node 1 Node 2 Node 3 VND ' Primary Local

Manage vNDO

Q

Analyze

Nexus Dashboard Cluster
1/3/6 physical nodes*

Node 1 Node 2 [ Node 3 ]

© 2025 Cisco and/or its affiliates. All rights reserved. (of (Y of )



New Physical Appliance

Built on Next Generation UCS M8

ND-NODE-G5S Nexus Dashboard Gen 5 single M8 node

Up to 50 switches

ND-CLUSTERG5S Nexus Dashboard Gen 5 three node M8 cluster

Up to 500 switches

Shipping

Based on C225 M8 UCS Architecture

Future proof your Nexus Dashboard deployment

YA Y

Increased scale for the enterprise

© 2025 Cisco and/or its affiliates. All rights reserved.

Node Generation Cores Threads Memory Mem Speed CPU Storage
AMD EYPC 9.6TB
ND-NODE-L4 Gen4 ND 24 48 256GB 3200MHz 7443p SAS
AMD EYPC 14.4TB SAS
ND-NODE-G5S Gen5 ND 48 96 256GB 5600MHz 9454p RAID 0




VXLAN Group Policy Option (GPO Shipping

Additional support for micro-segmentation on NX-OS VXLAN Fabrics

< Fabrics

VXLAN Fabric | D Last 15 Minutes v Refresh

Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History

VRFs Networks Security Groups Contracts L30uts Security Associations Protocols L4-L7 Services

Grouping
- IP, VLAN, Port + VLAN, VM vNIC

Anomaly Level Config-Sync Status

| .
B Critica Partial connectivity allowed between SG Web and SG App
criee 3 B oeployec - CloudScale platforms supported

Warning 1
Source Contract Destination N FX, sz’ FX3, GX, GXZ, H 1’ H 2R

App

Anomaly Level Config-Sync § Contract1 ~ 1.0.0.0/24
y - 30 matching

One Manage integrated

SG-1000 © Critical @ Deployed
$6-1001 0 critco © Depioyed | Contract Contract_{ Rules «  Multi-site fabric policy deployment

$G-1002 © Critical @ Deployed Usage Details

12

Filter Add Filter

Destination . +
Ethertype Protocol Source Port Port Filter Action

SG-1003 Warning @ Deployed

6-10 Filter 1 Permit
Rule_2 80 Filter 1 Permit
Ethernet C 80 Any Filter 2 Permit ol I hal I [

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco
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N9300 Smart Switches [ st

Prepare your ToR/Edge switching for Hypershield distributed L4 filtering

Cisco
Smart Switches

Networking Hypershield

Cisco Nexus 9300 Services Accelerated Switch

N

PENSANDO

1

* Software-defined Stateful Services

* Rich NX-OS Features and Services * Programmable at all layers: add new services without HW
* High-speed connectivity and scalable performance change

* Optimized for latency and power efficiency * Scale-out services with wire-rate performance

* Power down DPU complex when not used

ANN0) =i NN CON Y

Il
(9

o/
Routing EVPN/MPLS/ Rich Line-rate Power Distributed IPSEC Large-Scale Event-Based DoS
Switching VXLAN/SR Telemetry Encryption Efficiency Security Encryption NAT Telemetry Protection
\ / \ Future Use Cases J

afraln
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N9300 Smart Switch Support [ shioeig

Smart Switch “Networking Mode” Use Cases

B

—_—O—
——————

Nexus Dashboard

Single Fabric Use Case Multi-Fabric Use Case
Supported ND Functionality:
/ \ / e T \ * Configuration Management
=== . . | EECE N EE T N * Software Image Management
RN single Fabric Gl sV Multi-Site «  Switch registration with Hypershield controller
EERE * VXLAN-EVPN = g VXLAN-EVPN
serimde o
PEIOCle  oEIOTe Appllcable Fabric Types:
Denver Dallas
ToR Smart Switch ToR Smart Switch VXLAN-EVPN fabric
\ N9348Y2C6D-SE1U | N9324C-SE1U / \\ N9348Y2C6D-SELU | N9324C-SE1U / * BGP routed fabric

*  Multi-Site VXLAN-EVPN
* Brownfield fabric insertion support

Y Role: Leaf, Border Leaf v' Role: Leaf, Border Gateway

v' Comprehensive fabric features (L2, v' Multi-site features (L2/L3 stretch,
L3, QoS, Multicast, vPC, L2 mobility, Anycast border gateway, TRMV4, etc...
L2/L3 stretch, etc ...) )

Note: Smart Switch "Networking Mode” means DPU powered off

© 2025 Cisco and/or its affiliates. All rights reserved. (of (Y of )



Al/ML/RoCE Enhancements

Automate and monitor your Al/ML/RoCE network configurations

C RDMA over Lossless Ethernet (RoCEv2) )

—— N
—1

|
0 |

GPU Storage
Nodes

Manage network congestion
with Lossless Network (PFC + ECN)

+RoCEv2 support on N9800

© 2025 Cisco and/or its affiliates. All rights reserved.

C Dynamic Load Balancing )

Flow1l PEEE® Fflow2 SEEBE® Flows | [ [ [ ]

Load balance flows/flowlets/packets
based on link utilization

Better hashing results in Al fabrics
with uniform flow size and header information

< Shipping

C Uplink Pinning )

RoCEv2 Switch
Fabric

1 sl

Traffic efficiency through pinning rules
Map traffic from each downlink to the desired uplink

Allows efficient selection of Spines for communication
between leaf and spines

afraln
cisco



< Shipping

Endpoint Security Group (ESG) for distributed
ACI fabrics

SiEk . . 5
i Why Endpoint Security Groups?
New York Today both network forwarding and policy enforcement is done at EPG

and BD level restricting segmentation at BD level

What are Endpoint Security Groups?

ESG classifies an endpoint based on attributes at a VRF level

o o3 @ 5
T /f Site local and stretched ESG segmentation across sites

i1 Cisco ND 4.1 Cloud

Benefits of Cisco ND 4.1 Endpoint
Security Groups

s ) ' ' ) e Create security zones at VRF level across sites
el @ @ JEE N Policy TCAM (contract rules) usage optimization
London Tokyo

© 2025 Cisco and/or its affiliates. All rights reserved. (of (Y of )



Traffic Analytics Enhancements

Greater scope of visibility

"dsts’ Nexus Dashboard Q search ® | R Mexander -

System Settings Refresh

All Clusters
General Control and operations Advanced settings Multi-cluster connectivity Flow Collection

Precision Time P | (PTP) is required for both Traffic Anal and Flow Telemetry. Learn more

Flow Telemetry

Conversation Rate Status for the last day View All Flow Rate Statistics

Within Limit 100,000 c ations/min No Drops Flow Recerd Drops (0)

Rece satior

Shipping

North-to-South Traffic now added

External Client display (Inter-Fabric, External source)

Compatibility Mode for devices without FT/FTE

TA support via OOB interfaces

Traffic Analytics for Multi-Fabric and External conversations

for Mult bric and External conversations

@® Enabled (O Disabled

Privacy policy  Terms of service

Current date and tim nuary 1, 2023, 10:00:00 AM (EST)

© 2025 Cisco and/or its affiliates. All rights reserved.

On by default for all L3 out/external interfaces

Visibility for PBR-redirected L4-L7 traffic

YO YA YA YA YaYS

Support added for UDP based service classification

afraln
cisco



Future Directions




Nexus Dashboard SW Release Cadence

ND 4.4

ND 4.3

ND 4.2

ND 4.1

© 2025 Cisco and/or its affiliates. All rights reserved.

Starting from ND 4.3, major versions will be released every ~6 months

afraln
cisco



Nexus Dashboard 4.2




Nexus Dashboard 4.2 Committed Features

Platform and Integrations

* Gen5 Large appliance
e vND on Nutanix (1 to 3-node clusters)
* Hypershield integration
e Data Broker controller
* Embedded Splunk on single node G5
* MCP Server for LLM Al integration
* Ul Dark Mode
* APl Inspector, full support for Open- API
* ND SMU support
e Certifications (Korean SVS)
* Administrative Multi-Tenancy
*  SNMP Export of Anomalies
* Slack Integration
* SLURM Integration
e Microsoft Entra ID support (MFA)
* Telemetry data backup & restore
» Switch level Licensing view for N3K/N9K
*  Webhook streaming for fabric alerts
* Custom Ul Security Banner (MOTD)
* New Platform Support:
* N9396T12C-SE1
* N9396Y12C-SE1
* N9800-SUP-B
* N9164E-NS4-0O

© 2025 Cisco and/or its affiliates. All rights reserved.

( Nexus Dashboard 4.2 )

Automation and Orchestration

* Fabric Designer

* Switch-to-ND config reconciliation

* Advanced DLB features on S1 platforms

* Smart Switch with Hypershield agent in DPU (POC)
* Live Protect workflow for CVE mitigation

* Inter-fabric connectivity between ACland NX-OS fabrics
* Brownfield ToR import support

* Fabric Software Image Management improvements
e (Catalyst 8K Image Management

* Inband Plug and Play for Cat9k

* Config Profile to CLI conversion

e Orchestrator (NDO) hardening

* IPFM: Increase max rate PMN policers to support 8k/16k UHD videos

Scale and Performance

* Single-node vND-App (controller only): 50 switches

* Single-node L4 option for all services: 25 switches

* 3-node vVND App (controller only): 100 switches

e 3-node G5L (all services): 1000 switches

* 6 node L4 (all services): 500 Switches

*  One Manage federation scale: 4000 Switches, 12 Clusters

Analytics, Troubleshooting and Visibility

» Traffic Analytics support for Transit L3 and L2 flows
* Connectivity Analysis for L4-L7, DPUs
* Al Fabric Enhancements:
o Job Completion, Packet drops, CRC, Optics, Analytics
o Topology view with GPU servers
o Advanced settings in Fabric template
o LLDP Handshake w/ Nvidia NICs
* ESG/GPO Support for Explorer, TA & CA

* Catalyst Telemetry Support Phase 1 (VXLAN, Basic Telemetry, TA
Compat mode)

* uSeg with PBR Assurance for ACI fabrics

* Enhanced Anomaly Rules

* Real-time telemetry support for ACI 6.2(1)
* Route table streaming for ACl

afraln
cisco



Larger Scale Gen5 Appliance

Supported starting with ND 4.2

( G5 Small Configuration (ND 4.1) )

ND-NODE-G5S= Nexus Dashboard single G5 node (Small)

Up to 50 switches

Committed

G5 Large Configuration (ND 4.2)

ND-CLUSTERG5L Nexus Dashboard three node G5 cluster (Large)

Up to 1,000 switches

ND-CLUSTERG5S Nexus Dashboard three node G5 cluster (Small)

© 2025 Cisco and/or its affiliates. Al rights reserved.

Up to 500 switches

Node Generation Cores Threads Memory . CPU Storage
Speed
AMD EYPC 9.6TB
ND-NODE-L4 Gen4 ND 24 48 256GB 3200MHz 7443p SAS
Gen5 ND AMD EYPC 14.4TB SAS
ND-NODE-G5S (Small) 48 96 256GB 5600MHz 9454p RAID O
19.2TB
ND-NODE-G5L SN 96 192 512GB 6400MHz AIPEUAE SSD
(Large) 9655P

RAID 5




Hypershield Integration

et Nexus Dashboard

&
%
ND-SYS-1

()
lom:

Home

A

Manage

Q

Analyze

Admin

© 2025 Cisco and/or its affiliates. All rights reserved.

€ Integrations

Add Integration

@ Integration type
Hypershield

(©) Authentication

() Association

o Summary

Q ®| 8K

Summary
-
Hypershield
Embed security directly into your network with Al-powered management and automation tools
Authentication A
Account alias AP| access token Tenant name
Hypershield_B ABCDEFOHIJKLMNOPQRSTUVWXYZABCD...  Nexusdashboard-user2
Association A
Fabric name Type Description
DPU Fabric Multi-Site & External Conn € Fabrics

Cancel Al changes saved

o - ) I Select switches
elect switches

Configuration praview

Committed

Connect ND to Hypershield controller
* Maintain multiple controller instances
* Associate controllers to specific switches

* Automatically enables DPU and
Hypershield agent connection

* Choose DPU affinity within switches

Onboard Smart Switches to Hypershield for DPU Fabric

A The list of switches includes only those with hypershield connectivity status that have not been onboarded.

Deployment progress [

Hypershield Hypershield integration

) switch AR o Model IP add Serial number Role
) oy @ Notonboarded N9324C-SEIU 10301215  FCH1809V181  Leaf
O op [ Notonboarded N9324C-SEIU 10301216  FCH1809V183 Leaf
O os @ Notonboarded N9324C-SEIU 10301217  FCH1809V184 Leaf



Hypershield Packet Tracing

Connectivity analysis results

UVEIVIEW e neey ROULIY e ey, DELUIILY &R FVISINI RIS IV

Path visualization

@ ( DPU-Fabric External fabric @

N

© [gPu-switch-1 A

oH

7,

DPU-Y

L A setnij110
© Seth1/1.10

® (Dallas NX-0S @

-
*

border-leaf

© 2025 Cisco and/or its affiliates. All rights reserved.

e

v v

DPU-3 DPU-4

© (Austin NX-0S ©

-

border-leal

te
Y

tt
N

Overview

© > 192168110
Source

>  Leaf-1
> Spine-1

border-leaf

P—0—0—0

A DPU-Switch-1

A Packet dropped due to policy Social-1

Ingress ethi/1
VLAN 10

Route table  Subnet Y via IP-A (OSPF)
ARP table IP-A > MAC-A

Egress eth1/2
VLAN 20

> border-leaf

> Spine-3

> Leaf-4

> 2043343
Destination

Committed

Connectivity Analysis enhancement

» See path taken by packets filtered through
DPUs in Smart Switches

* |dentify specific DPU and interfaces

» See what specific policy resulted in packet
drops at DPU

afraln
cisco



Nexus Data Broker Integration

4 Back

NDBfabric

Overview Inventory Connectivity Configuration policies Anomalies Advisories History

Interfaces

Interfaces
Input ports

&
Interface

Monitaoring tools s161_p11_Monitor_tool_port NOK-C93180YC-FX3-161@Ethernet1/11

Overview Inventory Connectivity Configuration policies Anomalies Advisories History

Interface groups Links Connections 5Span sessions Packet filters  Span destinations  User defined fields  Global config

Local monitoring tool

Committed

Refactored NDB controller running as service
on Nexus Dashboard 4.2

* New ND fabric type: NDB Fabric
* Automatic NDB Device configuration

« ND Ul screens for:
Status Health .
* Input & Monitor ports
J Link-Down @ Healthy

* Connections

SPAN destinations

Interfaces  Interface groups Links Connections Spansessions Packetfilters Spandestinations User defined fields  Global config

Name * Bidirect.. Ethertype Default Protocol Advanced filter

Eehfnil;-lllwatch— e IPV6 (0x86DD) @ Yes ICMP(1)

Default-Match- IPv4 (0%0800) @ Yes
IGMP

Default-Match-IP IPv4 (0x0800) @ Yes

Default-Match-

MPLS (0x8847,0x8848) 0 Yes
MPLS

© 2025 Cisco and/or its affiliates. All rights reserved.

SPAN sessions

e Packet filters

Created by

admin : * APIC controller integration

Modified by

admin - * NX-OS Production switches, DNAC and
admin - Catalyst integration, Tap Devices and Devic
aain : Groups coming in future release

afraln
cisco



Native Splunk Analytics on pND (Single-Node)

yanced analytics tools optimized for you to gain valuable insights into the performance and health of your network. Access to different tools and

cense Mode Details

Q 00 @ | L admin v

Refresh

Compliance | Conformance
5 Monitor your fabrics compliance with Keep track of your hardware and software
custom anomaly rules life cycles
Traffic analytics Energy management
; N Monitor your networks latency congestion Explore your fabric's energy usage, cost,
int to another E o ¥ cong Pl gy usage,
and drops and emissions

. . Pre-change { Log collector
fifferences in View the potential impact of configuration Collect and analyze logs from your devices
ints in time changes
Endpoint locator = Nx-0S only Splunk
tial bugs Real-time tracking of endpoints based on Launch Splunk

BGP EVPN route advertisements

© 2025 Cisco and/or its affiliates. Al rights reserved.

Committed

ENDPOINT..HEALTHY
NODES_N...CE_DOWN
OSPF_NEL.R_DOWN
OSPF_NEI.OR_LOST
SERVICE_. HEALTHY

VPC_PEER.. MISSING

Top 10 Nodes by Number of Anomalies

node ¢ Anomalies

FAB-8-LEAF-1 BGP_PEER_CONNECTION_DOWN
CONNECTIVITY_DEVICE_ACCESS_ICMP

ENDPOINT_TRAFFIC_SCORE_UNHEALTHY

1 AwEuEaT BHEEER ARAR

SYSTEM
HARDWARE

cisco

splunk>®[] Apps v [] admin~ Messag
Search Analytics Datasets Reports Alerts Dashboards
Data Center Network Anomalies siou fiters
Anomalies by Fabric
15
10
5
Vs ; \ \ AN ~ L
A  —com— %
Tue Dec 2 Sat Dec 6 Wed Dec 10 Sun Dec 14 Thu Dec 18 Mon Dec 22 Fri Dec 26 Tue Dec 30 SatJan3
2025 2026
_time
Anomalies Trend Anomaly mnemonicTitle Anomalies by Category
other (1) BGP_PEER..N_DOWN TELEMETRY

CONNECTIV




Fabric Designer Committed

Design your entire network fabric before buying any hardware

Fabric designer settings

iiiii

Pre-build Configurations and Cable Plan based on Cisco best practices

Supports Data Center VXLAN, Routed, and Al/ML fabric types

~.emo-Fabric

erview  Designer  Advisories

m ( Complete Configurations >
< Detailed Cable Plan and Assembly List

Nossed

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Committed

Switch Config Reconciliation

Intent reconcile from switch to Nexus Dashboard

Q QR (:) ®@ ‘ Q. admin

‘s’ Nexus Dashboard

Deploy Configuration - Core
Run on-demand incremental sync-up of selected
Out-of-Sync configuration commands

o Supported only for VXLAN EVPN iBGP Fabrics in 4.2

Analyze

spanning-tree port type edge trunk

—— Only switch global configuration, Host port

k allowed vlan none

" L L . .
configuration, ACLs, and Route maps (underlay only)
supported in 4.2

W
spanning-tree port type edge trunk
switchport

switchpert mode trunk
switchport trunk allowed vlan none
17 no switchport
18 | interface ethernetl/1/4
25 19

afraln
cisco
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Al Fabric Settings

QoS and DLB fine tuning

‘st Nexus Dashboard

@

ND-SYS-1

a
Home

A

Manage

Q

Analyze

do

Admin

€ Fabrics

Create/Onboard Fabric

@ Select a category
Create new LAN fabric

@ Select a fabric type
N

@ Settings
o Al Configuration

5) Advanced

Al Configuration

These are the settings for

ing the

Al QoS & queuing policy * @

[ User-defined

3

RoCEv2 DSCP ®

(=0

CNPDSCP ©®

[50

Drop probability (%) ®

(z

Bandwidth remaining (%) ©

[50

'WRED minimum threshold (kb) ®

[ 1000

WRED maximum threshold (kb) ®

[ 3000

WRED weight ©

(o

Dynamic load balancing @

@D Enable
SR

Cancel Al changes saved

© 2025 Cisco and/or its affiliates. All rights reserved.

ies of the new fabric.

Committed

Alexander
® 0 | jo3 Business Corp, Inc

What s a fabric?

New Al fabric settings step to automatically apply QoS
policies tailored for different networks in an Al cluster

& & Easily fine-tune your QoS and Dynamic Load Balancing
%Egﬂx metrics with customizable parameters

Enable mixed mode load balancing to combine ECMP,
flowlet, or per-packet algorithms for specific traffic based
on DSCP values

Fabrictype Al BGP fabric

Automated BGP pool allocation (For Al and non-Al routed
fabrics)

alalale

afraln
cisco



Live Protect Integration

Exploit prevention for Nexus 9300 switches

Welcome, admin Refrest
Overview Topology Dashboards
dual-14 at a glance
Anomaly level & Warning © Advisory level & Waming @ Network infrastructure Recent activity View all

19 total warning anomalies, out of
which 19 occurred in the last week

W Warning 19

21 total warning advisories, out of
which 21 occurred in the last week

I 21 active

Login successful. roles: super-
admin
by admin

2 o 0 minutes ago
Fabrics Inter-fabric
Security advisories @ Modify Userpreference: local-admin
by admin
a 18 5 minutes ago
Active Impacted )
- GEN RS 19 2 L:QII-’\ successful. roles: super-
Switches () Active Endpoints ) admin
by admin
-
/A . .
N Device Security
d
Security advisories Topology
a
Home
Advisories  Devices
X
Manage
= Filter by attribut ]
Q [ ilter by attributes
Analyze
[:] Advisory Id Title Advisory level Status Ccvss Nodes
do f2-bgw1
Admin cisco-sa-nxos-cmdinj- CSCwh77786: AA a4 -bgw
O Lg6jsZhH il U & View all (
cisco-sa-nxos-cmdinj- CSCwh77786: cisco-sa-nxos- f1-bgw1
Warning Active
D Lg6jsZhH cmdinj-Lq6jsZhH © @ 44 View all (
D cisco-sa-nxos-psbe-ce- CSCwh77780: © Warnin A Active 53 f2-bgw1
YvbTnSdu : 4 : View all (
cisco-sa-nxos-psbe-ce- o TR f1-bgw1
(] St CSCwh77780: © Warning a 5.3 o e

© 2025 Cisco and/or its affiliates. Al rights reserved.

Q Qe o6 |

Device Security

Security advisories

Topology

All fabrics > fab2

Committed

Updated Security advisories card

Enable and Disable Live Protect feature

Deploy compensating control

Y YaYa

Topology view of security advisories and

one click deploy

Security Overview ©

[ e

Edit clearAll]

T
2

f2-leaf1

—® =
[ «2 | -
RSS! |

f2-5-spinel

)

>
Gt
Switches

Y S

f2-s-spine:

Advisories 2 Active
Select an advisory to highlight its devices

CSCwh77780: & Warning
- For more if please visit clouda.

|

[ CSCwh77786: & Warning

. For more i please visit clouda

|

+B

|
=

Uﬁj -

— (
>
«
P
f2-leaf3 12-leafd

o]8|

Devices 10 total

[ Filter by attributes

)

() Name S::"::’:Iﬂuﬁng ®
O f1-bgwr & Avallable
O f-bgw2 @ Available
O fi-leat1 @ Available
O f-leaf2 '::::I:I\L




Committed

Traffic Analytics Enhancements

L2/L3 and transit conversation visibility

& Ana Hub

Traffic Analytics B Fabric.1 . ast day Full  Inter-fabric + external Refresh

Da W | 1 telemetry-monitored hardware. You can learn more about our methodology here.

Overview Services Endpoints

View Service categories v by Traffic analytics score ~

L2 Flow visibility

Interface Filtering support for L3outs
(Subnet/Prefix)

T

o e e e S S I

Monitor flows that only pass through
your fabric (Transit)

. Ci i - " . N . . -
Endpoint Service port un‘versa on Locatio Fabric Security group Traffic analytics score (O Category
attributes
80 L4L7, L2fTranslt  Externa Fabric3 ¢ y-group © critical Web E:| |:j
°
°
2 t, xterna - 5 ity-group2 Warning ° L3
) ° L3 °
External Fabric 3 1234 5 y-group3 @ Healthy File Transfer ( : C ‘ b
tarna qae around o a L4 °
xterna - 235 Security-groupd © Critical Web
o °
° °
Fa 5 Criti O °
abric 1 5 © Critical
3]
(A
|
Src Endpoint Dst Endpoint
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Connectivity Analysis Enhancements

Al Alexander =
‘e Nexus Dashboard Q search @ @O0 A=

:@; « Connectivity Analysis
s Analysis Results -
& - dota
Analysis completed successfully on June 12, 2025 at 10:05:35 AM PST
A
Manage

Overview (@ Healthy Routing ) Healthy Security (@ Healthy

Qa
e Path visualization @ PeRdetected Overview <
o~ ©) e
- Expanded multiple sites topology support
& Connectivity Analysis ‘
Analysis Results | (ACl BGW & NX OAM)
© ~ Leaf-3 @ PBRdetected
© Analysis details ©) (Gakes .03 © O(EEEy ® Redirected to Leat-3 due to policy Social-1
Analysis completed successfully on June 12, 2025 at 10:05:35 AM PST
= ‘ . ?l . Ingress ethifi .
_ g 2ot A Support for PBR redirected L4-L7 flows
'© Healthy Routing '@ Heaithy Security Healthy Spines. Spines. Route table  Subnet Y via IP-A (OSPF)
K‘JJ’T e \7 ARPtable  [P-A - MAC-A
Search and explore @ cantak ‘ :3. t:.é s | L :3 | Egress ethi2
e e G Loat-1 Loat-a Leat-z Leat-a VLAN 20
D T ; (B Support for Packet Tracer (S1 platforms)
a 2 | + © > Leaf-3
Can source talk to destination & 192‘15?1.1?;%“65 2"“;:E::*“" - ; > Spine-2
) g ® ; > N
s Search and Explore Integration
eso | ° (eso —
;En ée-:uno @ ovjects

o = O s

Advanced filters v

Connectivity details A
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Al Networking Visibility Enhancements

el Nexus Dashboard

/A < Back
e
N7 B
ND-SYS-1 Train-1
Cluster 1 > Backend
L) Overview Topology Optics GPUs Analytics Anomalies History
Home
‘;\ Filter
Manage . — —
@ (Backend Al Routed
Q
Analyze
-
|
-
4o “ 16
Admin Spines
% | Scalable unit 1
«*o > 2 2 «2 | « 2 «
«* «* «* «* «* «* «* «*
Leaf1 Leaf2 Leaf3 Leafd Leaf5 Leaf6 Leaf7 Leaf8
| | } | } ) )
/ / / / /
/ ] 7 / / / /
/ / [ /
/ / 7 7 Vi /
/ / /- : [
y / / A
3 | ucs-server-1 / / >
/ /
Q
\ |
GPUO GPU1 GPU 2 GPU3 GPU4 GPUS GPU B GPU7
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Actions v

VS | |+>

9 John
@ ® Qo I Business Corp, Inc
Refresh
Overview IK
Details
8 2 16
Leafs Servers GPUs
Job ID Status Start time
100010 @ Running June 5,2025
06:05:00 PM
Run time Time limit User
2 hr 30 min 4 hr 30 min admin

Job completion time
Job in progress

Anomalies (4) View Anomalies (7
@ Critical  Optics
Transceiver temperature has exceeded
maximum threshold on Leaf1-eth-1/1 %

© Critical  GPUs.

ucs-server-1 (GPU:3) is experiencing
temperature spikes above the limit on Leaf1-
eth-1/4

© Critical  Connectivity

Traffic drop affected Job Train-1on Leaf1-
eth-11

Committed

Enhanced Visibility for Al Fabrics

SLURM integration gives visibility
into nodes, jobs, etc.

DCGM integration provides
mapping and instrumentation of
servers, GPUs and NICs in cluster

Al Clusters (Fabric Group) for
Frontend, Backend, Storage, etc.

Scalable Units to group servers
and leafs

Al Jobs dashboard ties anomalies
to running jobs

GPU Heat Map shows problematic
GPUs

afraln
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