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Introduction

Thisdocumentdescribesiowto deploya Ciscd-lexConneawirelessbranchsolutiononthe Catalystvirelessplatform. TheCatalyst
wireless platform are available in two flavors, the virtual form factor and a harda@pkance

The Virtual form factor can be deployed on any x86 server that supports hypervisor si¢hlasre ESXKVM etc. To get the
list of supported hypervisors and the versions, please refer the deployment guide of the catalyst wireless family. Tiheirtua
factor can be deployed on prem with an enterprise or can be installed on cloud providers such as AWS.

TheCatalysB800WirelessControlleristhe hardwareappliancefor the Catalystvirelessfamily. Catalys®800WGndvirtual cloud
controller runs on the IGXE software base, utilizing the flexibility and modularity available witiplétéorm.

Refer thefollowing documentation on bring up of the catalyst 9800 and cloud based virtual wireless Lan controller.
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8
8/b_c9800_wireless_controller_virtual_dg.html
https:/iwww.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8

8/b_c9800 wireless_controller_series_web_dg.hfthe documents covers the features that is supported on the

following platforms and releases.

Supported Platforms

Catalyst wireless platforms
1lac Wave 1 and Wave 2 Access Points

AP18xx, 2802, 3802, 4800, 1540, 1560, 1700, 2700, 3700, 1570

Supported releases

IOSXE-16.10


https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_virtual_dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_virtual_dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_series_web_dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_series_web_dg.html

FlexConnect Architecture

FlexConnect Architecture
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FlexConnect is a wireless solution for branch office and remote office deployments.

== Control Channel

w= == nternet Traffic
== == DataCenter Data Traffic
== == Branch Data[\'l’ramc

The FlexConnect solution enables the customer to:
AcCentralize control and manage traffic of APs from the aater.

ADistribute the client datadffic at each BrancBffice.

Advantages of Centralizing Access Point Control Traffic
ASingle pane of monitoring animbubleshooting.
AEase ofmanagement.
ASecured and seamless mobile access to Data Cesterces.
AReduction in brancfootprint.

Alncreasen operationasavings.

Advantages of Distributing Client Data Traffic
ANo operational downtime (survivability) against compMtaN link failures or controlleunavailability.
AMobility resiliency within branch duringVAN link failures.
Alncreasén branchscalability. Supportsranchsizethatcanscaleup to 100 APsand250,000squarefeet(5000sq.feetperAP).



The Cisco FlexConnect solution also supports Ce@iiaht Data Traffic, the table below defines the supported layer 2 and layer 3
security types only for central switched and local switched users.

Table 1: L2 Security Support for Centrally and Locally Switched Users

WLAN L2 Security Type Result
None N/A Allowed
WPA + WPA2 802.1x Allowed
CCKM Allowed
802.1x + CCKM Allowed
PSK Allowed
802.1x WEP Allowed
Static WEP WEP Allowed
WEP + 802.1x WEP Allowed

Table 2: L3 Security Support for Centrally and Locally Switched Users

WLAN L3 Security Type Result
Web Authentication Internal Allowed
External Allowed
Customized Allowed
Web Pas§ hrough Internal Allowed
External Allowed
Customized Allowed
Conditional Web Redirect WEP Allowed
Splash Page Web Redirect WEP Allowed

FlexConnect Modes of Operation

FlexConnect Mode Description

Connected A FlexConnect is said to be in Connected Mode when its
CAPWAP control plane back to the controller is up and
operational, meaning the WAN link is not down.




FlexConnect Mode Description

Standalone Standalone mode is specified as the operational state the
FlexConnect enters when it no longer has the connectivity
to the controller.

FlexConnect APs in Standalone mode will continue to func
with lastknownconfigurationgvenin theeventof powerfailure
and WLC orWAN failure.

WAN Requirements

FlexConnect APs are deployed at the Branch site and managed from the Data Center over a WAN link. The maximum transmissiol
unit (MTU) must be at least 500 bytes.

Deployment Type WA Bandwidth (Min) | WAN RTT Latency Max APs per Branch | Max ClientsperBranch
(Max)

Data 64 Kbps 300 ms 5 25

Data 640 Kbps 300 ms 50 1000

Data 1.44Mbps 1 sec 50 1000

Data + Voice 128 Kbps 100 ms 5 25

Data + Voice 1.44Mbps 100 ms 50 1000

Monitor 64 Kbps 2 sec 5 N/A

Monitor 640 Kbps 2 sec 50 N/A

Y

Note It is highly recommended that the minimum bandwidth restriction remains 12.8 Kbps per AP with theipoiatehicy no
greater than 300 ms for data deployments and 100 ms for data + voice deployments.

Feature Matrix

Refer the flexconnect matrix document on the below link to validate the list of supported feature.

Wireless Branch Network Design

The rest of this document highlights the guidelines and describes the best practices for implementing secured distisbuted bra
networks. FlexConnect architecture is recommended for wireless branch networks that meet the following design requirements.
Primary Design Requirements

ABranch size that can scale up to 100 APs and 250,000 square feet (5000 sqAfept per

ACentral management atrdubleshooting



ANo operationatiowntime

AcClient-based trafficegmentation

Aseamless and secured wireless connectivity to corp@saerces
APCIcompliant

ASupport forguests
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Overview

Branch customers find it increasingly difficult and expensive to delivefdatured scalable and secure network services across
geographidocationsln orderto supportcustomersCiscois addressinghesechallenge®y introducingthe FlexConnectiepbyment
mode.

The FlexConnect solution virtualizes the complex security, management, configuration, and troubleshooting operatidms within t
data center and then transparently extends those services to each branch. Deployments using FlexConnefurdfieteasaeup,
manage and, most importantly, scale.

Advantages
Alncrease scalability with 6000 Agipport.

Alncreased resiliency using FlexConnect Faolerance



Alncrease segmentation of traffic using FlexConnect (Central and Sadihing).

AEase of management by replicating store designs using
same WLAN profile as seen in figubelow:

different policy profiles and site tags per store while nthéntaining

Figure 1: Design replication across stores by mapping different site tags and policy tags

OO00CO
Catalyst wirele
wLC

m— [

| Cisco DNAC

\J WLAN profile — Guest SSID WLAN profile — Store SSID
WILAN profile — Guest SSID WILAN profile — Store SSID y \\
: WAN y Policy profile — prof Policy profile — prof _store (local
Policy profile - prof Policy profile — prof _store (local \\ | _guest(Central switching) switching)
_guest(Central switching) switching) \\ |
N //
\_,/V Site tag — Store 2
Site tag — Store 1
Local Resources |t Local Resources
o & o
SsID \ \\.? Store \& AY grie
‘; \* SSID Guest \ \k

Features Addressing Branch Network Des

The rest of the sections in the guide captures feature usage

ign

and recommendations to realize the typical branch network desig

Features

Highlights

New config model on catalyst wireless family.

Ability todecoupleandmodularizeéheconfiguratiorentities. This
enabledo havethe sameconfigurationacrosdifferentstoresby
having the same profiles across stores and using a differe
for eachstore.

Fault Tolerance

Improves the wireless branch resiliency and provides no
operational downtime.

Client Limit per WLAN

Limiting total guest clients on branch network.

Auto-convert APs in FlexConnect

Assigning a Site tag which has a flex profile will autoconttes
AP to flexconnect mode without user intervention.

Efficient AP image upgrade

Reduceslowntimewhenupgradingyourbranchandefficient AP
upgrade saved/AN bandwidth and enables a branch AP to
upgrade at a much fastgace.

Guest Access

Continue existing Ciscods
FlexConnect by having a central switched SSID which is tu
to a controller in the DMZ zone.




Features Highlights

URL ACL Ability to support use cases of BYOD at the branch
Back up radius server Provides resiliency at the branch due to WAN outage
AAA override Provides segmentation and polices per user

Cisco Catalyst Wireless Config Model

This section describes the new config model introduced in the Catalyst wireless platforms.
The new config model goes towards Modularized and Reusable model with Logical decoupling of configuration entities

The model introduces the uses of tags and profilae below tables gives an overview of the tags and profile used within the new
catalyst wireless products.

Table 3: Tags and Profiles

Tags and Profile Highlights

WLAN profile Creation of WLAN with the corresponding security. Additiof
AAA entities and configuring the advanced capabilities of th
WLAN

Policy profile Definesthepolicy of theWLAN suchascentral/local switching,
ACL , VLAN mapping for the WLAN , QOS , AAA policy ar
exportanchor

Policy Tag Defines the mapping of the WLAN to the Policy profile.

Flex profile Flex profile defines the WLAN to VLAN mapping, for flex
deployment , ACL mapping and radius\sarconfiguration.

AP Join profile Defines the CAPWAP and AP parameters related to join
procedures

RF profile /RF tag RF characteristics of the site mapped to an RF tag

Site Tag Site tags maps the flex profile and the AP join profile

AP tag Maps the policy tag, site and RF tag on to the AP

The model follows the design and provision theme.

Thedesignphasenvolvescreatingtheelementsiecessarjor thewirelessnetworkssuchaswirelessSSID, policy managemenfRF
tagging flex profile etc. The deployment phase is where the designed elements are provision&g.on the

Profiles and tags

Profiles represent a set of attributes that are applied to the clients associated to the APs .Profiles are reusatihcbriitiebe
used across tags. Profiles (used by Tags) define the properties of the AP or associated clients.



There ae different kinds of profiles depending on the characteristic of the entities they define. These profiles are in fuan part o
larger construct called a Tag.

AT a gofopertyis definedby thepropertyof theprofilesassociatetb it. This propertyis in turninheritedby anassociatedlient/AP.
There are various type of tags, each associated to diffmaités.

No two types of Tags include profiles having common properties. This helps eliminate the precedence amongst the configuration
entities to darge extent. Every Tag has a default that is created when the system boots up.

WLAN Profile

WLAN profile defines the properties of a WLAN such as Profile Name, Status, WLAN ID, L2 and L3 Security parameters, AAA
Server associated with this SSID and other parameters that are specific to a particular WLAN.

Policy Profile

Policy profile is an entjt that constitutes of the all network and switching polices for a client with the exception of QoS which
constitute the AP policies as well.

Policy profile is a reusable entity across tags. Anything that is a policy for the client applied on the AlR¥c@tralved to the
policy profile. ForexampleLAN, ACL, QOS,Sessiorimeout,ldle timeout,AVC profile, Bonjourprofile, Local profiling, Device
classificatioretc.

The WLAN Profile and Policy Profile are both part a Policy Tag and define the characteristics and policy definitiongfof a set
WLANSs. The intent of decoupling the policies from the SSID even though it is-toare mapping, is to give more flexibilitg

the admin in configuring site based policies(local or remote) while keeping the WLAN definition common.

Policy Tag

Policy tag constitutes the mapping of WLAN Profiles to Policy profiles. The policy profile defines the network policies and t
switchingpolicies for a client (with the exception of QoS which constitutes the AP Policy as well as client policy)

A default policy tag with WLAN Profiles with WLAN ID < 16 is mapped to a default policy profile.

N

Components of Policy Tag

//’ \\\
// - - S
K4 e N
4 V WLAN 1 Policy Tag 1
| = \

i 4 Components of WLAN Profile Components of Policy Profile
- Profile ' \
H Do ol U Profile Nam / \
l‘ Policy \ g | Mo ile Name 1
5 \ Profle !/ I us
S \ I I \
5 ‘\ £ I
. S s \
N o7 =

10



AP Join Profile

Following parameterwill be part of the AP join profile CAPWAPIPV4/IPV6 , UDP Lite, High availability, Retransmit config
parametergglobal AP failover, Hyperlocationconfig parametersTelnet/SSH;11uparametergtc. For AP join profile changesa
small subset requirdSAPWAPconnection to be reset since these parameters pertain to the characteriséd¢of the

Flex Profile

The flex profile contains the remote site specific parameters. For example, the master and slave AP list, the EAP ipfofilrs wh
be used for the case where AP acts as an authentication server, local radius server informatieACVLtA&épping etc. Theris
no default flex profile, however a custom fiprofile can be added to the default Site Tag.

The AP Join Profile and Flex Profile are both part a Site Tag and define the characteristics of a local or remote site.

Site tag

Site tag constitutes of twarofiles, the flex profile and the AP join profile. The site tag defines the properties of a site, both central
as well as remote (FlexConnect) site. The attributes of a site that are common across central and remote site arApadinf the
profile. The attributes that are specific to flex/remote site are part of thpriéile.

Default Site Tag constitutes of the default AP Join profile. There is no default flex profile. The default AP join pdgenith be
same as that for the global AP pammmer s t oday plus few parameters from the /
moded, 802.11u parameters, Location etc.

N

Components of Site Tag

______ LED state — Enable

pr- R ! Heartbeat timer— 30 secs
V. - b Primary discovery timer — 120 sec
/’,’ i SiteTag \X — Primed join timeout — 0 seconds
| AP "IH“ ' \ Discovery timeout - 10 secs :
= Fast heart beat timer — 1 sec
3 Fast heart beat — disabled
TCP/MSS - enabled (set to 1250)
Retransmit count — 5 secs
_____ Retransmit interval — 15 secs
Dot1x authentication — disabled
UDP lite — disabled

11u venue group — unspecified

Username/password — “current default

Preferred mode — IPV4

i
é 11u venue type — unspecified ' o , \
F Client QinQ - disabled | § | Native VLAN ID 5
= ] HTTP Proxy Port
e} sabl - 1
< Sheria;~Jesble, { W 1 HTTP Proxy IP Address '
o Reset - Disable | & | Fallback Radio Shut |
= Static nameserver/domain name — current o : ARP Caching {
E default ! 2 | Efficient Image Upgrade :
8 Local Authentication

Back nary/secondary — current default r e !
£ up primary/secondary — curren au! ' B L {Uscal Avith Users :
=2 Core dump — “current default’ I g ! Policy ACL !
E: Syslog - “current default S : VLAN Name and ID :

"; Hyperlocation — disable X &
N £ 4

RF Profile

By default, there exists two default RF Profiles (one for 802.11a and one for 802.11b). RF profiles ctres®&tspecific
configurations such as Data rates, MCS settings, Power assignment, DCA parameters, CHDM variables and HDX features. On
802.11a RF profile and one 802.11b RF profile can be added to an RF Tag.

11



RF Tag

RFtagconstitute®f the 11aand11bRF profiles DefaultRF Tagconstituteof thedefault802.11aRF profile andthedefault802.11b
RF Profile.

The default 11a RF profile and 11b RF profile contains default values for global RF
Profiles for the respective radios.
B

~ Components of RF Tag

- S

o - N
¥ 4 - . RF Tag \\ - Components of RF Profile
b By T R e o ol

!
| Profile H »> S
\

’
! \
.' A  24GHz SISSSGS \ 2

\ £ < 1 »
[ ps b 1 - ’ Data Rates 3
\ >~ P N ! '
\ ]
\ !

RF 1 MCS Settings

l’ 1
| Profile Y
\
\ \ 5GHz [ ¢
\ s, ’ II

Maximum and Minimum Power Level Assignment
Power Threshold v1/v2

DCA Channel Width

DCA Foreign AP Interference Avoid Enable

DCA Channel list

-

1

1

1

1

1

1

1

1

!

! Coverage Hole Detection Parameters (Data/Voice
: RSSI, Coverage Exception, Coverage Level)
1
1
!
1
1
1
1
!
!
\

Profile Threshold for Traps
(Interference/Clients/Noise/Utilization)

Maximum Clients

Muiticast Data Rates

Rx Sop Threshold

Load Balancing (window & denial)

Band Select Parameters (Applicable only for 1

‘. 802.11bg) /

AP Tag

Access Points are tagged based on the SSIDs and the associated policies it broadcasts by associating a pofiBythétbitibie
belongs to and the RF characteristics desired for that access point by mapping the respective tags. Once taggedathstéfP gets
WLANS to bebroadcastedlongwith the propertieof therespectiveSSIDs propertiesof thelocal/remotesiteand the RF properties

of thenetwork.

12
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There are three different options for an administrator to accomplish the flow of creating profiles and tags.
AUse of the Basic wireless setwjzard
AUse of advance wireless setwjzard

AManualconfiguration

Please refer the controller deployment guide for controller bring up, SVI creation and management GUI access.
The following sections will cover the method and ways a profile and tags can be configured on the catalyst wireless platforms
An example of a ste which has the following deployment model will be used to show case the configuration model.

A storeSSIDwhich hasa WPA-PSKsecurityenabledto connecthe handheldsisedin astore. The SSIDwould belocally switched
SSID

A guest SSID which is centha switched

An enterprise SSID for employees which has got dotlx enabled and uses radius server for authentication.

SSID Security Switching
StoreSSID WPA-PSK Local
Guest SSID Web-auth Central
Enterprise SSID Wpa2/dotlx Local

Basic wireless setupwizard

In the basic wireless setup wizard, we will cover the use of creating a store SSID wRISKV§ecurity.

Procedure

Stepl Click on the wireless setup wizard

13



Step2

14

51 CO800-CL Wireless Controller Welcome sand | ﬁ n% 4 e
Rasic Wirelass Setup
+ada Click on vreless setup wizard

Select the basic setup wizard from the drop down box and clifikfAml d o .

~ <
00-CL Wireless Controlles ¢ L RS - A 2]

~

An Administrator can also start the wizard by navigating to Configuration7wireless setup 7basic

=

3




Step3

Q) Search Menu Items

[Ell ‘@-aah hoard
Monitoring

Configuration

D

Administration

Troubleshooting

@ Interface
Logical

Ethernet

Wireless

VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM
Routing Protocols

OSPF

Advanced EAP

PKI Management
Local EAP

Local Policy
TrustSec

Threat Defense

URL Filters

Web Auth

Wireless AAA Policy

Wireless Protection Policies

Aire05 Config Translator
Application Visibility
Cloud Services
Custorn Application
10x
Multicast
NetFlow
Python Sandbox
QoS
RA Throttle Paolicy
T & Pro
AP Join
Flex
Policy
RF
Tags
WLANSs

ir
Access Points
Advanced
Alir Time Fairness
Fabric
Media Stream
Mesh
Mobility

Wir
Basic

Advanced

Select a name for the remote site, specify the location type as flex for depioments.

The native VLAN id refers to the Native vlan id pushed to the AP, the AAA server defines the radius server address

pushed to the AP in the branch for local autloartion.

To add a new

server click

fiAdd New servero

and

15



Step4

16

1P Address*

Key*

[ ocancel |

Click on the wireless network to create an SSID along witipadfiey.
To create a new WLAN click on fAdefine newo.

Define the securityor the WLAN, for reference an SSID with PSK is created here.

Security Advanced

Profile Name* ‘ store-ssid ‘ Radio Palicy | an v
ssiD [ storerssia Broadcast SSID
WLAN ID* ‘ 5

[smus enseteD [l I

= & Apply to Device



Step5

Add WLAN

Protected Management Frame

PMF

WPA Parameters

WPA Policy
WPAZ Palicy

WPAZ2 Encryption

Auth Key Mgt
PSK Format

Pre-Shared Key

Define the policy for th&/LAN.

Disabled v

V4

AES(CCMP128) v

CCMP256
GCMP128
GCMP256
| psk v| —
| ascl v | fp—

General Advanced
Layer3 ARA
Layer 2 Security Mode { WPA + WPAZ v ] Batifransion
MAG Filtering Over the DS

Reassociation Timeout

[ Adaptive Enabled y

v

’:20 \

The VLAN/VLAN group defines the VLAN used by the SSID.

> & Apply to Device

17



Basic Wireless Setup: storel

+ Back

General Wireless Networks AP Provisioning
+ Add

WLANS on this Location

WLAN Name VLANAVLAN Group
0 10 v
Wireless Network Details Policy Details
WLAN* store-ssid v or Define new VLAN/VLAN Group* 10 e Eg.1,2,5-7)
AGL  Search or Se || orpefinenew
QoS v
7 ) Central Switching @Cemral Authentication
(@ o ) Central DHCP {F ) Central Association

o3,

Click on the AP provisioning to provision the SSID and policy profile on the selaBted
Once the AP is provisioned the AP gets converted to flex mode based on the site tag assigned to the AP .
If the AP is already in flex mode, there is no conversiothdfAP is in local mode, ap would reboot to boot in flex

Step6

connect mode.

Basic Wireless Setup: storel

+ Back

General Wireless Networks AP Provisioning (8
AddfSelect APs APs on this Location
AP MAC Address Associated AP list q Search
Nurmber of selected APs : 0
Available AP list Q Search AP MAC v AP Name Status v
Nurmber of selected APs : 3 0 500 |1es 557 Bag8
AP MAC v AP Name v
cc16.7e83.cdea ap-1-3800
B cc16.7e83.c508 ap-2-3800
ap-1-3700

80€0.1d70.d4f4

1 500 v

Step7 Click apply to complete thevizard.

18



I
Basic Wireless Setup: storel

« Back
B Apply
General Wireless Networks AP Provisioning
Add/Select APs APs on this Location
AP MAC Address Associated AP list Q  Search
Number of selected APs : 0
Available AP list Q Search AP MAC ~ AP Name v Status
Nurnber of selected APs : 0 80e0.1d70.d4f4 ap-1-3700 Joined
£c16.7e83.c598 ap-2-3800 Joined
AP MAC v AP Name
ccl6.7e83.cdea ap-1-3800 Joined
0 500 v

Advanced wireless setup wizard

1

500 v | e

In this section, the advance config wizard is used to create a Guest SSID witlutlvebtication which would be central switched

through a WLC at the datacenter.

Procedure

Stepl Click on the wireless setupizard.

—
--(I’w;-(g‘ Cisco Catalyst C9800-CL Wireless Conrroller

Basic Wireless Setup

Step2 Select the advancexption.

B .l Cisco Catalyst C9800-CL Wireless Controller
R
Basic Wireless Setup

Administratior

cavons avallable

Click on wireless setup wiz:

«QGooeae @

ard

An Administrator can also start the wizard by navigating to Conifguration > wireless setup > advanced.

19



Step 3

20

R se

H Dashboard
@ Monitoring

_ Configuration

dministration

Troubleshooting

The
start thewizard.

Advanced

conf

Ethernet

Wireless

VTP
Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parareters

RRA

Raouting Protocols

Advanced EAP

PKI Management
Local EAP

Local Policy
TrustSec

Threat Defense

URL Filters

Web Auth

Wireless AAA Policy

Wireless Protection Policies

ig wizard

gi

vV es an

AireOS Config Translator
Application Visibility
Cloud Services

Custorn Application

10x

Multicast

NetFlow

Python Sandbox

QoS

RA Throttle Palicy
Tags & Profiles
AP Join

Flex

Policy

Advanced

Air Time Fairness
Fabric

Media Stream
Mesh

Mobility

Wir
Basic

Advanced

over vi

e w dof

t

he



Step4

Step5

Advanced Wireless Setup

Wireless Setup Flow

Overview

This screen allows you to design Wireless LAN Configuration. It involves
creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

DESIGN PHASE

Tags & Profiles
|

r
WLAN Policy

TERMINOLOGY
Tag
WLAN Policy, Policy Profile

Site Palicy - AP Profile, Site Profile

click on the A+0 WLAMN to

[VAdvanced Wireless Setup

Wireless Setup Flow Overview
This screen allows you to design Wireless LAN Configuration. It involves
creating Palicies and Tags. Once the design is completed, they can be
deployed to the Access Paints right here.

DESIGN PHASE

Tags & Profiles
|

r T 1
WLAN Policy Site Policy Radio Policy

(Mandatory) (Optional) (Optional)
| WLAN Profile | AP Join Profile RF Profile
| Policy Profile | Flex Profile RF Tag ¢
| Policy Tag @ | Site Tag ¢ Start Now —p.
DEPLOY PHASE
Apply to APs
(Mandatory)
Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View

WLAN Policy, Policy Profile

Site Palicy - AP Profile, Site Profile
4 Create New

Radio Policy - Radio Characteristics

Define the SSID name and security typetfeeWLAN.

t
Site Policy

Radio Policy - Radio Characteristics

start

1
Radio Policy

(Mandatary) (Optional) (Optional)
[wonmone | [apsonmone | [ s rrome
| Policy Profile l Flex Profile RF Tag )
| Policy Tag k4 | Site Tag 4
DEPLOY PHASE
Apply to APs
{Mandatory)
Tag APs

Select APs and push configuration to them

ACTIONS

Go to List View

4 | Create New

creati

( srart )
Tags & Profiles
[} | WLAN Profile
I Policy Profile
(i3 | Policy Tag @
o | AP Join Profile
I Flex Profile
o | Site Tag ¢
o RF Profile
o RF Tag ¢
Apply
o Tag APs

ng the

+
-,

+ click on the 2 +%icon

+
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Add WLAN x
Security Advanced

Profile Name* ‘ guest_ssid ‘ Radio Policy ‘ All - ‘
ssiD | guest_ssid | Broadcast SSID
WLAN ID* ‘ 1 ‘

Status enssLeD [

General Securit Advanced

Layer2 Layer3 AAA
- Fast Transition | Adaptive Enabled v
ILayer 2 Security Mode | None v ” e
Over the DS A
MAC Filtering

Reassociation Timeout ‘ 20 ‘

D Cancel J & Apply to



Add WLAN x

General Advanced
Layer2 AAA
Show Advanced Settings ===
Web Palicy v

Webauth Parameter Map \ global

¥, ‘

Authentication List

[ Select a value

=]

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network defauit jocal” exists on the device

'O Cancel

Create a policy profile for th8SID.

Define the policy profile to be central switched and central authentication.

¥ Advanced Wireless Setup

<

G L )

Tags & Profiles

o D

[} - |DOIicypr0ﬁle = 4
[i g I Paolicy Tag & =
(i B | AP Join Profile N
| Flex Profile = a4
| Site Tag ¢ E +
| RF Profile = o
| reTa0 ¢ =+
- Apply

Number of WLANS selected : 0
Name v ID
open_wlan 1
tems per page

T @ [10 v

click on "+" icon
to add a policy

5

Apply to Device

8D

open_wilan
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Add Poli Cy Frofile

Access Policies QOS and AVC Mobility Advanced

£ Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | quest_ssid | WLAN Switching Policy

Description ‘ Enter Description ‘ Gentral Switching v
L =

Status Central Authentication 4

Passive Client [- DISABLED Central DHGP v

Encrypted Traffic Analytics [. DISABLED J Central Association V4

Flex NAT/PAT
CTS Palicy
Inline Tagging

SGACL Enforcement

Default SGT 2-65518

1 D Cancel B Save & Apply to Device

Step7 Define a VLAN for the SSID under the access policies , in the example below the VLAN 10 is mappeplotinythe
profile.

The Controller also needs a layer 2 VLAN or a layer 3 SVI to be created to centrally switch the traffic from the controlle
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AdkPolicy Profile

General [ Access Policies J QOS and AVC Mability Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL v
RADIUS Profiling IPve ACL %
DHCP TLY Caching
URL Filters
Local Subscriber Policy Narme v
' Pre Auth
VLAN " i
Post Auth v
VLAN/VLAN Group | 10 ‘ v
Multicast VLAN ' Enter Multicast VLAN
D Cancel Save & Apply to Device

In this example we create a layer 2 VLAN on the controller,
Navigate to Configuration > VLAN
alali - Giseo Catalyst C9800-CL Wireless Controllel
CisCo TEALZSIBIL2T
Interface

Logical

E& Dashboard Ethernet

Wireless

Monitoring T Laver?

oy ———— - VLAN
=\, Configuration sy

o

Administration Radio Gonfigurations

CleanAir

Troubleshooting High Throughput

Media Pararmeters
Network
Parameters

RRM

@ Routing Protocols

25



VLAN ID* \ 10 % add the vian id

Narne ’ ‘
State scTvaeD [l
RA Throttle Policy ‘ Nane v ‘

IGMP Snaoping B DiseeLeD
ARP Broadcast . DISABLED

Port Members Q Search

Available (1} Associated (0}

Gil re
e/

clich to add the interface
et A et =

No Associated Members

& Apply to Device

Step 8 An optional attribute to set is the export anchor configuration, please refer the mobility deployment guide to set
mobility peers.
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Add Policy Frofile

General Access Policies QOS and AVC Mability Advanced

Mobility Anchors

Export Anchor

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANS to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Dropfdouble click/click on the arrow to add/fremove Anchors

Available (1} Selected (0)

Anchar IP Anchar IP Anchar Priority

a 9.1.5.16 >

Anchors not assignhed

D Cancel ve & Apply to D

Step9 Create a policy tag which binds the SSID and policy pradtether.
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Advanced Wireless Setup

N i b
(san)
J

NS

Number of WLANS selected : 0
——— Tags & Profiles

L Name v ID v SSID
o |
open_wlan 1 open_wlan
§)roose | Policy Profile =+ - T » b ‘ 10 ‘w:ew; per page
o |Pa|icyTag 'l S +\
(i SR IAPJnin Profile = 4
[ e |FIexProﬁIe = 4
[ S Iisi;eTag & = 5
& | RF Profile = 4
0| rFTa ¢ =+
—— Apply
)= l Tag APs =
Step 10 Defineaflex profile, theflex profile is usedfor configuringthe VLANs onthe AP whichis usedfor thelocal switched
SSI Dés.

In thisexampleheguestSSIDis centrallyswitched, in casesvherethereis amix of centralswitchedandlocal switched
S S| Dabhadministratoicancreateaflex profile anddefinetheV L A Nté lseusedby thelocalswitchedS S| D6 s .
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¥ Advanced Wireless Setup

P

[ \
| Start )
\. /

Tags & Profiles

WLAN Profile >

| Paolicy Profile

| Policy Tag &

AP Join Profile

Flex Profile

Site Tag P

| RF Profile

| RF Tag P

Apply

«
+ Add
Number of WLANSs selected : 0
Name v ID
open_wlan 1
=R J « 1 10 v |Items per page
=+
=3
=+
click on "+" icon
to add a policy
= 4
=+

v, S8ID

open_wlan

Step 1l Define the native VLAN for the flexconnedtP 6 s
Local Authentication Policy ACL VLAN
Narme* ‘ branch_flex_profile ‘ Multicast Overridden Interface
Description ‘ Enter Description ‘ Fallback Radio Shut
Flex Resilient
| Native VLAN ID [ 2 [ I
. ARP Gaching
HTTP Proxy Part ‘ 0 \
i Efficient Image Upgrade Y
HTTP-Proxy IP 0.0.0.
Address ‘ 0:0:0 ‘ Office Extend AP
CTS Policy Join Minimum Latency
Inline Tagging
SGACL Enforcement
CTS Profile Name ‘ default—sxp—proﬁlexb v
D Cancel
Step 12 Define the VLANS to be used for the local switctgsID.

29



Aad Flex Profile

General Local Authentication Policy ACL VLAN
VLAN Na v D v ACLNeme -4
0 : Ti R VLAN Narme* : 10 7\
POt play VLAN Id* ‘10—‘
ACL Name [ tACL v

& Save & Apply to Device

Step 13 Define a site tag which binds the Flex profile and a default ARpjaifile.

Toadd a flex profile on a sobpiam. tag, uncheck the fienab

¥ Advanced Wireless Setup
&

(‘ -~ \J + Add

Number of WLANSs selected : 0
Tags & Profiles

Name v D v 88D

o | |
open_wlan 1 open_wlan
o I Policy Profile = || T 10 v |Items per page
o I Policy Tag & = 4
o I AP Join Profile = 4
(i g I Flex Profile = a4
- | Site Tag & E +
o I RF Profile =N click on "+"icon
to add a policy
| RF Tag & E +
Apply
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Description

‘ Enter Description

AP Join Profile \ default-ap-profile | v

[Hexmums ‘ branch_flex_profile | v

Gontrol Plane Name

Enable Local Site O
=| Save & Apply to Device

Step 14 The final stage is to provision the policy, site and RF tag oARhe
Click onTagAPs to select the profiles and have it configured for™Re
In this example the AP is tagged using a defaultdgF-

Once the AP is provisioned with the site tag, the AP gets converted to flex mode based on the site tag assigned to

AP.
If the AP is &eady in flex mode, there is no conversion. If the AP is in local mode, AP would reboot to boot in flex

connect mode.
The assigning of tag does the auto conversion of the AP mode based on properties of the tag.

o
| store_policy . I’
ES I e

RE |W|ﬂ

Changing AP Tag(s} will cause associated AP{s} to reconnect
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Manual Configuration

Themanualconfigurationfor creatingthe SSID/tagsandprofilesis doneusingthe WLC GUI, in this sectionwe will covercreating
an enterprise SSID with dotEnabled.

The first step in creating an enterprise SSID with dotlx is to define the AAA server for authentication.

Procedure
Step1 DefineanAAA serverandmethodist for dot1xwhichis mappedotheWLAN. TheAAA serveiiscreatedy navigating
to thefollowing:
Configuration > security > AAA
Q- Search Meny ltems @ Interface = vices
Logical Aire0S Config Translator
Dashboard Ethernet Application Visibility
Wireless Cloud Services
Monitoring avaio Custom Application
10x
= ) WLAN ;
Configuration _ Multicas
VTP
NetFlow
Administration Radio Configurations Python Sandbox
CleanAir Qos
Troublesh CJDT_il']Q High Throughput RA Throttle Policy
Media Parameters T & Profiles
Network A
AP Jain
Parameters
Flex
RRM
Policy
Routing Protocoals RE
OSPF Tags
. WLANs
Lirity WLAN
Wir
AU
AGL Access Points
Advanced EAP Advanced
PKI Managernent Air Time Fairness
Local EAP Fabric
Step 2 Use the AAA wizard to create the server and segveunps.
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abeihe ciseo Catalyst C9800-CL Wireless Controller
cisco f A Pl B By 1

h Men ftems Authentication Authorization and Accounting
+ AAA Wizard
JvvaSiethod NS4 Servers f Groups AAA Advanced
onfiguration s Local Authentication Default v
Authentication 2
¢ Administration Local Authorization Default v
e Althorization Radius Server Load Balance | LED |
ooting __
Aconixding Show Advan
Step3 Define a name for the server and specify the IP address and seared
Add Wiza x
® Basic (O Advanced
o)
SERVER
RADIUS TACACS+ LDAP
RADIUS
Name* ISE ‘
IPva / IPv6 Server 8.1.0.20 ‘
Address*
PAC Key
Key* | e
Confirm Key* | e 1
D Cancel ’

Step4 Create a server group and map the server igrthep.



Step5

Step6

34

Add Wizard

SERVER

RADIUS

Narme*

Group Type

MAC-Delirniter

MAC-Filtering

Dead-Time {mins)

Available Servers

| freerad -

ISE-2
ISE

€ Previous

SERVER GROUP ASSOCIATION

‘ ISE

“ RADIUS
| nane
| none

‘ 1-1440

Assigned Servers

7 [

® Basic

@

(O Advanced

Add Wizard

Enable dotlx system control and check mark the authentication and Authonzafitm

® Basic

SERVER

General Authentication

General

aaa_dot]x_systern_auth_control
Local Authentication

Local Authorization

Radius Server Load Balance

Show Advanced Settings »>>

€ Previous ]

SERVER GROUP ASSOCIATION

Authorization

| Default

‘ 7Defau|t

|. DISABLED

Accounting

MAP AAA

(O Advanced

ply to Device

Check mark the authentication list and define the method type as Dotlx and map thgreepver



Add Wizard

® Basic () Advanced

0" @ o

SERVER SERVER GROUP ASSOCIATION MAP AAA
General /| I Authentication I Authorization Accounting
General Authentication Authorization
Method List Name* ‘ dotTx ‘
tfype* { dotlx v u
Group Type ‘ group v ‘
Fallback to local
Available Server Groups Assigned Server Groups
Idap a = ISE P
tacacs+ 1 m
rad-group —
freerad ‘ m
radgrp_branch v | v

& Apply to De
Step7 Check mark the authorization list and define the method type as network and map thgreepver

Add Wizard x

® Basic (O Advanced

o ——9 o

SERVER SERVER GROUP ASSOCIATION MAP AAA

General ¥/ Authentication /] Authorization v/ Accounting

General Authentication Autharization

Method List Name* ‘ authz ‘

Type* ‘ network v ‘

Group Type | aroup v |

Fallback to local

Available Server Groups Assigned Server Groups

Idap -
tacacs+

rad-group

freerad

radgrp_hbranch - | v

[18E =

v

a|
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Step 8

36

Create a Dotlx WLAN and map the method list onVieAN.

Navigate to the ConfigurationTags & profiles > WLAN to create the SSID.

L. Sesrch Menu ltems

Dashboard

Monitoring

: ~ Configuration

Administration

Troubleshooting

Eﬁ Interface
Logical
Ethernet
Wireless
Layer2
VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

Security

Aire0S Config Tran
Application Yisibility
Cloud Services
Custormn Application
1Ox

Multicast

NetFlow

Python Sandbox
Qos

RA Throttle Policy

Tags & Profiles
AP Join

Flex

Palicy

RF

Tags

YWLANS




General Security
———

Profile Name* ‘ dot1x_wlan

SSID ‘ dot1x_wlan

WLAN ID* ‘ 2

Status enseleo [l

Advanced

Radio Policy

Broadcast SSID

| A

v

& Apply to

Step9 Define the security for thé&/LAN.

AN

Layer3

Layer 2 Security Mode | wPA+wWPRAZ v

MAG Filtering

Protected Management Frame

PMF Disabled v

WPA Parameters

WPA Pnliry

Advanced

AAA

Fast Transition

Over the DS

Reassociation Timeout

‘ Adaptive Enabled y

& Apply to Device
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Add WLAN 3 x

General Advanced
Layer2 Layer3

Authentication List dotly

Local EAP Authentication

D Cancel ,

Step 10 Create a policy profile which defines switching capability of the WLAN and the interface mapping\baAie
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h henu Items @ [nter

Lagical AireOS Config Translator

Dashboard

@ Monitoring

94
D%

Configuration

Administration

Troubleshooting

Ethernet
Wireless
Layer2
VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

OSPF
urity

A

AGL
Advanced EAP
PKI Managernent

Local EAP

Application Visibility
Cloud Services
Custom Application
10x
Multicast
NetFlow
Python Sandbox
QoS
RA Throttle Policy
Tags & Profiles
AP Join
Flex
Palicy
RF
Tags
WLANS

i

Access Points
Advanced
Adir Time Fairness

Fabric
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Step11

40

Access Policies

Name* ‘ dot1x_wlan

Description ‘ Enter Description
Status enceleo [l

Passive Client

B oisseLeD
@ oseeLen

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Define the VLAN to be used by tt&SID.

General

Access Policies

QOS and AVC

WLAN Local Profiling

HTTP TLV Caching
RADIUS Profiling

DHCP TLV Caching

N\

Local Subscriber Policy Name v
VLAN
VLAN/VLAN Group

1 ‘.'

Multicast VLAN

ancel

Enter Muiticast VLAN

QOS and AVC

Mobility

Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

WLAN Switching Policy

Gentral Switching

Central Authentication v
Central DHGP

Central Association

Flex NAT/PAT

Apply to Dev

Advanced
WLAN ACL
IPvd AGL \ Sele v
PYBACL | Ses elect ;1
URL Filters
PreAuth | ect v
PostAuth [ Sesrchorselect |y

e & Apply to Device




Step12

Add Policy Profile

Genera Access Paolicies

WLAN Timeout

QOS and AVC

Session Timeout (sec) ‘ 1800 ‘
Idle Timeout (sec) ‘ 300 ‘
Idle Threshold (bytes) ‘ 0 ‘
Client Exclusion Timeout ‘ 60 ‘
sec
DHCP
DHCP Enable
DHGP Server IP Address 0.0.0.0

Show more =>>
AAA Policy
Allow AAA Override 4
NAG State v
Policy Name ‘mrv ‘

Accounting List

| Sepoenes i)

Mobity

Fabric Profile v

Urnbrella | Not Configured v

Parameter Map

WLAN Flex Policy

VLAN Central Switching

Split MAC ACL : oie v

Air Time Faimess Policies

2.4 GHz Palicy ‘

<

5 GHz Policy

. Apply to Devic

Create a policy tag which bundles the policy profile and WLAN pradigether.

e

Navigate to configuration > Tag and create a policy tag mapping the WLAN and policy profile.
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Step13

42

VICES

Aire0S Config Translator

Dashboard Application Visibility

Cloud Services
Custom Application

10x
VLAN

VTP

Multicas
NetFlow
Administration tadio Configurations Python Sandbox
CleanAir QoS
Troubleshooting High Throughput RA Throttle Policy
Madiadks Tags & Pro
Network
AP Join
Parameters

RRM

Narne* ‘ branch_policy ‘

Description ‘ Enter Description ‘

WLAN Profile ~ Policy Profile v,

0 10 v |items per page No items to display

Map WLAN and Policy

WLAN Profile* | dotix_wian v| 9 Policy Profile* dot1x_wian v
n -
D Cancel ] ave & Apply to Devic 4

Create a flex profile that defines the flex pperties.

To create a flex profile navigate to Configuration > Tags and Profile >flex.




E] Interface Services

Logical Aire0S Config T

L Search Menu ftems

Application Visibi

Dashboard Ethernet

Wireless Cloud Services

@ Monitoring Layer2

Custormn Applicati

1Ox
- ' VLAN .
w2l Configuration MdiHzest
N\ VTP e
etk low

Administration Radio Gonfigurations Python Sandbox

CleanAir QoS

Troubleshooting High Throughput RA Throttle Polic:

Media Parameters Tags & Profile:

Network '
AP Join
Parameters

RRM

Flex

Paolicy
Routing Protocols RE
OSPF Tags

1 A
Security WLANS

Step 14

Define the native VLAN for the Flexconne&P.

AAA

ACL

Adwvanced EAP
PKI Management

Local EAP

Wire
Access Points
Advanced

Air Time Fairness

Fabric
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Step 15

Step 16

44

General Local Authentication

Palicy ACL

Name* | branch_flex_profile ‘
Description [ Enter Description l
Native VLAN D | 3 ]
T Y
HTTP Proxy Port J 0 |
HTTP-Proxy IP i ]
Address ‘ 9:0:0:0, |
CTS Policy
Inline Tagging

SGAGL Enforcement

CTS Profile Name ‘ default-sxp-profilex v

VLAN

Multicast Overridden Interface

Fallback Radio Shut
Flex Resilient

ARP Caching

Efficient Image Upgrade
Office Extend AP

Join Minimum Latency

e & Apply to Device

Define the VLANS to be used for local switched SSID, in this example we use \1l1Aich is locakwitched

VLAN from the AP.

General Local Authentication Policy ACL VLAN

+ Add
VLAN NE% ~ D + ACLName v ‘
4« 4 0 » » ‘ 10 ‘\rems per page

No items to display

Create a site tag that maps the flex anpRfile.

To create a site tag navigate to Configuration > Tags and Profile > Tags.

VLAN Narne* n
VLAN I+ n ‘
ACL Name \ v|

D Cancel

e & Apply to Device



| Interface

Logical Aire0S Canfig Translator

’%’ Dashboard Ethernet Application Visibility

Wireless Cloud Services

@ Monitoring By i Custom Application
= : 10x
VLAN

Configuration o Multicas
h VTP

NetFlow
¢ Administration Radio Configurations Python Sandbox

CleanAir QoS
Troubleshooting High Throughpt RA Thrattle Palicy

Media Parameters Tags & Profiles
Network .

AP Join
Parameters

RRM

Flex
Paolicy
RF
Tags
WLANSs

Step 17 Uncheck fienable local sit®m® to map the flex profile

Name* site_tag
Description Enter Deseription

AP Join Profile default-ap-profile v

I Flex Profile a branch_flex_profile v

Control Plane Name v
I Enable Local Site é

\ 'O Cancel |

Step 18 Map the policy site tag and RF tag on & Totag the AP an Administrator can use the followamgions.

AUse the advanced configzard
AUse a Statienapping
AUse dfilter
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Using the Advanced config wizard to tag the APOSs

Navigate to Configuration > wireless setup > Advanced

thetli Cisco Catalyst C9800-CL Wireless Controller
% 157 2L

ace

Logical onfig Tr Wireless Setup Flow Overview

Ethernet on Visibility This screen allows you to design Wireless LAN Configuration. It involves

Wirel Ci Services creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

o DESIGN PHASE
WLAR
L Tags & Profiles
VTP I I !
RadioCorn WLAN Policy Site Policy Radio Policy
el (Mandatory) (Optional) (Optional)
CleanAir
Troubleshootir High Throughput | WLAN Profile | AP Join Profile [ RF Profile
Media Paramete
| Policy Profile | Flex Profile [ RF Tag &
Network '
Parameters | Policy Tag ¢ | Site Tag &
RRM
Routing Protac DEPLOY PHASE
Apply to APs
(Mandatory)
Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag
Go to List View

‘WLAN Palicy, Policy Profile
Threat Defense Mobility Site Palicy - AP Profile, Site Profile
4 Create New
URL Filters Wir Radio Policy - Radio Characteristics

Veb Auth

Wireless AAA Policy
eless Protection Policies . Start Now

Advanced Wireless Setup

Aireless Setup Flow Overview R
Wireless LAN Configuration. It invoives

Gesign is completed, they can be

e and Tags. Once.

deployed to e Access Points fignt here. Tags & P
DESIGN PHASE
| wean prome =+
Tags & Profiles
!
Radio Policy o | oy Fyonie "+
(Ogticnal)
|Pove o m +
| wear prame [ @ soin prome RF Protie
| Potcy mrome | Fexprome RFTag P u PR
Follcy T SteT Now
DEPLOY PHASE o SteTag . +
Apply to APs
{Mandatory) Py ¥ Pronie
RFTag ¢ = 4+
sonfiguration to them
Apply
TERMINOLOGY ACTONS
L1} =

Tag

Site Policy o, Site Profie Pl

Radio Policy - Radio C




wd A B B & B O C g

B 1l Cisco Cetalyst C9800-CL Wireless Controller

cisco

Advanced Wireless Setup Back
= «
= m\
Number of APs: 3
Tags & Profiles Selected Number of APs: 3
= — AP Adma v Opesten < Poly < Ste - Hyperiocation
° ! VRN DDA =+ )| Ao Name . AP Model « APMAC © Mode Status Statue Tag Tog RFTag - Llocation + Couwwry - Method
e - sanc-ewc-  AR-AP3B02-E- - y oo Oefaultt  defaut
o ' oiicy Profée =+ |2 - 00810406760 Fiex Disables Registerea sand-poly  swa-sze O pae Local
sanc-ewc-  AR-AP38021-B- > ez CefaU-  default
® [ o|[m+ [2fas - 0081.0620.7550 Fiex Dissoled Fegistered sand-polly  sanc-sce O it S Local
T AR-CAP37021- e 3 e OO defsult
7 | sano-3700 AR 8060.1076.8610  Flex Enabied Regiscered sand-policy  sand-ste o e s Local
o | Apsonpone | = 4 o b 10 . ¢
o | Flex Profie = 4+
o | steTag ¢ =+
o | rerome = 4
o [re  o]l= 4
Apply

e

| branch-policy

1 site_tag

RF 1 default-rf-tag B ‘

Changing AP Tag(s} will cause associated APi’é) fo reconnect

Cancel

Using a static mapping to tag the APO&6s.
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Manage Tags

Policy Site RF

@ Monitoring Static FIESE
‘ Configuration Priarity Tag Source Status
Administration 0 Static v
Trol ooting 1 Location /]
2. Filter Y
3 AP Y.

@ Drag and Drop Tag Sources to change priotities

Revalidate Tag Sources on APs

Apply

StaticMappingi In thestaticmappingtheadministratoneedto specifythemacaddres®f the AP alongwith thesite,
policy and RRag.

Manage Tags

vard
© Monitoring Tag Source Filter

Configuration

AP MAE Address ¥ Policy Tag Name ~  Site Tag Name

3¢ Troubleshooting 0 0 4

Associate Tags to

AP MAG Address* | 1122.3344.5566
add the mac address of

Palicy Tag Name | branch-policy ¥ | the AP
Site Tag Name site_tag -
RF Tag Name default-rf-tag v

‘ D Cancel save & Apply to Uevice
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Manage Tags

Paolicy Site RF
Tag Source Filter

+ Add

[y APMAC Address < Policy Tag Name < Site Tag Name ~  RF Tag Name
[ 1122.3344.5566 branch-policy site_tag default-rf-tag I
1 10 v |items per page
Using a Filter to tag the AP
Manage Tags
Pmm\ +  Rule Name < AP name regex v Policy Tag Nama +  Site Tag Name . BF Tag Name

Rule Name* rule_1 Policy Tag Name ‘ branch-palicy  x v ‘
| Y ~ 5 -
AP name regex ap* ‘ Site Tag Name ‘ site_tag x v ‘
Active YES =) RF TagName | default-rf-tag| x‘ v ‘
Priority* ‘ 0-127
‘D Cancel | B Save & Apply to Device
;\;IanageTags

Policy Site RF
Tag Source Static

Priority ~  Rule Name AP name regex <~ Policy Tag Name . Site Tag Name v RF Tag Name
| 1 rule_1 ap* branch-policy site_tag default-rf-tag
1 [10 v |ie

The Access point summary page show the source based on which the tags was assigned to an AP.



Access Points

V' All Access Points

Number of AP(s): 3

Admin
AP Name v Total Slots v AP Model ~. Base Radio MAC v AP Mode v, Status Operation Status Policy Tag v Site Tag ~. RFTag v Tag Source v Location
ap-1-3800 3 AIR-AP3802I-B-K9 0081.c4a0.6fed Flex Enabled Registered branch-palicy site_tag default-rf-tag  Filter default location
ap-2-3800 3 AIR-AP3802|-B-K9 0081.c4a0.7550 Flex Disabled Registered branch-policy site_tag default-rf-tag  Filter default location
ap-1-3700 2 AIR-CAP3702I-A-K9 80e0.1d70.8610 Flex Disabled Registerer! branch-policy site_tag default-rf-tag  Filter default location

1 10 -

Once the AP is provisioned with the site tag, the AP gets converted to flex mode based on the site tag assigned to the
AP.

If the AP is alreadyni flex mode, there is no conversion. If the AP is in local mode, AP would reboot to boot in flex
connect mode.

The assigning of tag does the auto conversion of the AP mode based on properties of the tag.

Flexconnect VLAN override

AAA override of VLAN on individual WLAN is supported for local switching. In order to have dynamic VLAN assignment, AP
would havethe VLANpre r eat ed based on a configuration using the fl ex
flex profile is pushed to the AP and overriding of the WLAN is done using the VLAN the AP is programmed to.

Summary
AAAA VLAN override is supported on WLANSs configured for local switching in central and local authentioadide
AAAA override should be enabled on the policy profile mapped toMhaN.
AThe FlexConnect AP should have VLAN preeated from WLC, this is done in the flex profile mapped to théagjte
Alf VLANSs returned by AAA override are not present AR, client will be excluded and not allowed access taittevork.

AMulticast traffic on a AAA overridden VLAN is natupported

Procedure to Enable VLAN

The procedure to enable VLAN override is outlined below along with the GUI configuration. The WLAN here is enatidé¢tixfor
based authentication.

Procedure

Step1 DefineaAAA servermndmethodist for dotlxwhichis mappedothe WLAN. TheAAA servelis createdy navigating
to thefollowing:

Configuration > security > AAA
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Q- Search Meny Items @ Interface

Logical Aire0S Config Translator
Dashboard Ethernet Application Visibility
Wireless Cloud Services
@ Monitoring L e Gustom Application
o ' 10x
Configuration _ Multicas
VTP
NetFlow
Administration Radio Configurations Python Sandbox
CleanAir QoS
Troubleshooting High Throughput RA Throttle Policy
Media Parameters
Netwark A
AP Join
Parameters
Flex
RRM
Policy
Routing Protocals RE
: WLANSs
rity &
Wire
A
ACL
Advanced EAP Advanced
PKI Managernent Air Time Fairness
Local EAP Fabric
Step2 Use the AAA wizard to create the server and segveunps.
N

sl Cisco Catalyst CO800-CL Wireless Controller

Authentication Authorization and Accounting

+ AAA Wizard

AAA VEHIETERL ist Servers [/ Groups AAA Advanced
Gereral
Local Authentication Default v
Authentication s —
Local Authorization Default v
Aihortation Radius Server Load Balance |. DISABLED
ACcolNEing Show Advanced Settings >>>
Step3 Define a name for the server and specify the IP address and seared
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Add Wizard

=

® Basic (O Advanced

(o) ® ®

SERVER SERVER GR(

RADIUS TACACS+ LDAP

RADIUS
Narme* ISE ‘

IPvd f IPv6 Server ‘ 8.1.0.20 ‘
Address* - |

PAC Key

Key* | — ‘

Confirm Key* ----- { \

=N

Step4 Create a server group and map the server igringp.

Add Wizard

@® Basic () Advanced

o ol ®

SERVER SERVER GROUP ASSOCIATION MAP AAA
RADIUS
Narme* ‘ ISE ‘
Group Type ‘ RADIUS ‘
MAG-Delimiter | none v |
MAG-Filtering | nane v
Dead-Time (mins) ‘ 1-1440 ‘

Available Servers Assigned Servers
freerad « o [sE -
ISE-2 Y
ISE -

L=

Step5 Enable dotlx system control and check mark the authentication and Authonzafitm
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Add Wizard

® Basic () Advanced

SERVER SERVER GROUP ASSOCIATION MAP AAA
General Y Authentication Autharization Accounting
General
aaa_dot]x_systern_auth_control \
Local Authentication irDefauIt v ‘7 V
| Default v_‘

Local Authorization

Radius Server Load Balance {. DISABLED

Show Advanced Settings »>>

€ Previous e % Apply to C

Step 6 Define the method type as Dotlx and map the sgreeip.

Add Wizard

® Basic () Advanced

s
o & o

SERVER SERVER GROUP ASSOCIATION MAP AAA
General Y I Authentication I Authorization Accounting
General Authentication Authorization
Method List Narme* ‘ dot1x
IType* ( dotlx v WI
Group Type ‘ group v |
Fallback to local
Available Server Groups Assigned Server Groups
Idap a| = ISE a
tacacs+ ‘ lﬂ
rad-group o
freerad 5
radgrp_branch v | v
ave & Apply to De
Step7 Define the method type as network and map the sgreep.
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Step8
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Add Wizard

radgrp_branch -

| € Previous ‘

Create a Dotlx WLAN and map the method list onVieAN.

® Basic () Advanced
SERVER h SERVER GROUP ASSOCIATION MAP AAA
General Authentication v Accounting
General Authentication Authorization
Method List Name* authz
Type* network -
Group Type group v
Fallback to local
Available Server Groups Assigned Server Groups
Idap = e ISE
tacacs+ ‘i
rad-group s
freerad ‘i

Navigate to the Configuration > Tags& profiles 3LAN to create the SSID.

¢ Administration

Troubleshooting

Ethernet

Wireless

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters

RRM

Routing Protocols

AireOS Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy
T Profi

AP Join

Flex

Paolicy

RF

Tags

WLANS



General Security Advanced

Profile Name* ‘ dot1x_wlan Radio Palicy ‘ All

v

35D ‘W Broadcast 551D eneele [

WLAN ID* ‘ 2

Status enseleo [l

AN
General t& i Security | Advanced =
Layer3 ADA
Layer 2 Security Mode WPA + WPAZ v Fast Transition lm
MAG Filtering J Over the DS v
Protected Management Frame Reassociation Timeout l 20 l

PMF Disabled v

WPA Parameters

WPRA Pnlirw
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Step9
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Add WLAN 3

General
Layer2 Layer3
Authentication List dotly v ‘

Local EAP Authentication

D Cancel ,

Advanced

Apply to D

Create a flex profile, Create a Vlan on the Flex profile which is the VLAN returned ByAthe




h Menu It

shboard
@ Monitoring
Configuration
Administration

Troubleshooting

Add Flex Profile

General

Local Authentication

Interface
Logical AireOS Config Translator
Ethernet Application Visibility
Wireless Cloud Services

Custom Application

10x

VLAN
VTP

Multicast

NetFlow

Radio Configurations Python Sandbox

CleanAir QoS
High Throughput RA Throttle Palicy
Media Parameters
Network '

AP Join
Parameters

RRM

Flex
Paolicy
RF
Tags
WLANS

; Points
Advanced EAP Advanced
PKI Management Alr Time Fairness

Local EAP Fabric

VLAN

Policy ACL

branch_flex_profile Multicast Overridden Interface

SGACL Enforcement

GTS Profile Narne

D Cancel

default-sxp-profilex v

Name*
Dassription Enter Description Fallback Radio Shut

- —————— Flex Resilient
Native VLAN ID 3

- ARP Caching
HTTP Proxy Port 0
Efficient Image Upgrade 4

HTTP-Proxy IP 0000
Address Office Extend AP
CTS Palicy Join Minimurm Latency
Inline Tagging
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Add Flex Profile

D Cancel ‘

Step 10

1 lterns

Dashboard
@ Monitoring
“-{ Configuration

Administration

Troubleshooting

58

Policy ACL VLAN

General Local Authentication

+ Add

VLAN Na& ~ ID +~ ACLName
0 10 v ‘w:'—v s per page

v 4

VLAN Name*

VLAN Id*

M

ACL Name

lEﬂ Interface
Lo g [=£:1
Ethernet
Wireless
La
VLAN
VTP
ladio Configurations
CleanAir
High Throughput
Media Parameters
Netwiork

Parameters

RRM

Routing Protoc

OSPF

ity

AR

AGL

Advanced EAP
PKI Management
Local EAP

& Apply to Device

Createa policy profile enabldocal switchingandcentralauthenticatiorn the profile alsomapthe defaultvlan for the
WLAN and enable AAA override

Aire0S Config Translator
Application Visibility
Cloud Services

Custorm Application

10x

Multicast

NetFlow

Python Sandbox

RA Throttle Policy
T & Pro
AP Join

Flex

Policy

RF

Tags

WLANs

Wir

Access Points
Advanced

Air Time Fairness

Fabric



Narme*

Access Policies

‘ dot1x_wlan

‘ Enter Description

Description
Status enseleD [l

Passive Client

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

@ oiszeLED
B osceLep

QOS and AVC

Mobility

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

WLAN Switching Policy

Advanced

Central Switching

Central Authentication

Central DHCP

Central Association

Flex NAT/PAT

2-65518

General

Access Palicies

WLAN Local Profiling

HTTP TLY Caching

RADIUS Profiling

DHCP TLY Caching

Local Subscriber Policy Name

VLAN

QOS and AVC

VLANALAN Group

’10

M ’

Multicast VLAN

Cancel

’ Enter Multicast VLAN ’

Advanced
WLAN ACL
IPva ACL ‘ Search or S¢ 3 ‘
IPv& AGL ‘ "
URL Filters
Pre Auth ‘ = ‘
Post Auth ‘
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Add Policy Profile

Genera Access Policies QOS and AVC Mohility

WLAN Timeout Fabric Profile v

Session Timeout (sec) ‘ 1800 Umbrella ‘ Not Configured v

Parameter Map

Idle Timeout (sec) ‘ 300 ‘ WLAN Flex Policy

Idle Threshold (iyte) ‘ ° ‘ YLAN Central Switching

(.;ILeCnt Exclusion Timeout 1/ ‘ 60 Split MAG AGL Soat Sele .

DHCP Air Time Faimess Policies

DHGP Enable 2.4 GHz Palicy ‘ ‘ " Se v ‘

DHGP Server IP Address 0.0.0.0 5 GHz Policy ¥ ‘
Show more =>>

AAA Policy

Allow AAA Override v/

NAG State v

Policy Name ‘ default-aaa-policy | v ‘

Accounting List ‘ Sears Select v ‘

Step 11 Map the WLAN to policyprofile.

Navigate to configurationTag and create a policy tag mapping the WLAN and policy profile.
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m Inter . : es

Logical Aire0S Config Translator
Dashboard Ethernet Application Visibility
Cloud Services

") Monito ring I ) Custom Application
. : . 10x
— , VLAN :
Configuration _ Multicas
VTP

NetFlow
Administration Radio Configurations Python Sandbox

CleanAir QoS
Troubleshooting High Throughput RA Thrattle Policy

Media Parameters Tags & Profiles
Network

AP Join
Parameters

RRM

Flex
Pali cy
Routing Protocals RE
Tags
WLANs

‘ branch_policy

Description ‘ Enter Description ‘
WLAN Profile ~  Policy Profile 2
0 10 v |items per page No items to display

Map WLAN and Policy

WLAN Profile* \ dot1x_wian v| o Palicy Profile* dot1x_wian v

e
D Cancel ‘ ve & Apply to Devic 4

Step 12 Create an Authorization profile on the ISE to override the VLAN fAokA.
Create the respective authorization rules to return the auttionizaofile as part of Access accept.

The screenshot below is for the authorization profile , the authorization rules should refer the profile created.
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Step13

62

Policy Sets  Profiing ~ Posture

Dictionaries  » Conditions

» Authentication
~ Authorization

Authorization Profiles
Downloadable ACLs

» Profiling
» Posture

» Client Provisioning

Client Provisioning ~ ~Policy Elements

~ Results
oo

Authorization Profiles » sand-vlan
Authorization Profile

~ Palicy

*Name [ sand-vlanl

Description |

*Aecess Type [ACCESS_ACCEPT

Network Device Profile s Cisco | »

Service Template
Track Movement |

Passive ldentity Tracking

¥ Common Tasks

DACL Name
ACL (Fitter-ID)

Security Group

)

< WLAN

TaglD 1

[ Edit Tag | IDMName [ 11

w Advanced Attributes Settings

[Select anitem O =

¥ Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-I1D = 1:11
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

Riset

2
3

Create a site tag and map the flex profile on theaite




Step 14

| Interface
Logical Aire05 Config Translator
Ethernet Application Visibility
Wireless Cloud Services
stom Application
1Ox

_ Configuration o Multicast
- NetFlow
¢ Administration Radio Confi gura tions Python Sandbox

CleanAir QoS
Troubleshooting High Throughput RA Thrattle Palicy

Media Parameters Tacs % Profiles
Network .

AP Join
Pararneters

RRM

Flex

Policy
Routing P 0ls RF
OSPF Tags

WLANS

Vi

Name* [ site_tag

| Enter Description

Description

AP Join Profile default-ap-prafie v
lFlex Profile a [ branch_flex_profile v J
Control Plane Name ‘7 7v:

lEnab\e Local Site J

\ D Cancel ve & Apply to Dev 4 -

Map the policy site tag and RF tag on the AP using the advanced config wizard

Navigate to Configuration wireless setup Advanced
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el Gisco Catalyst C9800-CL Wireless Controller
1} AEALZ: U

iﬁ\ Inter

Logical Aire0S Config Translator Wireless Setup Flow Overview
Ethernet Application bility This screen allows you to design Wireless LAN Configuration. It involves
Cloud Services creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

\pplication

e DESIGN PHASE
VLA
b Multicast Tags & Profiles
VTP |

L Wi AI\;P I S IP Rad IP
- i ira L olicy ite Policy adio Policy
Radio Con wthon S 7

Rython Ssndiox (Mandatary) (Optional) (Optional)
CleanAir .

Troubleshooti M RA Throttle Policy | WLAN Profile | AP Join Profile \ RF Profile
8 Profil | Policy Profile | Flex Profile [ RF Tag P

Network '

AP Join
Parameters Flex | Policy Tag Y] | Site Tag 4
RRM

Policy
Routing Protoca DEPLOY PHASE

Apply to APs
(Mandatory)
ess Points | Tag APs

Advaccad Select APs and push configuration to them

Air Time Fai
Fabric TERMINOLOGY ACTIONS
Media Stream Tag

Mesh Go to List View

‘WLAN Policy, Policy Profile

Threat Defer Malbility Site Palicy - AP Profile, Site Profile

4 Create New
URL Filte

Radio Policy - Radio Characteristics
Web Auth

Wireless Protection Policies - . Start Now

Advanced Wireless Setup

sign Wireless LAN Configuration. It invoives
o the design i leted, they can be

@ Access Points right here.
DESGN PHASE
o | WLAN Profie
Tags & Prof
T } 1
} Policy Erahi
Stte Palicy Radio Policy o | el
(Optional) (Optional)
o |Pocvroe o m +
I WLAN Profie [ P soin Promee RF Profie
] cy Profie | Fiexrome "FTa0 ¢ o prsEra [~ s
DEPLOY PHASE o ‘ SteTag ¢
Agply to APs
o o RF Profie
| Tag APS o | rFTag P
and push configuration to them
Al
TERMINOLOGY ACTONS
o | =

Tag

G0 to List View
WLAN Policy, Pollcy Profie - @ \

AP Profle, Site Profie
& + Create New

Radtio Po

- Radio Characteristics




Step 15

H‘ ..cl’ls-zlé- 955;? gmalwt €9800-CL Wireless Controller

Advanced Wireless Setup
san
Tags & Profiles
o | WLAN Profile =
e | Policy Profie =
o | Policy Teg @ | 1=
P | Apdomprone | =
o [ Fiex Profie M~
o ' steTag ¢ =
o [ FE Profie ]
] ‘ RF Tag o =
Apply

o B

Number of APs: 3 >~

Selected Number of APs: 3

AP Name
sand-enc-
30-1
sang-evic-
92

NN 8 K

s3nd-3700

« A »

AP Model
AR-AP3802i-8-
K9

AR-AP38021-8-
K9

AIR-CAP3702i-
A-kg

0 v

AP - Admn < Opemton - Poliey

« APMAC ¥ Mode Status Statue Tag
0081.c430.6%60  Flex Dissbled Registered sand-palicy
0081.0420.7550 Flex Diszbled Registered sand-policy
80e0.1d70.8610  Flex Enabled Registered sand-policy

v Ste v
Tog RFTag - Location -

cangosge  OEUII-  defautt
tsg

lacaton
defaul--  defaulc
s g lacation
Gefaun-ef-  defaut
wnd:et oo location

‘ branch-policy

1 site_tag

RF 1 default-rf-tag

")

Changing AP Tag(s} will cause associated AP(s] to reconnect

9 Cancel

€ B &0 e -
Back
Hyperiocation
Coutry + Method
us Local
us Local
us Local
<

& Apply to Device

Associatea clientontheWLAN andauthenticateisingthe usernameconfiguredin the AAA serverin orderto return

the AAA VLAN as theattribute.

Verify theclientconnectivityby navigatingo monitoringwirelessclientsandverify theaccesslantheclientis mapped

to

Double click on the client mac to open up teails of the Client session
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Cisco Catalyst C9800-CL Wireless Controller

Clients

Total Clent(s) In the Network: 1

Clier MAG Address

Clients

Clients Sleeping Clients Excluded Clients

Total Client(s) in the Network: 1

Client MAC Address v IPvajlPvé Address

1c36.bbef.6492 9.1.11.252

PuafIPvE Address

9.1.01.2

AP Name

ap-1-3800

AP Name < WAN Sute

3p-1-3800 10

QOS Statistics

Client Properties | AP Properties

MAG Address
IPV4 Address

User Name

Policy Profile

Flex Profile

Wireless LAN d

Wireless LAN Name
BSSID

Uptime(sec)

CCX version

Power Save mode
Gurrent TxRateSet
Supported Rates

Policy Manager State
Last Policy Manager State

ATF Statistics

Security Information

Protocol User Narme

sanc-wireless

Mobility History

136.bbef.6492
9.1.11.252
sand-wireless
dot1x_wian
branch_flex_profile
10

dot1x_wlan
0081.c4a0.6fee
104 secands

No GCX support
OFF

m9 ss3
9.,18.0,36.0,48.0,54.0
Run

IP Learn Complete

Encrypted Traffic Analytics No
Multicast VLAN 0
Access VLAN n |
Anchor VLAN 0
Server IP 91.020
DNS Snooped IPv4 Addresses None
DNS Snooped IPv6 Addresses None
11v DMS Capable No
FlexConnect Data Switching Local I
FlexConnect DHGP Status Local
FlexConnect Authentication Central

Client Statistics

Device Type

Call Statistics

QOS Properties

iE]

Role

Local



General QOS Statistics

Client Properties AP Properties
Encryption Cipher

Authentication Key Management

EAP Type

Session Timeout

Session Manager

Interface

IIF ID

Authorized

Cormmon Session 1D
Acct Session ID

Auth Method Status List
Method

SM State

SM Bend State

Local Policies

Service Temnplate

ATF Statistics

Mobility History Call Statistics
Security Information Client Statistics QOS Properties
CCMP (AES) -
802.1x
PEAP
1800

capwap_90000007
0x80000007

TRUE

100401030000000F 03A55440
0x00000000

Dot1x

AUTHENTICATED
IDLE

wlan_svc_dot1x_wilan {priority 254)

Absolute Timer 1800
Sarver Policies
Output SGT 0010-35
l VLAN 11 ]

Resultant Policies

Output SGT 0010-35
[ vian 1 |
Absolute Timer 1800

FlexConnect VLAN Based Central Switching

VLAN basedentralswitchingis afeaturethatwill enablecentralor localswitchingbasedntheVLAN returnedaspartof the AAA
override. If the VLAN provided by the AAA is part of the VLAN present onAlfethe client would be locally switched and if the

VLAN returned by the AAA is not present in the AP and is available at the WLC, the client would be cewitahgd.

Summary

Traffic flow on WLANSs configured for Local Switching when Flex APs are in Connected Mode.

Alf the VLAN is returnedasoneof the AAA attributesandthatVLAN is notpresenin theFlex AP databaseyaffic will switch
centrally and the client will be assigned this VLAN/Interface returned from the AAA server provided that the VLAN exists on

the WLC.
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Alf the VLAN s returnedasoneof the AAA attributesandthatVLAN is notpresenin the Flex AP databaseyaffic will switch
centrally. If that VLAN is also not present on the WLC, the client will be excluded with the reason fellidy.

Alf the VLAN is returned as one of the AAA attributes and that VLAN is present in the Flex Connect AP datatimsillt
switchlocally.

Alf the VLAN is not returned from the AAA server, the client will be assigned a VLAN mapped on the policy profie that
attached to the policy tag on that FlexConnect AP and traffic will s\atatily.

Alf theVLAN returnedaspartof the AAA attributeis presenbn boththe AP andWLC, theclientwill belocally switched The
vlan on the AP takes precedence over the one VL
Traffic flow on WLANSs configured for Local Switching when Flex APs are in Standalone Mode:

Alf the VLAN returned by an AAA server is not present in the Flex AP database, the client will be put to default VLASN (that
the VLAN mapped on the policy profile which is linked to the WLAN). When the AP connects back, this clidret will
de-authenticaté and will switch traffic centrally.

Alf the VLAN returned by an AAA server is present in the Flex AP database, the client will be put into a returnednd_AN
traffic will switch locally.

Alf theVLAN is notreturnedrom anAAA servertheclientwill beassigneca WLAN mapped/LAN onthatFlexConnecAP
and traffic will switchlocally.

Steps to configure FlexConnect VLAN Based Central Switching

Procedure

Step1 DefineaAAA serverandmethodist for dotlxwhichis mappedothe WLAN. TheAAA servelis createdy navigating
to the following:

Configuration > security > AAA.
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Q- Search Meny Items @ Interface

Logical Aire0S Config Translator
Dashboard Ethernet Application Visibility
Wireless Cloud Services
@ Monitoring L e Custom Application
o ' 10x
Configuration _ Multicas
VTP
NetFlow
Administration Radio Configurations Python Sandbox
CleanAir QoS
Troubleshooting High Throughput RA Throttle Policy
Media Parameters
Netwark A
AP Jain
Parameters
Flex
RRM
Policy
Routing Protocals RE
OSPF Tags
. WLANs
urity 2
Wire
A
AGCL
Advanced EAP Advanced
PKI Managernent Air Time Fairness
Local EAP Fabric
Step2 Use the AAA wizard to create the server and segveunps.
&
"theta  Cisco Catalyst C9800-CL Wireless Controller

Authentication Authorization and Accounting

+ AAA Wizard

AAA [WETGEERL st Servers { Groups AAA Advanced
Gereral
Local Authentication Default v
Authentication
Local Authorization Default v
Authorization

Radius Server Load Balance

Accounting Show Advanced Settings 555

Step3 Define a name for the server and specify the IP address and séearetd



Add Wizard

® Basic () Advanced

(o] ® ®

SERVER

RADIUS TACACS+ LDAP

RADIUS

Narme* ‘ ISE 1

IPv4 f IPv6 Server ‘ 9.1.0.20 ‘
Address* e —

PAC Key
Key*

Confirm Key*

Step4 Create a server group and map the server igrthep.

Add Wizard

o ° e

SERVER SERVER GROUP ASSOCIATION MAP AAA
RADIUS
Name* ‘ ISE
Group Type ‘ RADIUS
MAG-Deliriter | none v
MAG-Filtering | none v |
Dead-Time {mins) ‘ 1-1440
Available Servers Assigned Servers
freerad - = ISE a|
ISE-2 \L‘
ISE s
L2

Step5 Enable dotlx system control and check mark the authentication and Authonzafitm
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® Basic (O Advanced

SERVER SERVER GROUP ASSOCIATION MAP AAA
General ¥ Authentication Authaorization Accounting
General
aaa_dot1x_systern_auth_control -
Local Authentication i Default v |
Local Authorization \ Default ;\

Radius Server Load Balance

Show Advanced Settings »>=

€ Previous 8 Apply to De

Step6 Define the method type as Dotlx and map the sgreeaip.

Add Wizard

® Basic () Advanced

s
o O O

SERVER SERVER GROUP ASSOCIATION MAP AAA
General Y I Authentication ] Authorization Accounting
General Authentication Authorization
Method List Narne* ‘ dot1x ‘
Type* " dotlx v l
Group Type ‘ group v
Fallback to local
Available Server Groups Assigned Server Groups
Idap i‘ = ISE- =
tacacs+ | 2
rad-group —
freerad =
L radgrp_branch B i
€ Previous ve & Apply to C
Step7 Define the method type as network and map the server group
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Add Wizard x
() Advanced

(® Basic
@ — o o
SERVER SERVER GROUP ASSCCIATION MAP AAA

General ¥/ Authentication /] Accounting
General Authentication Autharization

Method List Name* ‘ authz

Type* | network v |

Group Type | group v |

Fallback to local

Available Server Groups Assigned Server Groups

| Idap - o
tacacs+ |i}
rad-group —

<
freerad |_1
radgrp_hranch - |

€ Previous & Apply to Devic

Step8 Create a Dotlx WLAN and map the method list oniHeAN.
To create an SSID nawte to Configuration > Tags & Profiles > WLANSs.

ISE |

S
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Interface [EI SEric
Logical Aire0S Config Translator
shboard Ethernet Application Visibility

Wireless Cloud Services

7/) Monitoring [t GCustormn Application

1Ox
\ = = . VLAN _
& Configuration Multicast
7 VTP
NetFlow
; Administration Radio Configurations Python Sandbox
CleanAir Qos
Troubleshootin d High Throughput RA Throttle Policy
Media Parameters
Netwiork
AP Join
Parameters

RRM

Flex

Policy
Routing Protoc RF
OSPF T

WLANS

General Security Advanced

Profile Nare* ‘ dot1x_wlan Radio Policy ‘ All v ‘

55D ‘ dot1x_wlan Broadcast 551D eneeLleD ()

WLAN ID* ‘ 2

Status encelen [l

{ 'O Cancel save & Apply to Device




Add WLAN x
General Ik Advanced =
Layer3 AAA

Layer 2 Security Mode | WPA+WPRAZ v | Fast Transition \ Adaptive Enabled ',‘
MAG Filtering Over the DS v
Protected Management Frame ‘

Reassociation Timeout ‘ 20

PMF Disabled v

WPA Parameters

WPRA Pnliry

'O Cancel 1

General Advanced
Layer2 Layer3
Authentication List dotly v ‘

Local EAP Authentication

D Cancel

Createapolicy profile enabldocal switchingandcentralauthenticatioron the profile alsomapthedefaultvlanfor the
WLAN and enable AAA override

Step9
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u ltems

Dashboard

E] |nterface

Logical
Ethernet

Wireless
Laye

VLAN
VTP
adio Configurations
CleanAir
High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protac

OSPF
curity
ABA
AGCL
Advanced EAP

PKI Management
Local EAP

Aire0S Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy
Tags & Profil

AP Jain

Flex

Policy

RF

Tags

WLANs

Wir

Access Points
Advanced

Air Time Fairness

Fabric
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General

Name*

Access Policies

QOS and AVC

‘ dot1x_wlan ‘

Enter Description ‘

Description ‘
Status enceten [l

Access Palicies

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

WLAN Local Profiling

HTTP TLVY Gaching
RADIUS Profiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

QOS and AVC

@ oiseeLED
B oseeLen

2-65519

VLANALAN Group

Multicast VLAN

Cancel

76

’ Enter Multicast VLAN ’

Mohility

Mobility

WLAN Switching Policy

Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Gentral Switching
Gentral Authentication
Central DHCP

Central Association

Flex NAT/PAT

Advanced
WLAN ACL
IPvd AGL ‘ Searchor € "
IPve AGL ‘ » ‘
URL Filters
Pre Auth ‘ Sele: = ‘

Post Auth ‘ Search or Select

& Apply to Devic




Step 10

Add Policy Profile

General Access Policies

WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout
(sec)

DHCP

DHCP Enable

DHCP Server IP Address

Show more >>>

AAA Policy

0.0.0.0

Allow AAA Override

NAC State

Policy Name

Accounting List

default-aaa-policy v ‘

v

Map the WLAN to policyprofile.

QOS and AVC

Mability Advanced
Fabric Profile v
Urnbrella | Mot Configuredt v

Parameter Map

WLAN Flex Policy

VLAN Gentral Switching

Split MAC ACL

Air Time Faimess Policies

2.4 GHz Policy

5 GHz Palicy ‘ rch or Select v‘

B Save & Apply to Device

Navigate to configuration > Tag and create a policy tag mapping the WLAN and policy profile.
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Step11
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B Dashboard
@ Monitoring

Configuration

Administration

Troubleshooting

| Inter

Logical
Ethernet

Wireless

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters

RRM

Routing Protoc

VICES
Aire0S Config Translator
Application Visibility
Cloud Services
Custom Application
IOx
Multicast
NetFlow
Python Sandbox
QoS
RA Throttle Policy
Tags & Profiles
AP Join
Flex

Policy

Narme* ‘ branch_policy !
Description ‘ Enter Description ‘
WLAN Profile ~  Policy Profile v,
0 ‘L‘ items pe No items to display
Map WLAN and Policy
WLAN Profile* 7 dotTx_wilan [ ; | @ Paolicy Profile* 7d0t1x_wlan ~—'r

D Cancel \

E2E3

Save & Apply to Devic 4

Create a flex profile and defines a VLAN on the flex profile returned by the AAA radiusr.




Monito

Configuration

Administration

2shootin

General

Local Authentication

Interface
Log
Ethernet

Wireless

Radio Config

High Throughput
Media Parameters

Netwi

AAA
ACL
Advanced EAP
PKI Management

Local EAP

Policy ACL

branch_flex_profile ‘

SGAGL Enforcernent

CTS Profile Narne

'O Cancel

Narne*

Description Enter Description

Native VLAN ID | 3 ‘
| T

HTTP Proxy Port ! 0 ‘

HTTP-Praoxy IP

Address ‘ 9:0:0:0 ‘

CTS Policy

Inline Tagging

default-sxp-profilex v

VLAN

Custom Application
10x
Multic
NetFlo
Python &
QoS
RA Throttle Po
Tags & Profil
AP Join
Flex
Po
RF
Tags
WLANS
Vi
Points
Advanced
Time Fairnes

Falr

Multicast Overridden Interface

Fallback Radio Shut
Flex Resilient

ARP Caching

Efficient Image Upgrade
Office Extend AP

Join Minimurm Latency

Apply to Device
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Step 12

80

Add Flex Profite

VLAN Nar /D v ACLName . 4
0 > 10" & VLAN Name* n
[VLAN |a* n
ACL Name v

v Save

e =S4 Apply to

Create an Authorization profile on the ISE to overrideMbAN.

Create the respective authorization rules to retive authorization profile as part of Access accept.
In this example vlan 11 is a present on the AP and would make the client in local switched mode.

LEL

afialn |
¢iseo

Home
Policy Sets  Profiing ~ Posture  Client Provisioning ~ ~ Policy Elements

Dictionaries  » Conditions  ~Results
cccaaam

o
Authorization Profiles = sand-vlan
» Authentication 3 3
Authorization Profile
~ Authorization *Name | sand-vlan|
Authorization Profiles Descrigion | 4
Downloadable ACLS *Access Type | ACCESS ACCEPT v
» Profiling Network Device Profile & Cisco | v | B
» Posture Service Template
» Client Provisioning Track Movement ) ;

Passive ldertity Tracking [ ;

¥ Common Tasks

! DACL Name

! ACL (Fitter-ID)

Security Group

< WLAN TaglD 1 | Edit Tag |IDiName | 11

w Advanced Attributes Settings

|select an item O = =)

v Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-1D = 1:11
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

Save | [ Reseb



Step 13 Create a site tag and map the flex profile on thetaite

Q
= hboard
@ Monitoring
Configuration
¢ Administration

Troubleshooting

Name*

Description

AP Join Profile

{ | Interface
Lljgll::al
Ethernet
Wireless

Layer2

VLAN

VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

OSPF

[ site_tag
Enter Description

default-ap-profile v

I Flex Profile

| branch_flex_profile |

Aire0S5 Config Translator
Application Visibility
Cloud Services

Custom Application

10x

Multicast

NetFlow

Python Sandbox

QoS

RA Throttle Policy

AP Join
Flex
Policy
RF
Tags

WLANs

Wir

Step 14

Control Plane Name &

I Enable Local Site é
O Cancel

& Apply to De1 4 :

Map the policy site tag and RF tag on the AP using the advanced windigl.

The reboot is avoided if the AP is already in flexconnect mode,

Navigate to Configuration > wireless setup > Advanced

Assigning a site tag on a AP would result in AP reboot due to conversion to flexconnect mode.
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el Gisco Catalyst C9800-CL Wireless Controller
1} AEALZ: U

iﬁ\ Inter

Logical Aire0S Config Translator Wireless Setup Flow Overview
Ethernet Application bility This screen allows you to design Wireless LAN Configuration. It involves
Cloud Services creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

\pplication

e DESIGN PHASE
VLA
b Multicast Tags & Profiles
VTP |

L Wi AI\;P I S IP Rad IP
- i ira L olicy ite Policy adio Policy
Radio Con wthon S 7

Rython Ssndiox (Mandatary) (Optional) (Optional)
CleanAir .

Troubleshooti M RA Throttle Policy | WLAN Profile | AP Join Profile \ RF Profile
8 Profil | Policy Profile | Flex Profile [ RF Tag P

Network '

AP Join
Parameters Flex | Policy Tag Y] | Site Tag 4
RRM

Policy
Routing Protoca DEPLOY PHASE

Apply to APs
(Mandatory)
ess Points | Tag APs

Advaccad Select APs and push configuration to them

Air Time Fai
Fabric TERMINOLOGY ACTIONS
Media Stream Tag

Mesh Go to List View

‘WLAN Policy, Policy Profile

Threat Defer Malbility Site Palicy - AP Profile, Site Profile

4 Create New
URL Filte

Radio Policy - Radio Characteristics
Web Auth

Wireless Protection Policies - . Start Now

Advanced Wireless Setup

sign Wireless LAN Configuration. It invoives
o the design i leted, they can be

@ Access Points right here.
DESGN PHASE
o | WLAN Profie
Tags & Prof
T } 1
} Policy Erahi
Stte Palicy Radio Policy o | el
(Optional) (Optional)
o |Pocvroe o m +
I WLAN Profie [ P soin Promee RF Profie
] cy Profie | Fiexrome "FTa0 ¢ o prsEra [~ s
DEPLOY PHASE o ‘ SteTag ¢
Agply to APs
o o RF Profie
| Tag APS o | rFTag P
and push configuration to them
Al
TERMINOLOGY ACTONS
o | =

Tag

G0 to List View
WLAN Policy, Pollcy Profie - @ \

AP Profle, Site Profie
& + Create New

Radtio Po

- Radio Characteristics




Step 15

B sty Cisco Cetalyst 09800-CL Wireless Controller Wekane e B0 S E OO0 L&

Advanced Wireless Setup Back
= «
Number of APs: 3
Tags & Profiles ‘Selectad Number of APs: 3
|wuwr-!uma e AP < Admn v Opemton < Poky v Ste v e =
! /)| AoName  © APMode < APMAC  « Moda Stats Sans Tag Tog RFTag + Locaton v Coutry - Method
— sand-ewc  AR-APIB02-E- . - ’ g OSfaUIT-  defaut
|muvuns = 4+ 7] houd o 0081.c430.6%€0  Fiex Dissbled Registered sand-policy  snc-se o vk us Local
sang-ewc-  AIR-AP3B02I-B- . 7 e ol defaut
[romm o=+ [2]23 o 0081.040.7550 Flex Disaoled Registered sand-polcy  sand-sse ot st T Local
g AR-CAP3702i- < 3 ixe CSfaURT- defsult
/! | sana-3700 SO £060.1970.8610  Flex Enabled Registered sand-policy  sand-ste U {oondch us Local
| apsonpone | = 4 ailiet il L o
| Fex prome =+
[sere o) = +
| reprome L HES
[ e ¢ =4

‘ branch-policy

‘ site_tag

RF ‘ default-rf-tag v ‘

Changing AP Tag(s) will cause associated AP{s) fo reconnect

'O Cancel & Apply to Device

Associate clientontheWLAN andauthenticateisingthe usernameconfiguredin the AAA servetrin orderto return
the AAA VLAN as anattribute.

Verify the client connectivity by navigating to monitoring > wireless > clients and verify the acceskevidient is
mapped.

In this step the AAA returns vlan 11 which is present in the AP database results in local switched WLAN.

Double click on the client mac to open up the details of the Client session
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thatlts  Cisco Catalyst C9800-CL Wireless Controller loeysant AU E 206

cisco

Clients

Total Clent(s) In the Network: 1

Client MAC Address v PvaliPve Aadress < AP Name v WUAN State Protocol User Narne < Device Type < Role
1252 sp-1-3800 10 I PR

1 10 v

QOS Statistics ATF Statistics Call Statistics

L,
Client Properties

Mobility History

AP Properties Security Information Client Statistics QOS Properties

84

Current TxRateSet
Supported Rates

Policy Manager State
Last Policy Manager State

m8 ss3
9.0,18.0,36.0,48.0,54.0
Run

IP Learn Complete

Encrypted Traffic Analytics No
Multicast VLAN 0
| Access VLAN |
Anchor VLAN 0
Server IP 9.1.0.20
DNS Snooped IPvd Addresses None
DNS Snooped IPve Addresses None
11v DMS Capable No
':lexConnect Data Switching Local I
FlexConnect DHCP Status Local
FlexConnect Authentication Central
FlexConnect Central Association Yes
antenna O 1sago
antenna 1 1sago
Eogre Client False
Eogre Match Status no tunnel profile or aaa data
Maobility
Move Count 0
Rale Local
Roam Type None

Complete Timestarmp

Fabric

10/24/2018 02:23:04 UTC



Client

General

Client Properties

QOS Statistics

AP Properties
Encryption Cipher

Authentication Key Managerent

EAP Type

Session Timeout

Session Manager

Interface

IIF ID

Authorized

Cormmaon Session 1D
Acct Session ID

Auth Method Status List
Method

SM State

SM Bend State

Local Policies

Service Ternplate

ATF Statistics

Call Statistics

Mobility History

Security Information

Client Statistics QOS Properties

CCMP (AES) -
802.1x

PEAP

1800

capwap_90000007
0x90000007

TRUE

100401090000000F 03A55440
0x00000000

Dot1x

AUTHENTICATED
IDLE

wilan_svc_dot1x_wlan (priority 254)

Absolute Timer 1800
Server Policies
Output SGT 0010-35
I VLAN 11 ]

Resultant Policies

Output SGT 0010-35
[ vian 1 |
Absolute Timer 1800

Step 16

In this example VLAN 5 is present on the WLC and not on the AP database which results in WLAN being central

switched.

Create an Authorization profile to return a VLAN which is not present on the AP database buiMuCthe
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Policy Sets  Profiling  Posture

Client Provisioning

~ Policy Elements
Dictionaries  » Conditions  ~Results
r—

o
} Authentication

Authorization Profiles » vlan-wlc

Authorization Profile
~ Authorization * Name |v|an-wlc |
Authorization Profiles Description | Z
Downloadable ACLs *Access Type [ACCESS ACCEPT -
» Profiling Network Device Profile 4% Cisco | » |
Jekostute Service Template
» Client Provisioning Track Movement || ;
Passive Idertity Tracking ‘i
¥ Common Tasks
! DACL Name
ACL (Fitter-ID)
Security Group
@ vLaN TaglD 1 [ Edit Tag | IDMame [ 5]
w Advanced Attributes Settings

 [select an item

Q- 9

> Attribhutes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:5
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

&5 (Re=
Step17

Validationon the presence of VLAN 5 on the WLC
Navigate to ConfiguratiorVlan.




| Interface

Logical AireOS Config Translator
[;]; Dashboard Ethernet Application Visibility
Wireless Cloud Services
@ Monitoring Tb Therae Gustom Application
B = 10x
Configuration Multicast
VTP
NetFlow
1 Administration Radio Configurations Python Sandbox
CleanAir QoS
Eipleleldigle High Throughput RA Throttle Policy
Media Parameters Tags % Profiles
Network
AP Join
Parameters

RRM

Flex

Policy

VLAN ID*

Narme

RA Throttle Policy ‘7None77'
IGMP Snooping
ARP Broadcast @
Port Members Q Search
Available (1) Associated (0}
Gil =

No Associated Members

[ O Cancel

Step 18 Associate clientontheWLAN andauthenticat@isingthe usemameconfiguredin the AAA serverin orderto return
the AAA VLAN(VLANS) as the returrattribute.

Verify the client connectivity by navigating to monitoring > wireless > clients and verify the access vlan the client is
mapped and switching properties for the client.

Double click on the client mac to open up the details of the Client session.
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il Cisco Catalyst C9800-CL Wireless Controller

Clients

Clients Sleeping Clients

Total Client(s) in the Network: 1

Client MAC Address

@ QOS Statistics

MAC Address
IPV4 Address

User Name

Policy Profile

Flex Profile

Wireless LAN Id

Wireless LAN Nare
BSSID

Uptime(sec)

CCX version

Power Save mode
Current TxRateSet
Supported Rates

Policy Manager State
Last Policy Manager State
Encrypted Traffic Analytics

ATF Statistics

Excluded Clients

v IPvafIPv6é Address

9.1.5.200

Security Information

1c36.bhef.6492
9.1.5.200
sand-wireless
dot1x_wlan
branch_flex_profile
10

dot1x_wlan
0081.c4a0.6fee
162 seconds

No GCX support
OFF

m9 ss3

9.0,18.0,36.0,48.0,54.0

Run

IP Learn Complete

Multicast VLAN s}

IAccess VLAN 5 ]
Anchor VLAN 0
Server IP 9.1.0.20
DNS Snooped IPvd Addresses None
DNS Snooped IPve Addresses None
11v DMS Capable No

I FlexConnect Data Switching Central I

FlexConnect DHCP Status Local
FlexConnect Authentication Central
FlexConnect Central Association No

Mobility History

Welcome sand a

< APName v OWLAN v Stte ~ Protocol < User Name < DeviceTy
ap-1-3800 10 113c sand-wireless

Call Statistics

Client Statistics QOS Properties



Client x
QOS Statistics ATF Statistics Mobhility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties

Encryption Gipher CCMP (AES) -
Authentication Key Managerent 802.1x

EAP Type PEAP

Session Timeout 1800

Session Manager

Interface capwap_80000007

IIF ID 0x930000007

Authorized TRUE

Common Session ID 100401030000001303BC4500
Acct Session ID 0x00000000

Auth Method Status List

Method Dot1x

SM State AUTHENTICATED

SM Bend State IDLE

Local Policies

Service Ternplate wlan_svc_dot1x_wlan (priority 254)

Absolute Timer 1800

Server Policies

Qutout SGT 0010-3
VLAN 2}

Resultant Policies

Output SGT 0010-35
l VLAN 5
Absolute Timer 1800

Local Authentication and Backup Radius server

In most typical branch deployments, it is easy to foresee that client 802.1X authentication takes place centrally atatetétl C
at the Data center .However theresas certain concerns with central authentication at the WLC.

How can wireless clients perform 802.1X authentication and access Data Center services if WLC fails?
How can wireless clients perform 802.1X authentication if WAN link between Branch and Data fadsr?

Is there any impact on branch mobility during WAN failures?

Does the Flex Connect Solution provide no operational branch downtime?

Flexconnect Local authentication and Backup/Local Radius can address the above concerns by enabling branch to operated
independently in case of WAN outage or connectivity issue with the controller.
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Summary

AThe use of local authentication iralnch enables resiliency at the branch location by providing wireless acsesaanos
where the WAN connectivity is lost with the Data center. The AP moves to standalone mode and provides wireless access witl
authentication for dotlx directed to a naglserver available at the branch side.

AThe AP can act as a radius server and this feature is only supported/dave\ P 6 s .

AThis feature can be used with central authentication or local authentication .In Central authentication casentiie WLC
authetticate the wireless clients as long as the AP is in connetidd.

AOnce the AP loses connectivity with the WLC the AP will move to standalone and authenticate theallgnt

AThisfeaturecanbeusedwith local authenticatiomndlocal switching,in casesvherethereis alocal radiusserveratthebranch,
the AP can forward the radius request to the radius server at the branch thereby avoiding the latency variation caused by the
WAN links.

AEAP-LEAP is the only method supported for APradiusServer.

Local Authentication with External radius server

Data center Branch Data center
ISE ISE ISE
-
k-
WLC

WAN

Steps for Local Authentication and Backup Radius server

Procedure

Step1 Define an AAA server, For Branch deployment specify the AAA server used at the bidach
Navigate to Configuration > Security > AAA and start the AAA wizard
The wizard helps in creating the following flow.

ACreate a radiuserver.
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Acreate aerver group and map the radius server on the sgivep.

AMap the server for dotlx authentication

Authentication Authorization and Accounting

{ i 1

S 5 AAA Method List Servers / Groups AAA Advanced
@ Monitoring
Configuration enc g
SRR EHER Local Authentication Default v
o > Authentication
Admir ion Local Authorization Default v
Authorization — T
Tro hooting et Radius Server Load Balance [. DISABLED
Aceoutig Show Advanced Settings >

Add Wizard x

Basic () Advanced

SERVER

RADIUS TACACS+ LDAP

RADIUS

Narne* freerad

IPva / IPv6 Server | 9.1.0.21
Address* L

PAG Key

Key* [

Confirm Key* | e




92

SERVER SERVER GROUP ASSOCIATION

LS e

Narme* [ freerad ’

Group Type | RADIUS \

MAC-Delimiter | none v |

MAG-Filtering | none v

Dead-Time (mins) } 1-1440 ‘
Available Servers Assigned Servers
| 18E N | freerad

freerad

¢ B

Previous

® Basic (O Advanced

® Basic (O Advanced

SERVER SERVER GROUP ASSOCIATION

General Y Authentication Authorization /] Accounting

Authentication Authorization

aaa_dot]x_systern_auth_control ENABLED .

Local Authentication [ Default v ‘
Local Authorization | Default v |
Radius Server Load Balance [. DISABLED

Show Advanced Settings >>>

€ Previous

MAP AAA

& Apply to Device




Step2

Create an SSID on the controller for dotgikhentication.

To create an SSID navigate to Configuration >Tagsé& profiles >WLANS.
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