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Introduction

This Release Note identifies all changes and issues related to this ADC Plugin Release for the StarOS™ based Application Detection Control
(ADC) in-line service, formerly known as Peer-to-Peer Detection.

Feature and Behavior Changes

This section identifies the enhancements and behavior changes in this release:

CSCvt56804: Add Support for Seha in ADC

Feature Changes

NOTE: This feature is not fully qualified in this release.

ADC Support for Seha

With this release, the support for detection and classification of “Seha” mobile application is added.
Detection accuracy: 88.58%.
Seha (Android): 1.0.35

Seha (i0S): 2.3

Command Changes

p2p-detection protocol
This command enables detection of peer-to-peer (P2P) protocols. With this release, the seha keyword is added to this command.
configure
active-charging service service name
[ no ] p2p-detection protocol seha
[ no ] p2p traffic-type = audio
[ no ] p2p traffic-type = video

[ no ] p2p traffic-type = unclassified
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end

show active-charging analyzer statistics name p2p

This command displays statistical information for protocol analyzers. With this release, the seha keyword is added to the P2P list.

show active-charging analyzer statistics name p2p application pZp list

show active-charging flows type p2p

This command displays the information for the active charging flows. With this release, the seha keyword is added to the P2P list.
show active-charging flows type p2p application pZp list

show active-charging sessions summary

This command displays statistics for Active Charging Service (ACS) sessions. With this release, the seha keyword is added to the P2P list:

show active-charging sessions summary type p2p application pZp list

Performance Indicator Changes

P2P Schema

New ADC bulk statistics are available in the P2P schema for Seha as part of the plugin. If detection of the Seha P2P protocol is
enabled, bulk statistics for that protocol will be automatically generated using the Dynamic Software Upgrade plugin installed on the
chassis.

The following bulk statistics are added to the P2P schema:

e  p2p-seha-uplnk-bytes

e p2p- seha -dwlink-bytes

e p2p- seha -uplnk-pkts

e p2p- seha -dwlink-pkts

e  p2p-seha -duration

®  p2p- seha -unclassified-uplnk-bytes
®  p2p- seha -unclassified-dwlink-bytes
e p2p- seha -unclassified-upInk-pkts
e p2p- seha -unclassified-dwink-pkts
e p2p- seha -unclassified-duration

®  p2p- seha -video-uplnk-bytes

®  p2p- seha -video-dwlnk-bytes

e p2p- seha -video-uplnk-pkts

e p2p- seha -video-dwlInk-pkts

®  p2p- seha -video-duration

®  p2p- seha -audio-uplnk-bytes

e p2p- seha -audio-dwink-bytes

e p2p- seha -audio-uplnk-pkts

e p2p- seha -audio-dwink-pkts

e  p2p- seha -audio-duration

show active-charging analyzer statistics name p2p application seha verbose

This command displays Active Charging protocol analyzer statistics for the P2P protocol analyzer.

With this release, the following fields have been added to the output of this command:
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e sehaaudio:

o Total Uplink Bytes

o  Total Downlink Bytes

o Total Uplink Pkts

o  Total Downlink Pkts
e sehavideo:

o Total Uplink Bytes

o  Total Downlink Bytes

o  Total Uplink Pkts

o  Total Downlink Pkts
e sehaunclassified:

o  Total Uplink Bytes

o  Total Downlink Bytes

o  Total Uplink Pkts

o  Total Downlink Pkts

show active-charging analyzer statistics name p2p protocol-group name streaming wide all verbose
With this release, the following fields have been added to the output of this command:

e seha:

o Total Bytes-Up

o Total Bytes-Down

o Total Pkts-Up

o  Total Pkts-Down

CSCvt12251: Audio and Video Sub-classification of Viber

Feature Changes

With this release, support is added for audio and video sub-classification of Viber. The sub-classifications are Xgviber audio and Xgviber
video.

Enhanced Protocols and Applications Support

This section lists the enhancements added to support new clients/versions for the existing protocols/applications.
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CDETS ID CDETS Headline/Change Summary

CSCvu00632 New Version Testing for FaceTime
Change Summary: Detection issue has been fixed for the audio and video calls.

Detection Percentage: 78.1%
FaceTime (i0S): 13.3

CSCvt40764 New Version Testing for IMO
Change Summary: imo.im.atp SNI and logic has been added to detect the UDP traffic.
Detection Percentage: 48%

IMO (Android): 2020.2.61
IMO (i0S): 2020.4.3

CSCvt93597 New Version Testing for Naverline
Change Summary: Timeout value has been added to detect the traffic.
Detection Percentage: 88%

Naverline (Android): 10.6.0.5
Naverline (i0S): 10.6.1

Related Documentation

For more information pertaining to changes in this release, refer to the ADC Administration Guide, Command Line Interface Reference, and
Statistics and Counters Reference at http://www.cisco.com/c/en/us/support/wireless/asr-5000-series/products-installation-and-
configuration-guides-list.html.

NOTE: The changes identified in this release may not be available in the latest version of the ADC Administration Guide, Command Line
Interface Reference, and Statistics and Counters Reference at the time of the ADC Plugin release.

Installation and Upgrade Notes

This Release Note does not contain installation and upgrade instructions. Refer to the existing installation documentation for specific
installation and upgrade considerations.

Open and Resolved Bugs

Bugs Open in this Release

None in this release.

Bugs Resolved in this Release

The table below highlights the known bugs that are resolved in this specific release. For a summary of all resolved issues in earlier releases,
see the Previously Resolved Issues section. Additional information for all bugs resolved in this release is available in the Cisco Bug Search
Tool.


http://www.cisco.com/c/en/us/support/wireless/asr-5000-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/wireless/asr-5000-series/products-installation-and-configuration-guides-list.html
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CDETS ID CDETS Headline
CSCvu00632 Detection issue has been fixed for the audio and video calls.
CSCvt40764 imo.im.atp SNI and logic has been added to detect the UDP traffic.
CSCvt93597 Timeout value has been added to detect the traffic.

Operator Notes

ADC Plugin Version Numbering System

This section explains the version-numbering scheme for ADC Plugin releases running on the ASR 5x00 or Cisco Virtualized Packet Core
platform. The version numbering is different for the ADC Plugin release as this release is independent of StarOS software releases.

The fields of the version number as reflected in the ADC Plugin are in the form of INTERFACE.MAJOR.BUILD (e.g., 1.140.514).

e The INTERFACE number indicates the identifier between ASR5x00 and Plugin. This number indicates backward compatibility and
only increments when a change will introduce a compatibility issue. This field may increment by ‘1’ when necessary.

e  The MAJOR version number indicates a contiguous sequential number that represents incremental changes between releases.
This number increments by ‘1’ for each plugin release.

e The BUILD version number indicates the build number that increments with each new build. This is a unique, sequential number
across all ADC builds.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and gathering additional
information, see What's New in Cisco Product Documentation, at:
http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html.

Subscribe to What's New in Cisco Product Documentation, which lists all new and revised Cisco technical documentation, as an RSS feed
and deliver content directly to your desktop using a reader application. The RSS feeds are a free service.
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY
PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET
THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley
(UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the
University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS”
WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE
OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES,
INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS
MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for
illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version should be referred to for
latest version.

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco website at
www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list
of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)

© 2020 Cisco Systems, Inc. All rights reserved.
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