NI
CISCO.

Release Notes For Cisco Business CBW150AX
and CBW151AXM, Firmware Version, 10.6.2.0 -
10.0.2.0

Release Notes for Cisco Business CBW150AX and CBW151AXM, Firmware
Version, 10.6.2.0

October 2023

These release notes describe the resolved issues and known issues in the Cisco Business CBW150AX Access
Points and CBW151AXM Mesh Extenders, Firmware Version 10.6.2.0.

What's New

Added support for Cisco Business Dashboard online/offline connection.

Resolved Issues

This section describes the resolved issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.6.2.0.

Table 1: Resolved Issues

Number Description

CSCwe75371 Cisco Access Point Software Uncontrolled Resource Consumption Vulnerability.

CSCw169827 Guest portal page appears twice when connect to guest SSID created by Cisco Business
Dashboard.

CSCw162026 COS Access Point vulnerability of booting up an unsigned image.

CSCwh00028 Access Point is crashing when a particular crafted packet from the client is sent.

Release Notes for Cisco Business CBW150AX and CBW151AXM, Firmware
Version, 10.5.2.0

July 2023

These release notes describe the resolved issues and known issues in the Cisco Business CBW150AX Access
Points and CBW151AXM Mesh Extenders, Firmware Version 10.5.2.0.
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Resolved Issues

This section describes the resolved issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.5.2.0.

Table 2: Resolved Issues

Number Description

CSCwi{87322 Address incorrectly identified bad blocks.

CSCwc61122 Cisco Access Point software denial-of-service (DoS) vulnerability.

CSCwc70131 Cisco Access Point software command injection vulnerability.

CSCwe22253 CBWI150AX: Certificate installed from the Cisco Business Dashboard is not visible.

Release Notes for Cisco Business CBW150AX and CBW151AXM, Firmware
Version, 10.4.2.0

March 2023

These release notes describe the resolved issues and known issues in the Cisco Business CBW150AX Access
Points and CBW151AXM Mesh Extenders, Firmware Version 10.4.2.0.

What's New

This section details new features and modifications available on this firmware release.
Social Media L ogin has been Re-enabled

The Social Login Authentication method was temporarily disabled in firmware version 10.3.2.0 but has been
re-enabled in firmware version 10.4.2.0 with Google and Facebook.

Resolved Issues

This section describes the resolved issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.4.2.0.

Table 3: Resolved Issues

Number Description

CSCwd07949 Cisco Business Wireless APs Social Login Guest User Authentication Bypass
Vulnerability.

CSCwd83507 Cheetah AP IPv6 RFC compliance all ipv6 traffic.
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Release Notes for Cisco Business CBW150AX and CBW151AXM, Firmware
Version, 10.3.2.0

What's New

Resolved Issues

November 2022

These release notes describe the resolved issues and known issues in the Cisco Business CBW150AX Access
Points and CBW151AXM Mesh Extenders, Firmware Version 10.3.2.0.

This section details new features and modifications available on this firmware release.
* Ability to factory default all devices simultaneously via GUI
* Packet capture capabilities via GUI
* Ability to configure per AP logging to Syslog Server via GUI

* Ability to view installed certificates

Removal of the Social Media L ogin

The Guest Network Social Login Authentication method was temporarily disabled in firmware version 10.3.2.0
because of an issue causing inconsistent and abnormal behavior.

If the Guest network Social Login authentication was enabled on a guest network before the update, the
authentication method will be changed from Social Login to Username and Password.

Users will need to switch this authentication to Web Consent, Email Authentication, or will need to create
usernames and passwords for guest users for this feature.

This section describes the resolved issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.3.2.0.

Table 4: Resolved Issues

Number Description

CSCwb09243 Attempting to change password of WLAN user generates mismatch error.

CSCwb40665 MAX OUI EXCEEDED message when trying to load OUIs.

CSCwb67264 Logging level change.

CSCwc07729 Remove OSAPI-4-TIME SHIFT DETECTED messages in log.

CSCwc41633 Set automatic transmit power for either radio in non-mesh mode.
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Release Notes for Cisco Business CBW150AX, CBW151AXM, Firmware
Version, 10.2.2.0

July 2022

These release notes describe the resolved issues and known issues in the Cisco Business CBW150AX Access
Points, and CBW151AXM Mesh Extenders, Firmware Version, 10.2.2.0.

What's New

* Support for automated software update through Cisco.com.

* Support for Japanese Web UL

Known Issues

This section describes the known issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.2.2.0.

Table 5: Known Issues

Number Description

CSCvy45638 The operating systems recognize the iPhone as workstation.
Workaround
N/A

Resolved Issues

This section describes the resolved issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.2.2.0.

Table 6: Resolved Issues

Number Description

CSCvz12033 Toggle selection issue.

CSCwb73150 OLH update for version 10.2.2.0.

CSCwa57538 The guest network cannot access normally with a Facebook account.

CSCvy38869 Disable Interferer detection does not seem to work.
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Where to Find Support

For current support information, visit the following URLs:

Table 7: Where to Find Support

Cisco Small Business Support Resources

Cisco Small Business Support http://www.cisco.com/go/smallbizsupport
Community

Cisco Small Business Support and http://www.cisco.com/go/smallbizhelp
Resources

Phone Support Contacts http://www.cisco.com/go/sbsc

Release Notes for Cisco Business CBW150AX, CBW151AXM, Firmware
Version, 10.0.2.0

July 2022

These release notes describe the resolved issues and known issues in the Cisco Business CBW150AX Access
Points, CBW151AXM Mesh Extender Firmware Version, 10.0.2.0.

Known Issues

This section describes the known issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.0.2.0.

Table 8: Known Issues

Number Description

CSCvz12033 Toggle selection issue.
Workaround
N/A

CSCvy45638 The operating systems recognize the iPhone as workstation.
Workaround
N/A

CSCwa57538 The guest network cannot access normally with a Facebook account.
Workaround
N/A
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Resolved Issues

This section describes the resolved issues for the Cisco Business CBW150AX, CBW151AXM, Firmware
Version 10.0.2.0.

Where to Find Support

For current support information, visit the following URLs:

Table 9: Where to Find Support

Cisco Small Business Support Resources

Cisco Small Business Support http://www.cisco.com/go/smallbizsupport
Community

Cisco Small Business Support and http://www.cisco.com/go/smallbizhelp
Resources

Phone Support Contacts http://www.cisco.com/go/sbsc
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