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Introduction

Objectives and intended audience

This deployment guide describes how to configure a Cisco Expressway (Expressway) using the Back-2-
Back-User-Agent (B2BUA) and Microsoft Lync 2010/ 2013 (Lync) to interwork.

It also highlights the capabilities and limitations of interoperation of Expressway and Lync.

Deployment scenario

A company is introducing a Lync environment into their network and is installing Microsoft Lync clients to
provide messaging and presence capabilities for all staff. Integrating this with their existing video network,
which handles their video conferencing, provides the ability for video endpoints to make calls to and receive
calls from Lync clients.

This deployment guide uses the example environment depicted below:
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This guide describes how to configure:

m static routes to route calls from Lync to a "Lync gateway" Expressway
m the Expressway B2BUA to route calls to Lync
= a SIP trunk between the "Lync gateway" Expressway and Unified CM




The basic configuration environment consists of the following elements:
Lync deployment with:

= a pool of Front End Processors with FQDN feppool.ciscotp.com

= apool of Directors with FQDN dirpool.ciscotp.com

= an Edge server with FQDN lyncedge.ciscotp.com

m users david.jones@ciscotp.com and alice.parkes@ciscotp.com (among others)

Cisco video deployment with:

= Lync gateway Cisco Expressway-C (referred to as the "Lync gateway" Expressway) with peer FQDN
exp01.ciscotp.com and cluster FQDN lyncexp.ciscotp.com. The cluster FQDN must resolve to a list of
DNS A-records including the IP addresses of all cluster peers (for round-robin operation).

= Unified CM with FQDN cucm.ciscotp.com

m Cisco Expressway-C with FQDN expc.ciscotp.com and Cisco Expressway-E with FQDN
expe.ciscotp.com for TURN server support

m Internal video endpoints for video users david.jones and alice.parkes

In this scenario, dialing is typically carried out by users clicking on one of their buddies in the Lync contact list
or by selecting a destination from an electronic address book on the video endpoint.

This guide describes how to connect Lync and a Unified CM via a “Lync gateway” Expressway using a SIP
trunk across an IP network and static routes from Lync to the “Lync gateway” Expressway. The example
presented uses the following setup:

= A Unified CM (or cluster of Unified CM peers) — the “Lync gateway” Expressway — to act as the link
between the existing video network and Lync.

m The Lync’s SIP domain is ciscotp.com. The SIP domain for Lync need not be the same as the AD domain
of Lync clients (the Lync login domain used in the login user name may be different from the SIP domain
used in the sign-in address).

m The Cisco video network’s domain is vc.ciscotp.com (used for video device registrations).

= Endpoints registered to the video network are provisioned by Unified CM and register with a DN in the
format 3xxx.

m Lync clients registered to Lync are identified by URIs, for example:
« David with a URI david.jones@ciscotp.com
« Alice with a URI alice.parkes@ciscotp.com

m Lync Front End Server is configured with a static domain route which routes URIs with the Expressway's
video network domain (vc.ciscotp.com) to the Expressway. Care must be taken when using domain static
routes; any traffic for that domain that Lync cannot handle locally will be routed to Expressway.

Clustered “Lync gateway” Expressway

When this document refers to a “Lync gateway” Expressway, a cluster of Expressways can also be used.
The operation is functionally the same, but there is more capacity available.

Calls from Lync Server will typically arrive at a single Expressway in the cluster, as Lync Server will use the
static domain routes, which has a single IP address for TCP connectivity and a single FQDN for TLS
connectivity.

If you use a DNS A record to to map the peers' IP addresses to the FQDN of the cluster, the DNS server
typically returns the IP addresses in a different order each time the Lync Server queries DNS (round-robin).




The Lync Server selects one IP address to use, based on its own logic (outside of this document's scope). If
the TTL of the record has not expired when the Lync Server makes a new DNS query, the Lync Server will
use the same IP address it used the previous time. If the Lync Server cannot connect to the IP address it
selected, it will try another of the IP addresses returned by the DNS server.

Why add a “Lync gateway” Expressway?

The “Lync gateway” Expressway is an interface between an existing working video network and the
Microsoft Lync environment. Using this gateway minimizes the changes that need to be made in the video
network so as to introduce as few artifacts as possible when adding Lync interoperability to the video
network.

Having dedicated Expressways for this “Lync gateway” operation limits the number of Expressways for
which the Microsoft Interoperability option key needs to be purchased and enabled.

Lync Server can only send calls to a single FQDN (though this may have a round robin DNS address to
support a cluster of Expressways for resilience) for calls via a static domain route defined in Lync Server.

Lync Server will only accept messages received from peers that it has been configured to trust. Having a
dedicated “Lync gateway” Expressway or Expressway cluster also limits the number of trusted devices that
need to be configured in Lync, as every device that sends SIP messages to Lync Server needs to be
explicitly listed as a trusted host in Lync Server.

Multiple Lync domains and relationships to multiple Lync gateway Expressway

You can integrate Cisco collaboration infrastructure with more than one Lync domain if required, but you need
to set up a "Lync gateway" Expressway into each Lync domain. Wherever you put a single Expressway as a
gateway, you could use a cluster instead.

Take care when you design your deployment that you don't have more than one gateway per Lync domain, or
more than one Lync domain per gateway. See the diagram below which shows the following different options:

1. This option is used in this document; there is one gateway Expressway (or cluster) into a single Lync
domain.

2. ltis possible to configure multiple Lync domains, provided you have an independent gateway serving
each. This option is not exhaustively tested, nor is it described in this document.
3. You cannot configure multiple Lync domains with only one Lync gateway Expressway serving all of them.

4. You should avoid configuring multiple gateways to serve one Lync domain. With this deployment, calls
from one video endpoint to another video endpoint that is called via its Lync domain will get routed via Lync
rather than directly through the collaboration infrastructure; users could lose duo video, far end camera
control, and possibly encryption and video quality.




Introduction

Figure 1: Lync gateway Expressway deployment options, showing potential misconfigurations
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Expressway X8.1 or later is compatible with Lync 2010 and Lync 2013 clients, registered to Lync 2010 or
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Client support

Expressway is generally compatible with Lync 2010 and Lync 2013 clients, including mobile clients. When
specific issues are discovered, they are recorded on the TelePresence Interoperability database.

Interoperability with different versions of Lync Server

The known differences in interoperability when Expressway integrates with Microsoft Lync Server 2013 or
Lync Server 2010 are summarized below:

Microsoft Lync Server 2010

The Microsoft Interoperability option key must be installed to enable encrypted calls to and from Microsoft
Lync 2010 Server (for both native SIP calls and calls interworked from H.323). It is also required by the
B2BUA when establishing ICE calls to Lync 2010 clients.

The B2BUA can use the Cisco AM GW to transcode between standard codecs (such as H.264) and
Microsoft RT Video and RT Audio to allow high definition calls between Microsoft Lync 2010 clients and
Cisco endpoints.

Microsoft Lync Server 2013

The B2BUA provides interworking between standard H.264 AVC and Lync 2013's H.264UC SVC codec.
You can still configure the B2BUA to use Cisco AM GW transcoders with Lync 2013, but it is not necessary
and we recommend that they are not deployed with Lync 2013.

Lync 2013 no longer supports H.263, so X8.1 or later software is required to interoperate successfully with
Lync 2013.

The Microsoft Interoperability option key is required for all types of communication with Lync 2013.

Microsoft Lync B2BUA interoperating capabilities
When using the Microsoft Lync B2BUA:

m Domain static routes are set up on Lync Server to route calls to domains in the video network.
m Search rules are set up on Expressway to route calls to Lync domains.

m Lync Server accepts and handles call hold (and resume) requests.

= Lync clients can be the object of a transfer (even if there is an AM gateway involved in the call).

= Calls to Microsoft Mediation Servers work from endpoints in the Expressway video network for SIP
initiated calls, but do not work for calls interworked from H.323 (unless the workaround specified in
Appendix 4: Interoperating capabilities and limitations [p.62] is implemented).

= Lync systems may use hardware load balancers for resilience and capacity.

» A “Lync gateway” Expressway (or Expressway cluster) can communicate to Lync via Lync Director.

m Media encryption (SRTP) is supported when TLS is used between Expressway and Lync and the
Microsoft Interoperability option key is added to the “Lync gateway” Expressway.

= S|P signaling and RTP media is always routed via the B2BUA application for calls involving Lync clients.
Each B2BUA application (one application per Expressway) can handle 100 simultaneous calls between
Lync and the Expressway video environment. However, a call involving Cisco AM GW will consume two
B2BUA call resources.



http://www.cisco.com/go/tp-interop/

Summary of configuration objectives

This document describes how to configure Lync and the Expressway in B2BUA mode to enable calls from:

= Microsoft Lync clients registered on Lync Server to other Lync clients registered on that Lync Server.
= S|P video endpoints registered to Unified CM in the video network to Lync clients registered on Lync.
= Lync clients registered on Lync Server to video endpoints registered in the video network.

Lync environments

Lync environments have a number of building blocks, and so they may be constructed in many ways. A full
scale Lync deployment is likely to use Lync Director, Hardware Load Balancers (HLBs), Front End
Processors (FEPs) in enterprise pools, and a redundant AD server.

For Lync installations, Microsoft recommend that DNS may be used in place of hardware load balancing for
routing SIP traffic. Microsoft guidance can be found at http://technet.microsoft.com/en-
us/library/gg398634.aspx.

An example architecture is shown below:
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A smaller deployment may not use Lync Director servers, but may just use a Hardware Load Balancer in
front of a set of Front End Processors.

Active Directory

L
Hardware load
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Note that Lync requires that the AD server and FEP are on separate machines.




Lync deployments may also contain Edge servers to allow Lync clients to register from outside the local
network through the Edge server to Lync. Communicating with Lync devices outside the edge server requires
both the Edge Server and the Expressway-E connecting to the public Internet. (Calls involving a Microsoft
Edge server require the Expressway to have the Microsoft Interoperability option key installed, as this key
allows for ICE to be used for media connectivity, which is required in the following scenario.)
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In any deployment with Expressway and Lync:

= InLync, traffic sent via a static SIP route is either sent directly from a FEP to the Expressway, or from a
FEP via a Director and to the Expressway.

= [f the Lync environment is fronted by a Hardware Load Balancer in front of Lync Directors then calls to and
from the video network will go via the Directors; they will not be routed directly to or from the FEPs:
« Lync Directors should trust the “Lync gateway” Expressway(s).
o Lync Directors should route the video network domain (vc.ciscotp.com) to the “Lync gateway”
Expressway cluster FQDN.
« Depending on Lync configuration, FEPs may route SIP traffic directly to the Expressway, or they may
route the traffic through a Director pool.

= [f the Lync environment is fronted by a single Lync Director then calls to and from the video network will go
via that Director; they will not be routed directly to or from the FEPs:
« Lync Directors should trust the “Lync gateway” Expressway(s).
« Lync Directors should route the video network domain (vc.ciscotp.com) to the “Lync gateway”
Expressway cluster FQDN.




« Depending on Lync configuration, FEPs may route SIP traffic directly to the Expressway, or they may
route the traffic through a Director pool.

= [f the Lync environment has no Lync Director but a Hardware Load Balancer in front of Front End
Processor pool(s) then configure the pool(s) (not each FEP):
« The FEP pools should trust the “Lync gateway” Expressway(s).
« All FEP pools should route the video network domain (vc.ciscotp.com) to the “Lync gateway”
Expressway cluster FQDN.
Configuring the pool ensures that the same configuration is applied to every FEP in the pool.

m [f Lync is a single FEP then that FEP should be configured:
« Thesingle FEP should trust the “Lync gateway” Expressway(s).
« The single FEP should route the video network domain (vc.ciscotp.com) to the “Lync gateway”
Expressway cluster FQDN.

We recommend that you use a Expressway cluster FQDN (e.g. lyncexp.ciscotp.com) rather than an
individual Expressway peer (even if it is a "cluster" of one). If you configure a Trusted Application Pool
(Cluster FQDN), you can always add peer FQDNs (Expressway peers) to the Application pool later without
requiring to remove the existing search rules, static routes or Trusted Applications in the Lync Server.

“Lync gateway” Expressway should be configured such that:

= [f the Lync environment is fronted by a Hardware Load Balancer in front of Lync Directors then the B2BUA

should be configured to route calls for Lync to the Hardware Load Balancer, and receive calls from either of

the Lync Directors:

« The “Lync gateway” B2BUA needs to specify the Hardware Load Balancer as the Lync signaling
destination address.

« The “Lync gateway” B2BUA needs to include the addresses of both Lync Directors as trusted hosts (and
any FEPs which might send traffic directly to the B2BUA).

« Search rules that route calls to Lync will target the B2BUA neighbor zone.

= [f the Lync environment is fronted by a Lync Director or a pool of directors, then the B2BUA should be
configured to route calls for Lync to the Lync Director, and receive calls from the Lync Director:
« The “Lync gateway” B2BUA needs to specify the Lync Director (pool) as the Lync signaling destination
address.
o The “Lync gateway” B2BUA needs to include the address of each individual Lync Director as a trusted
host (and any FEPs which might send traffic directly to the B2BUA).
« Search rules that route calls to Lync will target the B2BUA neighbor zone.

= |f the Lync environment has no Lync Director but a Hardware Load Balancer in front of Front End
Processors then the B2BUA should be configured to route calls for Lync to the Hardware Load Balancer,
and receive calls from any of the FEPs:
« The “Lync gateway” B2BUA needs to specify the Hardware Load Balancer as the Lync signaling
destination address.
« The “Lync gateway” B2BUA needs to include the addresses all of the Lync FEPs as trusted hosts.
« Search rules that route calls to Lync will target the B2BUA neighbor zone.

m IfLyncis a single FEP then the B2BUA should be configured to route calls for Lync to the single FEP
directly, and receive calls from that FEP:
« The “Lync gateway” B2BUA needs to specify the FEP as the Lync signaling destination address.
« The “Lync gateway” B2BUA needs to include the address of the FEP as a trusted host.
« Search rules that route calls to Lync will target the B2BUA neighbor zone.




Prerequisites prior to configuring Expressway and Lync to
interoperate

Before configuring the video network and the Lync environment to interwork, make sure that:

m The “Lync gateway” Expressway (cluster peers) are running X8.1 code (or later)

m The “Lync gateway” Expressway (cluster peers) have a rich media sessions option key applied.

m  The version of Lync is Lync 2010 or Lync 2013.

= Lyncis configured and operational and access is available to Active Directory for managing users.

m The FQDN of all Lync servers is resolvable via the DNS server that the “Lync gateway” Expressway is
configured to use (this should be the DNS server used by Lync).

m The FQDNSs of each of the “Lync gateway” Expressways and if clustered, the FQDN of the “Lync gateway”
cluster must be resolvable via DNS (with round-robin A-records).

= Validation of the Front End Servers on all Lync Directors and Lync FEPs must show no errors. Use the
Topology Validation Tool which can be found in the Lync Resource Toolkit.

m If TLS is to be used (recommended) ensure that the DNS server supports reverse DNS lookup (often
supported using PTR records).




Check that calls between Lync clients registered
on Lync Server operate as expected

The configuration described in this section should already be in place and operational.

Unified CM configuration

No configuration is required on Unified CM for endpoints registered on Lync to call other endpoints registered
on Lync Server.

Enabling users for Lync

By default, Active Directory users are not Lync enabled. Check that users required to support Lync are
enabled to do so, and if not enable them. This can be done both by Lync Server Control Panel or through
Windows PowerShell commands (using Lync 2010 as an example):

1. Bring up the Lync Server Control Panel (either from the start menu select Lync Server Control Panel, or if
there is a desktop icon double click it).

2. On Lync Server Control Panel go to the Users menu: you can see users already enabled for

communication server.
Microsoft: Administrator | Sign out

- LyncServer2o10 PR
i Home I _
R Users

(=) Search (_) LDAP search
I Topology

Search far users by typing a user's name or clicking Add fitter x Find # I+ Additter ¥
&) IM and Presence
%2  Voice Routing Soachitesih-J2
) FLEnable users ¥ 7 Edit ¥ Action ¥ @
%, Voice Features

Display name «  Enabled SIP address Registrar pool Telephony

72 R G
L0 LRI el Alice Parkes J sip:alice.parkes@ciscotp.com  feppool.cscotp.com  PC-to-PC only
&h  Conferencing John Smith v sipjohnsmith@ciscotp.com  feppooldscatpcom  PC-o-PC only

To add a new user:

1. Select Enable users and click Add.

]
Microsoft Administrator | Sign out

~ Lync Serverzo1o

rfome I

Users

=

&

Topology New Lync Server User

IM and Presence Enable X Cancel @

G 0 =X

Users:*

| »

Voice Routing
Display name Status Add..

%, Voice Features

73 Response Groups

Conferencing

2. Search for and select the user (in this example, David Jones)
Note: to find the user it must already have been defined in Active Directory.




Check that calls between Lync clients registered on Lync Server operate as expected

Select from Active Directory

@ x

(*) Search  (_) LDAP search

Search for users by typing 2 user’s name or clicking Add filter X| |

+ Add filter ¥

Name & Display name
Administrator

David Jones david,jones@ciscotp.com
Guest

krbigt

Service Account Service Account

Search results: 5

User principal name (UPN)  First n:

david,jones@ciscotp.com

smvaccount@ciscotp.com

3. Select the communication server pool to assign to the user.
4. Select your preferred method to Generate user’s SIP URI.
5. Select the user's Telephony type.

P

B g c 60 X8

W B

Administrator | Sign out

40.7577.0

@

». Microsoft:
- LyncServerzo10
Home I-_
Users [
Topology MNew Lync Server User
IM and Presence 4 Enable ‘ K Cancel |
. Users:*
Voice Routing sers:
Display name Status Add...
Voice Features o —
Response Groups
Conferencing
Clients Assign users to a pook:*
External User |fepaﬂc\.ciscct:)‘carr A4
Access Generate user’s SIP URI:
Meonitoring (*) Use user’'s email address
and Archiving (_) Use the user principal name (UPN)
i H (_) Use the following format:
Security
<FirstName>.<LastName> @ v
Network (_) Use the following format:
i) i <SAMAccountName> @ v
(_) Specify a SIP URI:
@ -
Telephony:
| PC-to-PC only - | ?
Line URL:
[ e+ 123456 | 2
Conferencing policy:
[<automatic> |
Client version policy:
[ <automatic v|

This can be done in single command by CSPS using the command “enable-csuser”

For example:

enable-csuser -identity "ciscotp\david.jones" -registrarpool
"feppool.ciscotp.com" -sipaddress sip:david. jones@ciscotp.com
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Registering Lync clients to the Lync Server

Lync client configuration

Install and start the Lync client.
On the Sign in screen, click on the @ icon or select the menu arrow beside it and select Tools > Options.
Select Personal.

Set up Sign-in address as required.
This is the SIP URI of the Lync user, for example david.jones@ciscotp.com:

Eal

Lync - Options =]

General My account
Personal Sign-n address: david.jones @dscotp.com
Audio Device
. R Automatically start Lync when I log on to Windows
Video Device
Shaw Lync in foreground when it starts

Personal information manager
Microsoft Exchange or Microsoft Outiook
Update my presence based on my calendar information
Show meeting subject and location to contacts in my Waorkgroup privacy relationship

Display my Out of Office information to contacts in my Friends and Family, Workgroup, and
Colleagues privacy relationships

Save instant message conversations in my email Conversation History folder
Save call logs in my email Conversation History folder

Save my Lync contacts in my personal contacts folder on the Exchange server

Location

[ share my location information with other programs I use

Display photo
Shaow photos of contacts

Clear this to turn off photos everywhere in Lync.

Activity Feed
Show all my updates in Activity Feed

To show only your current personal and out-of-office notes, dear this check box.

[ 0K ][ Cancel H Help

5. Click Advanced.
'Advanced Connection Settings @

Select the method you want to use to configure your connection settings.

() Automatic configuration

@ Manual configuration

Intemal server name or IP address: feppool ciscotp.com
Extemal server name or IP address:

Connect using: TCP @ TLS

[ ok | [ caneel | [ Hep |

6. Ina production environment ensure Automatic configuration is selected.
If this does not work, select Manual configuration and set Internal server name or IP address to the
FQDN of the Lync Server.

7. Click OK toretumn to the Lync - Options panel.
8. Click OK to return to the Lync client.




9. Click Sign In.

10. Enter the User name and Password.
This is the Active Directory name and password of the user. The user name may or may not be the same
as the sign in address. Depending on how the network is configured, the User name may need to be in
the form <domain>\<user> rather than <user>@ <domain> for example ciscotp\david.jones instead of
david.jones@ciscotp.com.

.

|£| Microsoft Lync |E”E”El
_ @ -
Microsoft®
Lync 2010
Sign-in address: Change

| david.jones@ciscotp.com

User name:

| ciscotp'\david.jones |

domainiusername

Examples:
someon "J(EIT||J|E.CSIT’|

Password:

LR T

Save my password
Signinas: [ Available -

Sign In

11. Click Sign In.

-
|£|Micr050f'tL)rnc (o=@ |[=]

lr'.-‘."hat's happening today? ]l
N

David Jones @ -
I > 4 Available -
\| SetYour Location -

Find a contact ye)

Groups Status Relationship a="

» Frequent Contacts
4 All Contacts (0/2)

! alice.parkes@cisco - Presence unknown
P9
Lm—|

| | John Smith - Away 1 day

Testing the configuration
To make a video call between Lync endpoints:

1. Double-click on the buddy you want to call.
2. Click Start a Video Call.
3. Answer the call on the receiving Lync client.




Enabling endpoints registered on the video
network to call clients registered on Lync

This is configured in 4 stages:

A0~

Video network: Unified CM configuration

"Lync gateway" Expressway configuration (part 1)
Lync Server configuration

"Lync gateway" Expressway configuration (part 2)

Video network: Unified CM configuration

Prerequisites

Ensure that Unified CM contains a basic configuration and has already set up at least:

System > Server

System > Cisco Unified CM
System > Cisco Unified CM Group
System > Date / Time Group
System > Presence Group
System > Region Information
System > Device Pool

System > DHCP

System > Location

System > Physical location
System > Enterprise parameters
System > Licensing

Configuring the SIP Profile for Expressway

Note that you can skip this step if you are using version 9.x as a "Standard SIP Profile For Cisco VCS" will

already exist (the Cisco VCS profile may be used with Expressway).

1.
2.

3.

On Unified CM, go to Device > Device Settings > SIP Profile.
Click Copy against the Standard SIP Profile.

Find SIP Profile where Name » begins with Clear Filter E]
D Name * Description
Standard SIP Profile Default SIP Profile

Configure the fields as follows (leave other fields as default values):

Name "Standard SIP Profile For Cisco VCS" (the profile is named "for Cisco VCS"

for consistency with other Unified CM versions)




Default MTP Telephony Event 101
Payload Type

Redirect by Application Select the check box

Use Fully Qualified Domainin  Select the check box
SIP Requests

Allow Presentation Sharing Select the check box (in Unified CM 8.6.1 or later)
using BFCP

Timer Invite Expires 180

Timer Register Delta 5

Timer Register Expires 3600

Timer T1 500

Timer T2 Leave as default (typically 4000 or 5000)
Retry INVITE 6

Retry non-INVITE 10

Start Media Port 16384

Stop Media Port 32766

Call Pickup URI X-Cisco-serviceuri-pickup

Call Pickup Group Other URI X-Cisco-serviceuri-opickup

Call Pickup Group URI X-Cisco-serviceuri-gpickup
Meet Me Service URI X-Cisco-serviceuri-meetme
Timer Keep Alive Expires 120

Timer Subscribe Expires 120

Timer Subscribe Delta 5

Maximum Redirections 70

Off Hook To First Digit Timer 15000

Call Forward URI x-cisco-serviceuri-cfwdall

Abbreviated Dial URI X-cisco-serviceuri-abbrdial

Reroute Incoming Requestto Never
new Trunk based on

4. Click Save.




Enabling endpoints registered on the video network to call clients registered on Lync

SIP Profile Configuration ARG RIS Back To Find/List

B Save x Delete Copy % Resst 4 Apply Config dl} Add New

rStatus

@ Status: Ready

@ All SIP devices using this profile must be restarted before any changes will take affect.

rSIP Profile Information

Name®* Standard SIP Profile For Cisco VCS

Description Default SIP Profile

Default MTP Telephony Event Payload Type* 101

Resource Priority Namespace List < None = -
Early Offer for G.Clear Calls* Disabled -

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® TIAS and AS

-

User-Agent and Server header information™ Send Unified CM Version Information as User-Agen +

Redirect by Application

[Tl pisable Early Media on 180

[T outgoing T.38 INVITE include audio mline

[T Enable ANAT

) Reguire SDP Inactive Exchange for Mid-Call Media Change
#luse Fully Qualified Domain Name in SIP Requests

[¥] Allow Presentation Sharing using BFCP'

mn

rParameters used in Phone

Timer Invite Expires (seconds)® 180

Timer Register Delta (seconds)™ 5

Timer Register Expires (seconds)® 3600

Timer T1 (msec)* 500

Timer T2 (msac)* 4000

Retry INVITE® 5

Retry Mon-INVITE® 10

Start Media Port* 16384

Stop Media Port* 32766

Call Pickup URT* x-cisco-serviceuri-pickup
Call Pickup Group Other URT* x-Cisco-serviceuri-opickup
Call Pickup Group URL* x-cisco-serviceuri-gpickup

. * -
Meet Me Service URI %-cisco-serviceuri-meetme

User Info® MNene -
DTMF DB Level* Nominal -
Call Hold Ring Back* off -
Anonymous Call Block™® Off -
Caller ID Elocking® Ooff -
Do Not Disturb Control* User -
Telnet Level for 7940 and 7860* Disabled -
Timer Keep Alive Expires (seconds)® 120

Timer Subscribe Expires (seconds)® 120

Timer Subscribe Delta (seconds) * 5

Maximum Redirections® 70

Off Hook To First Digit Timer (milliseconds)* 15000
Call Forward URT* x-cisco-serviceuri-cfwdall
Speed Dial (Abbreviated Dial) URT* x-cisco-serviceuri-abbrdial
Conference Join Enabled

[CIrFC 2543 Hold

Semi Attended Transfer
[Clenable vap
D Stutter Message Waiting

~ Trunk Specific Configuration

Reroute Incoming Regquest to new Trunk based on* Never
RSVFP Over SIP¥ Local RSVP

Fall back te lecal RSVP
SIP Rel1XX Optiens™ Disabled

[T peliver Conferance Bridge Identifier
[Tl Early Offer support for voice and video calls (insert MTP if needed)
Send send-receive SDP in mid-call INVITE

SIP OPTIONS Ping

[Tl Enable OPTIONS Ping to monitor destination status for Trunks with Service Type "None (Default)”
Ping Interval for In-service and Partially In-service Trunks (seconds)™ [5

Ping Interval for Out-of-service Trunks (seconds)™® 120
Ping Retry Timer (milliseconds)™® 500
Ping Retry Count* 5

*[ Save ] [ Delete ] [ Copy ] [ Reset ] [ Apply Config ] [ Add New

n
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Configuring the region with an appropriate session bit rate for video
calls

Ensure that your regions have an appropriate session bit rate for video calls:

1. Goto System > Region Information > Region.
2. Select the region (for example the Default region).

3. Set Maximum Session Bit Rate for Video Calls to a suitable upper limit for your system, for example
6000 kbps.

4. Click Save and then click Apply Config.

Configuring the SIP Trunk security profile
Version 8.6.x

1. Goto System > Security > SIP Trunk Security Profile.
2. Click Add New.
3. Configure the fields as follows:

Name Non Secure SIP Trunk Profile
Device Security Mode Non Secure
Incoming Transport Type TCP+UDP
Outgoing Transport Type TCP
Incoming Port 5060
Accept Unsolicited Notification Select this check box
Accept Replaces Header Select this check box
4. Click Save.
Version 9.x

In version 9.x, the Non Secure SIP Trunk Profile will already exist, but it must be modified.

1. On Unified CM, go to System > Security > SIP Trunk Security Profile.
2. Select Non Secure SIP Trunk Profile.
3. Modify the fields as follows:

Accept Unsolicited Notification Select this check box

Accept Replaces Header Select this check box

4. Click Save.




wliln  Cisco Unified CM Administration IEWREEY Cisco Unified CM Administration |

For Cisco Unified Communications Solutions admin Search Documentation About Logout

cisco

System + Cal Routing + Media Resources v  Advanced Features + Device +  Application +  User Management =+  Bulk Administration + Help =

SIP Trunk Security Profile Configuration GRS W IS Back To Find//List
LB Save x Delete Copy % Reset Z Apply Config EEE Add New
rStatus

@ Status: Ready

r SIP Trunk Security Profile Information

name* Non Secure SIP Trunk Profile

Description Non Secure SIP Trunk Profile authenticated by null Strir
Device Security Mode Mon Secure -
Incoming Transport Type* TCP+UDP hd
OCutgoing Transport Type TCP -

[Cenable Digest Authentication
Nonce Validity Time (mins)™ 500

X.509 Subject Name

Incoming Port* 5060
[l enable Application Level Authorization
DA::apt Presence Subscription

[E] Accept out-of-Dialog REFER**

A::Ept Unsolicited Notification
Accapt Replaces Header

I transmit Security Status
SIP V.150 Qutbound SDP Offer Filtering® Use Default Filter -

—[ Save ] [ Delete ] [ Copy ] [ Reset ] [ Apply Config ] [ Add New ]

Configuring the SIP Trunk device

1. On Unified CM, go to Device > Trunk.
Click Add New.

3. Select a Trunk Type of SIP Trunk.
« Device Protocol displays SIP.
« If asked fora Trunk Service Type, select None (Default).

4. Click Next.
5. Configure the Device Information fields as follows:

Device Name As required, such as Expressway_system
Device Pool (As setup in System > Device Pool)

Call classification OnNet

Location (As setup in System > Location)

Packet Capture Mode None

Media Termination Clear this check box if any video phones registered to Unified CM are to make or
Point Required receive video calls with endpoints routed via Expressway.

Select this check box if audio devices only are registered to Unified CM.

SRTP Allowed Select this check box

Run On All Active Select this check box
Unified CM Nodes




6. Configure the Call Routing Information > Inbound Calls fields as follows:

Significant digits All
Connected Line ID Presentation Default
Connected Name Presentation Default

Calling Search Space

(As setup in Call Routing > Class of Control > Calling

Search Space)
Prefix DN <blank>
Redirecting Diversion Header Delivery — Select this check box
Inbound

7. Configure the Call Routing Information > Outbound Calls fields as follows:

Calling Party Selection Originator
Calling Line ID Presentation Default
Calling Name Presentation Default
Caller ID DN <blank>
Caller Name <blank>

8. Configure the SIP Information fields as follows:

Destination address is an
SRV

Select this check box if a domain is specified for the destination address, and
the DNS server uses DNS SRV records to direct the domain to a cluster of
Expressways.

Do not select this check box if an IP address is specified as the Destination
address.

Destination address

<FQDN of Expressway / Expressway cluster>. Alternatively you can enter the
<IP address of Expressway>. If you are not using SRV records and need to

specify multiple peers, click == to add extra Destination address rows.

Destination port

5060 (this displays as zero if you are using SRV records)

Presence Group

Standard Presence Group (or whichever presence group has been configured
in System > Presence Group)

SIP Trunk Security Profile

Non Secure SIP Trunk Profile

SIP Profile

Standard SIP Profile for Cisco VCS

DTMF Signaling Method

RFC 2833

Normalization Script

vcs-interop (if available, the ves-interop script may be used with Expressway)

9. Click Save.
10. Click Reset.
11. Click Reset.




System »  Csll Routing +  Media Resowrces »  Advsnced Festures »  Device = Application = User Management = Bulk Administration +  Help

Back To Find/List ¥ §| Go

nfiguration Related Link:

[ Status

@ Status: Ready

rDevice Information

Product: SIP Trunk

Device Protocal: SIP

Trunk Service Type Mone(Default)

Device Name* |Expre55way75ys|&m ‘
Description |Exuressmiy system location ‘
Device Pool* | Default ~|
Cornmon Device Configuration | LaBcme ~|
Call Classification® |OnNet V‘
Media Resource Group List |< MNone = v‘
Location* [Reston LaBCME 451 v
AAR Group |< Mone = v‘
Tunneled Protocal® [mone v

Q516G Variant* [ |
L3N .1 ROSE OID Encoding® [ |

Packet Capture Mode™* [ Nane v

Packet Capture Duration |U ‘

[media Termination Point Required

Retry Wideo Call as Audio

Path Replacement Support

[ transmit UTF-8 for Calling Party Mame
Transmmit UTF-8 Mares in QSIG APDU

Cunattended Port

[“1=RTP Allowed - Wihen this flag is checked, Encrypted TLE needs to be configured in the network to provide end to end security, Failure to do so will expose
keys and other information.

Consider Traffic an This Trunk Secure™ |Wher| using both sRTP and TLS v‘
Route Class Signaling Enabled® |Dafault V‘
Use Trusted Relay Point* | Default =

FlpsTH ancess
Flrun on all Active Unified €M Nodes

Intercompany Media Engine (IME)

E 184 Transfarmation Profile [< Nane > b

Multilevel Precedence and Preemption {MLPP) Information

MLPP Domain [« None > >

rCall Routing Information

Remote-Party-Id
Asserted-Identity

asserted-Type* | Default ]

SIP Privacy® [ Default |

rInb d Calls
Significant Digits* [al v
Connected Line ID Presentation® ‘ Default Vl
Connected Narne Presentation™® ‘ Default Vl
Calling Search Space [LaBcms ~|
AAR Calling Search Space [« Mone = v
Prefiz DM ‘ |

Redirecting Diversion Header Delivery - Inbound

rIncoming Calling Party Settings

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting {DevicePool/Service Parameter).
Otherwise, the value configured is used as the prefix unless the field is empty in which case there is no prefix assigned.

[ Clear Prefix Settings ][ Default Prefix Settings ]

Number Type Prefix Strip Digits talling Search space Use Device Pool £55

Incoming Nurmber Default | ‘ | |< Mone = "‘

rConnected Party Settings

Caonnected Party Transformation CSS | < Mone > )

[“luse Device Pool Cannected Party Transformation CSS




r Outbound calls
Called Party Transformation CS5 =< Mone =

[“luse Device Pool Called Party Transformation 55

Calling Party Transformation CS5 < None =

Use Dewvice Pool Calling Party Transformation C55

Calling Party Selection® Originatar
Calling Line ID Presentation * Default
Calling Mame Presentation® Default

Caller ID DN

Caller Name

O Redirecting Diversion Header Delivery - Outhound
Redirecting Party Transformation C55 | < pone =

[“luse Device Poal Redirecting Party Transformation CSS

r SIP Information

r Destination
Destination Address is an SRW
Destination Address

1* | [[[Undefinedvariable

Destination Address IPv6

Destination Port

(2]

MTP Preferred Originating Codec*®

Presence Gruup*

Standard Presence group ha

SIP Trunk Security Profile® Man Secure SIP Trunk Profile b
Rerouting Calling Search Space =< MNone = v
Out-Of-Dialog Refer Calling Search Space | « None = A
SUBSCRIBE Calling Search Space < None = w
SIP Profile™® Standard SIP Profile For Cisco VCS »
DTMF Signaling Method* RFC 2833 v

Normalization Script

MNormalization Script | ves-interop b

[JEnable Trace

Parameter Name Parameter Yalue
1 (B8] [E
rGeolocation Configuration

Geolocation = None > -
Geolocation Filter | < mane > b

[ =end Geolocation Information

-Ga)

Configuring the clusterwide domain enterprise parameters

Unified CM must be configured with a Cluster Fully Qualified Domain Name so that it can receive calls to
addresses in the format <address>@domain. (It is also required when Unified CM is clustered so that
Expressway can send the call to any Unified CM node.)

1. Goto System > Enterprise parameters, and find the Clusterwide Domain Configuration section.

2. Set the Organization Top Level Domain to the same domain as the video network, for example
vc.ciscotp.com.
This ensures that the correct domain of the calling party is displayed to the called party.

3. Set the Cluster Fully Qualified Domain Name to the same domain as the video network, for example
vc.ciscotp.com.
This parameter defines one or more Fully Qualified Domain Names (FQDNSs) for this cluster. Multiple
FQDNs must be separated by a space. Requests containing URLs (for example, SIP calls) whose host
portion matches any of the FQDNSs in this parameter will be recognized as a request destined for this
cluster and/or devices attached to it.

4. Click Save.




Clusterwide Domain Configuration

Organizaticn Top Level Demain ve.ciscotp.com
Cluster Fully Qualified Domain Name ve.cis cotp.com

Allowing dialing to Expressway domain from Cisco phones

Configure a SIP route pattern that tells Unified CM that anything with, for example, a domain vc.ciscotp.com
needs to be sent down the Expressway SIP trunk. This is required to permit dialing from endpoints that
support SIP URIs with domains, and also for enabling the reverse path to the Expressway for certain
signaling.

1. On Unified CM, go to Call Routing > SIP Route Pattern.

2. Click Add New.

3. Configure the fields as follows:

Pattern Usage Domain Routing
IPv4 Pattern Domain for calls, for example ciscotp.com
Route Partition Defaultis “<None>"; set according to dial plan restrictions
SIP Trunk Required Trunk to route calls to the Unified CM
4. Click Save.

r Pattern Definition

Pattern Usage Dromain Routing

® ’
IPv4 Pattern ciscotp.com

IPvE Pattern

Description Expressway systemdomain
Route Partition LABCME -
SIP Trunk/Route List* Expressway_system - (Edit)

Block Pattern

Calling Party Transformations

Use Calling Party's External Phone Mask
Calling Party Transformation Mask

Prefix Digits (Outgoing Calls)
Calling Line ID Presentation® Default -

Calling Line Name Presentation®  Default -

r Connected Party Transformations

Connected Line 1D Presentation® Default -

Connected Line Name Presentation® Default -

—| Save | | Delete | | Copy | | Add New |

When <name>@ciscotp.com is dialed by an endpoint registered to Unified CM, Unified CM will route the call
to the Expressway as <name>@<FQDN of Expressway>:5060 (TCP) or

<name>@<FQDN of Expressway>:5061 (TLS). (The domain may alternatively be the IP address of
Expressway, depending on what is configured as the SIP Trunk Destination Address.)




Checking the message size limit on Unified CM

SIP messages for video are considerably larger than SIP messages for audio calls, in particular, when a
Cisco TelePresence Server is used in the video network.

Ensure that the SIP Max Incoming Message Size on Unified CM is set to 11000:

Go to System > Service Parameters.

Select the appropriate server.

Select Cisco CallManager (Active) as the service.
Select Advanced.

o~ DN~

In the Clusterwide Parameters (Device — SIP) configure the field as follows:

SIP Max Incoming Message Size 11000

6. Click Save.

lilin  Cisco Unified CM Administration Cisca Unified CM Administration ~ | Go

w
€IS€O  Eyr Cisco Unified Communications Solutions

System ~ CalRoung ~ MediaResources +  Advanced Festures = Device ~  Application ~  User Managemert ~  Bulk Administration = Help +

Parameters for All Servers ~ | Go

e e Paramete 0 g atio
G Save Set to Default (% Condensed

SIP Station UDP Port Throttle Threshald * 50 S0
SIP Trunk UDP Port Throftle Threshold * 200 am

S1P Y 150 Quthound SDP Offer Filtering * Mo Filtering L Ho Filtering
Isw May Incoming Messane Size * 11000 11000 I
SIF Max Incoring Messade Headsrs ©
i

100 100
False - False
3600 3600
60 &0

"Lync gateway" Expressway configuration (part 1)

This comprises the following steps:

Load CA certificate and server certificate onto Expressway for TLS connectivity with Lync.
Configure DNS.

Ensure that a cluster name is configured.

Configure an NTP server.

Ensure that TLS is enabled in SIP configuration.

o~ DN~

We recommend that you use TLS connectivity between Expressway and Lync. (TCP may not work for Lync
configurations that include HLBs and / or Lync Director and the use of TCP prevents the use of encryption).

If the "Lync gateway" is a cluster, unless this guide states that configuration is required on each peer,
configure the master "Lync gateway" Expressway in the cluster and allow the configuration to be replicated
to the other peers automatically. If the "Lync gateway" is just a single Expressway then set up the
configuration on that "Lync gateway" Expressway.




"Lync gateway"” Expressway: Load CA certificate and server certificate (if
using TLS to Lync)

Obtain and load the CA certificate, server certificate and private key onto the Expressway. Note that for
mutual TLS authentication the server certificate must be capable of being used as a client certificate as well.

A certificate must be created for each "Lync gateway" Expressway; the certificate must specify:

= Subject Name: the Expressway peer's FQDN e.g. exp01.ciscotp.com
and if it is part of a cluster:

= Subject Alternate Name: a comma separated list of the Expressway cluster's FQDN and the
Expressway peer’s routable FQDN, e.g. lyncexp.ciscotp.com, exp01.ciscotp.com

You may also want to set up the SIP trunk between Expressway and Unified CM to use TLS. We
recommend that you set up a working TCP trunk first and then convert it to TLS. Full instructions for doing
this and for managing certificates on Expressway and Unified CM are in section Connecting Expressway to
Unified CM using TLS [p.47].

"Lync gateway" Expressway: Configure DNS and local hostname
Configure the DNS server details

The "Lync gateway" Expressway(s) should be configured to use the same DNS server(s) as Lync Server.
On a machine running Lync Server:

1. From the Windows Start menu choose Run.
2. Type emd into the Open field and click OK. A command window opens.

3. Inthe cmd.exe window type:
ipconfig /all

4. Note down the DNS server(s).

Note: a DNS server IP address of 127.0.0.1 means that Lync Server is using a DNS server on its own
hardware. Instead of entering 127.0.0.1 on the Expressway, use the IP address of the Lync Server platform
instead.

On each "Lync gateway" Expressway peer:

1. Goto System > DNS.

2. Ifthe DNS server that Lync Server uses can provide all DNS lookups needed by Expressway:
a. Set Default DNS Server Address 1 to the IP address of DNS server noted earlier.
b. If Lync Server has more than one DNS server defined, configure the additional default DNS server
fields (Address 2, Address 3 and so on) with the IP addresses of the additional servers.

3. If the Expressway must use other DNS servers for normal calls and only the Lync DNS server for Lync
access:
Configure the Default DNS servers with the servers which will be used for normal, non-Lync related
DNS operation and configure the Per-domain DNS servers section as follows:

Address 1 IP address of the DNS server used by Lync Server




Domainnames Domain shared with Lync

Address 2...5 Use these fields only if Lync Server uses more than one DNS server

Domain names 2 Use these fields only if Lync Server uses more than one DNS server; configure with the
..5 domain shared with Lync

4. Configure the next available Per-domain DNS server address to contain the IP address of the Lync
Front End Processor, and specify the Lync domain e.g. ciscotp.com as the associated Domain name.
(This is required in some network setups: Lync frequently embeds hostnames inside contact headers and
sometimes these can be unresolvable outside of the Windows domain.)

5. Click Save.

Ensure that Local hosthame and DNS domain are configured

For each "Lync gateway" Expressway peer, ensure that a unique Local host name is set up and that the DNS
Domain name is set up:

1. Goto System > DNS and set:
a. Local host name to a unique hostname for this Expressway.
b. Domain name to the domain name for this Expressway.

2. Click Save.

Note that:

= the Local host name concatenated with DNS Domain name is the routable FQDN of this Expressway.

m if these items are not configured and the connection between Lync Server and Expressway is TLS, then
although the neighbor zone goes active and Expressway can send messaging to Lync Server, Lync Server
will never open a TLS connection back to Expressway, resulting in no calls from Lync to Expressway and
other strange behavior.

"Lync gateway" Expressway: Ensure that cluster name is configured

Lync will be configured with a static route that uses the "Lync gateway" Expressway's cluster name / FQDN
(e.g. lyncexp.ciscotp.com) regardless of whether the "Lync gateway" Expressway is part of a cluster or not.

For each "Lync gateway" Expressway peer, ensure that Cluster name (System > Clustering) is the same,
and is set up to be the FQDN of the cluster. Note that this should have been set up when the cluster was
created —see Expressway Cluster Creation and Maintenance Deployment Guide. If the cluster name needs
changing follow the procedure in that document.

"Lync gateway" Expressway: Configure an NTP server
On each "Lync gateway" Expressway peer:

Go to System > Time.
Set NTP server 1 to the IP address of an NTP server.
Optionally set NTP server 2 to the IP address of an additional NTP server.

A0~

Set Time zone as appropriate to the location of the Expressway.

You can find out which time server that the Windows server (the Lync Server) is using by typing
‘net time /querysntp’ from the windows command line.




"Lync gateway" Expressway: Ensure that TLS is enabled in SIP
configuration

1. Goto Configuration > Protocols > SIP.
2. Ensure that TLS mode is On.

Lync Server configuration

The configuration will vary depending upon the architecture of the Lync Server installation.

= [f aLync Director is in use, then configure the Lync Director (pool) to trust the "Lync gateway" Expressway
and to route traffic to Expressway. Other FEPs receiving calls for the video domain may not know how to
route them (depending on Lync SIP routing configuration), and may pass the calls to the Director pool for
routing.

m |[f there is just a hardware load balancer in front of a set of FEP pools, configure each FEP pool.
m If thereis just a single FEP, configure it.

To allow the "Lync gateway" Expressway to communicate with Lync Server:

1. ForaTLS (encrypted signaling) connection between the "Lync gateway" Expressway and Lync Server
(recommended), TLS must be allowed on Lync Server.
For a TCP connection (not recommended), TCP must be allowed on Lync Server.

2. Configure Lync Server to trust the "Lync gateway" Expressway(s).
3. Configure Lync Server media encryption capabilities.

Trust a "Lync gateway" Expressway

Lync trust can either be set up for a single "Lync gateway" Expressway or multiple Expressways (for
example when using a cluster for "Lync gateway" Expressway.

On Lync Server (using Lync 2010 as an example):

1. Select Start > All Programs > Microsoft Lync Server 2010 > Lync Server Management Shell.

2. Set one or more "Lync gateway" Expressways as a trusted application for Lync Server (Expressway is
treated as an application by Lync Server).
Use the command New-CsTrustedApplicationPool with the following parameters:
-Identity: specifies the "Lync gateway" Expressway cluster FQDN. This name must match the
Common Name / Subject Alternate Name specified in the Expressway server certificate e.g.
lyncexp.ciscotp.com.
-ComputerFqdn: specifies the "Lync gateway" Expressway peer FQDN (specify the master
Expressway FQDN if running a cluster), e.g. exp01.ciscotp.com. This name must match the Common
Name specified in the Expressway server certificate.
-Registrar: specifies the FQDN of the registrar for the Lync pool
-Site: specifies the sitelD on which this application pool is homed
Note: you can use the command Get-CsSite to get the full list of sites (SitelD) and related pools.
-RequiresReplication: specifies that this trusted application must not be replicated between Pools
(must be $false)
-ThrottleAsServer: reduces the message throttling as it knows the trusted device is a server, not a
client (must be $true)
-TreatAsAuthenticated: specifies that this application is authenticated by default (must be $true)




For example:

C:\Users\administrator.CISCOTP>New-CsTrustedApplicationPool -Identity
lyncexp.ciscotp.com -ComputerFgdn expOl.ciscotp.com -Registrar feppool.ciscotp.com -
site 1 -RequiresReplication $false -ThrottleAsServer $true -TreatAsAuthenticated S$true

(For TCP only deployments) Use the Topology Builder to configure the IP address of the "Lync gateway"

Expressway as a trusted server:

a. Select Start > All Programs > Microsoft Lync Server 2010 > Topology Builder.

b. Under Lync Server 2010 >Trusted Application Servers, right-click on the Expressway host and
select Edit Properties.

c. Inthe General tab, select Limit service usage to selected IP addresses, enter the Primary IP
address of the Expressway and click OK.

d. Publish the topology (you may need to restart the Lync Front-End Service to make sure that topology
changes are applied).

If using a cluster of "Lync gateway" Expressways, use the shell to add the additional cluster peer
members as computers to the trusted application pool using the command New-
CsTrustedApplicationComputer with the following parameters:

-Identity: specifies the FQDN of the Expressway cluster peer being added, e.g. exp02.ciscotp.com.
This name must match the Common Name specified in the Expressway server certificate.

-Pool: specifies the FQDN of the application pool this Expressway is being added to (identical to the
FQDN used for -Identity in the previous step, e.g. lyncexp.ciscotp.com.

For example:

C:\Users\Administrator.CISCOTP> New-CsTrustedApplicationComputer -Identity
exp02.ciscotp.com -Pool lyncexp.ciscotp.com

. Assign an application to a specific application pool:

Use the command New-CsTrustedApplication with the following parameters:
-ApplicationID: specifies alabel for the "Lync gateway" Expressway application (it is internal to
Lync only, not a DNS name)

-TrustedApplicationPoolFQDN: specifies the "Lync gateway" Expressway FQDN (or "Lync
gateway" Expressway Cluster name if present)

-Port: specifies TLS/TCP port to use for neighboring. This should be set to the port configured as Port
on B2BUA for Lync call communications in the B2BUA advanced settings on the Expressway
(default 65072).

-enableTCP: this must be included only if TCP is the chosen transport protocol

For example, for TLS:

C:\Users\administrator.CISCOTP>New-CsTrustedApplication -ApplicationId
ExpresswayApplicationl -TrustedApplicationPoolFgdn lyncexp.ciscotp.com -Port 65072

For example, for TCP:

C:\Users\administrator.CISCOTP>New-CsTrustedApplication -ApplicationId
ExpresswayApplicationl -TrustedApplicationPoolFqgdn lyncexp.ciscotp.com -Port 65072 -
EnableTCP

. Apply the configuration
Use the command Enable-CsTopology.
For example:

C:\Users\administrator.CISCOTP>Enable-CsTopology




To verify that all Expressway systems integrated with Lync Servers are assigned to the correct trusted
Application Pool on the LSCP (Lync Server Control Panel): Topology > Status:
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To verify trusted application and its assignment to the correct Application Pool on the LSCP (Lync Server
Control Panel): Topology > Trusted Application menu:
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Configure Lync Server media encryption capabilities

By default Lync Server mandates the use of encrypted media. However, the headers used in Lync SRTP are
different from those used by video network devices.

Expressway has the capability to carry out on-the-fly modification of these headers if the Microsoft
Interoperability option key is enabled on the "Lync gateway" Expressway.

The choice of how to configure Lync’s encryption capabilities depends on:

m |s the connection between Lync and the "Lync gateway" Expressway over TLS?
If it is not TLS, then crypto keys will not pass (they can be sent only over a secure — encrypted signaling
link), encryption must not be set to require on Lync Server.

m Does the "Lync gateway" Expressway have the Microsoft Interoperability option key enabled?
If no, encryption must not be set to require on Lync Server.

= Do all video endpoints support encrypted media, and will they offer encrypted media when initiating calls?
If no, then configure the relevant Expressway so that the Media encryption policy for that endpoint's
zone/subzone is set to Force encrypted.

To configure the way Lync will handle encryption, use the command:

set-CsMediaConfiguration -EncryptionLevel <value>

where <value> is one of RequireEncryption, SupportEncryption, DoNotSupportEncryption
For example:

C:\Users\administrator.CISCOTP> set-CsMediaConfiguration -EncryptionLevel
supportencryption




Note that:

m This parameter is a value communicated to Lync clients to affect its operation. To activate this change on a
Lync client, sign out, then sign back into the Lync client.
It may take a while for the parameter to be shared throughout the pool (up to an hour) so you may have to
wait a while before restarting the Lync clients for them take on the new value.

= |f the Microsoft Interoperability option key is installed and the connection between the Expressway and
Lync Serveris TLS, then the default setting of the command set-CsMediaConfiguration —EncryptionLevel
RequireEncryption may be used. However, be aware that if RequireEncryption is set on Lync, either all
video endpoints must support encryption or the Expressway's Media encryption policy for the relevant
zones and subzones must be set to Force encrypted. Otherwise, calls will fail — consider using
SupportEncryption instead.

"Lync gateway" Expressway configuration (part 2)

This comprises the following steps:

1. Configure the B2BUA on the "Lync gateway" Expressway.
2. Set upasearch rule to route calls to the Lync domain to Lync.

3. Ifrequired, set up search rules to route calls to any other domains supported on Lync (but not in the video
network) to Lync.

Configure the B2BUA on the "Lync gateway" Expressway

When configuring the B2BUA, two of the fields to configure are the destination address and destination port
for the B2BUA to send signaling to in the Lync environment. The values that need to be entered depend on
the structure of the Lync environment:

If the Lync environment... Configure the signaling destination address
and port to be that of the...

is fronted by a Hardware Load Balancer in frontof Lync  Hardware Load Balancer
Directors

is fronted by a Lync Director or Director pool Lync Director (pool)

has no Lync Director but a Hardware Load Balancerin  Hardware Load Balancer
front of Front End Processors

is a single FEP FEP

1. Goto Applications > B2BUA > Microsoft Lync > Configuration.
2. Configure the fields as follows:

Microsoft Lync B2BUA Enabled

Lync signaling destination address  IP address or FQDN of device specified above, for example
dirpool.ciscotp.com

Lync signaling destination port IP port used by device specified above — typically 5061

Lync signaling transport TLS




Register FindMe users as clients on No
Lync

Enable transcoders for this B2BUA No

Offer TURN Services No
Advanced settings Leave all advanced sefttings at their default values
3. Click Save.
Microsoft Lync B2BUA conﬁguration You are here: Applications » B2BUA» Microsoft Lync» Configuration

1 . Warning: The B2BUA is enabled but no search rules have been configured for the To Microsoft Lync server via B2BUA zone.

Configuration

Microsoft Lync B2BUA Enabled - 1

Lync signaling destination address « dirpool.ciscotp.com L Configure trusted hosts
Lync signaling destination port « B0B61 i

Lync signaling transport TLS + 1

Capabilities

Register FindMe users as clients on Lync Mo - 1

Transcoders

Enable transcoders for this B2BUA No + 1

TURN

Offer TURN senices No -~ | i Configure BZ2BUATURM servers
Advanced

Advanced settings Show advanced settings

Save

"To Microsoft Lync Server via B2BUA" neighbor zone

When the B2BUA is enabled, a non-configurable neighbor zone called To Microsoft Lync Server via
B2BUA is automatically set up:

Set up a search rule to route calls to the Lync domain to Lync

Search rules are used to specify the URIs to be forwarded to Lync (for example, by matching the domain of
the destination or by matching some element in the URI).

Search rules can also be used to transform URIs before they are sent to a neighbor, for example to add or
modify the domain or add, remove or translate user-id prefixes and even to add extra tags to SIP URIs, such




as user=phone (see TEL URI handling for Expressway to Lync calls [p.69] for further information about
user=phone).

For this scenario, anything with a domain ciscotp.com will be matched (and passed to Lync via the B2BUA);
no transformation is required.

1. Goto Configuration > Dial plan > Search rules.
2. Click New.
3. Configure the search rule so that all calls to URIs in the format .+@ciscotp.com.* are forwarded to Lync.

Rule name To Lync

Priority 100

Source Any

Mode Alias pattern match

Pattern type Regex

Pattern string .+@ciscotp\.com.”

Pattern behavior Leave

On successful match Stop

Target zone To Microsoft Lync Server via B2BUA
4. Click Save.

Configuration

Rule name # | To Lync i
Description i
Pricrity * | 100 i

Source Any = i

Request must be authenticated No = i

Mode Alias pattern match = i

Pattemn type Regex : i

Pattern string # | +@ciscotpl.com® i
Pattern behavior Leave = i

On successful match Stop = i

Target # | To Microsoft Lync server via B2BUA ¢ i

State Enabled : i

Note: never use a Mode of Any alias. Always use a pattern string which matches the Lync domain as closely
as possible so that only calls, notifies and other messages that are handled by Lync get sent to it. If Any alias
were to be selected, then all calls and other messages would be routed to Lync — subject to no higher priority
search rules matching — whether or not Lync supports that call or message and it may introduce delays, or
worse cause calls to fail.




Set up search rules to route calls to any other domains supported on
Lync (but not in the video network) to Lync

If Lync supports only a single domain then no other search rule is required here. If Lync supports other
domains and video endpoints should be able to call these devices, one or more additional search rules can be
added.

1. Goto Configuration > Dial plan > Search rules.

2. Click New.

3. Configure the search rule so that all calls to the relevant URI are routed to Lync.

Rule name xxxx To Lync
Priority 100

Source Any

Mode Alias pattern match

(never use a Mode of Any alias)

Pattern type Regex

Pattern string +@<relevant domain>.*

Pattern behavior Leave

On successful match Stop

Target zone To Microsoft Lync Server via B2BUA
4. Click Save.

5. Repeat for all domains supported on Lync (that are not used in the video network).

Calls can now be made between SIP endpoints registered on the video network to Lync clients registered on
Lync Server.

Testing the configuration

Test calls from endpoints registered on the video network to Lync clients registered on Lync Server.

For example, call david.jones@ciscotp.com or alice.parkes@ciscotp.com from endpoints registered on
Unified CM.

Note that if Lync for Mac OS X is used and a Cisco AM GW is not installed, the call will result in an audio only
call as Lync for Mac does not support any video codecs supported by standards-based endpoints.




Enabling Lync clients registered on Lync Server
to call endpoints registered on the video network

This is configured in 2 stages:

1. “Lync gateway” Expressway configuration (B2BUA trusted hosts, neighbor zone and search rules to the
video network).

2. Lync Server configuration (domain static routes to the “Lync gateway” Expressway).

“Lync gateway” Expressway configuration

This comprises the following steps:

Configure the B2BUA trusted hosts on the “Lync gateway” Expressway.

Configure the “Lync gateway” Expressway with a neighbor zone that contains the video network.
Set up one or more search rules to route calls with video network domains to the video network.
Creating a transform to strip port information from URIs.

Ao DN~

Configuring the B2BUA trusted hosts on the “Lync gateway”
Expressway

The Lync devices that must be trusted by the Expressway depend on the structure of the Lync environment:

If... Trust the...

static routes are to be created from the Lync environment Lync FEPs which will be sending traffic towards
the “Lync gateway” Expressways

the Lync environment is fronted by a Hardware Load Balancer  Hardware Load Balancer and the Lync

in front of Lync Directors Directors
the Lync environment is fronted by a Lync Director Lync Director
the Lync environment has no Lync Director but a Hardware Hardware Load Balancer and the Lync FEPs

Load Balancer in front of Front End Processors

Lync is a single FEP Lync FEP

. GotoApplications > B2BUA > Microsoft Lync > B2BUA trusted hosts.
2. Click New.
3. Configure the fields as follows:

Name Name to identify Lync device
IP address IP address of the device
Type Lync device

4. Click Save.

5. Repeat these steps until all Lync devices that need to be trusted have been added.




You are here: Applications » B2BUA» Microsoft Lyncr B2BUA trusted hosts v New

Microsoft Lync B2BUA trusted hosts

Configuration

Mame i
IP address !

Type Lyncdevice v |

Create frusted host Cancel

Notes:

= Note that trusted host verification only applies to calls initiated by Lync that are inbound to the
Expressway video network. It is not necessary to configure trusted hosts if calls are only ever to be
initiated from the Expressway video network.

m The Expressway has a limit of 25 trusted hosts. If there are more than 25 trusted hosts, the Expressway
raises an alarm. You can work around this limit by adding another "Lync gateway" Expressway, or by
pointing some of the Lync servers to a Lync proxy and then trusting the proxy instead.

Configuring the “Lync gateway” Expressway with a neighbor zone that
contains the video network

1. Goto Configuration > Zones > Zones.
2. Click New.
3. Configure the fields as follows (leave all other fields with default values):

Name CUCM Neighbor

Type Neighbor

Hop count 15

H.323 mode Off (H.323 is not supported between Expressway and Unified CM)

SIP mode On

SIP port 5060 (if the SIP access port on Unified CM is not 5060, change the SIP Port value
to be the same as used by Unified CM)

Transport TCP

Media encryption mode  Autfo

SIP authentication trust  Off

mode

Peer 1 address

IP address of Unified CM, or the FQDN of Unified CM.

If you are planning to ultimately use a TLS connection, then typically you will
need to specify the FQDN of Unified CM here as this is the name that will be used
to authenticate the certificate presented by Unified CM.




Zone profile (Advanced This depends upon your version of Unified CM:
sectlon) « Select Cisco Unified Communications Manager for versions prior to 8.6.1

« Select Cisco Unified Communications Manager (8.6.1 or later) for 8.6.1 or 8.6.2
« Select Custom for 9.x or later and:

o Set Call signaling routed mode to Always

o Leave all the other fields as their default values

Note that Unified CM 8.6.1 or later is required for BFCP (dual video / presentation
sharing).

This configures the Expressway to use SIP over TCP to communicate with the Unified CM. To use TLS,

complete the configuration as described here for TCP and then see Connecting Expressway to Unified
CM using TLS [p.47].

4. Click Create zone.




Enabling Lync clients registered on Lync Server to call endpoints registered on the video network

Edit zone

Type Meighbor

Hop count * )
{ H.323 I

Mode i

s |

Hose i)

o * i
Transport i

Accept proxied registrations i)

Media encryption mode | Auto T 1{
ICE support i

-| Authentication i

Authentic ation policy | Do not check credentials ¥ | 1)
SIP authentic ation trust mede i
 Location |
Peer 1 address [10.50.157.22 | G
Peer 2 address | | ij
Peer 3 address | | i
Peer 4 address | | ij
Peer 5 address | | ij
Peer & address | | ij
~| Advanced I
Zone profile | Custom r 1;
Monitor peer status Yes ¥ | (i)
Call signaling routed mode Tu

Creating a search rule to route calls to the Unified CM neighbor zone

Search rules specify the range of telephone numbers / URIs to be handled by this neighbor Unified CM. They
can also be used to transform URIs before they are sent to the neighbor.
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In this example deployment, this search rule routes calls with addresses in the format 3xxx@vc.ciscotp.com
to Unified CM.

1. Goto Configuration > Dial plan > Search rules.

2. Click New.

3. Configure the fields as follows to route the call to Unified CM:

Rule name Route to CUCM

Description For example: Send 3xxx@vc.ciscotp.com calls to CUCM
Priority 100

Protocol Any

Source Any

Request must be authenticated

Configure this setting according to your authentication policy

Mode

Alias pattern match

Pattern type

Regex

Pattern string

(3\d{3})@vc.ciscotp.com

Pattern behavior

Leave

(@domain formatted addresses will work in Unified CM due to the
Cluster Fully Qualified Domain Name enterprise parameter)

On successful match Stop
Target zone CUCM Neighbor
State Enabled

4. Click Create search rule.




Create search rule

Configuration

Fule name
Description

Pricrity

Protocol

Source

Reguest must ke autherticated
fdocle

Pattern type

Pattern string

Pattern behaviar

On successiul match
Target

State

Create search rule | Cancel |

ou are here: Configuration * Dial plan * Search rules ¥ Creste search rule

# |Route to CLCH !
Send Ixxx@ve.ciscotp.com calls o CUCM |
# 100 i
Any w1
Ay A |
Mo » | 1
Alins pattern match w1
Regex | 1
# |(Ad{3}}@vc.ciscotp.com |
Leave |%| 1
Stop W
4 | CUCKW Meighbor S [

Enabled | 1

See the “Zones and Neighbors” section of Expressway Administrator Guide for further details.

Creating a transform to strip port information from URIs

This transform matches URIs received from Unified CM in the form <uri>:<port> and strips off any port
information to convert them into just <uri>.

1. Goto Configuration > Dial plan > Transforms.

2. Click New.

3. Configure the fields as follows:

Priority Enter a high priority such as 5 (the priority of this transform should be before any
transforms that need to be applied for searching neighbor zones)

Description Strip off any portinformation

Pattern type Regex

Pattern string

For example: (.+)..*

Pattern behavior

Replace

Replace string

For example: \1

State

Enabled

4. Click Create transform.
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Create transform You are here: Configuration » Dial plan » Transforms » Create transform

Configuration

Priority 5 i

Description Strip off any port information i
Pattern type Regex - 1

Pattern string e ()" 1

Pattern behavior Replace ~ 1

Replace string il |

State Enabled ~ 1

Create transform | Cancel |

Configuring Lync Server domain static routes

This involves configuring domain static routes that route calls to the video domain to the “Lync gateway’
Expressway.

The routes should reside on the Director (pool) if present, otherwise on the FEP (pool).

Configuring static routes to route calls to the “Lync gateway”
Expressway

1. Create a static route from Lync to the "Lync gateway" Expressway.
Use the command New-CsStaticRoute with the following parameters:
$=: the label referring to this specific new route.
-TLSRoute: specifies that the route is TLS (recommended).
-TCPRoute: specifies that the route is TCP.
-Destination: the "Lync gateway" Expressway Cluster FQDN for TLS routes. Use the IP Address in
case of TCP routes.
-MatchUri: the SIP domain that "Lync gateway" Expressway is authoritative for.
-Port: the TLS/TCP port to use for neighboring. It should be the port configured as Port on B2BUA for
Lync call communications in the B2BUA advanced settings on the Expressway (default 65072).
-UseDefaultCertificate: to use the default certificate assigned to the Front End (must be $true)
when using TLS. Do not specify this switch when using TCP.

For example, for TLS:

C:\Users\administrator.CISCOTP> SRoutel=New-CsStaticRoute -TLSRoute -Destination
"lyncexp.ciscotp.com" -MatchUri "vc.ciscotp.com" —-Port 65072 -UseDefaultCertificate
Strue

For example, for TCP:

C:\Users\administrator.CISCOTP> S$SRoutel=New-CsStaticRoute -TCPRoute -Destination
"10.0.0.2" -MatchUri "vc.ciscotp.com" —-Port 65072

2. Assign a static route.
Use the command Set-CsStaticRoutingConfiguration with the following parameters:




-Identity: specifies where to apply the route. It can be at the global level or on a specific pool.
-Route @{Add=}: the route (defined earlier) to assign to the Identity (note that brackets are “curly”).
For example:

C:\Users\administrator.CISCOTP> Set-CsStaticRoutingConfiguration -Identity global -
Route Q@{Add=S$SRoutel}

3. Verify the static route assignment. Use the command :
Get-CsStaticRoutingConfiguration | Select-Object -ExpandProperty Route

Note that:

m  When Lync Server tries to route a call it will first check all its registrations:
« Ifany registration is found that matches the called URI, the call will be sent to that device, or if multiple
registrations exist, the call will be forked to all registered devices that match the URI.
« Ifthereis no registration, Lync Server will then check the static domain routes and if there is one for this
domain then Lync Server will route the call to the destination specified.

m [f static routes are set up, Expressway will receive any requests to that domain that Lync cannot handle,
and thus may receive significant volumes of mis-dial traffic.

Testing the configuration

Test calls from Lync clients registered on Lync Server to endpoints registered on Unified CM. For example,
call david.jones.office@vc.ciscotp.com from a Lync client registered on Lync Server.




Enabling Microsoft Edge Server and Expressway
TURN capabilities

Ensure that the Microsoft Interoperability option key has been installed on the “Lync gateway”
Expressway.

To enable call connectivity with Lync clients calling via an Edge server, the B2BUA needs to have TURN
services properly configured to point to a Expressway-E with TURN enabled.

1. Goto Applications > B2BUA > B2BUA TURN servers.

2. Click New.

3. Configure the fields as follows:

TURN server address IP address of a Expressway-E which has TURN enabled.
(Just a single Expressway; it may be just one peer from a cluster.)

TURN server port 3478
The port on the Expressway-E that is listening for TURN requests.

On Large systems you can configure a range of TURN request listening
ports. The defaultrange is 3478 — 3483.

Description An optional description of this TURN server.
TURN services username The username and password to access the TURN server.
and

TURN services password

Click Add address.

Repeat the above steps if additional TURN servers are required.

Go to Applications > B2BUA > Microsoft Lync > Configuration.
Configure the fields as follows:

N o o A

Offer TURN Services Yes

8. Click Save.




Connecting Expressway to Unified CM using TLS

These instructions explain how to take a system that is already configured and working using a TCP
interconnection between Expressway and Unified CM, and to convert that connection to use TLS instead.
This process involves:

= Ensuring certificate trust between Unified CM and Expressway

m Configuring a SIP trunk security profile on Unified CM

= Updating the Unified CM trunk to Expressway to use TLS

m Updating the Expressway neighbor zone to Unified CM to use TLS

Ensuring certificate trust between Unified CM and
Expressway

For Unified CM and Expressway to establish a TLS connection with each other:

m Expressway and Unified CM must both have valid server certificates loaded (you must replace the
Expressway's default server certificate with a valid server certificate)

m Expressway must trust Unified CM’s server certificate (the root CA of the Unified CM server certificate
must be loaded onto Expressway)

= Unified CM must trust Expressway'’s server certificate (the root CA of the Expressway server certificate
must be loaded onto Unified CM)

See Expressway Certificate Creation and Use Deployment Guide for full details about loading certificates
and how to generate CSRs on Expressway to acquire certificates from a Certificate Authority (CA).

Note: In a clustered environment, you must install CA and server certificates on each peer/node individually.

We strongly recommend that you do not use self-signed certificates in a production environment.

Loading server and trust certificates on Expressway
Expressway server certificate

Expressway has only one server certificate. By default, this is a certificate signed by a temporary certificate
authority. We recommend that it is replaced by a certificate generated by a trusted certificate authority.

To upload a server certificate:

1. Goto Maintenance > Security certificates > Server certificate.

2. Use the Browse button in the Upload new certificate section to select and upload the server certificate
PEM file.

3. If you used an external system to generate the Certificate Signing Request (CSR) you must also upload
the server private key PEM file that was used to encrypt the server certificate. (The private key file will
have been automatically generated and stored earlier if the Expressway was used to produce the CSR for
this server certificate.)

« The server private key PEM file must not be password protected.
« You cannot upload a server private key if a certificate signing request is in progress.

4. Click Upload server certificate data.



http://www.cisco.com/en/US/products/ps13435/products_installation_and_configuration_guides_list.html

Expressway trusted CA certificate

The Trusted CA certificate page (Maintenance > Security certificates > Trusted CA certificate) allows
you to manage the list of certificates for the Certificate Authorities (CAs) trusted by this Expressway. When
a TLS connection to Expressway mandates certificate verification, the certificate presented to the
Expressway must be signed by a trusted CA in this list and there must be a full chain of trust (intermediate
CAs) to the root CA.

The root CA of the Unified CM server certificate must be loaded into the Expressway's trusted CA certificate
list.

To upload a new file containing one or more CA certificates, Browse to the required PEM file and click
Append CA certificate. This will append any new certificates to the existing list of CA certificates. If you
are replacing existing certificates for a particular issuer and subject, you have to manually delete the previous
certificates.

Repeat this process on every Expressway that will communicate with this Unified CM.

Loading server and trust certificates on Unified CM
Certificate management for Unified CM is performed in the Cisco Unified OS Administration application.

All existing certificates are listed under Security > Certificate Management. Server certificates are of type
certs and trusted CA certificates are of type trust-certs.

Unified CM server certificate

By default, Unified CM has a self-signed server certificate CallManager.pem installed. We recommend that
this is replaced with a certificate generated from a trusted certificate authority.

Unified CM trusted CA certificate

To load the root CA certificate of the authority that issued the Expressway certificate (if it is not already
loaded):

Click Upload Certificate/Certificate chain.
2. Select a Certificate Name of CallManager-trust.

3. Click Browse and select the file containing the root CA certificate of the authority that issued the
Expressway certificate.

4. Click Upload File.

Repeat this process on every Unified CM server that will communicate with Expressway. Typically this is
every node that is running the CallManager service.

Configuring a SIP trunk security profile on Unified CM

On Unified CM:

Select Cisco Unified CM Administration, click Go and log in.
Go to System > Security > SIP Trunk Security Profile.
Click Add New.

Configure the fields as follows:

AN~




Name A name indicating that this is an encrypted profile.
Description Enter a textual description as required.

Device Security Mode Encrypted.

Incoming Transport Type TLS.

Outgoing Transport Type TLS.

Enable Digest

Leave unselected.

Authentication

The subject name or an subject alternate name provided by the Expressway
in its certificate. For Expressway clusters, ensure that this list includes all of
the names contained within all of the peers' certificates. To specify multiple
X.509 names, separate each name by a space, comma, semicolon or colon.

X.509 Subject Name

Incoming Port 5061

Accept Unsolicited Select this check box

Notification

Accept Replaces Header Select this check box

Other parameters Leave all other parameters unselected.

5. Click Save.

Updating the Unified CM trunk to Expressway to use TLS

On Unified CM:

1. GotoDevice > Trunk.
2. Using Find, select the Device Name previously set up for the trunk to the Expressway.
3. Configure the following fields:

SIP Information section

Destination Port 5061 (unless using DNS SRV, in which case ensure the SRV records are set up

correctly).

SIP Trunk Security
Profile

Select the trunk profile set up above.

Leave other parameters as previously configured.
4. Click Save.
5. Click Reset.

Updating the Expressway neighbor zone to Unified CM to use
TLS

Note that Expressway will report that the Unified CM zone is active even while it is communicating with
Unified CM over TCP. The changes below are necessary to enable communications over TLS.




On Expressway:

1.

Go to Configuration > Zones > Zones, then select the zone to Unified CM.

2. Configure the following fields:

SIP section

Port 5061
Transport TLS
TLS verify mode On
Authentication trust mode Off

Leave other parameters as previously configured.

3. Click Save.

Verifying that the TLS connection is operational

To verify correct TLS operation, check that the Expressway zone reports its status as active and then make
some test calls.

1.

Check the Expressway zone is active:

a. Goto Configuration > Zones > Zones.
b. Check the SIP status of the zone.
If the zone is not active, try resetting or restarting the trunk again on Unified CM.

Make a test call from a system routed through an Expressway to a Unified CM phone.
Make a test call from a Unified CM phone to a system routed through an Expressway.

Network of Expressways

If there is a network of Expressways behind this Expressway neighbored to Unified CM, then, either:

Unified CM must trust the certificates of all the Expressways in the network (‘optimal’ routing mode), or

The Expressway neighbor zone to Unified CM must ‘always’ route the signaling. In effect this sets up this
Expressway as a gateway to Unified CM, and is the preferred option. The Cisco Unified Communications
Manager and Cisco Unified Communications Manager (8.6.1 or later) zone profiles are pre-configured to
‘always’ route the signaling, thus no additional configuration is required providing one of these profiles is
used.

Encrypted calls to endpoints registered to Unified CM

Endpoints registered to Unified CM need to be configured with a “SIP Secure profile” to provide encrypted
media and call negotiation. If such a profile is not available by default, it will need to be created via System >
Security > Phone Security.

See Securing Cisco TelePresence Products for further information on using the Cisco CTL Client and
configuring Unified CM for secure communications.



http://www.cisco.com/en/US/products/ps8332/products_installation_and_configuration_guides_list.html

Appendix 1: Federation

This section describes how to configure Expressway to provide IM, Presence, audio and video

interoperability between Lync 2010/2013 and Cisco infrastructure and Cisco Jabber for the purpose of
migrating to Cisco Jabber.

Note: The federation deployment discussed in this section has been tested at limited scale for the purpose of
migration, and is therefore not supported as a permanent deployment in a production environment

Partitioned Intra-Domain Federation

Partitioned Intra-Domain Federation is the sharing of enterprise Instant Messaging (IM), Presence, audio,
and video between Unified Communications systems within a single presence / SIP domain. This model is
used here as a migration tool from Microsoft Lync to Cisco infrastructure and Cisco Jabber

Partitioned Inter-Domain Federation
Partitioned Inter-Domain Federation is the sharing of enterprise Instant Messaging (IM), Presence, audio

and video between Unified Communications systems deployed with different domains and subdomains. This
model is also used here as an aid in migrating from Microsoft Lync to Cisco infrastructure and Cisco Jabber.

Solution overview

This solution requires a directory Expressway that uses CPL to split traffic coming from Lync. The directory

Expressway routes audio / video traffic to the “Lync gateway” Expressway, and routes IM&P traffic to the
Unified CM IM&P node, as shown in the following diagram:
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The IM&P and audio / video (AV) signaling flows are as follows:

1. ALync user starts either a call or an IM session.

2. The Lync Front End routes it to the directory Expressway.




3. CPL on the directory Expressway splits the traffic according to the SDP event type and message headers:
a. Audio / video signaling: SIP AV invite is sent to the “Lync gateway” Expressway.
b. IM&P signaling: IM SIP SIMPLE invite is sent to the Unified CM IM&P node.

4. Theinviteis routed to the Jabber Client:
a. Audio / video signaling: SIP AV invite is routed to the Jabber Client through the “Lync gateway”
Expressway and Unified CM.
b. IM&P signaling: IM SIP SIMPLE invite reaches the Jabber client through Unified CM IM&P.

5. The directory Expressway removes itself from signaling path:
a. Audio / video signaling: session is directly established between the Lync Front End and the B2BUA
on the “Lync gateway” Expressway.
b. IM&P signaling: session is directly established between the Lync Front End and the Unified CM
IM&P node.

The resulting IM and media paths are shown below:

Directory Expressway

Unified CM / IM&P

Lync Front End

-~ -
~hd+~

Lync Gateway Expressway

Note that:

= The “Lync gateway” Expressway does the Microsoft SVC <> SVC or Microsoft SVC <> AVC conversion
and encryption.

= The Microsoft Interoperability Key is required on the “Lync gateway” Expressway.

Configuring the directory Expressway

The directory Expressway serves the function of directing Lync traffic to the appropriate destination. It is
required because Lync 2013 and Lync 2010 only support a single static route for all traffic to external
domains. The CPL examines the SIP message and sends presence and IM messages to the IM&P server.
All other messages are forwarded to the “Lync gateway” Expressway.

The directory Expressway configuration that is required is summarized below:

1. Ensure that the Expressway has rich media session licenses installed (Maintenance > Option keys).
We recommend a minimum of 10 rich media session licenses.




The directory Expressway uses a license as it processes each call and it then holds on to the license until
it times out, which takes 5 seconds. Thus, 10 rich media session licenses will allow up to 120 calls per
minute (10 x 60 seconds / 5).

Configure a SIP neighbor zone that has a Peer 1 address set to the Lync Front End server.

3. Set Call signaling optimization to On (Configuration > Call routing) so that it removes itself from the
signaling path.

4. Set Call Policy mode to Local CPL (Configuration > Call Policy > Configuration) and upload some
CPL based on the example CPL below.

Example CPL

Here is an example of the CPL that you would load on to the directory Expressway:

<?xml version="1.0" encoding="UTF-8"?>

<cpl xmlns="urn:ietf:params:xml:ns:cpl" xmlns:taa="http://www.tandberg.net/cpl-
extensions" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ietf:params:xml:ns:cpl cpl.xsd">

<taa:routed>

<taa:rule-switch>

<!-- Route IM & presence messages SUBSCRIBE and PUBLISH direct to CUP -->
<taa:rule originating-zone="<To Lync Zone>" destination="(?!CUP .+) (.*)" message-
regex=" ( (SUBSCRIBE | PUBLISH) (.*Event: (\s) *presence.*)) | ((.*m=message.*))">
<!-- Add CUP_ as a header to identify all messages destined for CUP. Strip CUP_ in search
rule -->
<taa:location clear="yes" regex="(.*)" replace="CUP \1">
<proxy />

</taa:location>
</taa:rule>
</taa:rule-switch>
</taa:routed>
</cpl>

The <To Lync Zone> element should be replaced by the name of the neighbor zone that you have created on
the directory Expressway that is pointed at Lync.

Modifying the Lync static route configuration

As the SDP messages coming from the Lync environment have to be analyzed by the directory Expressway,
all the traffic coming from Lync must be directed to that Expressway. Therefore the static route configured on
the Lync Server that routes calls to the address of the “Lync gateway” Expressway has to be modified to
route calls to the address of the the directory Expressway instead.




Appendix 2: Troubleshooting

Troubleshooting checklist

If you are experiencing a problem with the Lync integration, we recommend that you go through the following
list when performing the initial faultfinding. It will help to uncover any potential problems with the base
configuration and status of the deployment:

Ensure that video endpoints and infrastructure devices are running up-to-date software. Doing so lowers
the chances for interoperability issues between the video environment and Lync.

Ensure that all "Lync gateway" Expressways can successfully look up all Lync Server A-record FQDNSs in
DNS (this includes both Director and FEPs). You can use Maintenance > Tools > Network utilities >
DNS lookup on the Expressway.

Ensure that all Lync servers can successfully look up all “Lync gateway” Expressway peer A-record
FQDNSs and cluster FQDN in DNS. You can use the nslookup command-line utility locally on each Lync
Server.

Verify that the B2BUA has connectivity both with the Lync environment and the Expressway (on the

Status > Applications > Lync B2BUA page, Status = Alive is the desired state for both).

Check for errors in the Event Log

Check the Event Log (Status > Logs > Event Log).

Tracing calls

Tracing calls at SIP / H.323 level

A w0~

Go to Maintenance > Diagnostics > Diagnostic logging.
Optionally, select Take tcpdump while logging.
Click Start new log.

(Optional) Enter some Marker text and click Add marker.

« The marker facility can be used to add comment text to the log file before certain activities are
performed. This helps to subsequently identify the relevant sections in the downloaded diagnostic log
file.

« You can add as many markers as required, at any time while the diagnostic logging is in progress.

« Marker text is added to the log with a "DEBUG_MARKER" tag.

Reproduce the system issue you want to trace in the diagnostic log.
Click Stop logging.

Click Download log to save the diagnostic log archive to your local file system. You are prompted to save
the archive (the exact wording depends on your browser).

Video endpoint reports that it does not support the Lync
client SDP

If a video endpoint reports that it does not support the Lync client SDP, for example by responding “400
Unable to decode SDP” to a SIP INVITE message containing the Lync multi-part mime SDP sent to it:




1. Check whether the Lync Server is sending calls to the Expressway incoming IP port, rather than the
B2BUA IP port that should be receiving the incoming SIP messages.

2. Reconfigure Lync Server to send calls to the B2BUA IP port.

TLS neighbor zone to Lync Server is active and messaging is
sent from Expressway to Lync Server, but Lync debug says
Lync fails to open a connection to Expressway

The local host name and domain name fields must be configured in the Expressway System > DNS page so
that Expressway can use its hostname (rather than IP address) in communications. Lync requires the use of
Expressway hostname so that it can open a TLS connection to the Expressway.

Lync client initiated call fails to connect

If a call fails to connect, check that the endpoint, IP Gateway, MCU or ISDN Gateway is NOT in Microsoft
mode; ensure that it is in Standard or Auto mode. (From a H.323/SIP trace, an indication that the device is in
Microsoft mode is the presence of a “proxy=replace” field in the contact header of the 200 OK from the
device.)

Lync responds to INVITE with ‘488 Not acceptable here’

There can be two causes for this message:
From IP address

This is normally seen if the B2BUA forwards an INVITE from a standards-based video endpoint where the
‘From’ header in the SIP INVITE only contains the IP address of the endpoint, e.g. “From:
<sip:10.10.2.1>;tag=d29350afae33". This is usually caused by a misconfigured SIP URI in the endpoint. In
future versions of B2BUA, the “From”-header will be manipulated if necessary to avoid this issue.

Encryption mismatch

Look for the reason for the 488. If it mentions encryption levels do not match, ensure that you have configured
encryption appropriately, either:

= “Lync gateway” Expressway has the Microsoft Interoperability option key included, or

m Lyncis configured such that encryption is supported (or set as “DoNotSupportEncryption”) — note that if the
encryption support is changed on Lync then a short time must be left for the change to propagate through
Lync Server and then the Lync client must be signed off and then signed back in again to pick up the new
configuration.

Call connects but clears after about 30 seconds

If a call connects but shortly later clears, this is likely to be because the caller's ACK response to the 200 OK
is not being properly routed. To resolve this, make sure that the Expressway and Lync servers are able to
resolve each other's FQDNs in DNS.

Expressway to Lync Server calls fail - DNS server

Expressway needs to have details about DNS names of Lync pools and servers, and therefore needs to have
one of its DNS entries set to point to a DNS server which can resolve the FQDNSs of the Lync pools and




servers.
Expressway to Lync calls fail - Hardware Load Balancer

If the Lync environment has FEPs with an HLB in front, ensure that the Expressway is neighbored with the
HLB. If it is neighbored with an FEP directly, trust for Expressway will be with the FEP. Expressway will
send call requests to the FEP, but the FEP will record-route the message such that the ACK response should
be sent to the HLB. The ACK sent to the HLB gets rejected by Lync Server, so Lync clears the call after the
SIP timeout due to the FEP not seeing the ACK.

(Calls from Lync client — registered to the FEP — to Expressway may still work.)

Media problems in calls involving external Lync clients
connecting via an Edge server

RTP over TCP/UDP

The Edge server supports RTP media over both TCP and UDP, whereas the B2BUA and standards based
video endpoints only support RTP over UDP. The Edge server and any firewalls that the Edge server may
pass media traffic through may need to be reconfigured to allow RTP over UDP as well as RTP over TCP to
be passed.

ICE negotiation failure

This can usually be detected by the call clearing with a BYE with reason header “failed to get media
connectivity”.

Video endpoints only support UDP media. ICE usually offers 3 candidates:

= Host (private IP)
m Server Reflexive (outside IP address of firewall local to the media supplying agent — B2BUA or Lync Client)
= TURN server (typically the Edge Server/Expressway-E)

For ICE to work where an endpoint is behind a firewall, the endpoint must offer at least one publicly
accessible address (the Server Reflexive address or the TURN server address). This is used both for the
B2BUA to try and send media to, but also to validate bind requests sent to the Expressway-E’'s TURN server
—bind requests are only accepted by the TURN server if they come from an IP address that is ‘known’.

If a Lync INVITE offers only host candidates for UDP, for example:

a=candidate:1 1 UDP 2136431 192.168.1.7 30580 typ host
a=candidate:1 2 UDP 2135918 192.168.1.7 30581 typ host
a=candidate:2 1 TCP-ACT 1688975 192.168.1.7 30580 typ srflx raddr 192.168.1.7 rport 30580
a=candidate:2 2 TCP-ACT 1688462 192.168.1.7 30580 typ srflx raddr 192.168.1.7 rport 30580

...only one UDP candidate (two lines, one for RTP and one for RTCP) and they are for the host (private,
presumably non-routable by Expressway address)

and the B2BUA responds, for example:

a=candidate:1 1 UDP 2136431 84.233.149.125 56056 typ host
a=candidate:1 2 UDP 2136430 84.233.149.125 56057 typ host
a=candidate:4 1 UDP 1677215 194.100.47.5 60000 typ relay raddr 84.233.149.125 rport 56056
a=candidate:4 2 UDP 1677214 194.100.47.5 60001 typ relay raddr 84.233.149.125 rport 56057

...Host and Relay candidates are both offered.




Neither device will be able to reach the other’s private (host) address, and if the Lync client tries to bind to the
Expressway-E TURN server it will get rejected because the request will come from the server reflexive
address rather than private address and Lync client has not told the B2BUA what that IP address is.

Thus, Lync Server and the Microsoft Edge Server must be configured such that a Lync client offers at least
one public address with UDP media for this scenario to work.

Note that in the above scenario the B2BUA may not offer the Server Reflexive address if the Server
Reflexive address is seen to be the same as the host address.

Call between endpoint and Lync fails with reason ‘ice processing failed’

If the search history on Expressway shows calls failing with 'ice processing failed', this means that all ICE
connectivity checks between the B2BUA and the remote Lync device have failed.

Verify that the TURN server on Expressway-E has been enabled and that the TURN user credentials on
Expressway-E and B2BUA configuration match properly. This failure could also indicate a network
connectivity issue for STUN/TURN packets between B2BUA, Expressway-E/TURN server and the far end
TURN server/Microsoft Edge.

One way media: Lync client to Expressway-registered
endpoint

When using Microsoft Edge Server

When Lync clients register to Lync through a Microsoft Edge Server, the local IP address and port that the
Lync client declares is usually private and un-routable (assuming that the Lync client is behind a firewall and
not registered on a public IP address). To identify alternate addresses to route media to, the Lync client uses
SDP candidate lines.

Calls traveling through the Microsoft Edge server are supported when using the B2BUA with the Microsoft
Interoperability option key applied to the “Lync gateway” Expressway, and where the video architecture
includes a Expressway-E with TURN enabled and the B2BUA is configured to use that TURN server.

When using a Hardware Load Balancer in front of Lync

Expressway modifies the application part of INVITEs / OKs received from Lync clients to make them
compatible with traditional SIP SDP messaging. Expressway only does this when it knows that the call is
coming from Lync. If there are problems with one-way media (media only going from Lync client to the
Expressway registered endpoint), check the search history and ensure that the call is seen coming from a
Lync trusted host. Otherwise, the call may be coming from a FEP rather than the load balancer. See "Lync
gateway" Expressway configuration (part 2) [p.34] and configure Lync trusted hosts containing the FEP IP
addresses.

Lync rejects Expressway zone OPTIONS checks with ‘401
Unauthorized’ and INFO messages with ‘400 Missing Correct
Via Header"

= Aresponse ‘400 Missing Correct Via Header is an indication that Lync does not trust the sender of the
message.

= Aresponse ‘401 Unauthorized’ response to OPTIONS is another indication that Lync does not trust the
sender of the OPTIONS message.




Ensure that Lync environment has been configured to trust the Expressway which is sending these
messages, as described previously in this document.

Note, this can also be seen if a load balancer is used in front of the Lync, and Lync is configured to authorize
the Expressway (Lync sees calls coming from the hardware load balancer rather than from the Expressway).

Lync client stays in ‘Connecting ..." state

Lync client does not change into the connected state until it receives RTP (media) from the device with which
itisinacall.

Call to PSTN or other devices requiring caller to be
authorized fails with 404 not found

In some Lync configurations, especially where Lync PSTN gateways are used, calls are only allowed if the
calling party is authorized. Thus, the calling party’s domain must be the Lync Server domain. This means that
the endpoints must register to the video network with a domain that is the same as the Lync domain.

Lync clients try to register with Expressway-E

SIP video endpoints usually use DNS SRV records in the following order to route calls to Expressway:

m _Sips._tcp.<domain>
m _sip._tcp.<domain> and
= _Sip._udp.<domain>

Lync clients use:

m _sipinternaltls._tcp.<domain> - for internal TLS connections
m _sipinternal._tcp. <domain> - for internal TCP connections (only if TCP is allowed)
m _sip._tls. <domain> - for external TLS connections

Lync clients only support TLS connection to the Edge Server. The _sip._tcp.<domain> DNS SRV record
should be used for the Expressway-E.

B2BUA problems

B2BUA Lync Server status reports "Unknown" or "Unknown failure"

Check that the Expressway application has been added to the Lync trusted application pool and is configured
to contact the Expressway B2BUA via port 65072 . See Trust a "Lync gateway" Expressway [p.31] for more
information.

Lync problems

Run the Lync Server ‘Best Practices Analyzer' to help identify configurations that may be incorrect on Lync
Server.




Details and the download for Lync Server 2010 can be found at http://www.microsoft.com/en-
us/download/details.aspx?id=4750 and Lync Server 2013 content is at http://www.microsoft.com/en-
us/download/details.aspx?id=35455.

Problems with certificates

If a non-Lync application is used to create certificates to load onto Expressway for use with Lync (for
example when purchased from a certificate authority) it is vital that the Subject name and Subject Alternate
Name contain the same details as they would if the certificates were created by Lync.

Specifically, if both Subject name and Subject Alternate Name are used, then the name entered in the
Subject name must also appear in the Subject Alternative Name list.

See also Expressway Certificate Creation and Use Deployment Guide.



http://www.microsoft.com/en-us/download/details.aspx?id=4750
http://www.microsoft.com/en-us/download/details.aspx?id=4750
http://www.microsoft.com/en-us/download/details.aspx?id=35455
http://www.microsoft.com/en-us/download/details.aspx?id=35455
http://www.cisco.com/en/US/products/ps13435/products_installation_and_configuration_guides_list.html

Appendix 3: Debugging on Lync

Use of Lync Server Logging Tool

For debugging it is important to enable the logging on the appropriate Lync pool. If a Lync Director is in use,
tracing here is a good starting point.

Looking at the record-route headers in SIP messages from Lync will identify the FEP and Director involved in

the call.

1. OnLync Server select Start > All Programs > Microsoft Lync Server 2010 > Lync Server Logging

Tool.

2 Lync Server 2010 Logging Tool
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Select the logging option, for example SIPStack to look at SIP logs. (Details about the logging tool may be
found at: http://technet.microsoft.com/en-us/library/gg558599.aspx.)

Click Start Logging.

Make the call, or perform the function that needs to be debugged.

Click Stop Logging.

Click Analyze Log Files (install the Lync Server Resource Kit Tools if prompted to do so).
Review the trace:
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Enabling debug on Lync client

If the Lync client is not working correctly, logging can be enabled and SIP messaging and other logging can
be checked.

1. Select Tools > Options.

2. Select the General tab.

3. Inthe Logging section:
a. Select Turn on logging in Lync.
b. Select Turn on Windows Event logging for Lync.

Lync log files may be found in: c:\Documents and Settings\<user>\Tracing where <user> is the login
name of the windows login.

The .uccplog file can be viewed with a text editor, or (more clearly) with the application provided in the Lync
resource kit ‘snooper.exe’.

Windows event logging can be observed using the Windows Event Viewer.




Appendix 4: Interoperating capabilities and
limitations

Known interoperating capabilities

Upspeeding from a voice call to a video call

If a voice call is made from a Lync client to a video endpoint registered to Unified CM and then the video
button is selected to enhance the call to a video call, the video endpoint will correctly upspeed to video.

When interworking a Lync client to an H.323 endpoint, the call will only upspeed from voice to video if the
upspeed request occurs before the endpoint sends a BRQ lowering the connection bandwidth.

Maximum call resolution

The maximum resolution of an SVC to AVC converted call is 720p 30fps.

Known interoperating limitations

Video codecs

If Lync 2010 is used, the video endpoints registered to the Unified CM must support H.263; this is the
common video codec supported by endpoints and the Lync client. (The Lync client does not support H.264.)

The Lync 2010 client for Apple Mac OS X only supports RTVideo, no standards-based video codecs (H.263
or H.264). To make video calls between this client and standards-based video endpoints, a Cisco AM GW is
needed to transcode between RTVideo and H.263/H.264.

Video codec selection

When the B2BUA receives a call with no SDP —that is, without a list of codecs that can be used for the call
(for example, a call that has been interworked from H.323), the B2BUA must populate the SDP with a “pre-
configured” list of codecs from which Lync can select, as Lync does not support INVITES with no SDP.

The codecs offered and selected, therefore, may not reflect the best codecs that could have been selected
by the endpoints.

MXP endpoints
Video from MXP endpoints to Lync 2013 H.264 SVC is limited to 15fps (video with other endpoints is 30fps).

Joining a Lync conference (AV MCU)

Using a Lync client to invite a third party to join the call does not work if the third endpoint is an endpoint
registered to the Unified CM, or if the endpoint registered to the Unified CM is already in the call and another
Lync client is introduced into the call.

This is because when the Lync client invites a third party to join a call, the Lync client tries to create a
conference using Microsoft proprietary messaging (xml in SIP messages), and this is not supported by
standards-based video endpoints.




Upspeeding from a voice call to a video call

Interworking a Lync client to an H.323 endpoint, the call will only upspeed from voice to video if the upspeed
request occurs before the endpoint sends a BRQ lowering the connection bandwidth.

Microsoft Mediation Server

Calls to Microsoft Mediation Servers work from endpoints in the Expressway video network for SIP initiated
calls, but do not work for interworked H.323 initiated calls (the mediation server does not respond to the
Expressway INFO message, sent to check availability of the destination number).

A workaround is possible if the format of the numbers that will be routed to the mediation server can be
configured in Expressway.

The workaround is to send some calls through a different zone from the "Lync gateway" Expressway to the
Lync Server, as follows:
1. Create a new neighbor zone and select Custom in the Zone profile field.

2. Configure the zone with the values shown in Table 1: Custom neighbor zone attributes to work around
Mediation Server limitation [p.63]

3. Configure one or more search rules, with the correct priority, such that the appropriate subset of calls
destined for the Mediation Server are routed through the new zone rather than the standard "To Microsoft
Lync Server via B2BUA" zone.

4. You may also need to change the On successful match action from Stop to Continue on the search rule
in the "To Microsoft Lync Server via B2BUA" zone. See Set up a search rule to route calls to the Lync
domain to Lync [p.35].

Table 1: Custom neighbor zone attributes to work around Mediation Server limitation

Setting Lync Server zone configuration
Monitor peer status Yes

Call signaling routed mode Auto
Automatically respond to H.323 searches Off
Automatically respond to SIP searches On

Send empty INVITE for interworked calls Off

SIP poison mode On

SIP encryption mode Microsoft
SIP SDP attribute line limit mode On

SIP SDP attribute line limit length 130

SIP multipart MIME strip mode On

SIP UPDATE strip mode On
Interworking SIP search strategy Info

SIP UDP/BFCP filter mode Off

SIP Duo Video filter mode On




Table 1: Custom neighbor zone attributes to work around Mediation Server limitation
(continued)

Setting Lync Server zone configuration
SIP record route address type Hostname
SIP Proxy-Require header strip list <blank>

Lync client reports no audio device

Lync client sometimes complains that it has no audio device configured when selecting resume
Lync client’s instructions to update the audio device and resume will then work.

... follow




Appendix 5: Port reference

The port numbers listed below are the default port values. The values used in a real deployment may vary if
they have been modified, for example, by changes of registry settings or through group policy, on Lync and
Lync client, or configuration on Expressway (Applications > B2BUA).

Between B2BUA and Lync

Purpose Protocol B2BUA IP port Lync IP port

Signaling to Lync Server TLS 65072 5061 (Lync signaling destination
port)

Signaling from Lync Server TLS 65072 Lync ephemeral port

Media (the Lync B2BUA should be UDP 56000 to 57000 Lync client media ports

deployed on a separate "Lync Gateway"
Expressway and thus there should be
no conflict with the standard traversal
media port range)

Note: The Expressway does not
forward DSCP information that it
receives in media streams.

Between B2BUA and Expressway (internal communications)

Purpose Protocol B2BUA IP port Expressway IP port

Internal communications with TLS 65070 SIP TCP outbound port
Expressway application

Between B2BUA and Expressway-E hosting the TURN server

Purpose Protocol B2BUA IP port Expressway-E IP port

All communications UDP 56000 to 57000 3478 (media/signaling) *

Ensure that the firewall is opened to allow the data traffic through from B2BUA to Expressway-E.

* On Large systems you can configure a range of TURN request listening ports. The default range is 3478 —
3483.

External Lync client and Edge server

Purpose Protocol Edge server Lync client

SIP/MTLS used between Lync Client TCP 5061 5061
and Edge server for signaling (including
any ICE messaging to the Edge Server)

SIP/TLS TCP 443 443




Purpose Protocol Edge server Lync client
STUN UDP 3478 3478

UDP Media UDP 50000-59999 1024-65535
TCP Media TCP 50000-59999 1024-65535

External Lync client / Edge server and Expressway-E

Purpose Protocol Lync client/ Edge Expressway-E
server
ICE messaging (STUN/TURN) if media  UDP 3478 3478
is sent via the Expressway-E
UDP media ifitis sent via the UDP 1024-65535 24000-29999
Expressway-E
Between B2BUA and transcoder
Purpose Protocol B2BUA IP port Transcoder
B2BUA communications with transcoder TLS 65080 5061

(Cisco AM GW)




Appendix 6: Media paths and license usage for calls through B2BUA

Appendix 6: Media paths and license usage for
calls through B2BUA

Lync client call to SIP video endpoint

For a call of this type:

Signaling flows through Lync, B2BUA, and Unified CM.

Media is connected directly between the Lync client and the B2BUA.
Media is connected directly between the internal video endpoint and the B2BUA (as the call is SIP to SIP).
Calls made in the opposite direction, internal video endpoint to Lync client use the same signaling and

media paths.
Licenses:

« 1rich media session license on “Lync gateway” Expressway

Internal endpeints
Ixxx@vec.ciscotp.com
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Appendix 6: Media paths and license usage for calls through B2BUA

An external Lync client calls an internal SIP video endpoint

In this scenario an external Lync client (alice.parkes) calls an internal video system (david.jones.office).

= Signaling flows through the Microsoft Edge Server, Lync, B2BUA, and Unified CM.

= Media between the Lync client and the B2BUA flows either through the Microsoft Edge server or through
the Expressway-E TURN server —ICE searching is used to determine the ‘best’ path.

m Media is connected directly between the internal video endpoint and the B2BUA (as the call is SIP to SIP).
= Calls made in the opposite direction, internal video endpoint to external Lync client will use the same

signaling and media paths.
m Licenses:

« 1rich media session license on “Lync gateway” Expressway

Internal endpoini
Ixxx@vec.ciscotp.com

INTERNAL e

I'L‘f#\

Internal Lync client
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Appendix 7: Additional information

TEL URI handling for Expressway to Lync calls

If an endpoint wants to dial a telephone number rather than selecting a user from a directory, the Unified CM
must format the telephone number appropriately for Lync to be able to look it up. Lync expects to see
telephone numbers (known as TEL: URIs) in the form: +<country code><full dialed number>

Unified CM can use transforms to appropriately format the telephone numbers. These transforms can either
be implemented globally using Configuration > Dial plan > Transforms or just for the Lync neighbor zone
or B2BUA neighbor zone by configuring the transform in the appropriate search rules.

For example, for 4 digit extension number dialing to be expanded to a full telephone number for a company in
the UK whose telephone number is 781xxx, an extension number 1008 would need to be expanded to
+441344781008. This can be implemented by configuring a transform as follows:

Priority 80 (match in preference to the no transform needed rule - 80 is higher priority than 100)
Source Any

Mode Alias pattern match

Pattern type Regex

Pattern string (1...)@ciscotp\.com(.*)

Patter behavior Replace

Replace string +44134478\1;@ciscotp.com;user=phone\2

On successful match Continue

Target Zone To Microsoft Lync Server via B2BUA
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